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ǷȘȍȌȐșȓȖȊȐȍ 

 

 

 

ǸȖȌȎȍȘ ǫȘȈȑȔș ȘȈȉȖȚȈȓ Ȋ ȐȕȌțșȚȘȐȐ ȒȖȔȗȤȦȚȍȘȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȗȖȟȚȐ ȚȘȐ 
ȌȍșȧȚȐȓȍȚȐȧ, Ȑ Ȕȕȍ ȗȖșȟȈșȚȓȐȊȐȓȖșȤ ȏȕȈȚȤ ȍȋȖ ȗȘȐȔȍȘȕȖ ȗȖȓȖȊȐȕț ȥȚȖȋȖ 
ȊȘȍȔȍȕȐ. Ƕȕ ȖȌȐȕ Ȑȏ Țȍȝ ȕȍȔȕȖȋȐȝ ȗȘȖȜȍșșȐȖȕȈȓȖȊ, ȒȖȚȖȘȣȝ ȧ ȊșȚȘȍȟȈȓ, ț ȒȖȋȖ 
ȉȍȏȖȗȈșȕȖșȚȤ Ȋ ȒȘȖȊȐ. Ƕȕ ȖȉȓȈȌȈȍȚ ȐȕȚțȐȚȐȊȕȣȔ ȗȖȕȐȔȈȕȐȍȔ ȗȘȍȌȔȍȚȈ, ȒȖȚȖȘȖȍ, 
Ȋ șȖȟȍȚȈȕȐȐ ș ȍȋȖ ȉȖȋȈȚȣȔ ȖȗȣȚȖȔ ȗȖȐȔȒȐ ȗȓȖȝȐȝ ȗȈȘȕȍȑ Ȑ țșȚȘȈȕȍȕȐȧ 
țȧȏȊȐȔȖșȚȍȑ ȏȈȡȐȚȣ ȕȈ ȒȖȘȕȦ, șȌȍȓȈȓȖ ȍȋȖ ȗȘȍȊȖșȝȖȌȕȣȔ ȒȈȕȌȐȌȈȚȖȔ Ȍȓȧ 
ȕȈȗȐșȈȕȐȧ ȥȚȖȑ ȒȕȐȋȐ.  
   ǸȖȌȎȍȘ ȊȗȍȘȊȣȍ ȕȈȟȈȓ ȗȐșȈȚȤ Ȍȓȧ InfoWorld Ȋ 2005-ȖȔ, ȒȖȋȌȈ ȖȚȗȘȈȊȐȓ email, 
ȒȘȐȚȐȒțȦȡȐȑ ȘȈȉȖȚț ȈȊȚȖȘȈ șȚȈȚȍȑ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ. ȅȚȖ ȉȣȓȈ ȗȖȓȕȈȧ ȒȘȐȚȐȒȐ 
șȚȈȚȤȧ, Ȋ ȒȖȚȖȘȖȑ ȉȣȓȖ șȚȖȓȤȒȖ ȈȘȋțȔȍȕȚȖȊ, ȟȚȖ Ȕȣ ȕȍȔȍȌȓȍȕȕȖ ȗȖȗȘȖșȐȓȐ ȍȋȖ 
ȊȕȍșȚȐ șȊȖȐ ȗȘȈȊȒȐ Ȋ ȥȚț ȗțȉȓȐȒȈȞȐȦ. ǹ Țȍȝ ȗȖȘ Ȗȕ ȕȈȗȐșȈȓ șȖȚȕȐ șȚȈȚȍȑ Ȍȓȧ 
InfoWorld, Ȑ ȊȖ Ȋșȍȝ ȥȚȐȝ șȚȈȚȤȧȝ ȌȍȔȖȕșȚȘȐȘțȍȚșȧ ȓȦȉȖȊȤ Ȓ ȗȘȍȌȔȍȚț, Ȉ ȚȈȒȎȍ 
ȗșȐȝȖȓȖȋȐȟȍșȒȖȍ ȗȖȕȐȔȈȕȐȍ, ȒȈȒ ȝȈȒȍȘȖȊ-ȏȓȖȌȍȍȊ, ȚȈȒ Ȑ ȓȦȌȍȑ, ȒȖȚȖȘȣȍ ȖȚ ȕȐȝ 
ȏȈȡȐȡȈȦȚșȧ. Ǫ șȊȖȍȑ ȍȎȍȕȍȌȍȓȤȕȖȑ ȒȖȓȖȕȒȍ “Security Adviser” (ǹȖȊȍȚȣ ȗȖ 
ȉȍȏȖȗȈșȕȖșȚȐ) Ȍȓȧ InfoWorld ǸȖȌȎȍȘ ȌȍȔȖȕșȚȘȐȘțȍȚ țȕȐȒȈȓȤȕȣȑ ȚȈȓȈȕȚ, Ȗȕ 

ȜȖȒțșȐȘțȍȚșȧ ȕȈ ȗȘȖȉȓȍȔȈȝ, ȒȖȚȖȘȣȍ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȊȈȎȕȣ, Ȉ ȕȍ ȕȈ ȥȜȍȔȍȘȕȣȝ 
țȋȘȖȏȈȝ ȐȓȐ ȗȍȘȍȖȞȍȕȍȕȕȣȝ ȕȖȊȣȝ ȚȍȝȕȖȓȖȋȐȧȝ. ǭȋȖ șȚȘȈșȚȤ Ȓ țȉȍȎȌȍȕȐȦ 
ȏȈȡȐȚȕȐȒȖȊ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ Ȑȝ ȘțȒȖȊȖȌșȚȊȈ ȌȍȓȈȚȤ ȗȘȈȊȐȓȤȕȣȍ ȊȍȡȐ 
ȕȍȗȖȒȖȓȍȉȐȔȈ, ȕȍșȔȖȚȘȧ ȕȈ ȗȍȟȈȓȤȕțȦ șȒȓȖȕȕȖșȚȤ șȚȖȓȤ ȔȕȖȋȐȝ ȖȘȋȈȕȐȏȈȞȐȑ 
ȗȘȍȕȍȉȘȍȋȈȚȤ ȖșȕȖȊȈȔȐ Ȑ ȊȣȉȐȘȈȚȤ ȕȖȊȣȑ ȗȘȖȌțȒȚ Ȋ ȒȘȈșȐȊȖȑ ȖȉȍȘȚȒȍ. 
  Ǫ ȥȚȖȑ ȒȕȐȋȍ ǸȖȌȎȍȘ ȘȈșșȒȈȏȣȊȈȍȚ ȗȘȖ ȥȚȐȟȕȣȝ ȝȈȒȍȘȖȊ, ȒȖȚȖȘȣȍ ȊȕȍșȓȐ 
șțȡȍșȚȊȍȕȕȣȑ ȊȒȓȈȌ Ȋ ȐȕȌțșȚȘȐȦ. ǰȝ ȕȍțșȚȈȕȕȣȍ țșȐȓȐȧ ȗȖȔȖȋȈȦȚ ȌȍȘȎȈȚȤ 
ȖȉȖȘȖȕț ȗȘȖȚȐȊ ȘȈșȚțȡȍȑ ȖȘȌȣ ȈȚȈȒțȦȡȐȝ, ȟȤȐ ȞȍȓȐ ș ȋȖȌȈȔȐ ȗȍȘȍȠȓȐ ȖȚ 
ȉȈȓȖȊșȚȊȈ Ȓ ȗȖșȚȖȧȕȕȣȔ ȒȘȈȎȈȔ ȌȘȈȋȖȞȍȕȕȖȑ ȐȕȚȍȓȓȍȒȚțȈȓȤȕȖȑ șȖȉșȚȊȍȕȕȖșȚȐ 
Ȑ ȔȐȓȓȐȖȕȖȊ ȌȖȓȓȈȘȖȊ ț ȜȐȕȈȕșȖȊȣȝ țȟȘȍȎȌȍȕȐȑ Ȑ Ȑȝ ȒȓȐȍȕȚȖȊ. Ǵȣ ȉȍșȒȖȕȍȟȕȖ 
ȖȉȧȏȈȕȣ ȥȚȐȔ ȓȦȌȧȔ. ǷȘȍȌȖșȚȈȊȓȧȧ ȊȖȏȔȖȎȕȖșȚȤ ȊȣșȒȈȏȈȚȤșȧ ȚȈȒȐȔ ȓȦȌȧȔ, ȒȈȒ 
ǩȘȈȑȈȕ ǲȘȍȉș, ǬȖȒȚȖȘ ǬȖȘȖȚȐ ǬȍȕȕȐȕȋ Ȑ ǩȘȦș ȀȕȈȑȍȘ, ǸȖȌȎȍȘ ȖȚȌȈȍȚ ȌȖȓȎȕȖȍ 
Ȑȝ țșȐȓȐȧȔ, șȖșȚȈȊȐȊ țȊȓȍȒȈȚȍȓȤȕȣȑ șȉȖȘȕȐȒ, ș ȗȖȔȖȡȤȦ ȒȖȚȖȘȖȋȖ Ȗȕ ȕȍ ȚȖȓȤȒȖ 
ȌȍȓȐȚșȧ ȐȕȜȖȘȔȈȞȐȍȑ, ȕȖ Ȑ ȘȈȏȊȓȍȒȈȍȚ ȈțȌȐȚȖȘȐȦ. ȅȚț ȒȕȐȋț ȌȖȓȎȍȕ ȗȘȖȟȐȚȈȚȤ 
ȒȈȎȌȣȑ, ȒȚȖ ȏȈȐȕȚȍȘȍșȖȊȈȕ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ ȓȦȉȖȑ, ȒȚȖ 
șȚȘȍȔȐȚșȧ, ȊȖ ȟȚȖ ȉȣ ȚȖ ȕȐ șȚȈȓȖ, ȖȉȍșȗȍȟȐȚȤ ȕȈȠț ȉȍȏȖȗȈșȕȖșȚȤ. 
 

 

ȅȘȐȒ ǲȕȖȘȘ 

ǫȓȈȊȕȣȑ ȘȍȌȈȒȚȖȘ, InfoWorld                 
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ǪȊȍȌȍȕȐȍ 

 

 

 

ǾȍȓȤ ȒȕȐȋȐ - ȖȞȍȕȐȚȤ ȗȖ ȌȖșȚȖȐȕșȚȊț ȓȦȌȍȑ Ȑȏ șȜȍȘȣ ȒȖȔȗȤȦȚȍȘȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ, ȘȈșșȒȈȏȈȚȤ Ȗȉ ȖȌȕȐȝ Ȑȏ ȓțȟȠȐȝ Ȋ ȔȐȘȍ «ȉȍȓȣȝ ȠȓȧȗȈȝ», 

șȗȍȞȐȈȓȐșȚȈȝ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ, ȗȘȍȗȖȌȈȊȈȚȍȓȍȑ Ȑ ȗȐșȈȚȍȓȍȑ. ȇ ȕȈȌȍȦșȤ, ȟȚȖ 
ȒȕȐȋȈ ȊȈș țȊȓȍȟȍȚ, Ȑ Ȋȣ ȊȣșȖȒȖ ȖȞȍȕȐȚȍ țșȐȓȐȧ, ȒȖȚȖȘȣȍ ȗȖȚȘȍȉȖȊȈȓȖșȤ 
ȗȘȐȓȖȎȐȚȤ ȖȋȘȖȔȕȖȔț ȒȖȓȐȟȍșȚȊț ȓȦȌȍȑ, ȟȚȖȉȣ șȖȏȌȈȚȤ ȚȖȚ ȜȈȕȚȈșȚȐȟȍșȒȐȑ ȔȐȘ 
ȒȖȔȗȤȦȚȍȘȖȊ, Ȋ ȒȖȚȖȘȖȔ Ȕȣ șȍȋȖȌȕȧ ȎȐȊȍȔ. ǩȍȏ Ȋșȍȝ ȥȚȐȝ ȗȘȍȒȘȈșȕȣȝ ȓȦȌȍȑ, 
ȒȖȚȖȘȣȍ șȘȈȎȈȦȚșȧ ȕȈ ȕȈȠȍȑ șȚȖȘȖȕȍ, ȗȘȖȚȐȊ Țȍȝ, ȒȚȖ ȗȣȚȈȍȚșȧ ȗȘȐȟȐȕȐȚȤ ȕȈȔ 
ȊȘȍȌ, ȒȖȔȗȤȦȚȍȘȣ, ȐȕȚȍȘȕȍȚ Ȑ Ȋșȍ, ȟȚȖ ș ȕȐȔȐ șȊȧȏȈȕȖ ȉȣȓȖ ȉȣ ȕȍȊȖȏȔȖȎȕȖ. Ǫ 
ȥȚȖȑ ȒȕȐȋȍ ȗȖȑȌȍȚ ȘȍȟȤ ȗȘȖ ȕȈȠȐȝ ȏȈȡȐȚȕȐȒȖȊ. 

   ȇ ȝȖȟț ȊȌȖȝȕȖȊȐȚȤ Ȋșȍȝ, ȒȚȖ ȗȓȈȕȐȘțȍȚ șȊȧȏȈȚȤ șȊȖȦ ȗȘȖȜȍșșȐȦ ș 
ȒȖȔȗȤȦȚȍȘȈȔȐ, ȘȈșșȔȖȚȘȍȚȤ ȒȈȘȤȍȘț Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ȇ ȚȈȒȎȍ 
ȝȖȟț ȊȌȖȝȕȖȊȐȚȤ ȕȈȟȐȕȈȦȡȐȝ ȝȈȒȍȘȖȊ, ȖșȖȉȍȕȕȖ Țȍȝ, ȒȚȖ ȊȖȏȔȖȎȕȖ ȕȍ ȌȖ ȒȖȕȞȈ 
ȗȖȕȐȔȈȍȚ ȏȈȒȖȕȕȖșȚȤ ȗȘȐȔȍȕȍȕȐȧ șȊȖȐȝ ȏȕȈȕȐȑ, șȚȈȚȤ șȗȍȞȐȈȓȐșȚȈȔȐ Ȋ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ȇ ȌȖȊȖȓȍȕ șȊȖȍȑ ȎȐȏȕȤȦ, ȒȖȚȖȘțȦ ȧ ȗȖșȊȧȚȐȓ 
șȘȈȎȍȕȐȦ ș ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȈȔȐ Ȑ Ȑȝ ȊȘȍȌȖȕȖșȕȣȔȐ ȚȊȖȘȍȕȐȧȔȐ. ȇ șȔȖȋ 
ȐșșȓȍȌȖȊȈȚȤ Ȋșȍ, ȟȚȖ Ȕȍȕȧ ȐȕȚȍȘȍșțȍȚ, ȒȈȒ ȝȈȒȍȘȈ Ȑ ȗȘȐ ȥȚȖȔ ȧ ȕȈȝȖȌȐȓșȧ Ȋ 
ȗȘȈȊȖȊȖȔ ȗȖȓȍ. ǺȖ Ȏȍ șȈȔȖȍ ȌȍȓȈȦȚ ȌȍșȧȚȒȐ Țȣșȧȟ ȌȘțȋȐȝ ȓȦȌȍȑ. 
ǰȕȜȖȘȔȈȞȐȖȕȕȈȧ ȉȍȏȖȗȈșȕȖșȚȤ - ȖȌȕȈ Ȑȏ șȈȔȣȝ ȋȖȘȧȟȐȝ Ȑ ȝȖȘȖȠȖ ȖȗȓȈȟȐȊȈȍȔȣȝ 
ȗȘȖȜȍșșȐȑ Ȋ ȓȦȉȖȑ șȚȘȈȕȍ. Ǵȕȍ ȖȟȍȕȤ ȗȖȕȘȈȊȐȓȖșȤ ȘȈȉȖȚȈȚȤ Ȋ ȥȚȖȑ ȖȉȓȈșȚȐ, Ȑ 
ȊȖȏȔȖȎȕȖ, ȊȈș ȖȕȈ ȏȈȐȕȚȍȘȍșțȍȚ ȕȍ ȔȍȕȤȠȍ. 
   ǩȖȓȤȠȈȧ ȟȈșȚȤ ȥȚȖȑ ȒȕȐȋȐ șȖșȚȖȐȚ Ȑȏ ȋȓȈȊ, Ȋ ȒȖȚȖȘȣȝ ȧ ȒȘȈȚȒȖ ȖȗȐșȣȊȈȦ, ȒȈȒ 
ȖșțȡȍșȚȊȓȧȍȚșȧ ȖȗȘȍȌȍȓȍȕȕȣȑ ȊȐȌ ȊȏȓȖȔȈ. ǷȖșȓȍ ȋȓȈȊ ȧ ȗȘȐȊȖȎț ȖȌȐȕ ȐȓȐ 
ȕȍșȒȖȓȤȒȖ ȥȚȈȓȖȕȕȣȝ ȗȘȐȔȍȘȖȊ ȉȖȘȤȉȣ ș ȥȚȐȔȐ țȧȏȊȐȔȖșȚȧȔȐ ȖȚ ȥȒșȗȍȘȚȖȊ Ȑȏ 
ȥȚȖȑ ȖȉȓȈșȚȐ. ȇ ȗȖȗȣȚȈȓșȧ ȊȣȉȘȈȚȤ ȗȘȍȌșȚȈȊȐȚȍȓȍȑ Ȑȏ ȘȈȏȕȣȝ șȜȍȘ: ȓȍȋȍȕȌ 
ȐȕȌțșȚȘȐȐ, șȊȍȚȐȓ, Ȑ ȌȈȎȍ ȕȍȒȖȚȖȘȣȝ ȖȚȕȖșȐȚȍȓȤȕȖ ȕȍȐȏȊȍșȚȕȣȝ ȓȦȌȍȑ, 
ȒȖȚȖȘȣȍ, ȚȍȔ ȕȍ Ȕȍȕȍȍ, ȊȕȍșȓȐ ȊȣȌȈȦȡȐȑșȧ ȊȒȓȈȌ. ȇ ȗȖșȚȈȘȈȓșȧ ȊȣȉȘȈȚȤ ȘȈȏȕȣȝ 

ȈȒȈȌȍȔȐȒȖȊ, ȒȖȘȗȖȘȈȚȐȊȕȣȝ ȗȖșȚȈȊȡȐȒȖȊ, țȟȐȚȍȓȍȑ, ȓȐȌȍȘȖȊ, ȗȐșȈȚȍȓȍȑ Ȑ 
ȟȍșȚȕȣȝ șȖȚȘțȌȕȐȒȖȊ, ȎȐȊțȡȐȝ ȗȖ ȊșȍȔț ȔȐȘț. ȇ ȕȈȌȍȦșȤ ȟȐȚȈȚȍȓȐ, ȎȍȓȈȦȡȐȍ 
șȊȧȏȈȚȤ șȊȖȦ ȎȐȏȕȤ ș ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ, șȔȖȋțȚ ȕȈȑȚȐ Țț Ȏȍ 
ȔȖȚȐȊȈȞȐȦ, ȒȖȚȖȘțȦ ȕȈȠȍȓ ȧ, ȟȚȖȉȣ ȗȖȔȖȟȤ șȌȍȓȈȚȤ ȒȖȔȗȤȦȚȍȘȕțȦ ȐȕȌțșȚȘȐȦ 
ȏȕȈȟȐȚȍȓȤȕȖ ȉȍȏȖȗȈșȕȍȍ. 
   ǹȘȈȎȈȑȚȍșȤ ȏȈ ȗȘȈȊȖȍ ȌȍȓȖ!  
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ǫȓȈȊȈ 1. ǲ ǲȈȒȖȔț ǺȐȗț ǽȈȒȍȘȈ Ǫȣ 
ǶȚȕȖșȐȚȍșȤ?                    

 

 

 

ǴȕȖȋȖ ȓȍȚ ȕȈȏȈȌ ȧ ȗȍȘȍȍȝȈȓ Ȋ ȌȖȔ, Ȓ ȒȖȚȖȘȖȔț ȉȣȓ ȗȘȐșȚȘȖȍȕ ȗȘȍȒȘȈșȕȣȑ ȋȈȘȈȎ. 

Ƕȕ ȉȣȓ ȐȌȍȈȓȍȕ Ȍȓȧ ȗȈȘȒȖȊȒȐ Ȑ ȏȈȡȐȚȣ ȔȖȍȋȖ ȔȈȓȍȕȤȒȖȋȖ ȜțȘȋȖȕȈ ș ȓȖȌȒȖȑ. 
ǷȘȖȟȕȖ șȖȉȘȈȕȕȣȑ, ȉȍȏ ȍȌȐȕȖȋȖ șțȟȒȈ ȕȈ ȉȘȍȊȕȈȝ. ǷȘȖȊȖȌȒȈ șȌȍȓȈȕȈ 
ȗȘȖȜȍșșȐȖȕȈȓȤȕȖ, Ȉ ȖȒȕȈ ȉȣȓȐ ȊȣșȖȒȖȋȖ ȒȈȟȍșȚȊȈ Ȑ ȊȣȌȍȘȎȐȊȈȓȐ ȗȖȘȣȊȣ ȊȍȚȘȈ 

șȖ șȒȖȘȖșȚȤȦ ȌȖ 250 ȒȔ/ȟ. ǩȖȓȤȠȈȧ ȟȈșȚȤ ȊȕțȚȘȍȕȕȍȑ ȖȚȌȍȓȒȐ ȉȣȓȈ ȖȉȓȐȞȖȊȈȕȈ 
ȈȘȖȔȈȚȐȟȍșȒȐȔ ȒȘȈșȕȣȔ ȒȍȌȘȖȔ, ȚȈȒȐȔ, ȒȖȚȖȘȣȔ ȗȓȖȚȕȐȒȐ ȖȉȣȟȕȖ 
ȖȉȓȐȞȖȊȣȊȈȦȚ șțȕȌțȒ ȐȓȐ ȠȒȈȜ Ȍȓȧ ȖȌȍȎȌȣ, ȟȚȖȉȣ ȖȚ ȕȍȋȖ ȝȖȘȖȠȖ ȗȈȝȓȖ. ǬȈȎȍ 
ȗȘȐ ȚȖȔ, ȟȚȖ șȈȔ ȧ ȕȍ ȔȖȋț Ȑ ȋȊȖȏȌȤ ȘȖȊȕȖ ȏȈȉȐȚȤ, ȧ șȘȈȏț ȗȖȕȧȓ, ȟȚȖ șȚȘȖȐȚȍȓȤ 
ȏȕȈȓ, ȟȚȖ ȌȍȓȈȍȚ, Ȗȕ ȏȈȉȖȚȐȓșȧ Ȗ ȒȈȟȍșȚȊȍ Ȑ țȌȍȓȧȓ ȊȕȐȔȈȕȐȍ ȌȍȚȈȓȧȔ. 

   ǿȍȘȍȏ ȕȍșȒȖȓȤȒȖ ȕȍȌȍȓȤ ȗȖșȓȍ ȚȖȋȖ, ȒȈȒ ȧ ȗȍȘȍȍȝȈȓ, ȒȖ Ȕȕȍ ȗȘȐȠȍȓ ȟȐȕȖȊȕȐȒ 
Ȑȏ ȈȌȔȐȕȐșȚȘȈȞȐȐ, Ȑ șȖȖȉȡȐȓ, ȟȚȖ ȋȈȘȈȎ ȉȣȓ ȕȍȏȈȒȖȕȕȖ ȗȖșȚȘȖȍȕ ȔȕȖȋȖ ȓȍȚ 
ȕȈȏȈȌ, ȟȚȖ Ȗȕ ȉȣȓ ȗȖșȚȘȖȍȕ ȉȍȏ ȕȍȖȉȝȖȌȐȔȖȋȖ ȘȈȏȘȍȠȍȕȐȧ, Ȑ ȟȚȖ Ȕȕȍ ȗȘȐȌȍȚșȧ 
șȕȍșȚȐ ȍȋȖ ȐȓȐ ȗȓȈȚȐȚȤ ȖȋȘȖȔȕȣȍ ȠȚȘȈȜȣ ȏȈ ȒȈȎȌȣȑ ȌȍȕȤ ȗȘȖșȘȖȟȒȐ. ȇ ȗȖȏȊȖȕȐȓ 
Ȋ ȈȌȔȐȕȐșȚȘȈȞȐȦ, ȟȚȖȉȣ ȖșȗȖȘȐȚȤ ȥȚȖ ȘȍȠȍȕȐȍ, ȗȖșȒȖȓȤȒț ȥȚȖȚ ȋȈȘȈȎ șȚȖȧȓ 
ȏȌȍșȤ ȔȕȖȋȖ ȓȍȚ Ȑ ȉȣȓ ȗȘȖȌȈȕ Ȕȕȍ ȊȔȍșȚȍ ș ȌȖȔȖȔ. ǩȍșȗȖȓȍȏȕȖ. ǭȋȖ ȕțȎȕȖ ȉȣȓȖ 
ȕȍȔȍȌȓȍȕȕȖ șȕȍșȚȐ. ȀȚȘȈȜ ȏȈ ȖȌȐȕ ȌȍȕȤ ȉȣȓ ȉȖȓȤȠȍ, ȟȍȔ ȧ ȔȖȋ ȏȈȘȈȉȖȚȈȚȤ, ȍșȓȐ 
ȉȣ ȗȘȖȌȈȊȈȓ șȚȘȖȐȚȍȓȤȕȣȍ ȔȈȚȍȘȐȈȓȣ, ȗȖșȚȍȗȍȕȕȖ ȘȈȏȉȐȘȈȧ ȋȈȘȈȎ. Ǫ 
ȜȐȕȈȕșȖȊȖȔ ȖȚȕȖȠȍȕȐȐ, ȟȍȔ ȉȣșȚȘȍȍ ȧ ȍȋȖ șȕȍșț Ȑ ȊȣȊȍȏț, ȚȍȔ ȓțȟȠȍ.  
   ȇ Ȋȏȧȓ ȒțȊȈȓȌț (ȗȖ șțȚȐ, ȚȖȓșȚȣȑ ȔȍȚȈȓȓȐȟȍșȒȐȑ ȔȖȓȖȚ Ȍȓȧ ȌȍȔȖȕȚȈȎȕȣȝ 
ȘȈȉȖȚ) Ȑ Ȋ ȚȍȟȍȕȐȍ ȕȍșȒȖȓȤȒȐȝ ȟȈșȖȊ ȘȈȏȕȍș ȋȈȘȈȎ, ȗȘȍȊȘȈȚȐȊ ȍȋȖ Ȋ ȋȖȘț 
ȌȘȍȊȍșȐȕȣ Ȑ ȗȘȖȟȍȋȖ șȚȘȖȐȚȍȓȤȕȖȋȖ ȔțșȖȘȈ. Ǫ ȚȖȚ ȔȖȔȍȕȚ ȧ ȕȍ ȖȞȍȕȐȓ, ȟȚȖ ȏȈ 
șȟȐȚȈȕȕȣȍ ȟȈșȣ ȘȈȏȘțȠȐȓ șȊȖȐȔȐ ȕȍțȔȍȓȣȔȐ ȘțȒȈȔȐ ȚȖ, ȕȈ ȟȚȖ 
ȒȊȈȓȐȜȐȞȐȘȖȊȈȕȕȣȑ ȔȈșȚȍȘ ȗȖȚȘȈȚȐȓ ȕȍȌȍȓȐ, Ȉ ȊȖȏȔȖȎȕȖ Ȑ ȔȍșȧȞȣ. 
  ǪȖȗȘȍȒȐ ȘȈșȗȘȖșȚȘȈȕȍȕȕȖȔț ȔȕȍȕȐȦ, ȝȈȒȍȘȣ-ȊȏȓȖȔȡȐȒȐ - ȥȚȖ șȒȖȘȍȍ 
ȘȈȏȘțȠȐȚȍȓȐ ș ȒțȊȈȓȌȈȔȐ, Ȉ ȕȍ ȔȈșȚȍȘȈ, ȒȖȚȖȘȣȍ ȔȖȋțȚ ȟȚȖ-ȚȖ șȖȏȌȈȚȤ. 
   ǭșȓȐ ȊȈȔ ȗȖșȟȈșȚȓȐȊȐȓȖșȤ, Ȑ Ȋȣ ȘȍȠȐȓȐ șȚȈȚȤ ȒȖȔȗȤȦȚȍȘȕȣȔ ȝȈȒȍȘȖȔ, ȚȖ ȊȈȔ 
ȗȘȐȌȍȚșȧ ȊȣȉȐȘȈȚȤ, ȉțȌȍȚȍ ȓȐ Ȋȣ șȚȘȍȔȐȚȤșȧ Ȓ șȖȝȘȈȕȍȕȐȦ ȖȉȡȍȋȖ ȉȓȈȋȈ ȐȓȐ 
șȖȋȓȈșȐȚȍșȤ ȕȈ ȉȖȓȍȍ ȕȐȏȒȐȍ ȞȍȓȐ. ǽȖȚȐȚȍ ȓȐ Ȋȣ ȉȣȚȤ ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȖȔ, 
ȗȘȍșȚțȗȈȦȡȐȔ ȏȈȒȖȕ, ȐȓȐ ȗȘȈȊȍȌȕȣȔ, ȔȖȋțȡȍșȚȊȍȕȕȣȔ ȏȈȡȐȚȕȐȒȖȔ? ȅȚȈ ȒȕȐȋȈ 
- ȌȖȒȈȏȈȚȍȓȤșȚȊȖ ȚȖȋȖ, ȟȚȖ ȓțȟȠȐȍ Ȑ șȈȔȣȍ țȔȕȣȍ ȝȈȒȍȘȣ ȘȈȉȖȚȈȦȚ ȕȈ ȝȖȘȖȠȍȑ 
șȚȖȘȖȕȍ. ǻ ȕȐȝ ȍșȚȤ ȊȖȏȔȖȎȕȖșȚȤ ȚȘȍȕȐȘȖȊȈȚȤ șȊȖȑ țȔ, ȐȕȚȍȓȓȍȒȚțȈȓȤȕȖ ȘȈșȚȐ Ȑ 
ȕȍ ȉȍșȗȖȒȖȐȚȤșȧ Ȗ ȚȖȔ, ȟȚȖ Ȑȝ ȔȖȋțȚ ȈȘȍșȚȖȊȈȚȤ. ǻ ȕȐȝ ȍșȚȤ ȊȖȏȔȖȎȕȖșȚȤ ȘȈȉȖȚȈȚȤ 
ȕȈ ȗȍȘȍȊȖȌȕȖȑ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȏȈȊȖȍȊȣȊȈȚȤ ȊȖșȝȐȡȍȕȐȍ șȊȖȐȝ 
ȒȖȓȓȍȋ, ȌȊȐȋȈȚȤ ȟȍȓȖȊȍȟȍșȚȊȖ ȊȗȍȘȍȌ ȊȖ ȐȔȧ ȊșȍȋȖ ȝȖȘȖȠȍȋȖ, Ȑ ȗȘȐ ȥȚȖȔ ȝȖȘȖȠȖ 
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ȏȈȘȈȉȈȚȣȊȈȚȤ. ȅȚȖ ȒȕȐȋȈ Ȗ ȕȍȊȖșȗȍȚȣȝ ȋȍȘȖȧȝ, ȒȖȚȖȘȣȍ șȌȍȓȈȓȐ ȕȈȠț 
ȕȍȊȍȘȖȧȚȕțȦ ȞȐȜȘȖȊțȦ ȎȐȏȕȤ ȊȖȏȔȖȎȕȖȑ.  
 

ǷǸИǴЕЧАǵИЕ ǽȖȚȧ ȚȍȘȔȐȕȣ “ȝȈȒȍȘ” Ȑ “ȊȏȓȖȔ” ȔȖȋțȚ ȗȘȐȔȍȕȧȚȤșȧ Ȓ ȒȖȔț-ȚȖ ȐȓȐ 
ȟȤȍȑ-ȓȐȉȖ ȌȍȧȚȍȓȤȕȖșȚȐ ȒȈȒ Ȋ ȝȖȘȖȠȍȔ, ȚȈȒ Ȑ Ȋ ȗȓȖȝȖȔ șȔȣșȓȍ, Ȋ ȠȐȘȖȒȖȔ 
șȔȣșȓȍ ȥȚȐ ȚȍȘȔȐȕȣ ȗȖȟȚȐ ȊșȍȋȌȈ ȐȔȍȦȚ ȕȍȋȈȚȐȊȕȣȑ ȖȚȚȍȕȖȒ. ȇ ȗȖȕȐȔȈȦ, ȟȚȖ 
ȝȈȒȍȘȣ ȔȖȋțȚ ȉȣȚȤ ȝȖȘȖȠȐȔȐ ȐȓȐ ȗȓȖȝȐȔȐ, ȕȖ ȘȈȌȐ ȥȒȖȕȖȔȐȐ ȔȍșȚȈ ȧ ȉțȌț 

ȐșȗȖȓȤȏȖȊȈȚȤ ȥȚȐ ȚȍȘȔȐȕȣ ȉȍȏ ȌȖȗȖȓȕȐȚȍȓȤȕȖȋȖ țȚȖȟȕȍȕȐȧ. Ǫ ȏȈȊȐșȐȔȖșȚȐ ȖȚ 
ȒȖȕȚȍȒșȚȈ Ȋȣ șȔȖȎȍȚȍ ș ȓȍȋȒȖșȚȤȦ ȖȗȘȍȌȍȓȐȚȤ Ȗ ȒȈȒȖȔ ȚȐȗȍ ȝȈȒȍȘȖȊ ȐȌȍȚ ȘȍȟȤ. 
 

 

ǩȖȓȤȠȐȕșȚȊȖ ǽȈȒȍȘȖȊ ǷȖșȘȍȌșȚȊȍȕȕȣ 

 

ǲ șȖȎȈȓȍȕȐȦ, ȗȖȟȚȐ Ȋșȍ, ȒȚȖ ȗȐȠȍȚ Ȗ ȝȈȒȍȘȈȝ-ȗȘȍșȚȕȐȒȈȝ, ȕȖ ȗȘȐ ȥȚȖȔ ȕȍ ȐȔȍȍȚ 
ȖȗȣȚȈ ȊȖ ȊȏȓȖȔȍ șȐșȚȍȔ, ȐȌȍȈȓȐȏȐȘțȦȚ Ȑȝ, ȗȖȒȈȏȣȊȈȦȚ Ȑȝ ȒȈȒ șȊȍȘȝțȔȕȣȝ, 
ȉȖȋȖȗȖȌȖȉȕȣȝ, ȔȐȜȐȟȍșȒȐȝ ȓȐȟȕȖșȚȍȑ. ǶȕȐ ȔȖȋțȚ ȘȈȏȋȈȌȈȚȤ ȓȦȉȖȑ ȗȈȘȖȓȤ 
ȔȍȕȤȠȍ, ȟȍȔ ȏȈ ȔȐȕțȚț (ȖșȖȉȍȕȕȖ ȗȖȌ ȌțȓȖȔ ȗȐșȚȖȓȍȚȈ, ȍșȓȐ ȊȍȘȐȚȤ ǫȖȓȓȐȊțȌț), 
ȊȏȓȖȔȈȚȤ ȓȦȉțȦ șȐșȚȍȔț, Ȑ ȊȏȓȖȔȈȚȤ ȓȦȉțȦ ȏȈȠȐȜȘȖȊȈȕȕțȦ ȐȕȜȖȘȔȈȞȐȦ. Ǫ 

ȖșȕȖȊȕȖȔ ȖȕȐ ȘȈȉȖȚȈȦȚ ȕȖȟȤȦ Ȑ Ȋ ȖȋȘȖȔȕȣȝ ȒȖȓȐȟȍșȚȊȈȝ ȗȤȦȚ ȥȕȍȘȋȍȚȐȒȐ, 
ȏȈșȖȘȧȧ șȊȖȍ ȘȈȉȖȟȍȍ ȔȍșȚȖ ȖșȚȈȚȒȈȔȐ ȒȈȘȚȖȜȍȓȤȕȣȝ ȟȐȗșȖȊ Ȑ ȒȍȒșȖȊ. ȀȒȖȓȤȕȐȒ 
ȐșȗȖȓȤȏțȍȚ țȒȘȈȌȍȕȕȣȑ ț țȟȐȚȍȓȧ ȗȈȘȖȓȤ, ȟȚȖȉȣ ȐȏȔȍȕȐȚȤ ȖȞȍȕȒȐ, Ȉ ǹǴǰ 
ȘȈșșȣȗȈȦȚșȧ ȗȍȘȍȌ ȕȐȔ ȉȐșȍȘȖȔ, ȉțȌȚȖ Ȗȕ șȓȍȌțȦȡȐȑ ǩȐȓȓ ǫȍȑȚș ȐȓȐ ǴȈȘȒ 
ǾțȒȍȘȉȍȘȋ.  
   ǽȈȒȍȘȈȔ ȕȍ ȕțȎȕȖ ȉȓȐșȚȈȚȤ țȔȖȔ. ȇ - ȎȐȊȖȍ ȚȖȔț ȌȖȒȈȏȈȚȍȓȤșȚȊȖ. ǬȈȎȍ ȗȘȐ 
ȚȖȔ, ȟȚȖ ȧ ȊȏȓȈȔȣȊȈȓ Ȋșȍ Ȑ ȊȍȏȌȍ, ȒțȌȈ Ȕȍȕȧ ȚȖȓȤȒȖ ȕȍ ȕȈȕȐȔȈȓȐ, ȧ ȕȐȒȖȋȌȈ 
ȗȖȓȕȖșȚȤȦ ȕȍ ȗȖȕȐȔȈȓ ȒȊȈȕȚȖȊțȦ ȜȐȏȐȒț ȐȓȐ ȚȍȖȘȐȦ ȖȚȕȖșȐȚȍȓȤȕȖșȚȐ 
ȅȑȕȠȚȍȑȕȈ. Ǫ șȚȈȘȠȐȝ ȒȓȈșșȈȝ ȧ ȌȊȈȎȌȣ ȏȈȊȈȓȐȓ ȥȒȏȈȔȍȕ ȗȖ ȈȕȋȓȐȑșȒȖȔț, ț Ȕȍȕȧ 
ȕȐȒȖȋȌȈ ȕȍ ȉȣȓȖ ȊȣȠȍ ȚȘȖȑȒȐ ȗȖ ȔȈȚȍȔȈȚȐȒȍ, Ȉ ȔȖȑ șȘȍȌȕȐȑ ȉȈȓȓ Ȋ ȗȍȘȊȖȔ 
șȍȔȍșȚȘȍ ȒȖȓȓȍȌȎȈ ȉȣȓ 0.62. ȅȚȖ ȘȍȏțȓȤȚȈȚ ȗȧȚȐ ȌȊȖȍȒ Ȑ ȖȌȕȖȑ ȗȧȚȍȘȒȐ. 
ǶȌȐȕȖȒȈȧ ȗȧȚȍȘȒȈ ȉȣȓȈ ȏȈ țȘȖȒȐ ȉȍȏȖȗȈșȕȖșȚȐ ȕȈ ȊȖȌȍ, ȗȖȚȖȔț ȟȚȖ ȕȈ ȚȖȚ ȔȖȔȍȕȚ 
ȧ țȎȍ ȗȧȚȤ ȓȍȚ ȘȈȉȖȚȈȓ șȗȈșȈȚȍȓȍȔ ȕȈ ȗȖȉȍȘȍȎȤȍ ȖȒȍȈȕȈ. ǷȓȖȝȐȍ ȖȞȍȕȒȐ ȉȣȓȐ 
ȕȍ ȚȖȓȤȒȖ Ȑȏ-ȏȈ ȚȖȋȖ, ȟȚȖ ȧ ȕȍ șȚȈȘȈȓșȧ. ȇ ȗȘȖșȚȖ ȉȣȓ ȕȍȌȖșȚȈȚȖȟȕȖ țȔȍȕ Ȑ ȕȍ 
șȚȈȘȈȓșȧ. ǷȖȏȎȍ ȧ ȗȖȕȧȓ, ȟȚȖ ȏȈȟȈșȚțȦ, țȗȖȘȕȖ ȏȈȕȐȔȈȚȤșȧ ȊȈȎȕȍȍ, ȟȍȔ ȗȘȖșȚȖ 
ȘȖȌȐȚȤșȧ țȔȕȣȔ. Ǫ ȐȚȖȋȍ ȧ ȗȖȓțȟȐȓ ȊȣșȠȍȍ ȖȉȘȈȏȖȊȈȕȐȍ Ȑ ȌȍȓȈȓ țșȗȍȝȐ Ȋ șȜȍȘȍ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ.  
   ǺȍȔ ȕȍ Ȕȍȕȍȍ, ȌȈȎȍ ȒȖȋȌȈ ȈȊȚȖȘ ȕȍ ȖȗȐșȣȊȈȍȚ ȗȓȖȝȐȝ ȝȈȒȍȘȖȊ șțȗȍȘțȔȕȣȔȐ, 
ȟȐȚȈȚȍȓȤ ȟȈșȚȖ ȗȘȍȌșȚȈȊȓȧȍȚ Ȑȝ ȐȔȍȕȕȖ ȚȈȒȐȔȐ, ȗȖȚȖȔț ȟȚȖ ȖȕȐ, șțȌȧ ȗȖ ȊșȍȔț, 
ȗȘȈȒȚȐȒțȦȚ ȒȈȒțȦ-ȚȖ ȗȘȖȌȊȐȕțȚțȦ ȟȍȘȕțȦ ȔȈȋȐȦ, Ȗ ȒȖȚȖȘȖȑ ȕȍ ȏȕȈȍȚ ȖșȚȈȓȤȕȖȑ 
ȔȐȘ. Ǫ ȔȐȘȖȊȖȔ șȖȏȕȈȕȐȐ “ȒȐȉȍȘȗȘȍșȚțȗȕȐȒ” Ȑ “șțȗȍȘțȔȕȣȑ” ȧȊȓȧȦȚșȧ 
ȕȍȖȚȌȍȓȐȔȣȔȐ ȌȘțȋ ȖȚ ȌȘțȋȈ. ȅȚȖ ȕȍ ȗȘȈȊȌȈ. ǵȍȒȖȚȖȘȣȍ Ȑȏ ȕȐȝ țȔȕȣ, 
ȉȖȓȤȠȐȕșȚȊȖ - șȘȍȌȕȐȍ, Ȉ ȕȍȒȖȚȖȘȣȍ ȊȖȖȉȡȍ ȕȍ ȉȓȍȡțȚ țȔȖȔ, ȒȈȒ Ȑ ȊȍșȤ 
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ȖșȚȈȓȤȕȖȑ ȔȐȘ. ǽȈȒȍȘ ȗȘȖșȚȖ ȏȕȈȍȚ ȕȍȒȖȚȖȘȣȍ ȜȈȒȚȣ Ȑ ȗȘȖȞȍșșȣ, ȒȖȚȖȘȣȝ ȕȍ 
ȏȕȈȦȚ ȌȘțȋȐȍ, ȒȈȒ, ȕȈȗȘȐȔȍȘ, ȗȓȖȚȕȐȒ, șȈȕȚȍȝȕȐȒ ȐȓȐ ȥȓȍȒȚȘȐȒ.  
 

 

ǯȈȡȐȚȕȐȒȐ - ȥȚȖ ȝȈȒȍȘȣ ș ȗȓȦșȖȔ 

 

ǭșȓȐ ȗȘȖȊȍșȚȐ ȚȖȓȤȒȖ ȐȕȚȍȓȓȍȒȚțȈȓȤȕȖȍ șȘȈȊȕȍȕȐȍ, ȚȖ ȏȈȡȐȚȕȐȒȐ, Ȋ șȘȍȌȕȍȔ, 
țȔȕȍȍ, ȟȍȔ ȈȚȈȒțȦȡȐȍ. ǯȈȡȐȚȕȐȒ ȌȖȓȎȍȕ ȏȕȈȚȤ Ȋșȍ, ȟȚȖ ȌȍȓȈȍȚ ȝȈȒȍȘ ȗȓȦș Ȗȕ 
ȚȈȒ Ȏȍ ȌȖȓȎȍȕ ȏȕȈȚȤ, ȒȈȒ ȖșȚȈȕȖȊȐȚȤ ȈȚȈȒț. ǯȈȡȐȚȈ ȕȍ ȗȖȔȖȎȍȚ, ȍșȓȐ Ȋ ȕȍȑ ȉțȌȍȚ 
ȏȈȌȍȑșȚȊȖȊȈȕ ȒȖȕȍȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ, Ȑ ȍșȓȐ ȖȕȈ ȕȍ ȘȈȉȖȚȈȍȚ Ȋ ȜȖȕȍ Ȋșȍ ȊȘȍȔȧ. 

ǷȖȒȈȎȐȚȍ ȊȘȍȌȖȕȖșȕȖȋȖ ȝȈȒȍȘȈ, ȒȖȚȖȘȣȑ ȐșȗȖȓȤȏțȍȚ ȖȗȘȍȌȍȓȍȕȕțȦ ȚȍȝȕȐȒț, Ȑ ȧ 
ȗȖȒȈȎț ȊȈȔ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȏȈȡȐȚȕȐȒȖȊ, ȒȖȚȖȘȣȍ țȔȕȍȍ, ȟȍȔ Ȗȕ. ǬȍȓȖ Ȋ 
ȚȖȔ, ȟȚȖ Ȓ ȈȚȈȒțȦȡȐȔ ȗȘȐȊȓȍȒȈȍȚșȧ ȉȖȓȤȠȍ ȊȕȐȔȈȕȐȧ șȖ șȚȖȘȖȕȣ ȗȘȍșșȣ. ȅȚȈ 
ȒȕȐȋȈ - ȗȖȊȖȌ șȘȈȊȕȧȚȤ șȟȍȚȣ.  
 

 

ǽȈȒȍȘȣ ȖșȖȉȍȕȕȣȍ 

 

ǬȈȎȍ ȗȘȐ ȚȖȔ, ȟȚȖ ȧ ȕȍ ȗȘȐȟȐșȓȧȦ Ȋșȍȝ ȝȈȒȍȘȖȊ Ȓ șțȗȍȘțȔȕȣȔ, ȝȖȘȖȠȐȔ ȐȓȐ 
ȗȓȖȝȐȔ, ț ȕȐȝ Ȋșȍȝ ȍșȚȤ ȖȉȡȐȍ ȟȍȘȚȣ. ǺȈȒȐȍ, ȒȈȒ ȓȦȉȖȗȣȚșȚȊȖ Ȑ ȎȍȓȈȕȐȍ 
ȖȗȘȖȉȖȊȈȚȤ ȘȈȉȖȚț ȐȕșȚȘțȔȍȕȚȖȊ ȏȈ ȗȘȍȌȍȓȈȔȐ ȌȖșȚțȗȕȖȋȖ ȐȕȚȍȘȜȍȑșȈ ȐȓȐ 

ȌȖșȚțȗȕȣȝ ȋȘȈȕȐȞ. ǶȕȐ ȕȍ ȉȖȧȚșȧ ȗȘȖȓȖȎȐȚȤ șȊȖȑ șȖȉșȚȊȍȕȕȣȑ ȗțȚȤ. 
ǲȖȔȗȤȦȚȍȘȕȣȍ ȝȈȒȍȘȣ - ȥȚȖ ȖȉȣȟȕȖ ȓȈȑȜ-ȝȈȒȍȘȣ, ȊȏȓȈȔȣȊȈȦȡȐȍ Ȋșȍ ȊȖȏȔȖȎȕȖȍ 
ȏȈ ȗȘȍȌȍȓȈȔȐ ȒȖȔȗȤȦȚȍȘȖȊ. ǶȕȐ - ȚȖȚ ȚȐȗ ȓȦȌȍȑ, ȒȖȚȖȘȣȑ, ȊșȚȘȍȟȈȧșȤ ș ȖȝȘȈȕȖȑ 
ȈȥȘȖȗȖȘȚȈ, ȚȐȝȖ ȖȉȌțȔȣȊȈȍȚ, ȒȈȒ ȔȖȎȕȖ ȕȍȏȈȔȍȚȕȖ ȗȘȖȕȍșȚȐ ȖȘțȎȐȍ Ȋ ȖȉȝȖȌ 
ȌȍȚȍȒȚȖȘȖȊ, ȌȈȎȍ ȗȘȐ ȚȖȔ, ȟȚȖ ț ȕȐȝ ȕȈ șȈȔȖȔ Ȍȍȓȍ ȕȍȚ ȚȈȒȐȝ ȕȈȔȍȘȍȕȐȑ. ǶȕȐ 
ȊȣȧșȕȧȦȚ, ȔȖȎȕȖ ȓȐ ȗȖȌȌȍȓȈȚȤ ȌȖȘȖȋȖșȚȖȧȡȐȍ ȉȐȓȍȚȣ ȕȈ ȒȖȕȞȍȘȚ, ȌȈȎȍ ȍșȓȐ ȕȍ 
șȖȉȐȘȈȦȚșȧ ȗȘȖȝȖȌȐȚȤ ȉȍșȗȓȈȚȕȖ. ǲȖȋȌȈ ȖȕȐ ȗȖȒțȗȈȦȚ ȚȍȓȍȊȐȏȖȘ, ȐȔ ȐȕȚȍȘȍșȕȖ, 
ȔȖȋțȚ ȓȐ ȖȕȐ ȗȖȓțȟȐȚȤ ȌȖșȚțȗ Ȓ ȍȋȖ ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȍ, ȟȚȖȉȣ 
ȊȖșȗȖȓȤȏȖȊȈȚȤșȧ ȌȖȗȖȓȕȐȚȍȓȤȕȣȔȐ ȗȘȍȐȔțȡȍșȚȊȈȔȐ. ǷȖȒȈȎȐȚȍ Ȕȕȍ ȝȈȒȍȘȈ, Ȑ ȥȚȖ 
ȚȖȟȕȖ ȉțȌȍȚ ȚȖȚ, ȒȚȖ șȚȈȊȐȚ ȗȖȌ șȖȔȕȍȕȐȍ șȚȈȚțș-ȒȊȖ Ȑ Ȋșȍ ȊȘȍȔȧ ȗȘȖȊȖȌȐȚ 
ȘȈȏȓȐȟȕȣȍ ȐșșȓȍȌȖȊȈȕȐȧ. 

 

ǷǸИǴЕЧАǵИЕ Ǫ ȒȈȒȖȑ-ȚȖ ȔȖȔȍȕȚ ȔȖȧ ȋȐȗȖȚȍȚȐȟȍșȒȈȧ șȝȍȔȈ ȗȘȖȕȖșȈ ȖȘțȎȐȧ 
ȔȐȔȖ ȖȝȘȈȕȣ ȈȥȘȖȗȖȘȚȈ ȏȈȒȓȦȟȈȓȈșȤ Ȋ ȐșȗȖȓȤȏȖȊȈȕȐȐ ȗȖȌȌȍȓȤȕȖȋȖ ȐȕȊȈȓȐȌȕȖȋȖ 
ȒȘȍșȓȈ, ȋȌȍ ȖȘțȎȐȍ ȐȓȐ ȊȏȘȣȊȟȈȚȒȈ ȉȣȓȐ ȉȣ șȗȘȧȚȈȕȣ Ȋ ȔȍȚȈȓȓȐȟȍșȒȐȝ ȟȈșȚȧȝ. 
ǰȕȊȈȓȐȌȕȣȍ ȒȘȍșȓȈ ȟȈșȚȖ ȗȘȖȝȖȌȧȚ ȔȐȔȖ ȖȝȘȈȕȣ ȉȍȏ ȚȡȈȚȍȓȤȕȖȋȖ ȌȖșȔȖȚȘȈ.  
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ǽȈȒȍȘȣ ǵȈșȚȖȑȟȐȊȣ 

 

ǹȓȍȌțȦȡȈȧ ȗȖșȓȍ ȓȦȉȖȗȣȚșȚȊȈ ȗȖȓȍȏȕȈȧ ȟȍȘȚȈ ȝȈȒȍȘȈ - ȥȚȖ ȕȈșȚȖȑȟȐȊȖșȚȤ. 
ǳȦȉȖȑ ȝȈȒȍȘ, ȝȖȘȖȠȐȑ ȐȓȐ ȗȓȖȝȖȑ, ȝȖȘȖȠȖ ȏȕȈȒȖȔ ș ȔȕȖȋȖȟȈșȖȊȖȑ ȈȋȖȕȐȍȑ Ȋ 
ȉȍșȒȖȕȍȟȕȣȝ ȗȖȗȣȚȒȈȝ ȏȈșȚȈȊȐȚȤ ȟȚȖ-ȚȖ ȘȈȉȖȚȈȚȤ. ǪȘȍȌȖȕȖșȕȣȍ ȝȈȒȍȘȣ ȐȡțȚ 
șȓȈȉȣȍ ȔȍșȚȈ ȏȈȡȐȚȣ. ǶȌȕȈ ȖȠȐȉȒȈ ȏȈȡȐȚȕȐȒȈ, Ȋ șțȡȕȖșȚȐ, ȌȍȓȈȍȚ ȊșȦ ȏȈȡȐȚț 

ȉȍșȗȖȓȍȏȕȖȑ. ǯȈȡȐȚȕȐȒ ȌȖȓȎȍȕ ȉȣȚȤ ȐȌȍȈȓȤȕȣȔ. ǲȈȎȌȣȑ ȒȖȔȗȤȦȚȍȘ Ȑ 
ȗȘȖȋȘȈȔȔȈ ȌȖȓȎȕȣ ȉȣȚȤ ȗȘȖȗȈȚȟȍȕȣ, ȒȈȎȌȈȧ ȒȖȕȜȐȋțȘȈȞȐȧ ȌȖȓȎȕȈ ȉȣȚȤ ȊȍȘȕȖ 
ȕȈșȚȘȖȍȕȈ, Ȉ ȒȈȎȌȣȑ ȒȖȕȍȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ - ȐȌȍȈȓȤȕȖ Ȗȉțȟȍȕ. ǰȓȐ, ȗȖ ȒȘȈȑȕȍȑ 
ȔȍȘȍ, Ȓ ȥȚȖȔț ȕțȎȕȖ șȚȘȍȔȐȚȤșȧ. ǯȈȡȐȚȕȐȒ ȏȕȈȍȚ, ȟȚȖ ȗȘȐȔȍȕȧȍȔȈȧ ȏȈȡȐȚȈ 
ȔȖȎȍȚ ȘȈȉȖȚȈȚȤ ȕȍ ȊșȍȋȌȈ ȐȓȐ ȕȍ ȌȖȓȎȕȣȔ ȖȉȘȈȏȖȔ ȐșȗȖȓȤȏȖȊȈȚȤșȧ, ȗȖȥȚȖȔț Ȗȕ 
șȖȏȌȈȍȚ “ȋȓțȉȖȒȖȥȠȍȓȖȕȐȘȖȊȈȕȕțȦ ȖȉȖȘȖȕț”. ǰ ȝȈȒȍȘȣ Ȑ ȏȈȡȐȚȕȐȒȐ ȐȡțȚ șȓȈȉȣȍ 
ȔȍșȚȈ, ȗȘȖșȚȖ ȌȍȓȈȦȚ ȥȚȖ ș ȘȈȏȕȣȝ șȚȖȘȖȕ șȐșȚȍȔȣ. Ƕȉȍ șȚȖȘȖȕȣ țȟȈșȚȊțȦȚ Ȋ 
ȌȓȐȚȍȓȤȕȖȑ ȊȖȑȕȍ ș ȔȕȖȎȍșȚȊȖȔ șȘȈȎȍȕȐȑ, ȗȖȉȍȌ Ȑ ȗȖȘȈȎȍȕȐȑ. ǷȖȉȍȌȐȚ șȈȔȈȧ 
ȕȈșȚȖȑȟȐȊȈȧ șȚȖȘȖȕȈ. 
 

 

ǽȈȒȍȘȣ ȕȖșȧȚ Ƞȓȧȗȣ 

 

ȇ ȊșȦ șȊȖȦ ȎȐȏȕȤ ȉȣȓ ȝȈȒȍȘȖȔ. ȇ Ȕȕȍ ȗȓȈȚȐȓȐ ȏȈ ȊȏȓȖȔ șȐșȚȍȔ (ȕȈ ȥȚȖ ț Ȕȍȕȧ 
ȉȣȓȐ ȏȈȒȖȕȕȣȍ ȗȖȓȕȖȔȖȟȐȧ). ȇ ȊȏȓȈȔȣȊȈȓ ȗȈȘȖȓȐ, șȍȚȐ Ȑ ȗȐșȈȓ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ. 
ǷȘȐ ȥȚȖȔ, ȧ ȕȐ ȘȈȏț ȕȍ ȕȈȘțȠȐȓ ȏȈȒȖȕ ȐȓȐ ȗȍȘȍșȍȒ ȟȍȘȚț. ȅȚȖ ȕȍ ȖȏȕȈȟȈȍȚ, ȟȚȖ 
ȕȍ ȉȣȓȖ ȓȦȌȍȑ, ȒȖȚȖȘȣȍ ȗȣȚȈȓȐșȤ ȗȖȌȉȐȚȤ Ȕȍȕȧ ȕȈ ȥȚȖ. ǵȈ ȗȘȖȚȧȎȍȕȐȐ ȔȕȖȋȐȝ 
ȓȍȚ Ȕȍȕȧ ȗȖȌȉȐȊȈȓȐ ȌȘțȏȤȧ, ș ȗȘȖșȤȉȈȔȐ ȊȏȓȖȔȈȚȤ ȚȍȓȍȜȖȕ șțȗȘțȋȖȊ, ȒȖȚȖȘȣȝ 
ȖȕȐ ȗȖȌȖȏȘȍȊȈȦȚ Ȋ ȐȏȔȍȕȍ, ȕȈȟȈȓȤȕȐȒȐ, ȒȖȚȖȘȣȍ ȗȘȖșȐȓȐ Ȕȍȕȧ ȗȍȘȍȝȊȈȚȣȊȈȚȤ 
ȗȖȟȚȖȊȣȍ șȖȖȉȡȍȕȐȧ șȊȖȐȝ ȕȈȟȈȓȤȕȐȒȖȊ, ȐȓȐ ȓȦȌȐ, ȒȖȚȖȘȣȍ ȗȘȖșȐȓȐ Ȕȍȕȧ 
ȊȏȓȖȔȈȚȤ ȝȈȒȍȘșȒȐȑ șȍȘȊȍȘ ȏȓȖțȔȣȠȓȍȕȕȐȒȖȊ (ȉȍȏ șȖȖȚȊȍȚșȚȊțȦȡȍȋȖ ȖȘȌȍȘȈ), 
ȟȚȖȉȣ ȗȖȗȣȚȈȚȤșȧ ȗȘȍȌȖȚȊȘȈȚȐȚȤ Ȑȝ ȌȈȓȤȕȍȑȠȐȍ ȈȚȈȒȐ. ǹ șȈȔȖȋȖ ȕȈȟȈȓȈ ȊȈȔ 
ȗȘȐȌȍȚșȧ ȘȍȠȐȚȤ, ȒȚȖ Ȋȣ, Ȑ ȒȈȒȐȍ ț ȊȈș ȞȍȕȕȖșȚȐ. ȇ ȘȍȠȐȓ, ȟȚȖ ȉțȌț ȝȖȘȖȠȐȔ 
ȝȈȒȍȘȖȔ (ȝȈȒȍȘȖȔ “Ȋ ȉȍȓȖȑ Ƞȓȧȗȍ” (whitehat)), Ȑ ȝȈȒȍȘȣ Ȋ ȉȍȓȖȑ Ƞȓȧȗȍ ȕȍ 
șȖȊȍȘȠȈȦȚ ȕȍȓȍȋȈȓȤȕȣȝ ȐȓȐ ȕȍȥȚȐȟȕȣȝ ȌȍȑșȚȊȐȑ. 
   ǽȈȒȍȘȣ, ȒȖȚȖȘȣȍ ȖȝȖȚȕȖ ȗȘȐȕȐȔȈȦȚ țȟȈșȚȐȍ Ȋ ȕȍȓȍȋȈȓȤȕȖȑ ȐȓȐ ȕȍȥȚȐȟȕȖȑ 
ȌȍȧȚȍȓȤȕȖșȚȐ ȕȈȏȣȊȈȦȚșȧ “ȟȍȘȕȣȔȐ ȠȓȧȗȈȔȐ” (blackhat). ǽȈȒȍȘȖȊ, ȒȖȚȖȘȣȍ 
ȐȏȊȍșȚȕȣ Ȋ ȖȉȡȍșȚȊȍ, ȒȈȒ ȉȍȓȣȍ Ƞȓȧȗȣ, ȕȖ Ȋ ȚȈȑȕȍ ȉȈȓțȦȚșȧ ȚȍȔ Ȏȍ, ȟȍȔ Ȑ 
ȟȍȘȕȣȍ Ƞȓȧȗȣ, ȕȈȏȣȊȈȦȚ “șȍȘȣȔȐ ȠȓȧȗȈȔȐ” (grayhat). Ǫ ȥȚȖȔ ȊȖȗȘȖșȍ ț Ȕȍȕȧ 
ȉȐȕȈȘȕȣȑ ȔȖȘȈȕȓȤȕȣȑ ȒȖȌ. ǹȍȘȣȍ Ƞȓȧȗȣ - ȥȚȖ ȟȍȘȕȣȍ Ƞȓȧȗȣ. Ǫȣ ȓȐȉȖ 
ȏȈȕȐȔȈȍȚȍșȤ ȕȍȓȍȋȈȓȤȕȣȔȐ ȌȍȓȈȔȐ, ȓȐȉȖ ȕȍȚ. ǶȋȘȈȉȤȚȍ ȉȈȕȒ, Ȑ ȧ ȕȈȏȖȊț ȊȈș 
ȋȘȈȉȐȚȍȓȍȔ ȉȈȕȒȖȊ, ȕȍȏȈȊȐșȐȔȖ ȖȚ ȚȖȋȖ, ȟȚȖ Ȋȣ șȌȍȓȈȍȚȍ ș ȌȍȕȤȋȈȔȐ.  
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   ȅȚȖ ȕȍ ȖȏȕȈȟȈȍȚ, ȟȚȖ ȟȍȘȕȣȍ Ƞȓȧȗȣ ȕȍ ȔȖȋțȚ șȚȈȚȤ ȉȍȓȣȔȐ ȠȓȧȗȈȔȐ. ǺȈȒȖȍ 
ȗȘȖȐșȝȖȌȐȚ ȗȖșȚȖȧȕȕȖ. Ǭȓȧ ȕȍȒȖȚȖȘȣȝ Ȑȏ ȕȐȝ, ȊȖȗȘȖș ȓȐȠȤ Ȋ ȚȖȔ, țșȗȍȦȚ ȓȐ ȖȕȐ 
șȚȈȚȤ ȉȍȓȣȔȐ ȠȓȧȗȈȔȐ ȌȖ ȚȖȋȖ, ȒȈȒ ȗȘȖȊȍȌțȚ ȕȍȔȈȓȖ ȊȘȍȔȍȕȐ Ȋ ȚȦȘȤȔȍ. ǲȍȊȐȕ 
ǴȐȚȕȐȒ (https://en.wikipedia.org/wiki/Kevin_Mitnick), ȖȌȐȕ Ȑȏ șȈȔȣȝ ȏȕȈȔȍȕȐȚȣȝ 

ȈȘȍșȚȖȊȈȕȕȣȝ  ȝȈȒȍȘȖȊ Ȋ ȐșȚȖȘȐȐ (Ȕȣ ȗȖȋȖȊȖȘȐȔ Ȗ ȕȍȔ Ȋ ǫȓȈȊȍ 5), ȗȘȖȎȐȓ ȌȖȓȋțȦ 
ȎȐȏȕȤ ȏȈȡȐȚȕȐȒȈ, ȗȖȔȖȋȈȧ ȖȉȡȍȔț Ȍȍȓț. ǸȖȉȍȘȚ Ǻ. ǴȖȘȘȐș, ȗȍȘȊȣȑ ȗȈȘȍȕȤ, 
ȒȖȚȖȘȣȑ ȕȈȗȐșȈȓ Ȑ ȊȣȗțșȚȐȓ ȒȖȔȗȤȦȚȍȘȕȖȋȖ ȟȍȘȊȧ, ȗȈȘȈȓȐȏȖȊȈȊȠȍȋȖ ȐȕȚȍȘȕȍȚ 
(https://en.wikipedia.org/wiki/Morris_worm), Ȋ ȒȖȕȍȟȕȖȔ șȟёȚȍ șȚȈȓ ȓȈțȘȍȈȚȖȔ 
ȗȘȍȔȐȐ ǨșșȖȞȐȈȞȐȐ ȊȣȟȐșȓȐȚȍȓȤȕȖȑ ȚȍȝȕȐȒȐ “ȏȈ ȊȒȓȈȌ Ȋ ȒȖȔȗȤȦȚȍȘȕȣȍ șȍȚȐ, 
ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȍ șȐșȚȍȔȣ Ȑ ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ”.  
   ǷȖȕȈȟȈȓț ȋȘȈȕȐȞȈ ȔȍȎȌț ȓȍȋȈȓȤȕȣȔ Ȑ ȕȍȓȍȋȈȓȤȕȣȔ ȊȏȓȖȔȖȔ ȕȍ ȉȣȓȈ ȚȈȒ ȟȍȚȒȖ 
ȖȟȍȘȟȍȕȈ, ȒȈȒ șȍȋȖȌȕȧ. ǵȈ șȈȔȖȔ Ȍȍȓȍ, ȉȖȓȤȠȐȕșȚȊȖ ȝȈȒȍȘȖȊ Țȍȝ ȊȘȍȔȍȕ, ȒȖȚȖȘȣȍ 
ȘȈȉȖȚȈȓȐ ȕȍȓȍȋȈȓȤȕȖ, ȗȖȓțȟȐȓȐ șȚȈȚțș ȒțȓȤȚȖȊȣȝ șțȗȍȘȋȍȘȖȍȊ. ǬȈȎȍ ȧ șȈȔ ȕȍ 
ȔȖȋț ȕȍ ȉȣȚȤ ȏȈȐȕȚȍȘȍșȖȊȈȕ Ȋ ȕȍȒȖȚȖȘȣȝ Ȑȏ ȕȐȝ. ǬȎȖȕ ǬȘȍȑȗȍȘ (ȚȈȒȎȍ 
ȐȏȊȍșȚȕȣȑ, ȒȈȒ “Captain Crunch”) ȐșȗȖȓȤȏȖȊȈȓ ȐȋȘțȠȍȟȕȣȑ șȊȐșȚȖȒ Ȑȏ ȒȖȘȖȉȒȐ 
ȒțȒțȘțȏȕȣȝ ȝȓȖȗȤȍȊ Cap’n Crunch, ȟȚȖȉȣ șȖȏȌȈȚȤ ȏȊțȒ (ȕȈ ȟȈșȚȖȚȍ 2600 ǫȞ), 
ȒȖȚȖȘȣȑ ȔȖȎȕȖ ȉȣȓȖ ȐșȗȖȓȤȏȖȊȈȚȤ, ȟȚȖȉȣ ȗȖȓțȟȐȚȤ ȉȍșȗȓȈȚȕȣȑ ȌȖșȚțȗ Ȋ 
ȚȍȓȍȜȖȕȕțȦ șȍȚȤ ȌȈȓȤȕȍȑ șȊȧȏȐ. ǴȕȖȋȐȍ ȝȈȒȍȘȣ, ȒȖȚȖȘȣȍ ȖȉȕȈȘȖȌȖȊȈȓȐ ȟȈșȚȕțȦ 
ȐȕȜȖȘȔȈȞȐȦ Ȍȓȧ “ȖȉȡȍȋȖ ȉȓȈȋȈ” ȟȈșȚȖ șȚȈȕȖȊȧȚșȧ ȐȏȊȍșȚȕȣȔȐ. ǵȖ ȍșȚȤ 
ȕȍȒȖȚȖȘȣȍ ȐșȒȓȦȟȍȕȐȧ, ȧ ȕȐȒȖȋȌȈ ȕȍ ȗȖȌȌȍȘȎȐȊȈȓ șȓȐȠȒȖȔ ȐȌȍȈȓȐȏȐȘȖȊȈȕȕȖȍ 
ȗȘȍȌșȚȈȊȓȍȕȐȍ Ȗ ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȈȝ. ȇ ȊșȍȋȌȈ ȌȖșȚȈȚȖȟȕȖ ȟȍȚȒȖ ȗȖȕȐȔȈȓ, ȟȚȖ 
ȓȦȌȐ, șȖȊȍȘȠȈȦȡȐȍ ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȍ ȌȍȑșȚȊȐȧ Ȋ ȖȚȕȖȠȍȕȐȐ ȒȖȔȗȤȦȚȍȘȖȊ 
ȌȘțȋȐȝ ȓȦȌȍȑ ȐȓȐ Ȑȝ ȌȈȕȕȣȝ, șȖȊȍȘȠȈȦȚ ȗȘȍșȚțȗȓȍȕȐȍ.  
   ǴȕȖȋȖ ȓȍȚ ȕȈȏȈȌ, ȒȖȋȌȈ ȧ ȚȖȓȤȒȖ ȕȈȟȐȕȈȓ ȐȕȚȍȘȍșȖȊȈȚȤșȧ ȒȖȔȗȤȦȚȍȘȈȔȐ, ȧ 
ȗȘȖȟȐȚȈȓ ȒȕȐȋț ǹȚȐȊȍȕȈ ǳȍȊȐ: “ ǽȈȒȍȘȣ: ǫȍȘȖȐ ȒȖȔȗȤȦȚȍȘȕȖȑ ȘȍȊȖȓȦȞȐȐ 
(Hackers: Heroes of the Computer Revolution)”. Ǫ ȘȈșȞȊȍȚȈȦȡȐȑ ȊȍȒ ȗȍȘșȖȕȈȓȤȕȣȝ 
ȒȖȔȗȤȦȚȍȘȖȊ ǳȍȊȐ ȕȈȗȐșȈȓ țȊȓȍȒȈȚȍȓȤȕțȦ ȐșȚȖȘȐȦ Ȗ ȝȈȒȍȘȈȝ, ȝȖȘȖȠȐȝ Ȑ 
ȗȓȖȝȐȝ, ȖȓȐȞȍȚȊȖȘȧȧ ȝȈȒȍȘșȒȐȑ Ȍțȝ. ǩȖȓȤȠȈȧ ȟȈșȚȤ ȒȕȐȋȐ ȗȖșȊȧȡȍȕȈ ȓȦȌȧȔ, 
ȒȖȚȖȘȣȍ țȓțȟȠȐȓȐ ȔȐȘ, ȐșȗȖȓȤȏțȧ ȒȖȔȗȤȦȚȍȘȣ, ȕȖ Ȋ ȕȍȑ ȚȈȒȎȍ ȉȣȓȐ Ȑ ȝȈȒȍȘȣ, 
ȒȖȚȖȘȣȝ ȉȣ șȍȋȖȌȕȧ ȈȘȍșȚȖȊȈȓȐ ȏȈ Ȑȝ ȌȍȑșȚȊȐȧ. ǵȍȒȖȚȖȘȣȍ Ȑȏ Țȍȝ ȝȈȒȍȘȖȊ 
ȊȍȘȐȓȐ, ȟȚȖ ȞȍȓȤ ȖȗȘȈȊȌȣȊȈȍȚ șȘȍȌșȚȊȈ, Ȑ șȓȍȌȖȊȈȓȐ șȓȐȠȒȖȔ șȊȖȉȖȌȕȣȔ 
ȔȖȘȈȓȤȕȣȔ ȗȘȐȕȞȐȗȈȔ, ȊȖȗȓȖȡȍȕȕȣȔ Ȋ ȟȍȔ-ȚȖ, ȟȚȖ ǳȍȊȐ ȕȈȏȣȊȈȓ “ȥȚȐȒȖȑ 
ȝȈȒȍȘȈ”. ǫȓȈȊȕȣȔ Ȑȝ ȏȈȉȓțȎȌȍȕȐȑ ȉȣȓȈ ȜȐȓȖșȖȜȐȧ, ȟȚȖ Ȓ ȓȦȉȖȔț ȒȖȔȗȤȦȚȍȘț 
ȔȖȎȕȖ ȗȖȓțȟȐȚȤ ȌȖșȚțȗ ȗȖ ȓȦȉȖȑ ȖȉȖșȕȖȊȈȕȕȖȑ ȗȘȐȟȐȕȍ, ȟȚȖ Ȋșȧ ȐȕȜȖȘȔȈȞȐȧ 
ȌȖȓȎȕȈ ȉȣȚȤ șȊȖȉȖȌȕȖȑ, Ȑ ȟȚȖ ȕȍȓȤȏȧ ȌȖȊȍȘȧȚȤ ȊȓȈșȚȧȔ. ȅȚȖ ȉȣȓȖ 
ȐȌȍȈȓȐȏȐȘȖȊȈȕȕȖȍ ȊȐȌȍȕȐȍ ȝȈȒȍȘȖȊ Ȑ ȊȏȓȖȔȈ, ȕȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ ȖȕȖ ȕȍ 
șȒȘȣȊȈȓȖ șȗȖȘȕȣȝ ȊȖȗȘȖșȖȊ ȥȚȐȒȐ Ȑ ȗȘȈȊȖȔȍȘȕȖșȚȐ. ǵȈ șȈȔȖȔ Ȍȍȓȍ ȖȕȖ 
ȜȖȘȔȐȘȖȊȈȓȖșȤ ȊȖȒȘțȋ ȕȍȌȈȊȕȖ țșȚȈȕȖȊȓȍȕȕȣȝ ȋȘȈȕȐȞ.  
   ǹȚȐȊȍȕ ǳȍȊȐ ȉȣȓ ȗȍȘȊȣȔ ȈȊȚȖȘȖȔ, ȒȖȚȖȘȖȔț ȧ ȒȖȋȌȈ-ȓȐȉȖ ȖȚȗȘȈȊȓȧȓ ȒȖȗȐȦ ȍȋȖ 
șȖȉșȚȊȍȕȕȖȑ ȒȕȐȋȐ, Ȑ ȗȘȖșȐȓ ȘȈșȗȐșȈȚȤșȧ ȕȈ ȕȍȑ Ȑ ȖȚȗȘȈȊȐȚȤ ȖȉȘȈȚȕȖ (Ȗȉ ȥȚȖȔ Ȑ 
Ȕȍȕȧ ȗȘȖșȐȓȐ țȎȍ ȕȍșȒȖȓȤȒȖ ȘȈȏ, Ț.Ȓ. Ȓ ȥȚȖȔț ȔȖȔȍȕȚț ȧ ȕȈȗȐșȈȓ 8 ȒȕȐȋ). ǳȍȊȐ 
ȗȍȘȍȠȍȓ Ȓ ȕȈȗȐșȈȕȐȦ șȚȈȚȍȑ ȐȓȐ ȘȈȉȖȚȈȓ ȚȍȝȕȐȟȍșȒȐȔ ȘȍȌȈȒȚȖȘȖȔ Ȋ ȕȍșȒȖȓȤȒȐȝ 
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ȒȘțȗȕȣȝ ȎțȘȕȈȓȈȝ, ȚȈȒȐȝ, ȒȈȒ Newsweek, Wired Ȑ Rolling Stone, Ȉ ȚȈȒȎȍ Ȗȕ 
ȕȈȗȐșȈȓ ȠȍșȚȤ ȌȘțȋȐȝ ȒȕȐȋ ȗȖ ȗȘȖȉȓȍȔȈȔ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǵȈ 
șȍȋȖȌȕȧȠȕȐȑ ȌȍȕȤ ǳȍȊȐ ȗȘȖȌȖȓȎȈȍȚ ȉȣȚȤ ȏȕȈȟȐȔȣȔ ȗȐșȈȚȍȓȍȔ Ȋ șȜȍȘȍ 
ȚȍȝȕȖȓȖȋȐȑ. ǹ ȗȖȔȖȡȤȦ ȍȋȖ ȒȕȐȋȐ ǽȈȒȍȘȣ (Hackers) ȧ ȗȖȏȕȈȒȖȔȐȓșȧ ș 
țȌȐȊȐȚȍȓȤȕȣȔ ȔȐȘȖȔ ȝȈȒȐȕȋȈ. 
   ǷȖȏȌȕȍȍ, ȌȘțȋȐȍ ȒȕȐȋȐ, ȚȈȒȐȍ ȒȈȒ Flu-Shot ǸȖșșȈ ǫȘȐȕȉȍȘȋȈ (ȉȖȓȤȠȍ ȕȍ 
ȗȍȟȈȚȈȦȚ) Ȑ ȒȕȐȋȈ ǬȎȖȕȈ ǴȈȒȈȜȐ Computer Viruses, Worms, Data Diddlers, Killer 

Programs, and Other Threats to Your System (https://www.amazon.com/Computer-

virusesdiddlers- 

programs-threats/dp/031202889X) ȗȖȏȕȈȒȖȔȐȓȐ Ȕȍȕȧ ș ȉȖȘȤȉȖȑ ș 
ȒȐȉȍȘȗȘȍșȚțȗȕȖșȚȤȦ. ȇ ȗȘȖȟȐȚȈȓ ȥȚȐ ȒȕȐȋȐ Ȑ ȉȣȓ ȕȈșȚȖȓȤȒȖ ȊȌȖȝȕȖȊȓȍȕ, ȟȚȖ 
ȘȍȠȐȓ ȗȖșȊȧȚȐȚȤ ȎȐȏȕȤ șȘȈȎȍȕȐȦ ș ȚȍȔȐ Ȏȍ țȋȘȖȏȈȔȐ.  
   ǯȈ ȥȚȖ ȊȘȍȔȧ ȧ ȗȖȕȧȓ, ȟȚȖ ȏȈȡȐȚȕȐȒȐ - șȈȔȣȍ țȔȕȣȍ ȝȈȒȍȘȣ. ȇ ȕȍ ȝȖȟț șȚȘȐȟȤ 
ȗȖȌ ȖȌȕț ȋȘȍȉȍȕȒț Ȋșȍȝ ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȖȊ Ȑ ȋȖȊȖȘȐȚȤ, ȟȚȖ ȖȕȐ ȗȖșȘȍȌșȚȊȍȕȕȣȍ. 
ǲȈȎȌȣȑ ȋȖȌ ȝȈȒȍȘȣ-ȔȖȠȍȕȕȐȒȐ ȖȚȒȘȣȊȈȦȚ ȟȚȖ-ȚȖ ȕȖȊȖȍ. ǹȘȍȌȐ ȕȐȝ ȍșȚȤ 
ȕȍșȒȖȓȤȒȖ ȌȍȑșȚȊȐȚȍȓȤȕȖ țȔȕȣȝ ȝȈȒȍȘȖȊ. ǵȖ ȗȖȌȈȊȓȧȦȡȍȍ ȉȖȓȤȠȐȕșȚȊȖ 
ȏȓȖțȔȣȠȓȍȕȕȐȒȖȊ ȗȖ-ȕȈșȚȖȧȡȍȔț ȕȐȟȍȔ ȕȍ ȊȣȌȍȓȧȦȚșȧ Ȑ ȗȘȖșȚȖ ȗȖȊȚȖȘȧȦȚ ȚȖ, 
ȟȚȖ ȘȈȉȖȚȈȓȖ ȌȊȈȌȞȈȚȤ ȓȍȚ. ǶȚȒȘȖȊȍȕȕȖ ȋȖȊȖȘȧ, șȘȍȌȕȍșȚȈȚȐșȚȐȟȍșȒȐȑ 
ȒȐȉȍȘȗȘȍșȚțȗȕȐȒ ȕȍ ȐȔȍȍȚ ȌȖșȚȈȚȖȟȕȖȋȖ ȚȈȓȈȕȚȈ ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ, ȟȚȖȉȣ 
ȕȈȗȐșȈȚȤ ȗȘȖșȚȖȍ ȗȘȐȓȖȎȍȕȐȍ Ȋ ȉȓȖȒȕȖȚȍ Ȑ ȚȍȔ ȉȖȓȍȍ șȈȔȖȔț ȘȈȏȖȉȘȈȚȤșȧ, ȒȈȒ 
ȊȏȓȖȔȈȚȤ șȐșȚȍȔț, ȠȐȜȘȖȊȈȕȐȍ, ȐȓȐ șȘȈȏț țșȗȍȠȕȖ ȘȈȏȋȈȌȈȚȤ ȗȈȘȖȓȤ - ȖȕȐ 
ȌȍȓȈȦȚ ȥȚȖ ș ȗȖȔȖȡȤȦ ȌȘțȋȐȝ ȝȈȒȍȘȖȊ, ȒȖȚȖȘȣȍ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȓȖȔȈȓȐ ȋȖȓȖȊț 
ȋȖȌȈȔȐ ȘȈȕȍȍ.  
   ǰȘȖȕȐȧ Ȋ ȚȖȔ, ȟȚȖ șȊȍȘȝțȔȕȣȍ ȓȦȌȐ Ȋ ȒȖȔȗȤȦȚȍȘȕȖȔ ȔȐȘȍ, ȒȖȚȖȘȣȝ ȧ ȏȕȈȦ, ȕȍ 
ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȐ, Ȉ ȏȈȡȐȚȕȐȒȐ. ǶȕȐ ȖȉȧȏȈȕȣ ȏȕȈȚȤ Ȋșȍ, ȟȚȖ ȌȍȓȈȍȚ ȝȈȒȍȘ, 
ȗȘȍȌțȋȈȌȣȊȈȚȤ, ȟȚȖ Ȗȕ ȔȖȎȍȚ șȌȍȓȈȚȤ Ȋ ȉțȌțȡȍȔ, Ȑ șȖȏȌȈȚȤ ȌȘțȎȍȓȦȉȕțȦ, 
ȌȍȠȍȊțȦ ȏȈȡȐȚț ȖȚ ȊșȍȋȖ. ǴȐȘ ȏȈȡȐȚȕȐȒȖȊ ȗȖȓȖȕ ȌȖȒȚȖȘȖȊ ȕȈțȒ, ȔȈȋȐșȚȘȖȊ Ȑ 
țșȗȍȠȕȣȝ ȗȘȍȌȗȘȐȕȐȔȈȚȍȓȍȑ. ǽȈȒȍȘȣ Ȕȍȕȧ ȘȍȌȒȖ ȊȗȍȟȈȚȓȧȦȚ. ǯȈȡȐȚȕȐȒȐ 
ȌȍȓȈȦȚ ȥȚȖ ȗȖșȚȖȧȕȕȖ. 
   ǯȈȡȐȚȕȐȒȈȔ șȊȖȑșȚȊȍȕȕȖ ȖȚȒȘȣȊȈȚȤ ȕȖȊȣȍ ȔȍȚȖȌȣ ȊȏȓȖȔȈ, Ȑ ȗȘȐ ȥȚȖȔ ȖȕȐ 
ȌȍȘȎȈȚ Ȑȝ Ȋ șȍȒȘȍȚȍ. ǸȈȉȖȚȈ ȏȈȡȐȚȕȐȒȖȊ - ȏȈȡȐȡȈȚȤ, Ȉ ȍșȓȐ ȘȈșșȒȈȏȣȊȈȚȤ 
ȝȈȒȍȘȈȔ Ȗ ȉȘȍȠȐ Ȋ ȉȍȏȖȗȈșȕȖșȚȐ, ȗȍȘȍȌ ȚȍȔ, ȒȈȒ ȏȈȡȐȚȈ ȉțȌȍȚ țșȚȈȕȖȊȓȍȕȈ, ȚȖ 
ȥȚȖ ȕȐȒȈȒ ȕȍ ȗȖȔȖȎȍȚ. ǺȈȒ ȎȐȊțȚ ȏȈȡȐȚȕȐȒȐ. ǶȕȐ ȊȣȧȊȓȧȦȚ ȕȖȊȣȍ șȗȖșȖȉȣ 

ȊȏȓȖȔȈ Ȑ ȗȖȔȖȋȈȦȚ ȏȈȒȘȣȚȤ ȌȣȘț ȗȍȘȍȌ ȚȍȔ, ȒȈȒ Ȗ ȕȍȑ șȚȈȕȍȚ ȐȏȊȍșȚȕȖ 
ȖșȚȈȓȤȕȖȔț ȔȐȘț. ǺȈȒ ȗȘȖȐșȝȖȌȐȚ ȋȖȘȈȏȌȖ ȟȈȡȍ, ȟȍȔ, ȒȖȋȌȈ ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȐ 
șȈȔȐ țȏȕȈȦȚ Ȗ ȌȣȘȍ.  

   ȇ ȌȈȎȍ ȊȐȌȍȓ, ȒȈȒ ȏȈȡȐȚȕȐȒȐ ȊȣȧȊȓȧȓȐ ȕȖȊȣȑ șȗȖșȖȉ ȊȏȓȖȔȈ, ȕȖ, ȗȖ ȗȘȐȟȐȕȍ 
ȌȖȘȖȋȖȊȐȏȕȣ ȐȓȐ ȕȍȝȊȈȚȒȐ ȊȘȍȔȍȕȐ, ȌȣȘȈ ȕȍ ȉȣȓȈ șȘȈȏț țșȚȘȈȕȍȕȈ, Ȑ ȗȖȏȎȍ, Ȗ 
ȕȍȑ țȏȕȈȊȈȓȐ ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȐ, ȒȖȚȖȘȣȍ ȗȖȚȖȔ ȗȖȓțȟȈȓȐ șȓȈȊț 
“ȗȍȘȊȖȖȚȒȘȣȊȈȚȍȓȍȑ”. ǲ șȖȎȈȓȍȕȐȦ, ȏȈȡȐȚȕȐȒȐ ȕȍ ȊșȍȋȌȈ ȗȖȓțȟȈȦȚ șȓȈȊț Ȑ 
ȗȘȐȏȕȈȕȐȍ ȌȍȓȈȧ șȊȖȦ ȘȈȉȖȚț. 
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   ǵȈȉȓȦȌȈȧ ȏȈ ȝȈȒȍȘȈȔȐ Ȑ ȏȈ ȏȈȡȐȚȕȐȒȈȔȐ ȗȖȟȚȐ ȚȘȐ ȌȍșȧȚȐȓȍȚȐȧ, Ȕȕȍ șȚȈȓȖ 
ȖȟȍȊȐȌȕȖ, ȟȚȖ ȏȈȡȐȚȕȐȒȐ – ȥȚȖ ȉȖȓȍȍ ȊȗȍȟȈȚȓȧȦȡȈȧ ȒȈȚȍȋȖȘȐȧ. ǽȈȒȍȘȣ ȌȈȎȍ Ȑ 
ȉȓȐȏȒȖ ȕȍ șȚȖȧȚ. ǭșȓȐ Ȋȣ ȝȖȚȐȚȍ ȗȖȒȈȏȈȚȤ ȊșȍȔ, ȒȈȒ ȝȖȘȖȠȖ Ȋȣ țȔȍȍȚȍ ȖȉȘȈȡȈȚȤșȧ 
ș ȒȖȔȗȤȦȚȍȘȈȔȐ, ȕȍ ȗȖȒȈȏȣȊȈȑȚȍ ȕȖȊȣȑ șȗȖșȖȉ ȊȏȓȖȔȈ. ǷȖȒȈȎȐȚȍ ȐȔ ȕȖȊțȦ, 
ȉȖȓȍȍ ȗȘȖȌȊȐȕțȚțȦ ȏȈȡȐȚț. Ǭȓȧ ȗȖȐșȒȈ ȕȖȊȖȋȖ șȗȖșȖȉȈ ȊȏȓȖȔȈ ȔȕȖȋȖ țȔȈ ȕȍ 
ȕțȎȕȖ. ǲȈȒ ȗȘȈȊȐȓȖ, ȝȊȈȚȈȍȚ ȕȈșȚȖȑȟȐȊȖșȚȐ. ǵȖ Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ șȖȏȌȈȚȤ ȟȚȖ-ȚȖ, 

ȟȚȖ șȔȖȎȍȚ ȊȣȌȍȘȎȈȚȤ ȗȖșȚȖȧȕȕȣȍ ȗȖȗȣȚȒȐ ȊȏȓȖȔȈ Ȋ ȚȍȟȍȕȐȍ ȌȖȓȋȖȋȖ ȊȘȍȔȍȕȐ 
ȕțȎȍȕ ȖșȖȉȍȕȕȣȑ Ȑ țȔȕȣȑ ȟȍȓȖȊȍȒ. 
   ǭșȓȐ Ȋȣ ȝȖȚȐȚȍ ȊȗȍȟȈȚȓȐȚȤ ȔȐȘ, ȕȍ ȓȖȔȈȑȚȍ ȋȈȘȈȎ. ǪȔȍșȚȖ ȥȚȖȋȖ, șȖȏȌȈȑȚȍ ȒȖȌ, 
ȒȖȚȖȘȣȑ șȔȖȎȍȚ ȊȣȌȍȘȎȈȚȤ ȒțȊȈȓȌț ȝȈȒȍȘȈ. 
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ǫȓȈȊȈ 2. ǲȈȒ ǽȈȒȍȘȣ ǪȏȓȈȔȣȊȈȦȚ 

 

 

 

ǹȈȔȖȍ ȗȘȐȧȚȕȖȍ Ȋ ȔȖȍȑ ȘȈȉȖȚȍ - ȥȚȖ ȚȍșȚȐȘȖȊȈȕȐȍ ȕȈ ȗȘȖȕȐȒȕȖȊȍȕȐȍ (ȚȈȒȎȍ 
ȐȏȊȍșȚȕȖȍ, ȒȈȒ ȗȍȕȚȍșȚ). ǷȍȕȚȍșȚȐȕȋ - ȥȚȖ ȊȏȓȖȔ Ȋ șȈȔȖȔ ȐșȚȐȕȕȖȔ șȔȣșȓȍ. ȅȚȖ 
ȟȍȓȖȊȍȒ ȗȘȖȚȐȊ ȔȈȠȐȕȣ Ȋ ȉȐȚȊȍ țȔȖȊ. ǿȍȓȖȊȍȒ, “ȈȚȈȒțȦȡȐȑ”, ȔȖȎȍȚ 
ȐșȗȖȓȤȏȖȊȈȚȤ șȖȉșȚȊȍȕȕțȦ ȐȏȖȉȘȍȚȈȚȍȓȤȕȖșȚȤ Ȑ ȕȖȊȣȍ ȐȓȐ șțȡȍșȚȊțȦȡȐȍ 
ȐȕșȚȘțȔȍȕȚȣ Ȍȓȧ ȗȖȐșȒȈ șȓȈȉȣȝ ȔȍșȚ, ȒȖȚȖȘȣȍ ȗȖȧȊȐȓȐșȤ Ȋ ȘȍȏțȓȤȚȈȚȍ ȘȈȉȖȚȣ 
șȐșȚȍȔȣ ȐȓȐ Ȑȏ-ȏȈ ȖȠȐȉȒȐ ȘȈȏȘȈȉȖȚȟȐȒȈ ȟȍȓȖȊȍȒȈ. ǯȈ Ȋșȍ ȋȖȌȣ, ȟȚȖ ȧ ȗȘȖȊȖȌȐȓ 
ȗȍȕȚȍșȚȣ, ȌȈȎȍ ȕȍ șȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ Ȕȕȍ ȖȉȣȟȕȖ ȌȈȊȈȓȐșȤ ȕȍȌȍȓȐ, ȟȚȖȉȣ 
ȗȘȖȊȍșȚȐ ȚȍșȚ, Ȋ ȉȖȓȤȠȐȕșȚȊȍ șȓțȟȈȍȊ ȧ țșȗȍȠȕȖ ȊȏȓȈȔȣȊȈȓ șȊȖȦ ȞȍȓȤ ȗȘȐȔȍȘȕȖ 
ȏȈ ȟȈș. ǹȈȔȣȑ ȌȖȓȋȐ ȊȏȓȖȔ ȏȈȕȧȓ ȚȘȐ ȟȈșȈ. ȅȚȖ ȉȣȓȐ ȉȈȕȒȐ, ȗȘȈȊȐȚȍȓȤșȚȊȍȕȕȣȍ 
șȈȑȚȣ, ȉȖȓȤȕȐȞȣ ȐȓȐ șȈȑȚȣ ȒȖȘȗȖȘȈȞȐȑ, ȒȖȚȖȘȣȍ Ȕȍȕȧ ȕȈȕȐȔȈȓȐ Ȍȓȧ 
ȚȍșȚȐȘȖȊȈȕȐȧ ȏȈȡȐȚȣ.      

   ǷȘȐ ȥȚȖȔ, ȧ ȕȍ ȚȈȒȖȑ țȎ ȝȖȘȖȠȐȑ ȗȍȕȚȍșȚȍȘ. ǷȖ ȠȒȈȓȍ ȖȚ 1 ȌȖ 10, ȋȌȍ 10 - ȥȚȖ 
ȓțȟȠȐȑ ȘȍȏțȓȤȚȈȚ, ț Ȕȍȕȧ ȗȘȐȔȍȘȕȖ 6 ȐȓȐ 7. ǵȈ șȚȖȘȖȕȍ ȏȈȡȐȚȕȐȒȖȊ ȧ ȟțȊșȚȊțȦ 
șȍȉȧ ȓțȟȠȐȔ ȟȍȓȖȊȍȒȖȔ Ȋ ȔȐȘȍ. ǵȖ, ȔȖȑ țȘȖȊȍȕȤ, ȒȈȒ ȈȚȈȒțȦȡȍȋȖ, șȘȍȌȕȐȑ. Ǵȍȕȧ 
ȖȒȘțȎȈȦȚ ȊȍȓȐȒȖȓȍȗȕȣȍ ȗȍȕȚȍșȚȍȘȣ - ȔțȎȟȐȕȣ Ȑ ȎȍȕȡȐȕȣ, ȒȖȚȖȘȣȍ ȌțȔȈȦȚ 
ȚȖȓȤȒȖ Ȗ ȕȈȗȐșȈȕȐȐ șȖȉșȚȊȍȕȕȣȝ ȚȍșȚȐȘțȦȡȐȝ ȐȕșȚȘțȔȍȕȚȖȊ, Ȑ Țȍ, ȒȚȖ ȕȍ 
șȟȐȚȈȦȚ ȚȍșȚ țșȗȍȠȕȣȔ, ȌȖ Țȍȝ ȗȖȘ, ȗȖȒȈ ȕȍ șȋȍȕȍȘȐȘțȦȚ ȝȖȚȧ ȉȣ ȖȌȕȖ șȖȉȣȚȐȍ 
Ȋ ȓȖȋȍ, ȒȖȚȖȘȖȍ ȗȖȚȘȍȉțȍȚ ȗȘȐșȚȈȓȤȕȖȋȖ ȊȕȐȔȈȕȐȧ. ǵȖ ȌȈȎȍ ȓȦȌȐ, ȒȖȚȖȘȣȔ ȧ ȉȣ 
ȗȖșȚȈȊȐȓ 10, ȖȉȣȟȕȖ șȟȐȚȈȦȚ, ȟȚȖ ț ȕȐȝ șȘȍȌȕȐȑ țȘȖȊȍȕȤ Ȑ ȖȕȐ Ȑ ȊȖșȝȐȡȈȦȚșȧ 
ȌȘțȋȐȔȐ ȗȍȕȚȍșȚȍȘȈȔȐ, ȒȖȚȖȘȣȍ ȗȖ Ȑȝ ȔȕȍȕȐȦ “ȌȍșȧȚȒȐ”. ǵȈșȒȖȓȤȒȖ ȝȖȘȖȠȐ 
ȌȖȓȎȕȣ ȉȣȚȤ ȥȚȐ ȝȈȒȍȘȣ? 

   ǵȖ ȊȈȔ ȕȍ ȕțȎȕȖ ȉȣȚȤ ȉȍȏȔȍȘȕȖ ȝȖȘȖȠȐȔ, ȟȚȖȉȣ ȉȣȚȤ ȖȟȍȕȤ țșȗȍȠȕȣȔ 
ȝȈȒȍȘȖȔ. ǪȈȔ ȌȈȎȍ ȕȍȖȉȧȏȈȚȍȓȤȕȖ ȊȏȓȈȔȣȊȈȚȤ ȒȓȐȍȕȚȈ, ȒȖȚȖȘȣȑ ȊȈș ȕȈȕȧȓ (ȧ 
ȐșȝȖȎț Ȑȏ ȚȖȋȖ, ȟȚȖ ȊȈȔ ȗȓȈȚȧȚ ȏȈ ȏȈȒȖȕȕȣȑ ȏȈȒȈȏ ȕȈ ȗȍȕȚȍșȚ), ȟȚȖȉȣ ȊȈș 
ȘȈȌȖȊȈȓȈ ȊȈȠȈ ȘȈȉȖȚȈ. ǵȈ șȈȔȖȔ Ȍȍȓȍ ȒȓȐȍȕȚ ȉțȌȍȚ Ȋ ȈȉșȖȓȦȚȕȖȔ ȊȖșȚȖȘȋȍ, ȍșȓȐ 
ț ȊȈș ȕȍ ȗȖȓțȟȐȚșȧ. ǶȕȐ ȕȈȟȐȕȈȦȚ ȝȊȈșȚȈȚȤșȧ, ȟȚȖ ȕȈȕȧȓȐ ȝȈȒȍȘȖȊ, Ȉ Ȑȝ șȍȚȤ 
ȊȣȌȍȘȎȈȓȈ ȈȚȈȒț. ȅȚȖ ȗȖȉȍȌȈ-ȗȖȉȍȌȈ (win-win) Ȍȓȧ Ȋșȍȝ țȟȈșȚȕȐȒȖȊ. ǪȈȔ ȗȓȈȚȧȚ 
șȚȖȓȤȒȖ Ȏȍ, Ȉ ȖȕȐ ȝȊȈșȚȈȦȚșȧ, ȟȚȖ Ȑȝ ȕȍȊȖȏȔȖȎȕȖ ȊȏȓȖȔȈȚȤ. ȅȚȖ ȍȌȐȕșȚȊȍȕȕȈȧ 
ȘȈȉȖȚȈ, ȒȖȚȖȘțȦ ȧ ȏȕȈȦ, ȋȌȍ ț ȊȈș ȕȍ ȔȖȎȍȚ ȉȣȚȤ ȗȓȖȝȖȋȖ ȘȍȏțȓȤȚȈȚȈ. ǲ 
șȖȎȈȓȍȕȐȦ, ȧ ȕȍ ȏȕȈȦ ȕȐ ȖȌȕȖȋȖ ȗȍȕȚȍșȚȍȘȈ, ȒȖȚȖȘȣȑ ȉȣ ȝȖȚȤ ȘȈȏ ȕȍ ȊȏȓȖȔȈȓ 
Ȋșȍ șȊȖȐ ȞȍȓȐ. ȇ țȊȍȘȍȕ, ȌȖȓȎȕȣ ȉȣȚȤ Țȍ, ț ȒȖȋȖ ȕȍ ȗȖȓțȟȐȓȖșȤ, ȕȖ ȗȖȌȈȊȓȧȦȡȍȍ 
ȉȖȓȤȠȐȕșȚȊȖ ȗȍȕȚȍșȚȍȘȖȊ “ȗȖȓțȟȈȍȚ șȊȖȑ ȗȘȐȏ”.            
 

ǷǸИǴЕЧАǵИЕ ǭșȓȐ ȊȖ ȊȘȍȔȧ ȗȍȕȚȍșȚȐȕȋȈ Ȋȣ ȕȍ ȕȈȠȓȐ șȓȈȉȣȝ ȔȍșȚ Ȑ ȊșȒȖȘȍ, 
ȗȖșȓȍ ȥȚȖȋȖ ȊȈȠȍȋȖ ȒȓȐȍȕȚȈ ȊȏȓȖȔȈȓȐ ȕȈșȚȖȧȡȐȍ ȏȓȖțȔȣȠȓȍȕȕȐȒȐ, ȚȖ ȥȚȖ ȕȍ 
ȗȖȑȌȍȚ ȊȈȔ ȕȈ ȗȖȓȤȏț. ǭșȓȐ ȚȈȒ ȗȘȖȐȏȖȑȌȍȚ ȕȍșȒȖȓȤȒȖ ȘȈȏ, ȗȖȑȌȍȚ ȔȖȓȊȈ, Ȑ ȊȈȔ, 
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șȒȖȘȍȍ ȊșȍȋȖ, ȕȈȌȖ ȉțȌȍȚ ȐșȒȈȚȤ ȌȘțȋțȦ ȘȈȉȖȚț. ǹȓȈȉȣȍ ȔȍșȚȍ ȍșȚȤ ȊșȍȋȌȈ. 

ǵȈȑȌȐȚȍ Ȑȝ. 
 

ǲȈȒ ȗȘȈȊȐȓȖ, ȗȍȕȚȍșȚȍȘȣ ȌȍȓȈȦȚ ȟȚȖ-ȚȖ ȍȡȍ, ȟȚȖȉȣ ȗȘȖȐȏȊȍșȚȐ ȊȗȍȟȈȚȓȍȕȐȍ ȕȈ 
șȚȈȘȠȐȝ ȔȍȕȍȌȎȍȘȖȊ, ȕȈȗȘȐȔȍȘ, ȚȈȑȒȖȔ șȜȖȚȖȋȘȈȜȐȘțȦȚ CEO ȏȈ ȍȋȖ șȚȖȓȖȔ, 
ȐșȗȖȓȤȏțȧ ȒȈȔȍȘț ȕȈ ȍȋȖ ȒȖȔȗȤȦȚȍȘȍ, ȐȓȐ ȊșȚȈȊȓȧȦȚ ȗȈȘȖȓȤ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ 
ȌȖȔȍȕȈ Ȋ ȒȈȘȚȐȕȒț ș ȗȐȘȈȚșȒȐȔ ȜȓȈȋȖȔ, ȒȖȚȖȘțȦ șȚȈȊȧȚ Ȋ ȒȈȟȍșȚȊȍ șȒȘȐȕșȍȑȊȍȘȈ  

ȈȌȔȐȕȐșȚȘȈȚȖȘȈ. ǷȖȓțȟȐȊȠȈȧșȧ ȒȈȘȚȐȕȈ șȚȖȐȚ ȚȣșȧȟȐ șȓȖȊ. ǵȐȒȖȋȌȈ 
ȕȍȌȖȖȞȍȕȐȊȈȑȚȍ, ȕȈșȒȖȓȤȒȖ șȐȓȤȕȖ ȌȖȊȖȓȍȕ ȊȈȠȍȑ ȘȈȉȖȚȖȑ ȔȖȎȍȚ ȉȣȚȤ ȒȓȐȍȕȚ 
Ȑȏ-ȏȈ ȖȌȕȖȑ ȋȓțȗȖȑ ȜȖȚȒȐ. ǭșȓȐ ȍșȚȤ ȚȈȒȈȧ ȊȖȏȔȖȎȕȖșȚȤ, ȊșȍȋȌȈ ȏȈȒȈȕȟȐȊȈȑȚȍ 
ȘȈȉȖȚț ȏȘȍȓȐȡȕȖ. ǬȍȓȈȧ ȚȈȒ Ȋȣ șȚȈȕȍȚȍ «ȏȖȓȖȚȣȔ» ȒȖȕșțȓȤȚȈȕȚȖȔ ȗȖ 
ȉȍȏȖȗȈșȕȖșȚȐ.  
 

 

ǹȍȒȘȍȚ ǽȈȒȍȘșȚȊȈ 

 

ǭșȓȐ Ȑ șțȡȍșȚȊțȍȚ șȍȒȘȍȚ ȝȈȒȍȘșȚȊȈ, ȚȖ Ȗȕ ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȚȖȔ, ȟȚȖ ȕȐȒȈȒȖȋȖ 
șȍȒȘȍȚȈ ȕȍȚ. ȅȚȖ ȗȘȖȞȍșș ȖȉțȟȍȕȐȧ ȗȘȈȊȐȓȤȕȣȔ ȔȍȚȖȌȈȔ Ȑ ȐșȗȖȓȤȏȖȊȈȕȐȍ 
ȗȘȈȊȐȓȤȕȣȝ ȐȕșȚȘțȔȍȕȚȖȊ Ȍȓȧ ȘȈȉȖȚȣ, ȚȖ Ȏȍ șȈȔȖȍ ȌȍȓȈȦȚ ȥȓȍȒȚȘȐȒȐ, 
șȈȕȚȍȝȕȐȒȐ ȐȓȐ șȚȘȖȐȚȍȓȐ. ǹțȡȍșȚȊțȍȚ ȕȍ ȖȌȐȕ șȗȖșȖȉ ȊȏȓȖȔȈ. ǶȌȕȈȒȖ, 
șțȡȍșȚȊțȍȚ ȖȗȘȍȌȍȓȍȕȕȣȑ ȕȈȉȖȘ ȠȈȋȖȊ, ȒȖȚȖȘȣȔ ȔȖȎȕȖ ȖȗȐșȈȚȤ ȗȘȖȞȍșș ȊȏȓȖȔȈ. 
ǵȍ Ȋșȍ ȝȈȒȍȘȣ ȐșȗȖȓȤȏțȦȚ Ȋșȍ ȠȈȋȐ. ǵȍȒȖȚȖȘȣȍ ȝȈȒȍȘȣ ȐșȗȖȓȤȏțȦȚ ȚȖȓȤȒȖ ȖȌȐȕ 
ȠȈȋ. ǵȖ Ȋ ȞȍȓȖȔ, ȍșȓȐ șȓȍȌȖȊȈȚȤ ȊșȍȔ ȥȚȐȔ ȠȈȋȈȔ, ȚȖ ȊȍȓȐȒȈ ȊȍȘȖȧȚȕȖșȚȤ șȚȈȚȤ 
țșȗȍȠȕȣȔ ȝȈȒȍȘȖȔ. ǴȖȎȕȖ ȗȘȖȗțșȚȐȚȤ ȖȌȐȕ ȐȓȐ ȕȍșȒȖȓȤȒȖ ȠȈȋȖȊ Ȑ Ȋșȍ ȘȈȊȕȖ 
ȉȣȚȤ țșȗȍȠȕȣȔ. ǪȘȍȌȖȕȖșȕȖȍ ǷǶ Ȑ ȌȘțȋȐȍ ȐȕșȚȘțȔȍȕȚȣ ȊȏȓȖȔȈ ȟȈșȚȖ ȗȖȏȊȖȓȧȦȚ 
ȝȈȒȍȘȈȔ ȗȘȖȗțșȒȈȚȤ ȠȈȋȐ, ȕȖ ȝȖȚȧ ȉȣ ȖȌȐȕ Ȑȏ ȥȚȐȝ ȠȈȋȖȊ, ȐȏȕȈȟȈȓȤȕȖȍ 
ȗȘȖȕȐȒȕȖȊȍȕȐȍ, ȊșȍȋȌȈ ȚȘȍȉțȍȚșȧ. 
   ǵȍȏȈȊȐșȐȔȖȋȖ ȖȚ ȚȖȋȖ, ȝȖȚȐȚȍ ȓȐ Ȋȣ șȌȍȓȈȚȤ ȒȈȘȤȍȘț (ȓȍȋȈȓȤȕȖȋȖ) ȝȈȒȍȘȈ, ȍșȓȐ 
Ȋȣ ȉțȌȍȚȍ șȘȈȎȈȚȤșȧ ș ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȈȔȐ, ȚȖ ȊȈȔ ȕțȎȕȖ ȗȖȕȧȚȤ “ȔȍȚȖȌȖȓȖȋȐȦ 
ȊȏȓȖȔȈ” (ȕȈȏȊȈȕȐȍ ȔȍȚȖȌȐȒȐ ȔȖȎȍȚ ȖȚȓȐȟȈȚȤșȧ). ǴȖȌȍȓȐ ȔȖȋțȚ ȖȚȓȐȟȈȚȤșȧ 

ȒȖȓȐȟȍșȚȊȖȔ ȠȈȋȖȊ, ȕȈȏȊȈȕȐȍȔ ȠȈȋȖȊ, Ȑ ȖȗȐșȈȕȐȍȔ ȒȈȎȌȖȋȖ ȠȈȋȈ, ȕȖ ȖȕȐ Ȋșȍ 
șȖșȚȖȧȚ Ȑȏ Țȍȝ Ȏȍ șȈȔȣȝ ȖșȕȖȊȕȣȝ ȒȖȔȗȖȕȍȕȚȖȊ. 
 

ǴȍȚȖȌȖȓȖȋȐȧ ǪȏȓȖȔȈ 

 

ǴȍȚȖȌȖȓȖȋȐȧ ȊȏȓȖȔȈ ȊȒȓȦȟȈȍȚ ȗȘȐȊȍȌȍȕȕȣȍ ȕȐȎȍ ȗȖșȓȍȌȖȊȈȚȍȓȤȕȣȍ ȠȈȋȐ: 
1. ǹȉȖȘ ȐȕȜȖȘȔȈȞȐȐ 

2. ǷȘȖȕȐȒȕȖȊȍȕȐȍ 

3. ǶȗȞȐȖȕȈȓȤȕȖ: ǶȉȍșȗȍȟȍȕȐȍ ȗȘȖșȚȖȋȖ ȌȖșȚțȗȈ Ȋ ȉțȌțȡȍȔ   
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4. ǸȈȏȊȍȌȒȈ șȐșȚȍȔȣ 

5. ǶȗȞȐȖȕȈȓȤȕȖ: ǬȊȐȎȍȕȐȍ 

6. ǪȣȗȖȓȕȍȕȐȍ ȏȈȗȓȈȕȐȘȖȊȈȕȕȖȋȖ ȌȍȑșȚȊȐȧ 

7. ǶȗȞȐȖȕȈȓȤȕȖ: ǯȈȔȍȚȈȕȐȍ ǹȓȍȌȖȊ 

 

ǹȉȖȘ ȐȕȜȖȘȔȈȞȐȐ 

ǯȈ ȐșȒȓȦȟȍȕȐȍȔ șȓțȟȈȍȊ, ȒȖȋȌȈ ȐȕșȚȘțȔȍȕȚ ȝȈȒȍȘȈ ȗȖȔȖȋȈȍȚ ȍȔț șȓțȟȈȑȕȖ 
ȗȖȓțȟȐȚȤ ȌȖșȚțȗ Ȓ țȧȏȊȐȔȖȔț șȈȑȚț, ȒȈȒ ȗȘȈȊȐȓȖ, ț ȝȈȒȍȘȈ Ȋ ȋȖȓȖȊȍ ȍșȚȤ 
ȖȗȘȍȌȍȓȍȕȕȈȧ ȞȍȓȤ. ǭșȓȐ ȝȈȒȍȘ ȝȖȟȍȚ ȗȘȖȕȐȒȕțȚȤ Ȋ ȖȗȘȍȌȍȓȍȕȕțȦ ȒȖȔȗȈȕȐȦ, 
ȗȍȘȊȖȍ, ȟȚȖ ȌȍȓȈȍȚ ȝȈȒȍȘ - ȕȈȟȐȕȈȍȚ ȐȏțȟȈȚȤ Ȗȉ ȥȚȖȑ ȒȖȔȗȈȕȐȐ Ȋșȍ, ȟȚȖ ȔȖȎȍȚ 
ȗȖȔȖȟȤ ȊȏȓȖȔț. ǲȈȒ ȔȐȕȐȔțȔ, ȥȚȖ IP-ȈȌȘȍșȈ, ȈȌȘȍșȈ ȥȓȍȒȚȘȖȕȕȖȑ ȗȖȟȚȣ Ȑ ȈȌȘȍșȈ 
ȌȖȔȍȕȖȊ. ǽȈȒȍȘ ȐȡȍȚ ȐȕȜȖȘȔȈȞȐȦ Ȗ ȒȖȓȐȟȍșȚȊȍ ȗȖȚȍȕȞȐȈȓȤȕȣȝ șȈȑȚȖȊ Ȑ 
șȍȘȊȐșȖȊ, șȊȧȏȈȕȕȣȝ ș ȒȖȔȗȈȕȐȍȑ, Ȓ ȒȖȚȖȘȣȔ Ȗȕ ȔȖȎȍȚ ȗȖȓțȟȐȚȤ ȌȖșȚțȗ. ǶȕȐ 
ȉȍȘțȚ ȐȕȜȖȘȔȈȞȐȦ Ȑȏ ǹǴǰ Ȑ ȗțȉȓȐȟȕȣȝ ȜȐȕȈȕșȖȊȣȝ ȖȚȟȍȚȖȊ. ǶȕȐ țȏȕȈȦȚ ȐȔȍȕȈ 
ȋȓȈȊȕȣȝ ȐșȗȖȓȕȐȚȍȓȤȕȣȝ ȓȐȞ Ȑ ȗȘȖȟȐȝ șȖȚȘțȌȕȐȒȖȊ, ȖȕȐ ȝȖȚȧȚ ȊȖșȗȖȓȤȏȖȊȈȚȤșȧ 
șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȍȑ. ǽȈȒȍȘ ȗȘȖșȔȈȚȘȐȊȈȍȚ ȕȖȊȖșȚȕȣȍ ȓȍȕȚȣ, Ȗȕ ȝȖȟȍȚ 

țȏȕȈȚȤ, ȒȈȒȖȍ ȊȈȎȕȖȍ ȗȘȖȋȘȈȔȔȕȖȍ ȖȉȍșȗȍȟȍȕȐȍ ȕȍȌȈȊȕȖ ȗȘȐȖȉȘȍȓȐ Țȍ, ȒȖȋȖ Ȗȕ 
ȝȖȟȍȚ ȈȚȈȒȖȊȈȚȤ, ȒȈȒȐȍ ȗȘȖȐșȝȖȌȧȚ șȓȐȧȕȐȧ ȐȓȐ ȘȈȏȌȍȓȍȕȐȧ Ȋ ȒȖȔȗȈȕȐȐ (Ȋ ȥȚȐȝ 
ȗȘȖȞȍșșȈȝ ȊșȍȋȌȈ ȔȕȖȋȖ ȕȍȚȖȟȕȖșȚȍȑ Ȑ ȖȕȐ ȟȈșȚȖ șȖȗȘȖȊȖȎȌȈȦȚșȧ șȓȈȉȖȑ ȐȓȐ 
ȖȚșțȚșȚȊțȦȡȍȑ ȉȍȏȖȗȈșȕȖșȚȤȦ), Ȑ ȌȈȎȍ ț ȗȈȘȚȕȍȘȖȊ ȒȖȔȗȈȕȐȐ, ȒȖȚȖȘțȦ ȝȖȟȍȚ 
ȊȏȓȖȔȈȚȤ ȝȈȒȍȘ. ǴȕȖȋȐȍ ȒȖȔȗȈȕȐȐ ȉȣȓȐ ȊȏȓȖȔȈȕȣ ȟȍȘȍȏ ȋȖȘȈȏȌȖ ȉȖȓȍȍ șȓȈȉȣȝ 
ȗȈȘȚȕȍȘȖȊ. 

   ǹȈȔȈȧ ȊȈȎȕȈȧ ȟȈșȚȤ ȗȘȖȞȍșșȈ ȗȖȓțȟȍȕȐȧ ȐȕȜȖȘȔȈȞȐȐ Ȍȓȧ ȉȖȓȤȠȐȕșȚȊȈ 
ȝȈȒȍȘșȒȐȝ ȈȚȈȒ - ȥȚȖ țȏȕȈȚȤ, ȒȈȒȐȍ ȞȐȜȘȖȊȣȍ ȈȒȚȐȊȣ șȊȧȏȈȕȣ ș ȒȖȔȗȈȕȐȍȑ. 
ǶȉȣȟȕȖ țȏȕȈȦȚ ȕȍ ȚȖȓȤȒȖ Ȗ ȋȓȈȊȕȣȝ (ȗțȉȓȐȟȕȣȝ) șȈȑȚȈȝ Ȑ șȍȘȊȐșȈȝ - ȒȈȒ 
ȗȘȈȊȐȓȖ, Ȍȓȧ ȈȚȈȒțȦȡȍȋȖ ȋȖȘȈȏȌȖ ȗȖȓȍȏȕȍȍ ȕȈȑȚȐ Ȕȍȕȍȍ ȗȖȗțȓȧȘȕȣȍ șȊȧȏȈȕȕȣȍ 
șȈȑȚȣ Ȑ șȍȘȊȐșȣ, ȚȈȒȐȍ, ȒȈȒ ȗȖȘȚȈȓȣ Ȍȓȧ șȖȚȘțȌȕȐȒȖȊ Ȑ ȗȈȘȚȕȍȘȖȊ. ǿȍȔ Ȕȍȕȍȍ 
ȗȖȗțȓȧȘȕȣ șȈȑȚȣ Ȑ șȍȘȊȍȘȣ, ȚȍȔ ȉȖȓȍȍ ȊȍȘȖȧȚȕȖ ȕȈȓȐȟȐȍ ț ȕȐȝ șȓȈȉȣȝ ȔȍșȚ, ȗȖ 
șȘȈȊȕȍȕȐȦ ș ȋȓȈȊȕȣȔȐ șȈȑȚȈȔȐ, ȒȖȚȖȘȣȍ țȎȍ ȋȖȌȈȔȐ ȗȣȚȈȦȚșȧ ȊȏȓȖȔȈȚȤ.  
   ǯȈȚȍȔ ȓȦȉȖȑ ȝȖȘȖȠȐȑ ȝȈȒȍȘ ȕȈȟȐȕȈȍȚ șȖȉȐȘȈȚȤ Ȋșȍ ǷǶ Ȑ șȍȘȊȐșȣ, 
ȘȈșȗȖȓȖȎȍȕȕȣȍ ȕȈ ȒȈȎȌȖȔ Ȑȏ ȥȚȐȝ șȈȑȚȖȊ, ȥȚȖȚ ȗȘȖȞȍșș ȖȉȡȍȐȏȊȍșȚȍȕ, ȒȈȒ 
ȜȐȕȋȍȘȗȘȐȕȚȐȕȋ (șȕȧȚȐȍ ȖȚȗȍȟȈȚȒȖȊ ȗȈȓȤȞȍȊ). ǶȟȍȕȤ ȊȈȎȕȖ țȏȕȈȚȤ, ȒȈȒȐȍ 
ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ (Ƕǹ) Ȑ ȒȈȒȐȍ Ȑȝ ȊȍȘșȐȐ Ƕǹ ȐșȗȖȓȤȏțȦȚșȧ. ǪȍȘșȐȐ Ƕǹ 
ȔȖȋțȚ șȒȈȏȈȚȤ ȝȈȒȍȘț, Ȗ ȚȖȔ, ȒȈȒȐȍ țȘȖȊȕȐ ȗȈȚȟȍȑ Ȑ ȒȈȒȐȍ ȉȈȋȐ ȔȖȋțȚ 
ȗȘȐșțȚșȚȊȖȊȈȚȤ ȐȓȐ ȖȚșțȚșȚȊȖȊȈȚȤ. ǵȈȗȘȐȔȍȘ, ȖȕȐ ȔȖȋțȚ ȕȈȑȚȐ Windows Server 
2012 R2 Ȑ Linux Centos 7.3-1611. ǯȈȚȍȔ ȖȕȐ șȔȖȚȘȧȚ ȒȈȒȐȍ ȗȘȖȋȘȈȔȔȣ Ȑ ȊȍȘșȐȐ 
ȥȚȐȝ ȗȘȖȋȘȈȔȔ (ȟȚȖȉȣ ȚȈȒȎȍ țȏȕȈȚȤ Ȗ ȉȈȋȈȝ Ȑ ȗȈȚȟȈȝ) ȘȈȉȖȚȈȦȚ ȕȈ ȒȈȎȌȖȑ Ƕǹ. 
ǭșȓȐ ȥȚȖ Ȋȍȉ-șȍȘȊȍȘ, ȖȕȐ ȔȖȋțȚ ȕȈȑȚȐ Internet Information Server 8.5 ȕȈ șȍȘȊȍȘȍ 
Windows ȐȓȐ Apache 2.4.25 ȕȈ șȍȘȊȍȘȍ Linux. ǶȕȐ ȗȘȖȊȖȌȧȚ ȐȕȊȍȕȚȈȘȐȏȈȞȐȦ 
ȒȈȎȌȖȋȖ țșȚȘȖȑșȚȊȈ, Ƕǹ, ȗȘȐȓȖȎȍȕȐȧ Ȑ Ȑȝ ȊȍȘșȐȑ ȕȈ ȒȈȎȌȖȔ Ȑȏ ȐȕȚȍȘȍșțȦȡȐȝ 
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ȝȈȒȍȘȖȊ ȖȉȢȍȒȚȖȊ. ǪșȍȋȌȈ ȓțȟȠȍ ȗȘȖȊȍșȚȐ ȗȖȓȕțȦ ȐȕȊȍȕȚȈȘȐȏȈȞȐȦ, ȟȚȖȉȣ 
ȗȖȓțȟȐȚȤ ȞȍȓȖșȚȕțȦ ȒȈȘȚȐȕț ȖȉȢȍȒȚȈ Ȑ ȊșȍȋȖ, ȟȚȖ ș ȕȐȔ șȊȧȏȈȕȖ, ȕȖ ȐȕȖȋȌȈ ȝȈȒȍȘ 
ȔȖȎȍȚ șȘȈȏț ȕȈȑȚȐ ȉȖȓȤȠțȦ țȧȏȊȐȔȖșȚȤ Ȑ ȗȘȖșȚȖ ȗȍȘȍȑȚȐ Ȓ șȓȍȌțȦȡȍȔț ȠȈȋț. 
ǯȈ ȐșȒȓȦȟȍȕȐȍȔ șȓțȟȈȍȊ ȚȈȒȖȋȖ ȉȣșȚȘȖȋȖ ȊȚȖȘȎȍȕȐȧ, ȖȉȣȟȕȖ, ȟȍȔ ȉȖȓȤȠȍ 
ȐȕȜȖȘȔȈȞȐȐ ȍșȚȤ ț ȝȈȒȍȘȈ, ȚȍȔ ȓțȟȠȍ. ǲȈȎȌȖȍ ȌȖȗȖȓȕȐȚȍȓȤȕȖȍ ǷǶ Ȑ ȍȋȖ ȊȍȘșȐȧ 
ȗȘȍȌȖșȚȈȊȓȧȦȚ ȌȖȗȖȓȕȐȚȍȓȤȕȣȑ ȊȖȏȔȖȎȕȣȑ ȊȍȒȚȖȘ ȈȚȈȒȐ.  
 

ǷǸИǴЕЧАǵИЕ ǵȍȒȖȚȖȘȣȍ ȝȈȒȍȘȣ ȕȈȏȣȊȈȦȚ ȖȉȡțȦ, ȕȍ ȚȍȝȕȐȟȍșȒțȦ 
ȐȕȜȖȘȔȈȞȐȦ ȜțȚȗȗȘȐȕȚȐȕȋ (ȖȚȗȍȟȈȚȖȒ ȕȖȋȐ), Ȉ șȖșȚȈȊȓȍȕȐȍ șȝȍȔȣ Ƕǹ Ȑ 
ȗȘȖȋȘȈȔȔȕȖȋȖ ȖȉȍșȗȍȟȍȕȐȧ ȜȐȕȋȍȘȗȘȐȕȚȐȕȋ (ȖȚȗȍȟȈȚȖȒ ȗȈȓȤȞȈ). 
 

   Ǫ ȕȍȒȖȚȖȘȣȝ șȓțȟȈȧȝ, ȒȖȋȌȈ ȝȈȒȍȘ ȗȖȌȒȓȦȟȈȍȚșȧ Ȓ șȍȘȊȍȘț ȐȓȐ șȈȑȚț Ȑ ȚȖȚ 
ȓȦȉȍȏȕȖ ȗȘȍȌȖșȚȈȊȓȧȍȚ ȌȍȚȈȓȤȕțȦ ȐȕȜȖȘȔȈȞȐȦ Ȗȉ ȐșȗȖȓȤȏțȍȔȣȝ ȊȍȘșȐȧȝ ǷǶ, 
ȕȐȒȈȒȐȍ ȐȕșȚȘțȔȍȕȚȣ ȕȍ ȕțȎȕȣ. Ǭȓȧ ȌȘțȋȐȝ șȐȚțȈȞȐȑ șțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ 
ȐȕșȚȘțȔȍȕȚȖȊ, ȗȖȔȖȋȈȦȡȐȝ șȌȍȓȈȚȤ ȜȐȕȋȍȘȗȘȐȕȚ Ƕǹ Ȑ ȗȘȐȓȖȎȍȕȐȑ. 
ǩȍȏȖȋȖȊȖȘȖȟȕȖ, ȕȖȔȍȘ ȖȌȐȕ Ȍȓȧ ȝȈȒȍȘȖȊ - ȥȚȖ Nmap (https://nmap.org/). Nmap 

șțȡȍșȚȊțȍȚ ș 1997-ȋȖ. ǭșȚȤ ȕȍșȒȖȓȤȒȖ ȊȍȘșȐȑ, ȊȒȓȦȟȈȧ ȊȍȘșȐȐ Ȍȓȧ Windows Ȑ 
Linux, Ȑ ȥȚȖ ȠȊȍȑȞȈȘșȒȐȑ ȕȖȎ ȝȈȒȍȘȖȊ. ǹ ȗȖȔȖȡȤȦ ȥȚȖȑ ȗȘȖȋȘȈȔȔȣ ȔȖȎȕȖ 
ȖșțȡȍșȚȊȓȧȚȤ Ȋșȍ ȊȐȌȣ șȒȈȕȐȘȖȊȈȕȐȧ Ȑ ȚȍșȚȐȘȖȊȈȕȐȧ șȍȘȊȍȘȖȊ. ǹ ȍȍ ȗȖȔȖȡȤȦ 
ȔȖȎȕȖ șȖȉȘȈȚȤ ȜȐȕȋȍȘȗȘȐȕȚȣ Ƕǹ Ȑ ȗȘȐȓȖȎȍȕȐȑ. ǭșȚȤ ȉȖȓȍȍ ȐȕȜȖȘȔȈȚȐȊȕȣȍ 
ȜȐȕȋȍȘȗȘȐȕȚȍȘȣ ȗȘȐȓȖȎȍȕȐȑ, ȖșȖȉȍȕȕȖ, ȍșȓȐ ȖȕȐ șȖȏȌȈȕȣ Ȍȓȧ ȜȐȕȋȍȗȘȐȕȚȈ 
ȖȗȘȍȌȍȓȍȕȕȖȋȖ ȚȐȗȈ ȗȘȐȓȖȎȍȕȐȑ, ȚȈȒȐȝ ȒȈȒ Ȋȍȉ-șȍȘȊȍȘȣ, ȉȈȏȣ ȌȈȕȕȣȝ ȐȓȐ email-
șȍȘȊȍȘȣ. ǵȈȗȘȐȔȍȘ, Nikto2 (https://cirt.net/Nikto2), ȕȍ ȚȖȓȤȒȖ ȌȍȓȈȍȚ ȜȐȕȋȍȗȘȐȕȚ 
Ȋȍȉ-șȍȘȊȍȘȖȊ ȓțȟȠȍ, ȟȍȔ Nmap, ȕȖ ȚȈȒȎȍ ȗȘȍȌȖșȚȈȊȓȧȍȚ ȊȖȏȔȖȎȕȖșȚȤ ȗȘȖȊȖȌȐȚȤ 
ȚȣșȧȟȐ ȚȍșȚȖȊ ȕȈ ȗȘȖȕȐȒȕȖȊȍȕȐȍ, Ȑ ȗȖȏȊȖȓȧȍȚ ȊȈȔ țȏȕȈȚȤ Ȗ șțȡȍșȚȊțȦȡȐȝ 
țȧȏȊȐȔȖșȚȧȝ. 
 

ǷȘȖȕȐȒȕȖȊȍȕȐȍ 

Ǫșȍ ȕȈȟȐȕȈȍȚșȧ ș ȗȍȘȊȐȟȕȖȋȖ ȗȘȖȕȐȒȕȖȊȍȕȐȧ. ǪȍșȤ ȗȘȖȞȍșș ȊȏȓȖȔȈ ȏȈȊȐșȐȚ ȖȚ 
țșȗȍȝȈ ȥȚȖȋȖ ȠȈȋȈ. ǭșȓȐ ȝȈȒȍȘ ȗȘȍȌȊȈȘȐȚȍȓȤȕȖ șȖȉȘȈȓ ȊșȦ ȕȍȖȉȝȖȌȐȔțȦ 
ȐȕȜȖȘȔȈȞȐȦ, ȚȖ ȕȈ ȥȚȖȔ ȥȚȈȗȍ ț ȕȍȋȖ ȕȍ ȊȖȏȕȐȒȕȍȚ ȕȐȒȈȒȐȝ ȗȘȖȉȓȍȔ. ȅȚȖȚ ȠȈȋ 
ȕȐȒȖȋȌȈ ȕȍ ȊȣȏȣȊȈȓ ț Ȕȍȕȧ ȏȈȚȘțȌȕȍȕȐȑ. ǵȈ ȒȖȔȗȤȦȚȍȘȈȝ ȊșȍȋȌȈ ȐșȗȖȓȤȏțȍȚșȧ 
șȚȈȘȖȍ ǷǶ, ȊșȍȋȌȈ ȟȚȖ-ȚȖ ȖșȚȈȍȚșȧ ȕȍ ȗȘȖȗȈȚȟȍȕȕȣȔ, Ȑ ȗȖȟȚȐ ȊșȍȋȌȈ ȟȚȖ-ȚȖ Ȑȏ 
ȖȗȖȏȕȈȕȕȖȋȖ ǷǶ ȕȍȗȘȈȊȐȓȤȕȖ ȕȈșȚȘȖȍȕȖ. 
 

ǷǸИǴЕЧАǵИЕ ǶȌȐȕ Ȑȏ ȔȖȐȝ ȓȦȉȐȔȣȝ ȚȘȦȒȖȊ - ȈȚȈȒȈ ȚȖȋȖ șȈȔȖȋȖ ǷǶ Ȑ Țȍȝ 
țșȚȘȖȑșȚȊ, ȒȖȚȖȘȣȍ ȏȈȡȐȚȕȐȒȐ ȐșȗȖȓȤȏțȦȚ Ȍȓȧ ȏȈȡȐȚȣ șȊȖȐȝ șȍȚȍȑ. ǿȈșȚȖ ȥȚȖ 
ȌȖȗ. ȖȉȖȘțȌȖȊȈȕȐȍ, ȒȖȚȖȘȖȍ, ȗȖ șțȚȐ, ȧȊȓȧȍȚșȧ «ȒȖșȚȣȓȧȔȐ». ǺȈȒȖȍ 
ȖȉȖȘțȌȖȊȈȕȐȍ ȗȍȟȈȓȤȕȖ ȐȏȊȍșȚȕȖ ȚȍȔ, ȟȚȖ ȕȈ ȕȍȋȖ ȋȖȌȈȔȐ ȕȍ țșȚȈȕȈȊȓȐȊȈȦȚșȧ 
ȗȈȚȟȐ. 
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   ǭșȓȐ, ȒȈȒȐȔ-ȚȖ ȖȉȘȈȏȖȔ, Ȋșȍ ǷǶ Ȑ țșȚȘȖȑșȚȊȈ ȐȌȍȈȓȤȕȖ ȏȈȡȐȡȍȕȣ (Ȉ ȚȈȒȖȋȖ ȕȍ 
ȉȣȊȈȍȚ), ȚȖ Ȋȣ ȔȖȎȍȚȍ ȐșȗȖȓȤȏȖȊȈȚȤ ȟȍȓȖȊȍȟȍșȒȐȑ ȜȈȒȚȖȘ, ȧȊȓȧȦȡȐȑșȧ șȈȔȖȑ 
șȓȈȉȖȑ ȟȈșȚȤȦ țȘȈȊȕȍȕȐȧ. ǵȖ ȉȍȏ ȗȍȘȊȐȟȕȖȋȖ ȗȘȖȕȐȒȕȖȊȍȕȐȧ Ȍȓȧ ȝȈȒȍȘȈ Ȋșȍ 
ȗȖȚȍȘȧȕȖ. ǲ șȟȈșȚȤȦ Ȍȓȧ ȕȍȋȖ, șțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ șȗȖșȖȉȖȊ ȗȘȖȕȐȒȕțȚȤ Ȋ 
ȞȍȓȤ. ǪȖȚ ȘȈȏȓȐȟȕȣȍ ȚȍȝȕȐȒȐ, ȒȖȚȖȘȣȍ ȝȈȒȍȘ ȔȖȎȍȚ ȐșȗȖȓȤȏȖȊȈȚȤ Ȍȓȧ ȊȏȓȖȔȈ: 
 

- ǻȧȏȊȐȔȖșȚȤ ȕțȓȍȊȖȋȖ Ȍȕȧ 

- ǵȍȗȘȖȗȈȚȟȍȕȕȖȍ ǷǶ 

- ǪȘȍȌȖȕȖșȕȖȍ ǷǶ 

- ǹȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ 

- ǹȓȈȉȣȍ ȗȈȘȖȓȐ 

- ǷȍȘȍȝȊȈȚ șȖȖȉȡȍȕȐȑ / MitM 

- ǻȚȍȟȒȈ ȌȈȕȕȣȝ 

- ǵȍȗȘȈȊȐȓȤȕȈȧ ȕȈșȚȘȖȑȒȈ ȖȉȖȘțȌȖȊȈȕȐȧ 

- Denial of service (DoS, “ȖȚȒȈȏ Ȋ ȖȉșȓțȎȐȊȈȕȐȐ”) 
- ǰȕșȈȑȌȍȘ / ȗȈȘȚȕȍȘ / ȒȖȕșțȓȤȚȈȕȚ / ȗȘȖȐȏȊȖȌȐȚȍȓȤ / ȚȘȍȚȤȐ ȓȐȞȈ 

- ǶȠȐȉȒȈ ȗȖȓȤȏȖȊȈȚȍȓȧ 

- ǼȐȏȐȟȍșȒȐȑ ȌȖșȚțȗ 

- ǷȖȊȣȠȍȕȐȍ ȗȘȐȊȐȓȍȋȐȑ 

 

 

ǻязвимость нулевого дня ȅȒșȗȓȖȑȚȣ ȕțȓȍȊȖȋȖ Ȍȕȧ (ȐȓȐ 0-day) ȊșȚȘȍȟȈȦȚșȧ 
ȘȍȎȍ, ȟȍȔ ȍȎȍȌȕȍȊȕȣȍ țȧȏȊȐȔȖșȚȐ Ȍȓȧ ȒȖȚȖȘȣȝ ȗȘȖȐȏȊȖȌȐȚȍȓȤ, ȒȈȒ ȗȘȈȊȐȓȖ, țȎȍ 
ȌȈȊȕȖ ȊȣȗțșȚȐȓ ȗȈȚȟȐ. ȅȒșȗȓȖȑȚ ȕțȓȍȊȖȋȖ Ȍȕȧ - țȧȏȊȐȔȖșȚȤ, ȒȖȚȖȘȈȧ ȚȈȒ Ȑ 
ȖșȚȈȓȈșȤ ȕȈ ȞȍȓȍȊȖȔ ǷǶ, Ȉ ȖȉȡȍșȚȊȍȕȕȖșȚȤ (Ȋ ȚȖȔ ȟȐșȓȍ, ȒȈȒ ȗȘȈȊȐȓȖ, Ȑ 
ȗȘȖȌȈȊȍȞ) ȕȍ ȏȕȈȍȚ Ȗȉ ȥȚȖȔ. ǳȦȉȖȑ ȒȖȔȗȤȦȚȍȘ, ȕȈ ȒȖȚȖȘȖȔ ȐșȗȖȓȤȏțȍȚșȧ ǷǶ ș 
ȉȈȋȖȔ ȕțȓȍȊȖȋȖ Ȍȕȧ, ȗȖ șțȚȐ, ȌȖȉȘȖȊȖȓȤȕȖ ȖȚȒȘȣȊȈȍȚ Ȓ șȍȉȍ ȌȖșȚțȗ, ȍșȓȐ 
ȒȖȕȍȟȕȖ, ȗȖȚȍȕȞȐȈȓȤȕȈȧ ȎȍȘȚȊȈ, șȈȔȈ ȕȍ țȌȈȓȐȚ ȥȚȖ ǷǶ ȐȓȐ ȕȍ țșȚȈȕȖȊȐȚ ȟȚȖ-ȚȖ, 
ȟȚȖȉȣ ȔȐȕȐȔȐȏȐȘȖȊȈȚȤ ȘȐșȒ (ȕȈȗȘȐȔȍȘ, ȜȈȑȘȊȖȓȓ, ǷǶ, ȗȘȍȌȖȚȊȘȈȡȈȦȡȍȍ 
ȗȍȘȍȗȖȓȕȍȕȐȍ ȉțȜȍȘȈ Ȑ ȚȈȒ ȌȈȓȍȍ). 
   ǻȧȏȊȐȔȖșȚȐ ȕțȓȍȊȖȋȖ Ȍȕȧ ȕȍ ȚȈȒ ȟȈșȚȖ ȐșȗȖȓȤȏțȦȚșȧ, ȒȈȒ ȐȏȊȍșȚȕȣȍ, ȗȖȚȖȔț 
ȟȚȖ ȏȓȖțȔȣȠȓȍȕȕȐȒȐ ȕȍ ȔȖȋțȚ ȏȓȖțȗȖȚȘȍȉȓȧȚȤ ȐȔȐ. ǭșȓȐ ȈȚȈȒțȦȡȐȑ 
ȏȓȖțȗȖȚȘȍȉȓȧȍȚ ȕțȓȍȊȣȔ ȌȕȍȔ, ȚȖ ȗȖșȚȈȊȡȐȒȐ ȖȉȕȈȘțȎȈȚ Ȑ ȐșȗȘȈȊȧȚ ȎȍȓȈȕȕȣȑ 
ȥȒșȗȓȖȑȚ. Ǫ ȕȈȠȐ ȌȕȐ, ȉȖȓȤȠȐȕșȚȊț ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ ȗȖȕȈȌȖȉȐȚȤșȧ ȖȚ ȕȍșȒȖȓȤȒȐȝ 
ȟȈșȖȊ ȌȖ ȕȍșȒȖȓȤȒȐȝ Ȍȕȍȑ, ȟȚȖȉȣ ȐșȗȘȈȊȐȚȤ ȕȖȊȣȍ țȧȏȊȐȔȖșȚȐ. ǻȧȏȊȐȔȖșȚȐ 
ȕțȓȍȊȖȋȖ Ȍȕȧ ȓȐȉȖ ȔȈșȠȚȈȉȕȖ ȗȘȐȔȍȕȧȦȚșȧ șȘȈȏț ȗȘȖȚȐȊ ȖȋȘȖȔȕȖȋȖ ȒȖȓȐȟȍșȚȊȈ 

Ȟȍȓȍȑ, ȟȚȖȉȣ ȐȏȊȓȍȟȤ Ȑȏ ȥȚȖȋȖ ȔȈȒșȐȔȈȓȤȕțȦ ȊȣȋȖȌț, ȓȐȉȖ Ȑȝ ȐșȗȖȓȤȏțȦȚ “ȚȐȠȍ 
ȊȖȌȣ, ȕȐȎȍ ȚȘȈȊȣ”, ȚȖ ȍșȚȤ ȥȗȐȏȖȌȐȟȍșȒȐ, ȘȍȌȒȖ Ȑ ȚȖȓȤȒȖ ȒȖȋȌȈ ȕȈȌȖ. ǻ ȓțȟȠȐȝ 

ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȝ ȝȈȒȍȘȖȊ Ȋ ȔȐȘȍ, ȒȈȒ ȗȘȈȊȐȓȖ, ȍșȚȤ ȒȖȓȓȍȒȞȐȧ ȕțȓȍȊȣȝ Ȍȕȍȑ, 
ȒȖȚȖȘȣȍ ȖȕȐ ȐșȗȖȓȤȏțȦȚ ȚȖȓȤȒȖ ȚȖȋȌȈ, ȒȖȋȌȈ Ȋșȍ ȖșȚȈȓȤȕȖȍ ȕȍ șȘȈȉȖȚȈȓȖ, ȕȖ 
ȌȈȎȍ ȗȘȐ ȥȚȖȔ ȖȕȐ ȐșȗȖȓȤȏțȦȚ Ȑȝ ȚȈȑȒȖȔ, ȕȍ ȖșȚȈȊȓȧȧ șȓȍȌȖȊ. ǻȧȏȊȐȔȖșȚȤ 
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ȕțȓȍȊȖȋȖ Ȍȕȧ ȔȖȎȍȚ ȐșȗȖȓȤȏȖȊȈȚȤșȧ Ȍȓȧ ȗȖȓțȟȍȕȐȧ ȗȍȘȊȐȟȕȖȋȖ ȌȖșȚțȗȈ Ȓ șȈȔȖȑ 
șȚȖȑȒȖȑ ȞȍȓȐ, Ȉ ȏȈȚȍȔ Ȋșȍ șȓȍȌȣ ȐșȗȖȓȤȏȖȊȈȕȐȧ ȥȚȖȑ țȧȏȊȐȔȖșȚȐ țȌȈȓȧȦȚșȧ, Ȑ ș 
ȥȚȖȋȖ ȔȖȔȍȕȚȈ ȗȘȐȔȍȕȧȦȚșȧ ȉȖȓȍȍ ȚȘȈȌȐȞȐȖȕȕȣȍ șȗȖșȖȉȣ. 
 

ǵепропатченное ǷǶ ǵȍȗȘȖȗȈȚȟȍȕȕȖȍ ǷǶ - ȥȚȖ ȖȌȕȈ Ȑȏ șȈȔȣȝ ȟȈșȚȣȝ ȗȘȐȟȐȕ 
ȕȈȓȐȟȐȧ ȥȒșȗȓȖȑȚȈ ț ȒȖȔȗȤȦȚȍȘȈ ȐȓȐ țșȚȘȖȑșȚȊȈ. ǲȈȎȌȣȑ ȋȖȌ ȗțȉȓȐȟȕȖ 
ȈȕȖȕșȐȘțȦȚșȧ ȚȣșȧȟȐ (ȖȉȣȟȕȖ ȔȍȎȌț 5000 Ȑ 6000, ȐȓȐ 15 Ȋ ȌȍȕȤ) ȕȖȊȣȝ 
țȧȏȊȐȔȖșȚȍȑ șȘȍȌȐ ȗȖȗțȓȧȘȕȖȋȖ ǷǶ. (ǷȖșȔȖȚȘȐȚȍ ȖȚȟȍȚȣ Microsoft Security 

Intelligence Report ȗȖ ȒȈȎȌȖȑ ȗȘȖȉȓȍȔȍ, http://microsoft.com/sir). ǷȘȖȐȏȊȖȌȐȚȍȓȐ, 
Ȋ ȞȍȓȖȔ, șȚȈȓȐ ȗȐșȈȚȤ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȣȑ ȒȖȌ Ȑ ȕȈȝȖȌȐȚȤ șȊȖȐ șȖȉșȚȊȍȕȕȣȍ ȉȈȋȐ, 
ȕȖ ȒȖȓȐȟȍșȚȊȖ ȗȘȖȋȘȈȔȔ ȗȖșȚȖȧȕȕȖ țȊȍȓȐȟȐȊȈȍȚșȧ, ȗȐȠțȚșȧ ȔȐȓȓȐȈȘȌȣ șȚȘȖȒ 
ȒȖȌȈ, ȗȖȥȚȖȔț Ȗȉȡȍȍ ȒȖȓȐȟȍșȚȊȖ ȉȈȋȖȊ, Ȋ ȞȍȓȖȔ, ȕȍ ȐȏȔȍȕȐȓȖșȤ ȏȈ ȗȖșȓȍȌȕȐȍ ȌȊȈ 
ȌȍșȧȚȐȓȍȚȐȧ.  
   ǴȕȖȋȐȍ ȗȘȖȐȏȊȖȌȐȚȍȓȐ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȝȖȘȖȠȖ ȘȈȉȖȚȈȦȚ, ȊȖȊȘȍȔȧ ȊȣȗțșȒȈȧ 
ȗȈȚȟȐ Ȍȓȧ șȊȖȍȋȖ ǷǶ, ȖșȖȉȍȕȕȖ ȗȖșȓȍ ȚȖȋȖ, ȒȈȒ Ȗȉ țȧȏȊȐȔȖșȚȐ șȚȈȓȖ 
ȖȉȡȍȐȏȊȍșȚȕȖ. ǲ șȖȎȈȓȍȕȐȦ, ȗȖȚȘȍȉȐȚȍȓȐ ȗȍȟȈȓȤȕȖ ȐȏȊȍșȚȕȣ ȚȍȔ, ȟȚȖ ȔȍȌȓȍȕȕȖ 
țșȚȈȕȈȊȓȐȊȈȦȚ ȥȚȐ ȗȈȚȟȐ, Ȉ ȟȈșȚȖ, ȌȈȎȍ ȏȈȝȖȌȧȚ ȍȡȍ ȌȈȓȤȠȍ, Ȑ ȖȚȒȓȦȟȈȦȚ 
ȈȊȚȖȔȈȚȐȟȍșȒțȦ țșȚȈȕȖȊȒț ȖȉȕȖȊȓȍȕȐȑ ȖȚ ȗȘȖȐȏȊȖȌȐȚȍȓȧ. ǹțȡȍșȚȊȍȕȕȣȑ 
ȗȘȖȞȍȕȚ ȗȖȓȤȏȖȊȈȚȍȓȍȑ ȕȐȒȖȋȌȈ ȕȍ țșȚȈȕȈȊȓȐȊȈȍȚ ȗȈȚȟȐ ȕȈ șȊȖȐ șȐșȚȍȔȣ. ǶȕȐ 
ȓȐȉȖ ȐȋȕȖȘȐȘțȦȚ ȔȕȖȋȖȟȐșȓȍȕȕȣȍ ȗȘȍȌțȗȘȍȎȌȍȕȐȧ Ȗ ȕȍȖȉȝȖȌȐȔȖșȚȐ țșȚȈȕȖȊȒȐ 

ȗȈȚȟȍȑ, ȊȖșȗȘȐȕȐȔȈȧ Ȑȝ ȚȖȓȤȒȖ, ȒȈȒ ȘȈȏȌȘȈȎȈȦȡȐȑ ȜȈȒȚȖȘ, ȓȐȉȖ ȊȖȖȉȡȍ ȕȍ 
ȏȕȈȦȚ, ȟȚȖ ȗȈȚȟ ȌȖȓȎȍȕ ȉȣȚȤ țșȚȈȕȖȊȓȍȕ. (ǵȈȗȘȐȔȍȘ, ȔȕȖȋȐȍ ȒȈșșȖȊȣȍ 
ȚȍȘȔȐȕȈȓȣ ȕȍ șȖȖȉȡȈȦȚ ȒȈșșȐȘȈȔ, ȟȚȖ ȕțȎȕȖ țșȚȈȕȖȊȐȚȤ ȖȉȕȖȊȓȍȕȐȍ). 

ǩȖȓȤȠȐȕșȚȊȖ ȗȘȖȋȘȈȔȔȕȣȝ ȥȒșȗȓȖȑȚȖȊ ȗȘȐȔȍȕȧȦȚșȧ ȗȘȖȚȐȊ ǷǶ, ȕȈ ȒȖȚȖȘȖȍ 
ȔȕȖȋȐȍ ȋȖȌȣ ȕȍ țșȚȈȕȈȊȓȐȊȈȓȐșȤ ȗȈȚȟȐ. 
   ǬȈȎȍ ȍșȓȐ ȒȖȕȒȘȍȚȕȈȧ ȒȖȔȗȈȕȐȧ ȐȓȐ ȗȖȓȤȏȖȊȈȚȍȓȤ țșȚȈȕȈȊȓȐȊȈȦȚ ȗȈȚȟȐ, 
ȐșȗȘȈȊȓȧȦȡȐȍ ȒȘȐȚȐȟȍșȒȐȍ țȧȏȊȐȔȖșȚȐ, șȘȈȏț ȗȖșȓȍ ȚȖȋȖ, ȒȈȒ Ȗ ȕȐȝ șȚȈȓȖ 
ȖȉȡȍȐȏȊȍșȚȕȖ, ȕȈșȚȖȑȟȐȊȣȑ, ȚȍȘȗȍȓȐȊȣȑ ȝȈȒȍȘ ȔȖȎȍȚ ȗȘȖșȚȖ ȌȖȎȌȈȚȤșȧ 
șȖȖȉȡȍȕȐȧ Ȗ ȕȖȊȖȔ ȗȈȚȟȍ Ȍȓȧ ȗȘȖȋȘȈȔȔȣ, ȒȖȚȖȘȈȧ ȍșȚȤ Ȋ ȍȋȖ șȗȐșȒȍ, Ȑ ȕȈȟȈȚȤ 
șȖȖȚȊȍȚșȚȊțȦȡțȦ ȈȚȈȒț, ȗȍȘȍȌ ȚȍȔ, ȒȈȒ ț ȏȈȡȐȚȕȐȒȈ ȉțȌȍȚ ȊȘȍȔȧ țșȚȘȈȕȐȚȤ 
țȧȏȊȐȔȖșȚȤ. (ǽȈȒȍȘț ȕȍ șȖșȚȈȊȐȚ ȚȘțȌȈ ȖșțȡȍșȚȊȐȚȤ ȘȍȊȍȘș-ȐȕȎȍȕȐȘȐȕȋ ȗȈȚȟȈ Ȑ 
ȊȣȧșȕȐȚȤ, ȒȈȒ ȐșȗȖȓȤȏȖȊȈȚȤ ȖȗȘȍȌȍȓȍȕȕțȦ țȧȏȊȐȔȖșȚȤ). 

   ǰ țȧȏȊȐȔȖșȚȐ ȕțȓȍȊȖȋȖ Ȍȕȧ Ȑ Ȗȉȣȟȕȣȍ țȧȏȊȐȔȖșȚȐ ǷǶ - ȥȚȖ, Ȋ șțȡȕȖșȚȐ, 
ȘȍȏțȓȤȚȈȚ ȕȍȉȍȏȖȗȈșȕȣȝ ȔȍȚȖȌȖȊ ȕȈȗȐșȈȕȐȧ ǷǶ. ǷȘȖȋȘȈȔȔȕȣȍ țȧȏȊȐȔȖșȚȐ ȉțȌțȚ 
ȖȗȐșȈȕȣ Ȋ ǫȓȈȊȍ 6. 
 

   Вредоносное ǷǶ ǪȘȍȌȖȕȖșȕȖȍ ȗȘȖȋȘȈȔȔȕȖȍ ȖȉȍșȗȍȟȍȕȐȍ, ȐȏȊȍșȚȕȖȍ, ȒȈȒ 
ȔȈȓȊȈȘȤ- ȥȚȖ ȊșȍȔ ȐȏȊȍșȚȕȣȍ ȊȐȘțșȣ, ȚȘȖȧȕșȒȐȍ ȗȘȖȋȘȈȔȔȣ Ȑ ȟȍȘȊȐ, ȕȖ șȍȋȖȌȕȧ 
ȊȘȍȌȖȕȖșȕȖȍ ǷǶ - ȥȚȖ ȟȈșȚȖ ȋȐȉȘȐȌȕȈȧ șȔȍșȤ ȕȍșȒȖȓȤȒȐȝ ȚȐȗȖȊ ȚȈȒȐȝ ȗȘȖȋȘȈȔȔ. 
ǪȘȍȌȖȕȖșȕȖȍ ǷǶ ȗȖȏȊȖȓȧȍȚ ȝȈȒȍȘț ȖȉȓȍȋȟȐȚȤ ȐșȗȖȓȤȏȖȊȈȕȐȍ ȥȒșȗȓȖȐȚȖȊ Ȑ 
ȖȉȓȍȋȟȐȚȤ ȗȘȖȞȍșș ȈȚȈȒȐ șȊȖȐȝ ȎȍȘȚȊ, ȓȐȉȖ țȊȍȓȐȟȐȚȤ ȟȐșȓȖ ȎȍȘȚȊ ȏȈ ȕȍȉȖȓȤȠȖȑ 
ȗȘȖȔȍȎțȚȖȒ ȊȘȍȔȍȕȐ. ǲȖȋȌȈ ȖȉȕȈȘțȎȐȊȈȍȚșȧ ȕȖȊȣȑ ȥȒșȗȓȖȑȚ, ȏȈȡȐȚȕȐȒȐ ȏȕȈȦȚ, 
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ȟȚȖ șȖȏȌȈȚȍȓȐ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ ȐșȗȖȓȤȏțȦȚ ȈȊȚȖȔȈȚȐȟȍșȒȐȍ ȗȘȖȋȘȈȔȔȣ, ȟȚȖȉȣ 
ȒȈȒ ȔȖȎȕȖ ȉȣșȚȘȍȍ ȏȈȘȈȏȐȚȤ ȒȈȒ ȔȖȎȕȖ ȉȖȓȤȠȍ ȔȈȠȐȕ, ȚȖ ȍșȚȤ, ȚȈȒ șȒȈȏȈȚȤ, 
“ȊȖȖȘțȎȐȚȤșȧ”. ǽȖȚȧ ȥȒșȗȓȖȑȚȣ - ȥȚȖ ȚȖ, ȟȍȋȖ ȕțȎȕȖ ȐȏȉȍȋȈȚȤ, ȗȘȖȞȍșș 
«ȊȖȖȘțȎȍȕȐȧ» șȖȏȌȈȍȚ ȕȈȐȉȖȓȤȠȐȑ ȘȐșȒ Ȍȓȧ ȒȖȕȍȟȕȣȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȑ 
ȖȉȡȍșȚȊȈ. ǩȍȏ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ ȏȓȖțȔȣȠȓȍȕȕȐȒ ȊȣȕțȎȌȍȕ ȈȚȈȒȖȊȈȚȤ ȚȖȓȤȒȖ 
ȖȌȕț ȎȍȘȚȊț ȏȈ ȘȈȏ. ǵȖ ș ȕȐȔ, ȏȈ ȕȍșȒȖȓȤȒȖ ȔȐȕțȚ, ȔȖȎȕȖ ȊȏȓȖȔȈȚȤ ȔȐȓȓȐȖȕȣ 

ȔȈȠȐȕ. ǩȖȓȍȍ ȌȍȚȈȓȤȕȖȍ ȘȈșșȔȖȚȘȍȕȐȍ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ ȉțȌȍȚ ȖȗȐșȈȕȖ Ȋ ǫȓȈȊȍ 
9. 

 

ǹоциальная Инженерия ǶȌȕȈ Ȑȏ șȈȔȣȝ țșȗȍȠȕȣȝ șȚȘȈȚȍȋȐȑ ȊȏȓȖȔȈ - 

șȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ. ǹȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ, ȖșțȡȍșȚȊȓȧȍȔȈȧ ȓȐȉȖ șȈȔȐȔ 
ȏȓȖțȔȣȠȓȍȕȕȐȒȖȔ, ȓȐȉȖ ȈȊȚȖȔȈȚȐȟȍșȒȐ, Ȑ ȗȘȍȌșȚȈȊȓȧȍȚ șȖȉȖȑ ȝȈȒȍȘșȒȐȑ ȚȘȦȒ, 
șțȚȤ ȒȖȚȖȘȖȋȖ șȖșȚȖȐȚ Ȋ ȚȖȔ, ȟȚȖȉȣ ȏȈșȚȈȊȐȚȤ ȒȖȕȍȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ ȖȉȔȈȕȕȣȔ 
ȗțȚȍȔ șȌȍȓȈȚȤ ȟȚȖ-ȚȖ, ȗȘȐȟȐȕȧȦȡȍȍ ȊȘȍȌ ȍȋȖ ȒȖȔȗȤȦȚȍȘț ȐȓȐ ȉȍȏȖȗȈșȕȖșȚȐ. ȅȚȖ 
ȔȖȎȍȚ ȉȣȚȤ ȥȓȍȒȚȘȖȕȕȈȧ ȗȐșȤȔȖ, ȖȉȔȈȕȣȊȈȦȡȍȍ ȒȖȕȍȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ, ȟȚȖȉȣ 
ȚȖȚ ȗȍȘȍȠȍȓ ȗȖ ȊȘȍȌȖȕȖșȕȖȑ șșȣȓȒȍ ȐȓȐ ȖȚȒȘȣȓ șȖȔȕȐȚȍȓȤȕȖȍ ȊȓȖȎȍȕȐȍ. ȅȚȖ 
ȔȖȎȍȚ ȟȚȖ-ȚȖ ȐȓȐ ȒȚȖ-ȚȖ, ȖȉȔȈȕȖȔ ȏȈșȚȈȊȓȧȦȡȐȑ ȗȖȓȤȏȖȊȈȚȍȓȧ ȘȈșȒȘȣȚȤ ȓȐȟȕȣȍ 
ȌȈȕȕȣȍ Ȍȓȧ ȊȝȖȌȈ (ȚȖ ȍșȚȤ, ȜȐȠȐȕȋ). ǹȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ ȌȈȊȕȖ ȗȘȐșțȚșȚȊțȍȚ 
Ȋ ȈȘșȍȕȈȓȍ ȝȈȒȍȘȖȊ. ǬȖȓȋȖȍ ȊȘȍȔȧ, ȝȈȒȍȘ Ȋ ȉȍȓȖȑ Ƞȓȧȗȍ, ǲȍȊȐȕ ǴȐȚȕȐȒ, ȉȣȓ 
ȖȌȕȐȔ Ȑȏ ȓțȟȠȐȝ Ȋ ȗȘȐȔȍȕȍȕȐȐ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ. ǴȐȚȕȐȒ ȗȘȍȌșȚȈȊȓȍȕ Ȋ 
ǫȓȈȊȍ 5, Ȉ șȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ ȉȖȓȍȍ ȌȍȚȈȓȤȕȖ ȘȈșșȔȖȚȘȍȕȈ Ȋ ǫȓȈȊȍ 4.  
 

ǹлабые пароли ǷȈȘȖȓȐ ȔȖȋțȚ ȉȣȚȤ ȗȖȌȖȉȘȈȕȣ ȐȓȐ țȒȘȈȌȍȕȣ. ǬȖȓȋȖȍ ȊȘȍȔȧ 
ȗȘȖșȚȖȑ ȗȖȌȉȖȘ ȗȈȘȖȓȧ (ȐȓȐ șȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ) ȉȣȓ ȖȌȕȐȔ Ȑȏ șȈȔȣȝ 
ȗȖȗțȓȧȘȕȣȝ ȔȍȚȖȌȖȊ ȗȖȓțȟȍȕȐȧ ȗȍȘȊȖȕȈȟȈȓȤȕȖȋȖ ȌȖșȚțȗȈ Ȓ ȒȖȔȗȤȦȚȍȘȕȖȑ 
șȐșȚȍȔȍ ȐȓȐ șȍȚȐ, ȒșȚȈȚȐ, Ȗȕ ȌȖ șȐȝ ȗȖȘ ȚȈȒȐȔ ȖșȚȈȍȚșȧ. ǵȖ ȏȈ ȗȖșȓȍȌȕȐȍ ȗȧȚȤ 
ȓȍȚ ȒȘȈȎȈ țȟȍȚȕȣȝ ȌȈȕȕȣȝ Ȑ Ȑȝ ȗȖȊȚȖȘȕȖȍ ȐșȗȖȓȤȏȖȊȈȕȐȍ (ȕȈȗȘȐȔȍȘ, ȈȚȈȒȐ pass-

the-hash) ȗȖȓțȟȐȓȐ ȗȖ-ȕȈșȚȖȧȡȍȔț ȠȐȘȖȒȖȍ ȘȈșȗȘȖșȚȘȈȕȍȕȐȍ. ǰșȗȖȓȤȏțȧ ȈȚȈȒț 
ȒȘȈȎȐ țȟȍȚȕȣȝ ȌȈȕȕȣȝ, ȏȓȖțȔȣȠȓȍȕȕȐȒ, ȒȈȒ ȗȘȈȊȐȓȖ, ȗȖȓțȟȈȍȚ ȌȖșȚțȗ Ȓ țȟȍȚȕȖȑ 
ȏȈȗȐșȐ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ ȒȖȔȗȤȦȚȍȘțȈ ȐȓȐ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ țșȚȘȖȑșȚȊȈ Ȑ ȗȖȓțȟȈȍȚ 

ȌȈȕȕȣȍ ȖȌȕȖȑ ȐȓȐ ȕȍșȒȖȓȤȒȐȝ țȟȍȚȕȣȝ ȏȈȗȐșȍȑ, ȝȘȈȕȧȡȐȍșȧ Ȋ șȐșȚȍȔȍ (ȕȍȊȈȎȕȖ, 
ȝȘȈȕȧȚșȧ ȓȐ Țȍ Ȋ ȖȗȍȘȈȚȐȊȕȖȑ ȗȈȔȧȚȐ ȐȓȐ ȕȈ ȎȍșȚȒȖȔ ȌȐșȒȍ). ǻȒȘȈȌȍȕȕȣȍ 
țȟȍȚȕȣȍ ȌȈȕȕȣȍ ȏȈȚȍȔ ȐșȗȖȓȤȏțȦȚșȧ, ȟȚȖȉȣ ȗȖȓțȟȐȚȤ ȌȖșȚțȗ Ȓ ȌȘțȋȐȔ șȐșȚȍȔȈȔ, 
Ȋ ȒȖȚȖȘȣȝ ȐșȗȖȓȤȏțȦȚșȧ Țȍ Ȏȍ șȈȔȣȍ țȟȍȚȕȣȍ ȌȈȕȕȣȍ. ǷȖȟȚȐ ȒȈȎȌȈȧ ȈȚȈȒȈ ȕȈ 
ȒȘțȗȕțȦ ȒȖȘȗȖȘȈȞȐȦ ȏȈȒȓȦȟȈȓȈșȤ Ȋ ȒȘȈȎȍ țȟȍȚȕȣȝ ȌȈȕȕȣȝ. ȅȚȖ ȖșȕȖȊȕȖȑ 
țȧȏȊȐȔȣȑ ȒȖȔȗȖȕȍȕȚ. ǰȏ-ȏȈ ȥȚȖȋȖ ȚȘȈȌȐȞȐȖȕȕȣȑ ȗȖȌȉȖȘ ȗȈȘȖȓȍȑ ȉȖȓȤȠȍ ȕȍ ȚȈȒ 
ȗȖȗțȓȧȘȍȕ. ǪȏȓȖȔ ȗȈȘȖȓȍȑ ȖȗȐșȈȕ Ȋ ǫȓȈȊȍ 21.  
 

Ƿрослушка/MitM ǷȘȖșȓțȠȒȈ Ȑ ȈȚȈȒȐ “ȟȍȓȖȊȍȒ ȗȖșȍȘȍȌȐȕȍ” (man-in-the-middle, 

MitM) ȏȈȒȓȦȟȈȦȚșȧ Ȋ ȕȍȏȈȒȖȕȕȖȔ ȐșȗȖȓȤȏȖȊȈȕȐȐ șȍȚȍȊȖȋȖ șȖȍȌȐȕȍȕȐȧ Ȍȓȧ 
ȗȖȓțȟȍȕȐȧ ȌȖșȚțȗȈ Ȓ șȖȖȉȡȍȕȐȧȔ ȐȓȐ Ȍȓȧ țȟȈșȚȐȧ Ȋ ȖȉȔȍȕȍ ȐȕȜȖȘȔȈȞȐȍȑ. Ǫ 
ȉȖȓȤȠȐȕșȚȊȍ șȓțȟȈȍȊ ȗȘȖșȓțȠȒȈ ȊȖȏȔȖȎȕȈ Ȑȏ-ȏȈ țȧȏȊȐȔȖșȚȍȑ Ȋ ȗȘȖȚȖȒȖȓȈȝ șȍȚȍȑ 
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ȐȓȐ ȗȘȐȓȖȎȍȕȐȧȑ, ȕȖ ȖȕȖ ȚȈȒȎȍ ȔȖȎȍȚ ȖșțȡȍșȚȊȓȧȚȤșȧ Ȑȏ-ȏȈ ȟȍȓȖȊȍȟȍșȒȐȝ 
ȖȠȐȉȖȒ. Ǫ ȕȈȠȐ ȌȕȐ ȥȚȈ ȈȚȈȒȈ ȟȈȡȍ ȊșȍȋȖ ȕȈȗȘȈȊȓȍȕȈ ȕȈ ȉȍșȗȘȖȊȖȌȕȣȍ șȍȚȐ. 

ǹȍȚȍȊȣȍ ȈȚȈȒȐ ȉțȌțȚ ȖȗȐșȈȕȣ Ȋ ǫȓȈȊȍ 33, Ȉ ȈȚȈȒȐ ȕȈ ȉȍșȗȘȖȊȖȌȕȣȍ șȍȚȐ - Ȋ ǫȓȈȊȍ 
23.  

 

ǻтечка данных ǻȚȍȟȒȈ ȓȐȟȕȖȑ ȐȕȜȖȘȔȈȞȐȐ ȔȖȎȍȚ ȉȣȚȤ ȘȍȏțȓȤȚȈȚȖȔ ȊȏȓȖȔȈ 
ȐȓȐ ȘȍȏțȓȤȚȈȚȖȔ ȕȍȗȘȍȌȕȈȔȍȘȍȕȕȖȋȖ (ȐȓȐ ȕȈȔȍȘȍȕȕȖȋȖ) ȌȍȑșȚȊȐȧ ȟȍȓȖȊȍȒȈ. Ǫ 
ȉȖȓȤȠȐȕșȚȊȍ șȓțȟȈȍȊ țȚȍȟȒȈ ȌȈȕȕȣȝ ȗȘȖȐșȝȖȌȐȚ Ȑȏ-ȏȈ Ȑȝ ȕȍȖșȚȖȘȖȎȕȖȋȖ (ȐȓȐ 
ȕȍȌȖșȚȈȚȖȟȕȖ ȏȈȡȐȡȍȕȕȖȋȖ) ȝȘȈȕȍȕȐȧ, ȐȓȐ ȗȖȚȖȔț ȟȚȖ ȒȈȒȖȑ-ȚȖ ȝȈȒȍȘ țȏȕȈȓ 
ȒȈȒȖȑ-ȚȖ șȗȖșȖȉ, ș ȗȖȔȖȡȤȦ ȒȖȚȖȘȖȋȖ ȔȖȎȕȖ ȗȖȓțȟȐȚȤ ȌȖșȚțȗ Ȓ ȟȤȐȔ-ȚȖ ȌȈȕȕȣȔ. 
ǺȈȒȎȍ ȌȖȊȖȓȤȕȖ ȘȈșȗȘȖșȚȘȈȕȍȕȕȖȑ ȜȖȘȔȖȑ ȊȏȓȖȔȈ ȧȊȓȧȦȚșȧ ȈȚȈȒȐ ȐȏȕțȚȘȐ, 
ȒȖȋȌȈ șȖȚȘțȌȕȐȒ, ȒȖȚȖȘȖȔț ȗȖȖȉȍȡȈȓȐ «ȗȓȦȠȒȐ», ȐȓȐ ȕȈȍȔȕȣȑ ȐșȗȖȓȕȐȚȍȓȤ 
ȕȈȔȍȘȍȕȕȖ ȒȘȈȌȍȚ ȐȓȐ ȐșȗȖȓȤȏțȍȚ ȓȐȟȕȖȦ ȐȕȜȖȘȔȈȞȐȦ. ǵȍșȒȖȓȤȒȖ ȋȓȈȊ Ȋ ȥȚȖȑ 
ȒȕȐȋȍ ȉțȌțȚ ȗȖșȊȧȡȍȕȣ ȗȘȍȌȖȚȊȘȈȡȍȕȐȦ țȚȍȟȒȐ ȓȐȟȕȣȝ ȌȈȕȕȣȝ. 
 

ǵеправильная настройка ǬȖȊȖȓȤȕȖ ȟȈșȚȖ ȗȖȓȤȏȖȊȈȚȍȓȐ Ȑ ȈȌȔȐȕȐșȚȘȈȚȖȘȣ 
(ȗȖȘȖȑ ȕȍ ȕȈȔȍȘȍȕȖ) ȐșȗȖȓȤȏțȦȚ ȌȖȊȖȓȤȕȖ șȓȈȉȣȍ ȏȈȡȐȚȕȣȍ ȔȍȝȈȕȐȏȔȣ. ȇ țȎȍ 
Ȑ ȕȍ ȊșȗȖȔȕȦ, ȕȈ șȒȖȓȤȒȐȝ șȈȑȚȈȝ Ȍȓȧ șȈȔȣȝ ȊȈȎȕȣȝ ȜȈȑȓȖȊ șȚȖȧȚ ȗȘȈȊȈ 

“ǬȖșȚțȗȍȕ Ȍȓȧ Ȋșȍȝ” ȐȓȐ “ǪșȍȔț ȔȐȘț” - Ȑ ȥȚȐ ȗȘȈȊȈ ȘȈȉȖȚȈȦȚ ȐȔȍȕȕȖ ȚȈȒ. ǲȖȋȌȈ 
Ȋȣ șȖȖȉȡȈȍȚȍ ȊșȍȔț ȔȐȘț, ȟȚȖ ȖȕȐ ȔȖȋțȚ ȐșȗȖȓȤȏȖȊȈȚȤ ȓȦȉȣȍ ȜȈȑȓȣ ș ȊȈȠȍȋȖ 
șȈȑȚȈ, ȚȖ Ȗȕ, Ȉ ȚȖȟȕȍȍ ȜȈȑȓȣ, ȒȖȚȖȘȣȍ ȕȈ ȕȍȔ ȝȘȈȕȧȚșȧ, ȌȖȊȖȓȤȕȖ ȉȣșȚȘȖ șȚȈȕțȚ 
ȌȖșȚȖȧȕȐȍȔ ȖȉȡȍșȚȊȍȕȕȖșȚȐ. ǵȈșȚȘȖȑȒȈ Ȑ ȉȍȏȖȗȈșȕȖșȚȤ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ 
ȖȗȐșȈȕȈ Ȋ ǫȓȈȊȍ 30. 
 

Denial of Service (DoS) ǬȈȎȍ, ȍșȓȐ ȉȣ ȕȐȒȚȖ ȕȍ ȌȖȗțșȚȐȓ ȕȐ ȍȌȐȕȖȑ ȖȠȐȉȒȐ Ȑ 

ȉȣȓȐ ȉȣ țșȚȈȕȖȊȓȍȕȣ Ȋșȍ ȗȈȚȟȐ, ȗȖ-ȗȘȍȎȕȍȔț ȔȖȎȕȖ ȖȚȒȓȦȟȐȚȤ ȖȚ ȐȕȚȍȘȕȍȚȈ 
ȗȖȟȚȐ ȓȦȉȖȑ Ȋȍȉ-șȈȑȚ ȐȓȐ ȒȖȔȗȤȦȚȍȘ. ǬȈȎȍ, ȍșȓȐ ȌȍȓȈȚȤ Ȋșȍ ȐȌȍȈȓȤȕȖ, 
ȒȖȔȗȤȦȚȍȘȣ ȗȖȓȈȋȈȦȚșȧ ȕȈ șȍȘȊȐșȣ, ȒȖȚȖȘȣȍ ȕȍȓȤȏȧ ȒȖȕȚȘȖȓȐȘȖȊȈȚȤ, Ȉ ȖȕȐ ȕȍ 
ȐȌȍȈȓȤȕȣ. ǹȍȋȖȌȕȧ ȔȈșșȐȊȕȣȍ ȘȈșȗȘȍȌȍȓȍȕȕȣȍ ȈȚȈȒȐ ȚȐȗȈ «ȖȚȒȈȏ Ȋ 
ȖȉșȓțȎȐȊȈȕȐȐ» (DDoS) ȔȖȋțȚ “țȘȖȕȐȚȤ” ȐȓȐ șȍȘȤȍȏȕȖ ȗȖȊȓȐȧȚȤ ȕȈ ȓȦȉȖȑ Ȋȍȉ-

șȈȑȚ ȐȓȐ ȒȖȔȗȤȦȚȍȘ, ȗȖȌȒȓȦȟȍȕȕȣȑ Ȓ ȐȕȚȍȘȕȍȚț. ǺȈȒȐȍ ȈȚȈȒȐ ȟȈșȚȖ ȏȈȒȓȦȟȈȦȚșȧ 
Ȋ ȖȚȗȘȈȊȒȍ ȔȐȓȓȐȈȘȌȖȊ  ȊȘȍȌȖȕȖșȕȣȝ ȗȈȒȍȚȖȊ Ȋ șȍȒțȕȌț, ȒȖȚȖȘȣȍ ȗȍȘȍȋȘțȎȈȦȚ 

ȞȍȓȍȊȖȑ șȈȑȚ (ȐȓȐ ȒȈȕȈȓ). ǹțȡȍșȚȊțȦȚ ȌȍșȧȚȒȐ ȒȖȔȔȍȘȟȍșȒȐȝ (ȐȕȖȋȌȈ 
ȕȍȓȍȋȈȓȤȕȣȝ) șȍȘȊȐșȖȊ, ȒȖȚȖȘȣȍ ȒȈȎȌȣȑ ȔȖȎȍȚ ȐșȗȖȓȤȏȖȊȈȚȤ, ȒȈȒ Ȍȓȧ 
ȖșțȡȍșȚȊȓȍȕȐȧ, ȚȈȒ Ȑ Ȍȓȧ ȏȈȡȐȚȣ ȖȚ șȍȘȤȍȏȕȣȝ DDoS ȈȚȈȒ. DDoS ȈȚȈȒȐ ȖȗȐșȈȕȣ 
Ȋ ǫȓȈȊȍ 28.  
 

Инсайдер / партнер / консультант / производитель / третьи лица ǬȈȎȍ, 
ȍșȓȐ ȊȈȠȈ șȍȚȤ Ȑ Ȋșȍ ȒȖȔȗȤȦȚȍȘȣ Ȋ ȕȍȑ ȐȌȍȈȓȤȕȣ (Ȉ ȥȚȖ ȕȍ ȚȈȒ), ȊȈș ȔȖȋțȚ 
ȊȏȓȖȔȈȚȤ ș ȗȖȔȖȡȤȦ țȧȏȊȐȔȖșȚȐ ȕȈ ȒȖȔȗȤȦȚȍȘȍ ȗȈȘȚȕȍȘȈ ȐȓȐ ȐȕșȈȑȌȍȘȣ, 
ȒȖȚȖȘȣȍ ȕȈ ȊȈș ȘȈȉȖȚȈȦȚ. ȅȚȖ ȌȖȊȖȓȤȕȖ ȠȐȘȖȒȈȧ ȒȈȚȍȋȖȘȐȧ Ȑ ȖȕȈ șȊȧȏȈȕȈ șȖ 
ȔȕȖȋȐȔȐ ȌȘțȋȐȔȐ ȔȍȚȖȌȈȔȐ ȊȏȓȖȔȈ.  
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Ƕшибка пользователя ȅȚȈ ȒȈȚȍȋȖȘȐȧ ȗȘȖȕȐȒȕȖȊȍȕȐȧ ȚȈȒȎȍ șȊȧȏȈȕȈ șȖ 
ȔȕȖȋȐȔȐ ȌȘțȋȐȔȐ ȔȍȚȖȌȈȔȐ ȊȏȓȖȔȈ. ǵȈȗȘȐȔȍȘ, ȗȖȓȤȏȖȊȈȚȍȓȤ ȔȖȎȍȚ șȓțȟȈȑȕȖ 
ȖȚȗȘȈȊȐȚȤ ȓȐȟȕȣȍ ȌȈȕȕȣȍ, ȊȗȐșȈȊ ȖȌȐȕ ȕȍȊȍȘȕȣȑ șȐȔȊȖȓ Ȋ ȈȌȘȍșȍ ȥȓȍȒȚȘȖȕȕȖȑ 
ȗȖȟȚȣ. ǷȖȓȤȏȖȊȈȚȍȓȤ ȔȖȎȍȚ șȓțȟȈȑȕȖ ȕȍ țșȚȈȕȖȊȐȚȤ ȗȈȚȟ Ȍȓȧ ȊȈȎȕȖȋȖ șȍȘȊȍȘȈ, 
ȐȓȐ șȓțȟȈȑȕȖ ȊȣșȚȈȊȐȚȤ ȕȍ Țȍ ȗȘȈȊȈ. ǿȈșȚȖ ȖȠȐȉȒȈ ȗȖȓȤȏȖȊȈȚȍȓȧ ȏȈȒȓȦȟȈȍȚșȧ Ȋ 
ȚȖȔ, ȟȚȖ Ȗȕ ȖȚȊȍȟȈȍȚ ȕȈ ȥȓȍȒȚȘȖȕȕțȦ ȗȖȟȚț, Ȑ ȗȘȐ ȥȚȖȔ ȌțȔȈȍȚ, ȟȚȖ ȖȚȊȍȟȈȍȚ 
ȚȖȓȤȒȖ ȖȌȕȖȔț ȟȍȓȖȊȍȒț ȐȓȐ ȕȍȉȖȓȤȠȖȑ ȋȘțȗȗȍ ȓȦȌȍȑ, ȕȖ ȕȈ șȈȔȖȔ Ȍȍȓȍ, Ȗȕ 
ȖȚȊȍȟȈȍȚ ȋȖȘȈȏȌȖ ȉȖȓȤȠȍȔț ȒȖȓȐȟȍșȚȊț ȓȦȌȍȑ ȐȓȐ ȌȈȎȍ ȟȍȓȖȊȍȒț, Ȗ ȒȖȚȖȘȖȔ ȖȕȐ 
ȗȘȍȕȍȉȘȍȎȐȚȍȓȤȕȖ ȋȖȊȖȘȧȚ. ǯȌȍșȤ ȧ ȖȚȌȍȓȤȕȖ ȊȣȌȍȓȐȓ ȖȠȐȉȒț ȗȖȓȤȏȖȊȈȚȍȓȧ 
ȚȖȓȤȒȖ ȗȖȚȖȔț, ȟȚȖ ȐȕȖȋȌȈ ȖȠȐȉȒȐ șȓțȟȈȦȚșȧ, Ȑ ȝȈȒȍȘȣ ȋȖȚȖȊȣ ȐȏȊȓȍȟȤ Ȑȏ ȥȚȖȋȖ 
ȊȣȋȖȌț.  
 

Ǽизический доступ ǵȈȘȖȌȕȈȧ ȔțȌȘȖșȚȤ ȋȓȈșȐȚ, ȟȚȖ, ȍșȓȐ ȏȓȖțȔȣȠȓȍȕȕȐȒ 
ȗȖȓțȟȐȓ ȜȐȏȐȟȍșȒȐȑ ȌȖșȚțȗ Ȓ țșȚȘȖȑșȚȊț, ȚȖ Ȗȕ ȔȖȎȍȚ ȗȘȖșȚȖ ȍȋȖ țȒȘȈșȚȤ (ȗțȜ, 

ȊȈȠ ȚȍȓȍȜȖȕ Ȑșȟȍȏ) ȐȓȐ țȕȐȟȚȖȎȐȚȤ ȐȓȐ Ȋ ȒȖȕȞȍ ȒȖȕȞȖȊ ȖȉȖȑȚȐ Ȋșȍ ȔȍȚȖȌȣ 
ȏȈȡȐȚȣ Ȑ ȗȖȓțȟȐȚȤ ȌȖșȚțȗ Ȓ ȓȐȟȕȣȔ ȌȈȕȕȣȔ. ǰ ȗȖȒȈ ȚȈȒȖȍ șțȎȌȍȕȐȍ ȧȊȓȧȍȚșȧ 
ȌȖȊȖȓȤȕȖ ȚȖȟȕȣȔ, ȌȈȎȍ țȟȐȚȣȊȈȧ, ȟȚȖ ȚȈȒȖȑ șȗȖșȖȉ ȐșȗȖȓȤȏțȍȚșȧ Ȍȓȧ ȉȖȘȤȉȣ ș 
șȐșȚȍȔȈȔȐ, ȒȖȚȖȘȣȍ ȗȘȐȏȊȈȕȣ ȏȈȡȐȚȐȚȤ ȖȚ ȜȐȏȐȟȍșȒȖȋȖ ȊȏȓȖȔȈ. ǵȈȗȘȐȔȍȘ, 
ȔȕȖȋȐȍ ȗȘȖȋȘȈȔȔȣ ȠȐȜȘȖȊȈȕȐȧ ȌȐșȒȖȊ ȔȖȎȕȖ ȖȉȖȑȚȐ, ȐșȗȖȓȤȏțȧ ȥȓȍȒȚȘȖȕȕȣȑ 
ȔȐȒȘȖșȒȖȗ, ș ȗȖȔȖȡȤȦ ȒȖȚȖȘȖȋȖ ȔȖȎȕȖ ȕȈȑȚȐ șȍȒȘȍȚȕȣȑ ȏȈȡȐȚȕȣȑ ȒȓȦȟ, 
ȖȉȕȈȘțȎȐȊ ȖȚȌȍȓȤȕȣȍ ȥȓȍȒȚȘȖȕȣ, Ȑȏ ȒȖȚȖȘȣȝ șȖșȚȖȐȚ ȥȚȖȚ ȒȓȦȟ. ǰȓȐ ȔȖȎȕȖ 
ȏȈȔȖȘȖȏȐȚȤ Ƕǯǻ ȉȈȓȓȖȕȟȐȒȖȔ șȖ șȎȈȚȣȔ ȊȖȏȌțȝȖȔ, ȟȚȖȉȣ Ȋ ȖȚȒȘȣȚȖȔ ȊȐȌȍ 

țȊȐȌȍȚȤ șȍȒȘȍȚȕȣȑ ȠȐȜȘȖȊȈȓȤȕȣȑ ȒȓȦȟ, Ȋșȍ ȌȍȓȖ Ȋ ȖȠȐȉȒȍ Ȋ ȈȓȋȖȘȐȚȔȍ 
ȜȐȏȐȟȍșȒȖȋȖ ȝȘȈȕȍȕȐȧ ȌȈȕȕȣȝ. 
 

Ƿовышение привилегий ǽȈȒȍȘȣ ȐșȗȖȓȤȏțȍȚ ȘȈȏȓȐȟȕȣȍ ȔȍȚȖȌȣ 
ȗȘȖȕȐȒȕȖȊȍȕȐȧ, ȖȗȐșȈȕȕȣȍ Ȋ ȗȘȍȌȣȌțȡȐȝ ȘȈȏȌȍȓȈȝ, ȟȚȖȉȣ ȗȖȓțȟȐȚȤ 
ȗȍȘȊȖȕȈȟȈȓȤȕȣȑ ȌȖșȚțȗ Ȓ ȞȍȓȍȊȖȑ șȐșȚȍȔȍ. ǭȌȐȕșȚȊȍȕȕȣȑ ȊȖȗȘȖș, ȒȖȚȖȘȣȑ 
ȊȖȏȕȐȒȈȍȚ ȗȖșȓȍ ȗȖȓțȟȍȕȐȧ ȗȍȘȊȖȕȈȟȈȓȤȕȖȋȖ ȌȖșȚțȗȈ - ȥȚȖ ȒȈȒȖȑ ȚȐȗ ȌȖșȚțȗȈ Ȓ 
ȉȍȏȖȗȈșȕȖșȚȐ ț ȕȐȝ ȍșȚȤ. ǭșȓȐ ȖȕȐ ȊȏȓȈȔȣȊȈȦȚ ȗȘȖȋȘȈȔȔȕȖȍ ȖȉȍșȗȍȟȍȕȐȍ ȐȓȐ 
șȍȘȊȐș, ȘȈȉȖȚȈȦȡȐȑ ȕȈ ȚȖȔ țȎȍ țȘȖȊȕȍ ȉȍȏȖȗȈșȕȖșȚȐ, ȟȚȖ Ȑ ȗȖȓȤȏȖȊȈȚȍȓȤ, ȚȖ 
ȐȏȕȈȟȈȓȤȕȖ ț ȕȐȝ ȍșȚȤ ȚȖȓȤȒȖ Țȍ Ȏȍ ȗȘȈȊȈ Ȑ ȘȈȏȘȍȠȍȕȐȧ, ȒȖȚȖȘȣȍ ȍșȚȤ ț 
(ȈȊȚȖȘȐȏȐȘȖȊȈȕȕȖȋȖ) ȗȖȓȤȏȖȊȈȚȍȓȧ, ȏȈȠȍȌȠȍȋȖ ȗȖȌ șȊȖȐȔȐ ȌȈȕȕȣȔȐ. ǰȓȐ ȖȕȐ 
ȔȖȋțȚ șȘȈȏț ȊȏȧȚȤ ǹȊȧȚȖȑ ǫȘȈȈȓȤ șȐșȚȍȔȣ, ȗȖȓțȟȐȊ ȗȘȈȊȈ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ. ǭșȓȐ 
ț ȏȓȖțȔȣȠȓȍȕȕȐȒȖȊ ȍșȚȤ ȚȖȓȤȒȖ Ȗȉȣȟȕȣȑ, ȕȍȗȘȐȊȐȓȍȋȐȘȖȊȈȕȕȣȑ ȌȖșȚțȗ, ȚȖ, 
ȟȚȖȉȣ ȗȖȓțȟȐȚȤ ȌȖșȚțȗ ș ȉȖȓȤȠȐȔȐ ȗȘȈȊȈȔȐ, ȖȕȐ, ȒȈȒ ȗȘȈȊȐȓȖ ȗȘȖȊȖȌȧȚ ȈȚȈȒț 
ȗȖȊȣȠȍȕȐȧ ȗȘȈȊ. Ǭȓȧ ȥȚȖȑ ȈȚȈȒȐ ȕțȎȕȖ ȗȘȐȔȍȕȐȚȤ ȊȍșȤ ȌȐȈȗȈȏȖȕ ȗȘȐȍȔȖȊ, 
ȐșȗȖȓȤȏțȍȔȣȝ Ȍȓȧ ȗȘȖȕȐȒȕȖȊȍȕȐȧ, ȜȈȒȚȐȟȍșȒȐ ȌȍȓȈȧ ȚȖ Ȏȍ șȈȔȖȍ, ȕȖ ș ȚȖȑ 
ȘȈȏȕȐȞȍȑ, ȟȚȖ ȚȍȗȍȘȤ ț ȝȈȒȍȘȈ ȍșȚȤ ȝȖȚȤ ȒȈȒȖȑ-ȚȖ ȌȖșȚțȗ. Ǩ, ȚȈȒ ȒȈȒ 
ȗȍȘȊȖȕȈȟȈȓȤȕȖȍ ȗȘȖȕȐȒȕȖȊȍȕȐȍ ȗȖȟȚȐ ȊșȍȋȌȈ ȏȈȊȍȘȠȈȍȚșȧ țșȗȍȝȖȔ, ȚȖ șȊȍȘȠȐȚȤ 
ȈȚȈȒț ȗȖȊȣȠȍȕȐȧ ȗȘȐȊȐȓȍȋȐȑ țȎȍ ȋȖȘȈȏȌȖ ȓȍȋȟȍ.  
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ǶȉȍșȗȍȟȍȕȐȍ ǷȘȖșȚȖȋȖ ǬȖșȚțȗȈ Ȋ ǩțȌțȡȍȔ 

ǽȖȚȧ ȥȚȖ Ȑ ȖȗȞȐȖȕȈȓȤȕȖ, ȉȖȓȤȠȐȕșȚȊȖ ȝȈȒȍȘȖȊ, ȗȖșȓȍ ȚȖȋȖ, ȒȈȒ ȗȖȓțȟȐȓȐ 
ȗȍȘȊȖȕȈȟȈȓȤȕȣȑ ȌȖșȚțȗ, ȘȈȉȖȚȈȦȚ ȕȈȌ ȚȍȔ, ȟȚȖȉȣ Ȋ șȓȍȌțȦȡȐȑ ȘȈȏ ȉȣȓȖ ȓȍȋȟȍ 
ȗȖȓțȟȐȚȤ ȌȖșȚțȗ Ȓ ȚȖȔț Ȏȍ țșȚȘȖȑșȚȊț ȐȓȐ ǷǶ. ǴȕȖȋȐȍ ȝȈȒȍȘȣ țșȚȈȕȈȊȓȐȊȈȦȚ 
ȉȥȒȌȖȘ Ȓ ȒȖȚȖȘȖȔț Ȋ șȓȍȌțȦȡȐȑ ȘȈȏ ȖȕȐ șȔȖȋțȚ ȉȣșȚȘȖ ȗȖȌȒȓȦȟȐȚȤșȧ. ǳȐȉȖ, 
ȊȔȍșȚȖ ȥȚȖȋȖ, ȖȕȐ ȔȖȋțȚ ȊȏȓȖȔȈȚȤ ȗȈȘȖȓȐ ȐȓȐ șȖȏȌȈȚȤ ȕȖȊȣȍ ȈȒȒȈțȕȚȣ. 
ǨȚȈȒțȦȡȐȑ ȊșȍȋȌȈ ȔȖȎȍȚ ȐșȗȖȓȤȏȖȊȈȚȤ ȚȖȚ Ȏȍ ȥȒșȗȓȖȑȚ, ȒȖȚȖȘȣȑ țșȗȍȠȕȖ 
șȘȈȉȖȚȈȓ Ȋ ȗȘȖȠȓȣȑ ȘȈȏ, ȒȖȋȌȈ Ȗȕ ȗȖȓțȟȐȓ ȗȍȘȊȖȕȈȟȈȓȤȕȣȑ ȌȖșȚțȗ, ȕȖ ȖȉȣȟȕȖ 
ȏȓȖțȔȣȠȓȍȕȕȐȒȈȔ ȕțȎȍȕ ȌȘțȋȖȑ ȔȍȚȖȌ, ȒȖȚȖȘȣȑ ȉțȌȍȚ ȘȈȉȖȚȈȚȤ, ȌȈȎȍ, ȍșȓȐ 
ȎȍȘȚȊȈ ȏȈȒȘȣȓȈ ȥȚț țȧȏȊȐȔȖșȚȤ.  

ǸȈȏȊȍȌȒȈ ǹȐșȚȍȔȣ 

ǩȖȓȤȠȐȕșȚȊȖ ȝȈȒȍȘȖȊ, ȒȈȒ ȚȖȓȤȒȖ ȗȘȖȕȐȒȈȦȚ Ȋ șȐșȚȍȔț, ȏȈȗțșȒȈȦȚ ȕȍșȒȖȓȤȒȖ 
ȒȖȔȈȕȌ ȐȓȐ ȗȘȖȋȘȈȔȔ, ȟȚȖȉȣ ȉȖȓȤȠȍ țȏȕȈȚȤ Ȗ ȞȍȓȐ, Ȓ ȒȖȚȖȘȖȑ ȗȖȓțȟȐȓȐ ȌȖșȚțȗ, 
Ȉ ȚȈȒȎȍ Ȋșȍ, ȟȚȖ ș ȕȍȑ șȊȧȏȈȕȖ. ǶȉȣȟȕȖ ȖȕȐ ȗȘȖșȔȈȚȘȐȊȈȦȚ șȖȌȍȘȎȐȔȖȍ ȗȈȔȧȚȐ, 
ȎȍșȚȒȖȋȖ ȌȐșȒȈ, șȍȚȍȊȣȝ ȗȖȌȒȓȦȟȍȕȐȑ, Ȉ ȚȈȒȎȍ ȖșțȡȍșȚȊȓȧȦȚ ȗȖȌșȟȍȚ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȌȖșȚțȗȕȣȝ ȜȈȑȓȖȊ, ȐșȗȖȓȤȏțȍȔȣȝ șȍȘȊȐșȖȊ Ȑ ȗȘȖȋȘȈȔȔ. Ǫșȧ ȥȚȈ 
ȐȕȜȖȘȔȈȞȐȧ ȕțȎȕȈ Ȍȓȧ ȓțȟȠȍȋȖ ȗȖȕȐȔȈȕȐȧ ȞȍȓȐ, Ȑ ȖȕȈ ȚȈȒ Ȏȍ ȐșȗȖȓȤȏțȍȚșȧ Ȋ 
ȒȈȟȍșȚȊȍ ȖȚȗȘȈȊȕȖȑ ȚȖȟȒȐ Ȍȓȧ șȓȍȌțȦȡȍȑ ȈȚȈȒȐ.  

ǬȊȐȎȍȕȐȍ 

ǶȟȍȕȤ ȘȍȌȒȖ ȏȓȖțȔȣȠȓȍȕȕȐȒ ȐȓȐ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ ȊȏȓȈȔȣȊȈȦȚ ȚȖȓȤȒȖ ȖȌȕț ȞȍȓȤ. 
ǷȖȟȚȐ Ȋșȍ ȝȈȒȍȘȣ Ȑ ȊȘȍȌȖȕȖșȕȣȍ ȗȘȖȋȘȈȔȔȣ ȝȖȚȧȚ ȘȈșȗȘȖșȚȘȈȕȐȚȤ șȊȖȍ ȊȓȐȧȕȐȍ 
ȕȈ ȔȈȒșȐȔȈȓȤȕȖȍ ȒȖȓȐȟȍșȚȊȖ Ȟȍȓȍȑ. ǲȈȒ ȚȖȓȤȒȖ ȖȕȐ ȗȖȓțȟȈȦȚ ȌȖșȚțȗ Ȓ ȗȍȘȊȖȑ 

ȞȍȓȐ, ȖȕȐ ȌȖȊȖȓȤȕȖ ȓȍȋȒȖ ȘȈșȗȘȖșȚȘȈȕȧȦȚ șȊȖȍ ȊȓȐȧȕȐȍ ȊȕțȚȘȐ șȍȚȐ ȥȚȖȋȖ 
ȒȖȔȗȤȦȚȍȘȈ ȐȓȐ ȖȘȋȈȕȐȏȈȞȐȐ. ǽȈȒȍȘșȒȐȍ ȔȍȚȖȌȣ, ȗȍȘȍȟȐșȓȍȕȕȣȍ Ȋ ȥȚȖȑ ȋȓȈȊȍ, 
ȝȈȘȈȒȚȍȘȐȏțȦȚ ȘȈȏȓȐȟȕȣȍ șȗȖșȖȉȣ ȗȘȖȕȐȒȕȖȊȍȕȐȧ, ȕȖ ȗȖ șȘȈȊȕȍȕȐȦ ș țșȐȓȐȧȔȐ, 
ȕȍȖȉȝȖȌȐȔȣȔ Ȍȓȧ ȗȍȘȊȖȕȈȟȈȓȤȕȖȋȖ ȗȘȖȕȐȒȕȖȊȍȕȐȧ, ȗȖșȓȍȌțȦȡȍȍ ȌȊȐȎȍȕȐȍ 
ȖșțȡȍșȚȊȐȚȤ ȕȈȔȕȖȋȖ ȓȍȋȟȍ. ǭșȓȐ ȏȓȖțȔȣȠȓȍȕȕȐȒ ȗȍȘȍȝȖȌȐȚ Ȓ șȝȖȎȐȔ ȞȍȓȧȔ, 
ȒȖȚȖȘȣȍ ȐșȗȖȓȤȏțȦȚșȧ Ȍȓȧ Țȍȝ Ȏȍ Ȟȍȓȍȑ, ȟȚȖ Ȑ ȗȍȘȊȈȧ ȔȈȠȐȕȈ, ȚȖ ȥȚȖ ȕȈȏȣȊȈȍȚșȧ 
ȋȖȘȐȏȖȕȚȈȓȤȕȣȔ ȌȊȐȎȍȕȐȍȔ. ǭșȓȐ Ȗȕ ȌȊȐȎȍȚșȧ ȖȚ țșȚȘȖȑșȚȊȈ ș ȖȌȕȐȔȐ ȗȘȈȊȈȔȐ 

Ȓ țșȚȘȖȑșȚȊț ș ȉȖȓȍȍ ȊȣșȖȒȐȔȐ ȐȓȐ ȕȐȏȒȐȔȐ ȗȘȈȊȈȔȐ, ȚȖ ȥȚȖ ȕȈȏȣȊȈȍȚșȧ 
ȊȍȘȚȐȒȈȓȤȕȣȔ ȌȊȐȎȍȕȐȍȔ.  

   ǩȖȓȤȠȐȕșȚȊȖ ȏȓȖțȔȣȠȓȍȕȕȐȒȖȊ ȌȊȐȎȍȚșȧ ȖȚ ȉȖȓȍȍ ȕȐȏȒȐȝ Ȓ ȉȖȓȍȍ ȊȣșȖȒȐȔ 
ȗȘȈȊȈȔ, ȐșȗȖȓȤȏțȧ ȚȍȝȕȐȒȐ ȊȍȘȚȐȒȈȓȤȕȖȋȖ ȌȊȐȎȍȕȐȧ (ȗȖȊȚȖȘȦșȤ, ȐșȗȖȓȤȏțȧ 
ȝȈȒȍȘșȒȐȍ ȔȍȚȖȌȣ ȗȘȖȕȐȒȕȖȊȍȕȐȧ, ȖȗȐșȈȕȕȣȍ Ȋ ȥȚȖȑ ȋȓȈȊȍ). ǵȈȗȘȐȔȍȘ, ȖȟȍȕȤ 
ȟȈșȚȖ ȔȍȚȖȌȖȓȖȋȐȧ ȝȈȒȍȘȖȊ ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȚȖȔ, ȟȚȖȉȣ șȕȈȟȈȓȈ ȊȏȓȖȔȈȚȤ ȖȌȕț 
ȘȈȉȖȟțȦ șȚȈȕȞȐȦ ȖȉȣȟȕȖȋȖ ȒȖȕȍȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ. ǶȕȐ ȐșȗȖȓȤȏțȦȚ 
ȐȏȕȈȟȈȓȤȕȣȑ ȌȖșȚțȗ, ȟȚȖȉȣ ȕȈȑȚȐ Ȑ șȒȈȟȈȚȤ ȗȈȘȖȓȐ ȓȖȒȈȓȤȕȣȝ ȈȌȔȐȕȐșȚȘȈȚȖȘȖȊ. 
ǯȈȚȍȔ, ȍșȓȐ ȥȚȐ țȟȍȚȕȣȍ ȌȈȕȕȣȍ ȓȖȒȈȓȤȕȖȋȖ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ ȐșȗȖȓȤȏțȦȚșȧ ȕȈ 
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ȕȍșȒȖȓȤȒȐȝ ȔȈȠȐȕȈȝ (ȏȈȟȈșȚțȦ ȚȈȒ Ȑ ȍșȚȤ), ȚȖ ȏȓȖțȔȣȠȓȍȕȕȐȒȐ ȌȊȐȎțȚșȧ 
ȋȖȘȐȏȖȕȚȈȓȤȕȖ, ȗȖȊȚȖȘȧȧ ȗȘȖȞȍșș, ȗȖȒȈ ȕȍ ȗȖȓțȟȈȚ ȌȖșȚțȗ Ȓ șȈȔȖȔț 
ȗȘȐȊȐȓȍȋȐȘȖȊȈȕȕȖȔț ȈȒȒȈțȕȚț. ǰȕȖȋȌȈ ȥȚȖ ȌȍȓȈȍȚșȧ ȊȖ ȊȘȍȔȧ ȗȍȘȊȖȋȖ Ȏȍ ȊȏȓȖȔȈ, 
ȗȖȚȖȔț ȟȚȖ ȊȏȓȖȔȈȕȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ ȐȓȐ șȐșȚȍȔȈ țȎȍ ȐȔȍȍȚ ȊȣșȖȒȐȍ 
ȗȘȐȊȐȓȍȋȐȐ. ǯȈȚȍȔ ȖȕȐ ȌȊȐȋȈȦȚșȧ Ȓ șȍȘȊȍȘț ȈțȚȍȕȚȐȜȐȒȈȞȐȐ Ȑ ȗȖȓțȟȈȦȚ țȟȍȚȕȣȍ 
ȌȈȕȕȣȍ Ȋșȍȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ. Ǫ ȕȈȠȐ ȌȕȐ ȥȚȖ șȚȈȕȌȈȘȚȕȣȑ modus operandi Ȍȓȧ 
ȉȖȓȤȠȐȕșȚȊȈ ȝȈȒȍȘșȒȐȝ ȋȘțȗȗ, Ȑ ȌȊȐȎȍȕȐȍ ȖȚ ȐȏȕȈȟȈȓȤȕȖȋȖ ȊȏȓȖȔȈ ȌȖ ȗȖȓȕȖȋȖ 
ȒȖȕȚȘȖȓȧ ȕȈȌ șȍȚȤȦ (ȕȈ ȝȈȒȍȘșȒȖȑ ȚȍȘȔȐȕȖȓȖȋȐȐ pwning) ȔȖȎȍȚ ȏȈȕȧȚȤ Ȕȍȕȍȍ 
ȟȈșȈ. 
   ǴȖȑ șȖȉșȚȊȍȕȕȣȑ ȖȗȣȚ, Ȑ ȗȖȔȕȐȚȍ, ȧ ȊșȍȋȖ ȓȐȠȤ șȘȍȌȕȐȑ ȝȈȒȍȘ, ȗȖȒȈȏȣȊȈȍȚ, 
ȟȚȖ, ȒȈȒ ȗȘȈȊȐȓȖ, Ȕȕȍ ȕțȎȍȕ ȗȘȐȔȍȘȕȖ ȟȈș, ȟȚȖȉȣ ȗȖȓțȟȐȚȤ ȐȏȕȈȟȈȓȤȕȣȑ ȌȖșȚțȗ, 
Ȑ ȍȡȍ ȟȈș, ȟȚȖȉȣ ȏȈȝȊȈȚȐȚȤ ȞȍȕȚȘȈȓȐȏȖȊȈȕȕțȦ ȉȈȏț ȌȈȕȕȣȝ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ. ǺȖ 
ȍșȚȤ Ȕȕȍ, șȘȍȌȕȍȔț ȝȈȒȍȘț, ȕțȎȕȖ ȗȘȐȔȍȘȕȖ ȌȊȈ ȟȈșȈ, ȟȚȖȉȣ ȗȖȓȕȖșȚȤȦ 
ȏȈȊȓȈȌȍȚȤ ȒȖȔȗȈȕȐȍȑ. ǹȈȔȣȑ ȌȖȓȋȐȑ ȔȖȑ ȊȏȓȖȔ ȏȈȕȧȓ ȚȘȐ ȟȈșȈ.  

ǪȣȗȖȓȕȍȕȐȍ ǯȈȗȓȈȕȐȘȖȊȈȕȕȖȋȖ ǬȍȑșȚȊȐȧ 

ǷȖșȓȍ ȚȖȋȖ, ȒȈȒ ȌȖșȚțȗ ȗȖȓțȟȍȕ Ȑ țșȚȘȖȑșȚȊȖ ȊȏȧȚȖ ȗȖȌ ȒȖȕȚȘȖȓȤ, ȝȈȒȍȘȣ ȌȍȓȈȦȚ 
ȚȖ, ȟȚȖ ȏȈȌțȔȈȓȐ (ȍșȓȐ ȚȖȓȤȒȖ șȈȔ ȊȏȓȖȔ ȕȍ ȧȊȓȧȍȚșȧ Ȍȓȧ ȕȐȝ ȟȍȔ-ȚȖ ȕȖȊȣȔ). ǻ 
ȒȈȎȌȖȋȖ ȝȈȒȍȘȈ ȍșȚȤ șȊȖȐ ȕȈȔȍȘȍȕȐȧ. ǻ ȚȍșȚȐȘȖȊȡȐȒȈ ȉȍȏȖȗȈșȕȖșȚȐ, 
ȘȈȉȖȚȈȦȡȍȋȖ ȗȖ ȕȈȑȔț, ȍșȚȤ ȖȗȘȍȌȍȓȍȕȕȣȍ ȖȉȧȏȈȚȍȓȤșȚȊȈ ȗȖ ȒȖȕȚȘȈȒȚț. 
ǲȐȉȍȘȗȘȍșȚțȗȕȐȒ ȔȖȎȍȚ ȘȈșȗȘȖșȚȘȈȕȧȚȤ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ, ȟȐȚȈȚȤ ȐȓȐ ȒȘȈșȚȤ 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕțȦ ȐȕȜȖȘȔȈȞȐȦ, ȌȖȉȈȊȓȧȚȤ ȊȘȍȌȖȕȖșȕȣȑ ȒȖȌ Ȋ ȗȘȖȋȘȈȔȔȣ ȐȓȐ 
ȕȈȕȍșȚȐ țȡȍȘȉ. Ǫșȧ șțȚȤ ȊȏȓȖȔȈ ȝȈȒȍȘȖȔ ȖȌȕȖȑ ȐȓȐ ȕȍșȒȖȓȤȒȐȝ șȐșȚȍȔ 
ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȕȈȔȍȘȍȕȐȐ ȟȚȖ-ȚȖ șȌȍȓȈȚȤ. Ǫ ȗȘȍȎȕȐȍ ȊȘȍȔȍȕȈ (ȌȊȈ ȐȓȐ ȚȘȐ 
ȌȍșȧȚȐȓȍȚȐȧ ȕȈȏȈȌ) ȜȈȒȚȈ ȊȏȓȖȔȈ ȉȣȓȖ ȌȖșȚȈȚȖȟȕȖ Ȍȓȧ ȉȖȓȤȠȐȕșȚȊȈ ȝȈȒȍȘȖȊ. 
ǹȍȋȖȌȕȧ ȊȏȓȖȔ ȕȈ 99% ȔȖȚȐȊȐȘȖȊȈȕ ȗȘȍșȚțȗȕȣȔȐ ȕȈȔȍȘȍȕȐȧȔȐ, Ȑ ȝȈȒȍȘȣ ȝȖȚȧȚ 
ȕȈȕȍșȚȐ ȞȍȓȐ ȒȈȒȖȑ-ȓȐȉȖ țȡȍȘȉ (ȌȈȎȍ, ȍșȓȐ ȊȍșȤ țȘȖȕ, ȒȖȚȖȘȣȑ ȖȕȐ ȕȈȕȍșȓȐ, 
ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȖȉȍșȗȍȟȍȕȐȐ ȗȖșȓȍȌțȦȡȐȝ ȗȖȌȒȓȦȟȍȕȐȑ Ȓ șȐșȚȍȔȍ Ȍȓȧ 
ȖșțȡȍșȚȊȓȍȕȐȧ ȊȖȏȔȖȎȕȣȝ ȗȓȈȕȖȊ). ǵȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȑ ȌȖșȚțȗ ȉȍȏ ȕȈȕȍșȍȕȐȧ 
ȗȘȧȔȖȋȖ țȘȖȕȈ - ȥȚȖ Ȋșȍ ȘȈȊȕȖ țȘȖȕ. 

ǯȈȔȍȚȈȕȐȍ ǹȓȍȌȖȊ          
ǵȍȒȖȚȖȘȣȍ ȝȈȒȍȘȣ ȗȣȚȈȦȚșȧ ȏȈȔȍșȚȐ șȓȍȌȣ. ǸȈȕȤȠȍ ȗȖȟȚȐ Ȋșȍ ȝȈȒȍȘȣ ȥȚȖ 
ȌȍȓȈȓȐ, ȕȖ Ȋ ȕȈȠȐ ȌȕȐ ȒȖȔȗȤȦȚȍȘȕȣȍ șȐșȚȍȔȣ ȕȈșȚȖȓȤȒȖ șȓȖȎȕȣ Ȑ Ȑȝ ȚȈȒ ȔȕȖȋȖ, 
ȟȚȖ ȉȖȓȤȠȐȕșȚȊȖ ȊȓȈȌȍȓȤȞȍȊ țșȚȘȖȑșȚȊ ȕȍ ȗȘȖȊȍȘȧȍȚ ȕȈȓȐȟȐȍ șȓȍȌȖȊ ȊȏȓȖȔȈ. 
ǶȕȐ ȕȍ ȗȘȖȊȍȘȧȦȚ ȓȖȋȐ, ȕȍ ȗȘȖȊȍȘȧȦȚ ȜȈȑȘȊȖȓ, ȕȍ ȐȡțȚ ȕȐȒȈȒȐȝ șȓȍȌȖȊ 
ȕȍȓȍȋȈȓȤȕȖȑ ȈȒȚȐȊȕȖșȚȐ, ȗȖȒȈ ȕȍ șȚȖȓȒȕțȚȤșȧ ș ȍȍ ȗȖșȓȍȌșȚȊȐȧȔȐ. ǲȈȎȌȣȑ ȋȖȌ Ȋ 
ȖȚȟȍȚȍ ȒȖȔȗȈȕȐȐ Verizon Data Breach Investigations Report 

(http://www.verizonenterprise.com/verizon-insights-lab/dbir/) șȖȖȉȡȈȍȚșȧ, ȟȚȖ 
ȉȖȓȤȠȐȕșȚȊȖ ȈȚȈȒțȦȡȐȝ ȖșȚȈȦȚșȧ ȕȍȏȈȔȍȟȍȕȕȣȔȐ ȕȈ ȗȘȖȚȧȎȍȕȐȐ ȖȚ ȕȍșȒȖȓȤȒȐȝ 
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ȔȍșȧȞȍȊ ȌȖ ȕȍșȒȖȓȤȒȐȝ ȓȍȚ, Ȑ ȉȖȓȍȍ 80% ȈȚȈȒ ȉȣȓȐ ȉȣ ȏȈȔȍȟȍȕȣ, ȍșȓȐ ȉȣ 
ȏȈȡȐȚȕȐȒȐ ȖȏȈȉȖȚȐȓȐșȤ ȗȘȖȊȍȘȒȖȑ. ǰȏ-ȏȈ ȥȚȖȑ șȚȈȚȐșȚȐȒȐ ȉȖȓȤȠȐȕșȚȊȖ ȝȈȒȍȘȖȊ 
ȉȖȓȤȠȍ ȕȍ ȉȍșȗȖȒȖȐȚșȧ Ȗ ȏȈȔȍȚȈȕȐȐ șȓȍȌȖȊ. 

   Ǫ ȕȈȠȐ ȌȕȐ ȝȈȒȍȘȈȔ ȔȖȎȕȖ ȕȍ ȊȖȓȕȖȊȈȚȤșȧ, ȗȖȚȖȔț ȟȚȖ ȖȕȐ ȐșȗȖȓȤȏțȦȚ 
ȔȍȚȖȌȣ, ȒȖȚȖȘȣȍ ȕȍȊȖȏȔȖȎȕȖ ȖȉȕȈȘțȎȐȚȤ, ȐșȗȖȓȤȏțȧ ȚȘȈȌȐȞȐȖȕȕȣȍ șȘȍȌșȚȊȈ 
ȖȉȕȈȘțȎȍȕȐȧ ȊȏȓȖȔȈ. ǺȖȟȕȍȍ ȚȖ, ȟȚȖ ȐșȗȖȓȤȏțȦȚ ȝȈȒȍȘȣ ȕȈșȚȖȓȤȒȖ ȉȓȐȏȒȖ Ȓ 
ȖȉȣȟȕȣȔ Ȍȓȧ ȎȍȘȚȊȣ ȌȍȑșȚȊȐȧȔ, ȟȚȖ ȗȖȟȚȐ ȕȍȊȖȏȔȖȎȕȖ ȖȚȓȐȟȐȚȤ ȓȍȋȈȓȤȕțȦ 
ȈȒȚȐȊȕȖșȚȤ ȖȚ ȕȍȓȍȋȈȓȤȕȖȑ. ǵȈȗȘȐȔȍȘ, ȗȖșȓȍ ȊȏȓȖȔȈ ȝȈȒȍȘ, ȒȈȒ ȗȘȈȊȐȓȖ, 
șȖȊȍȘȠȈȍȚ Țȍ Ȏȍ ȌȍȑșȚȊȐȧ, ȟȚȖ Ȑ Ȗȉȣȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ, ȟȈșȚȖ ȗȖȓțȟȈȧ ȌȖșȚțȗ Ȓ 
ȚȍȔ Ȏȍ șȍȘȊȍȘȈȔ Ȑ șȍȘȊȐșȈȔ, ș ȒȖȚȖȘȣȔȐ ȘȈȉȖȚȈȍȚ Ȗȉȣȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ. ǰ ȖȕȐ 
ȐșȗȖȓȤȏțȦȚ Țȍ Ȏȍ ȐȕșȚȘțȔȍȕȚȣ (ȚȈȒȐȍ ȒȈȒ ȗȘȖȋȘȈȔȔȣ țȌȈȓȍȕȕȖȋȖ ȌȖșȚțȗȈ Ȑ 
șȞȍȕȈȘȕȣȍ ȧȏȣȒȐ), ș ȒȖȚȖȘȣȔȐ ȘȈȉȖȚȈȦȚ ȈȌȔȐȕȐșȚȘȈȚȖȘȣ. ǹȜȍȘȈ ȖȉȕȈȘțȎȍȕȐȧ 
ȊȚȖȘȎȍȕȐȧ ȖȗȐșȈȕȈ Ȋ ǫȓȈȊȍ 14. 
 

ǪȏȓȖȔ ǷȘȖșȚ 

ǭșȓȐ Ȋȣ ȝȖȚȐȚȍ ȏȕȈȚȤ, ȒȈȒ ȊȏȓȈȔȣȊȈȦȚ ȝȈȒȍȘȣ, ȚȖ ȗȖȎȈȓțȑșȚȈ. Ǫșȧ ȥȚȈ ȋȓȈȊȈ 
ȗȖșȊȧȡȍȕȈ ȖȗȐșȈȕȐȦ Ȑȝ ȌȍȑșȚȊȐȑ. Ǫșȍ, ȟȚȖ ȖșȚȈȍȚșȧ ȌȖȉȈȊȐȚȤ - ȥȚȖ ȐȕșȚȘțȔȍȕȚȣ, 
ȓȦȉȖȗȣȚșȚȊȖ Ȑ ȕȈșȚȖȑȟȐȊȖșȚȤ. ǾȐȒȓ ȊȏȓȖȔȈ ȕȈșȚȖȓȤȒȖ ȝȖȘȖȠȖ ȘȈȉȖȚȈȍȚ, ȟȚȖ 
ȔȕȖȋȐȔ ȚȍșȚȐȘȖȊȡȐȒȈȔ ȉȍȏȖȗȈșȕȖșȚȐ, ȒȖȚȖȘȣȍ ȗȖȕȈȟȈȓț ȉȣȓȐ Ȋ ȊȖșȚȖȘȋȍ ȖȚ ȚȖȋȖ, 
ȟȚȖ ȐȔ ȗȓȈȚȧȚ ȏȈ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȑ ȊȏȓȖȔ, Ȋ ȐȚȖȋȍ șȚȈȕȖȊȐȚșȧ șȒțȟȕȖ, Ȑ ȟȍȘȍȏ 
ȗȈȘț ȓȍȚ ȖȕȐ ȕȈȝȖȌȧȚ ȌȘțȋțȦ șȜȍȘț ȌȍȧȚȍȓȤȕȖșȚȐ. ǵțȎȕȣ ȓȐ ȍȡȍ ȗȖȌȚȊȍȘȎȌȍȕȐȧ 
ȉȍȏțȗȘȍȟȕȖȑ ȘȈȉȖȚȣ ȥȚȖȋȖ ȞȐȒȓȈ? ǰ ȥȚȖ Ȋ ȘȈȔȒȈȝ ȗȖȕȐȔȈȕȐȧ ȚȖȋȖ, ȟȚȖ 
ȏȈȡȐȚȕȐȒȈȔ ȕțȎȕȖ șȘȈȎȈȚȤșȧ ȗȘȖȚȐȊ ȈȚȈȒțȦȡȐȝ. 
  

ǨȊȚȖȔȈȚȐȟȍșȒȖȍ ǪȘȍȌȖȕȖșȕȖȍ ǷǶ, ǲȈȒ ǰȕșȚȘțȔȍȕȚ ǪȏȓȖȔȈ 

ǲȖȋȌȈ ȐșȗȖȓȤȏțȍȚșȧ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ, ș ȍȋȖ ȗȖȔȖȡȤȦ ȔȖȎȍȚ ȖșțȡȍșȚȊȓȧȚȤșȧ ȖȌȐȕ 
ȐȓȐ ȕȍșȒȖȓȤȒȖ ȠȈȋȖȊ, Ȋșȍ ȔȖȎȍȚ ȉȣȚȤ ȈȊȚȖȔȈȚȐȏȐȘȖȊȈȕȖ, ȓȐȉȖ ȐȕșȚȘțȔȍȕȚ ȔȖȎȍȚ 

ȗȍȘȍȌȈȊȈȚȤ ȘțȟȕȖȍ țȗȘȈȊȓȍȕȐȍ, ȒȈȒ ȚȖȓȤȒȖ ȗȖȓțȟȍȕ ȌȖșȚțȗ Ȓ ȞȍȓȐ (pwned). 
ǩȖȓȤȠȐȕșȚȊȖ ȝȈȒȍȘșȒȐȝ ȋȘțȗȗ ȐșȗȖȓȤȏțȍȚ ȒȖȔȉȐȕȈȞȐȦ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ, 
ȈȊȚȖȔȈȚȐȟȍșȒȖȋȖ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ Ȍȓȧ ȘȍȈȓȐȏȈȞȐȐ șȊȖȐȝ Ȟȍȓȍȑ. Ǫ ȉȖȓȤȠȐȝ 
ȋȘțȗȗȈȝ ț ȖȚȌȍȓȤȕȣȝ ȝȈȒȍȘȖȊ ȔȖȋțȚ ȉȣȚȤ șȊȖȐ ȘȖȓȐ Ȑ ȖȉȧȏȈȕȕȖșȚȐ.  ǪȘȍȌȖȕȖșȕȖȍ 
ǷǶ ȔȖȎȍȚ ȊȣȗȖȓȕȐȚȤ ȗȘȖȕȐȒȕȖȊȍȕȐȍ ȏȈ 1 ȠȈȋ, ȍȔț ȕȍȚ ȕȍȖȉȝȖȌȐȔȖșȚȐ ȗȘȐȔȍȕȧȚȤ 
ȖșȚȈȓȤȕȣȍ. ǵȈȗȘȐȔȍȘ, ȘȈȏȔȍȘ șȈȔȖȑ ȉȣșȚȘȖȑ Ȋ ȐșȚȖȘȐȐ ȊȘȍȌȖȕȖșȕȖȑ ȗȘȖȋȘȈȔȔȣ 
SQL Slammer ȉȣȓ ȊșȍȋȖ 376 ȉȈȑȚ. ǶȕȈ ȗȍȘȍȗȖȓȕȧȍȚ ȉțȜȍȘ SQL UDP ȗȖȘȚȈ 1434, 
ȕȍȏȈȊȐșȐȔȖ ȖȚ ȚȖȋȖ, ȘȈȉȖȚȈȍȚ ȓȐ Ȋ ȌȈȕȕȣȑ ȔȖȔȍȕȚ SQL. ǺȈȒ ȒȈȒ ȉȖȓȤȠȐȕșȚȊȖ 
ȒȖȔȗȤȦȚȍȘȖȊ ȕȍ ȐșȗȖȓȤȏțȦȚ SQL, ȔȖȎȕȖ ȗȖȌțȔȈȚȤ, ȟȚȖ ȥȚȖ ȔȈȓȖȥȜȜȍȒȚȐȊȕȖ. ǵȖ 
ȕȍȚ, ȏȈ 10 ȔȐȕțȚ ȥȚȈ ȗȘȖȋȘȈȔȔȈ ȐȏȔȍȕȐȓȈ ȔȐȘ. ǵȐ ȖȌȕȈ ȊȘȍȌȖȕȖșȕȈȧ ȗȘȖȋȘȈȔȔȈ 
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ȌȈȎȍ ȉȓȐȏȒȖ ȕȐȒȖȋȌȈ ȕȍ ȉȣȓȈ Ȓ ȚȖȔț, ȟȚȖȉȣ ȏȈȘȈȏȐȚȤ ȚȈȒ ȔȕȖȋȖ ȝȖșȚȖȊ ȏȈ ȚȈȒȖȑ 
ȒȖȘȖȚȒȐȑ ȗȘȖȔȍȎțȚȖȒ ȊȘȍȔȍȕȐ. 
 

ǷǸИǴЕЧАǵИЕ ǭșȓȐ ȧ ȗȘȖȗțșȚȐȓ ȒȈȒȖȑ-ȚȖ ȠȈȋ Ȋ ȔȍȚȖȌȖȓȖȋȐȐ ȝȈȒȍȘȖȊ, ȐȓȐ 
ȗȘȖȗțșȚȐȓ ȔȍȚȖȌ ȗȘȖȕȐȒȕȖȊȍȕȐȧ, ȧ ȐȏȊȐȕȧȦșȤ. ǵȖ ȗȖȊȚȖȘȦșȤ, ȧ ȗȘȖșȚȖ șȘȍȌȕȐȑ 
ȝȈȒȍȘ. 

 

 

ȅȚȐȟȕȖȍ ǽȈȒȍȘșȚȊȖ 

 

Ǵȕȍ ȉȣ ȝȖȚȍȓȖșȤ ȌțȔȈȚȤ, ȟȚȖ ȔȖȐ ȟȐȚȈȚȍȓȐ - ȥȚȐȟȕȣȍ ȝȈȒȍȘȣ, ȒȖȚȖȘȣȍ țȉȍȌȐȓȐșȤ 
Ȋ ȚȖȔ, ȟȚȖ ț ȕȐȝ ȍșȚȤ Ȋșȍ ȗȘȈȊȈ ȕȈ ȊȏȓȖȔ ȞȍȓȐ, ȕȈ ȒȖȚȖȘțȦ ȖȕȐ țșȚȘȍȔȐȓȐ șȊȖȑ 
ȊȏȋȓȧȌ. ǪȏȓȈȔȣȊȈȚȤ șȈȑȚ, ȕȍ ȐȔȍȧ ȗȘȐ ȥȚȖȔ ȏȈȘȈȕȍȍ ȖȗȘȍȌȍȓȍȕȕȖȋȖ Ȑ ȧȊȕȖȋȖ 
ȘȈȏȘȍȠȍȕȐȧ, ȕȍȥȚȐȟȕȖ Ȑ ȟȈșȚȖ ȕȍȓȍȋȈȓȤȕȖ. ǵȍȥȚȐȟȕȖ ȌȈȎȍ (Ȑ, ȒȈȒ ȗȘȈȊȐȓȖ, 
ȕȍȓȍȋȈȓȤȕȖ) ȊȏȓȈȔȣȊȈȚȤ șȈȑȚ Ȑ ȉȍșȗȓȈȚȕȖ șȖȖȉȡȐȚȤ ȊȓȈȌȍȓȤȞȈȔ Ȗ ȕȈȑȌȍȕȕȖȑ 
țȧȏȊȐȔȖșȚȐ. ǵȍȥȚȐȟȕȖ, Ȑ ȟȈșȚȖ ȕȍȓȍȋȈȓȤȕȖ ȐșȒȈȚȤ țȧȏȊȐȔȖșȚȐ, Ȉ ȏȈȚȍȔ ȗȘȖșȐȚȤ 
ȊȓȈȌȍȓȤȞȍȊ șȈȑȚȈ ȕȈȕȧȚȤ ȊȈș ȗȍȕȚȍșȚȍȘȖȔ. ǷȖșȓȍȌȕȐȑ șȞȍȕȈȘȐȑ ȗȘȖȐșȝȖȌȐȚ 
ȗȖșȚȖȧȕȕȖ. Ǵȕȍ ȎȈȓȤ, ȟȚȖ ȕȍ șțȡȍșȚȊțȍȚ șȗȖșȖȉȈ șȖȖȉȡȐȚȤ, ȟȚȖ Ȋȣ ȕȈȠȓȐ ȒȈȒ 
ȊȏȓȖȔȈȚȤ șȈȑȚ ȐȓȐ șȍȘȊȍȘ, Ȑ ȗȖȗȘȖșȐȚȤ ȏȈ ȥȚȖ ȌȍȕȤȋȐ ȐȓȐ ȘȈȉȖȚț, Ȑ ȗȘȐ ȥȚȖȔ ȕȍ 
ȊȣȋȓȧȌȍȚȤ ȊȣȔȖȋȈȚȍȓȍȔ. ȇ ȚȖȟȕȖ ȔȖȋț ȊȈȔ șȒȈȏȈȚȤ, ȟȚȖ ȗȖȟȚȐ Ȋșȍ șȈȑȚȣ, 
ȗȖȓțȟȈȦȡȐȍ ȗȖȌȖȉȕȣȍ ȕȍȖȎȐȌȈȕȕȣȍ ȏȈȗȘȖșȣ, ȕȍ șȟȐȚȈȦȚ ȊȈș ȗȖȓȍȏȕȣȔ Ȑ ȕȍ 
ȝȖȚȧȚ ȊȈș ȕȈȕȐȔȈȚȤ. ǶȕȐ ȊȐȌȧȚ Ȋ ȊȈș ȊȘȈȋȈ Ȑ ȚțȚ Ȏȍ ȏȊȖȕȧȚ ȦȘȐșȚȈȔ.  
   ǶșȚȈȓȤȕȈȧ ȟȈșȚȤ ȥȚȖȑ ȒȕȐȋȐ ȗȖșȊȧȡȍȕȈ ȖȗȐșȈȕȐȦ ȒȖȕȒȘȍȚȕȣȝ ȚȐȗȖȊ ȊȏȓȖȔȈ, 
ȖȗȘȍȌȍȓȍȕȕȣȝ ȔȍȚȖȌȖȊ ȗȘȖȕȐȒȕȖȊȍȕȐȧ, ȚȖȔț, ȒȈȒ ȏȈȡȐȚȕȐȒȐ ȉȖȘȦȚșȧ ș ȥȚȐȔȐ 
ȔȍȚȖȌȈȔȐ, Ȉ ȚȈȒȎȍ ȥȒșȗȍȘȚȈȔ Ȋ șȊȖȍȑ ȖȉȓȈșȚȐ Ȑ Ȑȝ ȉȖȘȤȉȍ ș ȝȈȒȍȘȈȔȐ. ǭșȓȐ Ȋȣ 
ȝȖȚȐȚȍ ȗȖșȊȧȚȐȚȤ șȊȖȦ ȎȐȏȕȤ ȊȏȓȖȔț, ȚȖȟȕȍȍ șȘȈȎȍȕȐȦ ș ȝȈȒȍȘȈȔȐ, ȊȈȔ ȕțȎȕȖ 
ȗȖȕȧȚȤ ȝȈȒȍȘșȒțȦ ȔȍȚȖȌȖȓȖȋȐȦ. ǳȦȌȐ Ȗ ȒȖȚȖȘȣȝ ȗȖȑȌȍȚ ȘȍȟȤ Ȋ ȥȚȖȑ ȒȕȐȋȍ - 

ȋȐȋȈȕȚȣ Ȋ șȊȖȍȑ ȖȉȓȈșȚȐ, Ȑ ț ȕȐȝ ȔȖȎȕȖ ȔȕȖȋȖȔț ȕȈțȟȐȚȤșȧ. ǶȕȐ ȗȘȖȓȖȎȐȓȐ ȗțȚȤ. 
ǴȖȎȕȖ ȕȈȟȈȚȤ ș 3-ȍȑ ǫȓȈȊȣ, ȋȌȍ ȘȍȟȤ ȐȌȍȚ ǩȘȦșȍ ȀȕȈȑȍȘȍ, ȒȖȚȖȘȖȋȖ ȔȕȖȋȐȍ 
șȟȐȚȈȦȚ ȖȚȞȖȔ șȖȊȘȍȔȍȕȕȖȑ ȒȖȔȗȤȦȚȍȘȕȖȑ ȒȘȐȗȚȖȋȘȈȜȐȐ.  
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ǫȓȈȊȈ 3. ǷȘȖȜȐȓȤ: ǩȘȦș ȀȕȈȑȍȘ 

 

 

 

ǩȘȦș ȀȕȈȑȍȘ - ȟȍȓȖȊȍȒ ș ȚȈȒȐȔ ȉȖȓȤȠȐȔ ȒȖȓȐȟȍșȚȊȖȔ ȖȗȣȚȈ Ȑ ȏȕȈȕȐȑ, ȟȚȖ 
ȔȕȖȋȐȍ, ȗȘȍȌșȚȈȊȓȧȧ ȍȋȖ, ȐșȗȖȓȤȏțȦȚ șȓȖȊȈ “șȊȍȚȐȓȖ ȐȕȌțșȚȘȐȐ”. ǵȈȟȈȊ ȚȍȔ, ȒȖȋȖ 
ȔȕȖȋȐȍ ȓȦȌȐ ȕȈȏȣȊȈȦȚ “ȖȚȞȖȔ șȖȊȘȍȔȍȕȕȖȑ ȒȖȔȗȤȦȚȍȘȕȖȑ ȒȘȐȗȚȖȋȘȈȜȐȐ”, 
ȀȕȈȑȍȘ ȊȣȠȍȓ ȏȈ ȘȈȔȒȐ ȠȐȜȘȖȊȈȕȐȧ, Ȑ ȕȈȟȈȓ șȍȘȤȍȏȕȍȍ ȏȈȌțȔȣȊȈȚȤșȧ Ȗȉ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ ȗȖȟȍȔț ȖȕȈ ȕȍ șȚȈȓȈ ȏȕȈȟȐȚȍȓȤȕȖ ȓțȟȠȍ ȗȖșȓȍ 
Ȋșȍȝ ȥȚȐȝ ȌȍșȧȚȐȓȍȚȐȑ. ǭȋȖ ȊȓȐȧȕȐȍ Ȑ ȟȍȚȒȖȍ ȗȖȕȐȔȈȕȐȍ șȐȚțȈȞȐȐ ȗȖȏȊȖȓȧȍȚ ȍȔț 
ȋȖȊȖȘȐȚȤ ȕȈ ȘȈȏȓȐȟȕȣȍ ȚȍȔȣ, șȊȧȏȈȕȕȣȍ ș ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ. ǭȋȖ 
ȟȈșȚȖ ȗȘȐȋȓȈȠȈȦȚ Ȋ ȒȈȟȍșȚȊȍ ȥȒșȗȍȘȚȈ ȕȈ ȕȈȞȐȖȕȈȓȤȕȣȍ ȚȍȓȍȊȐȏȐȖȕȕȣȍ ȠȖț, Ȑ 
Ȗȕ ȕȍșȒȖȓȤȒȖ ȘȈȏ șȊȐȌȍȚȍȓȤșȚȊȖȊȈȓ ȗȍȘȍȌ ǲȖȕȋȘȍșșȖȔ ǹȀǨ. ȀȕȈȑȍȘ ȗȐȠȍȚ Ȑ 
ȊȍȌȍȚ ȉȓȖȋ, Ȑ ȚȖ, ȟȍȔț ȧ ȕȈțȟȐȓșȧ ȐȏțȟȈȧ ȉȓȖȋ ȧ ȊșȍȋȌȈ șȟȐȚȈȓ șȊȖȍȑ 
ȕȍȜȖȘȔȈȓȤȕȖȑ șȚȍȗȍȕȤȦ ȔȈȋȐșȚȘȈ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ȇ ȉȣ Ȑ 
ȕȈȗȖȓȖȊȐȕț ȕȍ ȉȣȓ ȚȍȔ șȗȍȞȐȈȓȐșȚȖȔ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȒȖȚȖȘȣȔ 
ȧȊȓȧȦșȤ șȍȋȖȌȕȧ, ȍșȓȐ ȉȣ ȕȍ Ȗȕ. Ƕȕ - ȔȖȑ ȕȍȖȜȐȞȐȈȓȤȕȣȑ ȕȈșȚȈȊȕȐȒ.  
   ȀȕȈȑȍȘ ȐȏȊȍșȚȍȕ ȏȈ ȖȉȍȏȖȘțȎȐȊȈȦȡȍ ȗȘȖșȚȣȍ ȊȣșȒȈȏȣȊȈȕȐȧ, Ȋ ȒȖȚȖȘȣȝ 
ȘȈșȒȘȣȊȈȍȚșȧ șȈȔȈȧ șțȚȤ, Ȉ ȐȕȖȋȌȈ ȌȈȎȍ ȉȖȓȤȠȍ, ȚȖȋȖ, ȟȚȖ ȘȈȕȤȠȍ șȟȐȚȈȓȖșȤ 
ȈȉșȖȓȦȚȕȖ ȗȘȈȊȐȓȤȕȣȔ țȉȍȎȌȍȕȐȍȔ ȐȓȐ ȌȖȋȔȖȑ. ǵȈȗȘȐȔȍȘ, “ǭșȓȐ Ȋȣ 
șȖșȘȍȌȖȚȖȟȐȓȐșȤ ȕȈ SSL-ȈȚȈȒȈȝ, ȚȖ Ȋȣ ȌȖȉȤȍȚȍșȤ ȉȖȓȤȠȐȝ țșȗȍȝȖȊ Ȋ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȟȍȔ ȊȍșȤ ȖșȚȈȓȤȕȖȑ ȔȐȘ”. Ƕȕ ȐȔȍȓ Ȋ ȊȐȌț, ȟȚȖ 
șțȡȍșȚȊțȍȚ ȚȈȒ ȔȕȖȋȖ ȌȘțȋȐȝ, ȟȈȡȍ ȐșȗȖȓȤȏțȍȔȣȝ Ȑ ȉȖȓȍȍ ȥȜȜȍȒȚȐȊȕȣȝ, 
ȥȒșȗȓȖȑȚȖȊ, Ȗ ȒȖȚȖȘȣȝ șȚȖȐȚ ȊȖȓȕȖȊȈȚȤșȧ, ȟȚȖ ȍșȓȐ Ȋȣ ȌȍȑșȚȊȐȚȍȓȤȕȖ 
ȉȍșȗȖȒȖȐȚȍșȤ Ȗ ȘȍȌȒȖ ȐșȗȖȓȤȏțȍȔȖȔ SSL-ȥȒșȗȓȖȑȚȍ, ȚȖ Ȋȣ, ȌȖȓȎȕȖ ȉȣȚȤ, țȎȍ 
ȘȍȠȐȓȐ ȉȖȓȍȍ ȊȍȘȖȧȚȕȣȍ, ȉȖȓȍȍ ȊȈȎȕȣȍ ȗȘȖȉȓȍȔȣ. ǬȘțȋȐȔȐ șȓȖȊȈȔȐ, ȕțȎȕȖ 
ȗȘȐȖȘȐȚȍȏȐȘȖȊȈȚȤ țșȐȓȐȧ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȊȔȍșȚȖ ȚȖȋȖ, ȟȚȖȉȣ 
ȘȍȈȋȐȘȖȊȈȚȤ ȕȈ ȒȈȎȌțȦ ȕȍȌȈȊȕȖ ȈȕȖȕșȐȘȖȊȈȕȕțȦ (Ȑ ȗȖȘȖȑ ȕȐȒȖȋȌȈ ȕȍ 
ȐșȗȖȓȤȏțȍȔțȦ) țȧȏȊȐȔȖșȚȤ. 
   Ƕȕ ȚȈȒȎȍ ȌȈȊȈȓ ȒȖȔȔȍȕȚȈȘȐȐ ȗȖ ȗȖȊȖȌț ȕȍȌȖȊȖȓȤșȚȊȈ ȘȈȉȖȚȕȐȒȖȊ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, șȊȧȏȈȕȕȖȋȖ ș ȝȈȓȈȚȕȣȔ ȖȚȕȖȠȍȕȐȍȔ șȖȚȘțȌȕȐȒȖȊ 
Ȓ ȗȈȘȖȓȧȔ. ǴȕȖȋȐȍ șȖȚȘțȌȕȐȒȐ ȐșȗȖȓȤȏțȦȚ șȓȈȉȣȍ ȗȈȘȖȓȐ, ȖȌȐȕȈȒȖȊȣȍ ȗȈȘȖȓȐ 
ȕȈ ȔȕȖȋȐȝ, ȕȍ șȊȧȏȈȕȕȣȝ Ȋȍȉ-șȈȑȚȈȝ (ȚȈȒ Ȑ ȗȘȖșȧȚ, ȟȚȖȉȣ Ȑȝ ȊȏȓȖȔȈȓȐ), Ȑ ȟȈșȚȖ 
ȌȈȦȚ șȊȖȐ ȗȈȘȖȓȐ ȌȘțȏȤȧȔ, ȒȖȓȓȍȋȈȔ Ȑ ȌȈȎȍ ȕȍȏȕȈȒȖȔȞȈȔ. Ǵȣ ȘȈșșȚȘȈȐȊȈȍȔșȧ 
Ȑȏ-ȏȈ ȟțȊșȚȊȈ ȉȍșșȐȓȐȧ, ȗȖȚȖȔț ȟȚȖ ȏȕȈȍȔ ȊȍȘȖȧȚȕȣȍ ȗȖșȓȍȌșȚȊȐȧ Ȍȓȧ ȉȐȏȕȍșȈ, 
ȕȖ ȒȖȕȍȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ ȕȍ ȖșȖȏȕȈȍȚ ȘȐșȒ Ȍȓȧ ȒȖȔȗȈȕȐȐ, ȐșȗȖȓȤȏțȧ șȓȈȉȣȑ 
ȗȈȘȖȓȤ. ȀȕȈȑȍȘ ȕȈțȟȐȓ ȕȈș, ȟȚȖ ȒȖȕȍȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ ȖȞȍȕȐȊȈȍȚ ȗȈȘȖȓȤ ȕȈ 
ȖșȕȖȊȍ ȘȐșȒȈ Ȍȓȧ șȈȔȖȋȖ șȍȉȧ. ǹȖȚȘțȌȕȐȒȖȊ ȘȍȌȒȖ țȊȖȓȤȕȧȦȚ ȏȈ ȐșȗȖȓȤȏȖȊȈȕȐȍ 
șȓȈȉȣȝ ȗȈȘȖȓȍȑ. ǬȈȎȍ, ȍșȓȐ ȝȈȒȍȘ ȒȘȈȌȍȚ ȉȈȕȒȖȊșȒȐȍ șȘȍȌșȚȊȈ ȒȖȕȍȟȕȖȋȖ 
ȗȖȓȤȏȖȊȈȚȍȓȧ, Ȑȝ, ȒȈȒ ȗȘȈȊȐȓȖ, ȕȍȔȍȌȓȍȕȕȖ ȊȖȏȊȘȈȡȈȦȚ. ȀȕȈȑȍȘ ȚȈȒȎȍ ȗȖȒȈȏȈȓ 
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ȕȈȔ, ȟȚȖ ȥȚȖ Ȕȣ, ȗȘȖȜȍșșȐȖȕȈȓȣ Ȋ ȒȖȔȗȤȦȚȍȘȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȕȍ ȖșȖȏȕȈȍȔ 
ȘȐșȒ. ǰ ȗȖȒȈ ȘȐșȒ ȕȍ ȗȘȐȟȐȕȐȚ ȊȘȍȌȈ, ȕȍȗȖșȘȍȌșȚȊȍȕȕȖ, ȒȖȕȍȟȕȣȔ 
ȗȖȓȤȏȖȊȈȚȍȓȧȔ, ȖȕȐ ȕȍ șȚȈȕțȚ ȌȖȉȘȖȊȖȓȤȕȖ ȔȍȕȧȚȤ șȊȖȍ ȗȖȊȍȌȍȕȐȍ. ǲȈȒȖȊȖ ȥȚȖ, 
ȌțȔȈȚȤ, ȟȚȖ Ȋȣ ȉȣȓȐ ȥȒșȗȍȘȚȖȔ Ȋ ȥȚȖȔ ȊȖȗȘȖșȍ, Ȉ ȖȒȈȏȈȓȖșȤ, ȟȚȖ ȒȖȕȍȟȕȣȑ 
ȗȖȓȤȏȖȊȈȚȍȓȤ ȓțȟȠȍ ȖșȖȏȕȈȍȚ ȘȐșȒ? 

   Ƕȕ ȈȊȚȖȘ ȉȖȓȍȍ 12 ȒȕȐȋ, ȊȒȓȦȟȈȧ ȚȈȒȐȍ, ȒȈȒ ȒȕȐȋț 1996 ȋȖȌȈ Applied 

Cryptography: Protocols, Algorithms and Source Code in C 

(https://www.amazon.com/Applied-Cryptography-Protocols-Algorithms-

Source/dp/1119096723). Ƕȕ ȚȈȒ Ȏȍ ȕȈȗȐșȈȓ ȕȍșȒȖȓȤȒȖ ȒȕȐȋ ȗȖ ȒȘȐȗȚȖȋȘȈȜȐȐ (Ȋ 
ȚȖȔ ȟȐșȓȍ, Ȋ șȖȈȊȚȖȘșȚȊȍ ș ǵȐȓȤșȖȔ ǼȍȘȋȦșȖȕȖȔ) Ȑ șȚȈȓ ȘȈȉȖȚȈȚȤ ȕȈȌ ȌȈȊȕȖ 
ȐȕȚȍȘȍșȖȊȈȊȠȐȔȐ ȍȋȖ ȗȘȐȟȐȕȈȔȐ, Ȑȏ-ȏȈ ȒȖȚȖȘȣȝ ȐȕȜȖȘȔȈȞȐȖȕȕȈȧ ȉȍȏȖȗȈșȕȖșȚȤ 
ȕȍ șȚȈȕȖȊȐȚșȧ ȓțȟȠȍ. Ǫ ȘȍȏțȓȤȚȈȚȍ ȗȖȧȊȐȓȈșȤ șȍȘȐȧ ȒȕȐȋ, ȒȈȎȌȈȧ Ȑȏ ȒȖȚȖȘȣȝ 
ȐșșȓȍȌȖȊȈȓȈ ȕȍȚȍȝȕȐȟȍșȒȐȍ ȗȘȐȟȐȕȣ (ȌȖȊȍȘȐȍ, ȥȒȖȕȖȔȐȒȈ, ȖȉȡȍșȚȊȖ Ȑ ȚȈȒ 
ȌȈȓȍȍ) ȗȖșȚȖȧȕȕȖȑ șȓȈȉȖșȚȐ ȏȈȡȐȚȣ. ȅȚȐ ȒȕȐȋȐ ȕȈȗȖȓȕȍȕȣ ȗȘȖșȚȣȔȐ Ȍȓȧ 
ȊȖșȗȘȐȧȚȐȧ ȐșȚȖȘȐȧȔȐ Ȑ ȕȈȋȓȧȌȕȣȔȐ ȗȘȐȔȍȘȈȔȐ. ǪȖȚ ȕȍșȒȖȓȤȒȖ ȔȖȐȝ ȓȦȉȐȔȣȝ 
ȒȕȐȋ ȀȕȈȑȍȘȈ: 
 

- Secrets and Lies: Digital Security in a Networked World (https://www 

            .amazon.com/Secrets-Lies-Digital-Security-Networked/dp/0471453803) 

- Beyond Fear: Thinking Sensibly About Security in an Uncertain World (https:// 

            www.amazon.com/Beyond-Fear-Thinking-Sensibly-

Uncertain/dp/0387026207) 

- Liars and Outliers: Enabling the Trust that Society Needs to Thrive 

            (https://www.amazon.com/Liars-Outliers-Enabling-Society-

Thrive/dp/1118143302/) 

- Data and Goliath: The Hidden Battles to Collect Your Data and Control Your 

World 

            (https://www.amazon.com/Data-Goliath-Battles-Collect-

Control/dp/039335217X/) 

 

   ǭșȓȐ Ȋȣ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȝȖȚȐȚȍ ȗȖȕȧȚȤ ȐȕȜȖȘȔȈȞȐȖȕȕțȦ ȉȍȏȖȗȈșȕȖșȚȤ, ȗȖȟȍȔț 
ȖȕȈ ȕȍ șȚȈȕȖȊȐȚșȧ ȓțȟȠȍ, Ȑ ȒȈȒȐȍ ȗȘȖȉȓȍȔȣ ȍȑ țȋȘȖȎȈȦȚ, ȧ șȖȊȍȚțȦ ȊȈȔ 
ȗȘȖȟȐȚȈȚȤ ȥȚȐ ȒȕȐȋȐ. ǪȈȔ ȚȈȒȎȍ șȚȖȐȚ ȗȖȟȐȚȈȚȤ ȍȋȖ ȉȓȖȋ 
(https://www.schneier.com/) Ȑ ȗȖȌȗȐșȈȚȤșȧ ȕȈ ȍȋȖ ȍȎȍȔȍșȧȟȕțȦ ȕȖȊȖșȚȕțȦ 
ȘȈșșȣȓȒț Crypto-Gram (https://www.schneier.com/crypto-gram/). ǳȦȌȐ, ȒȖȚȖȘȣȍ 
ȘȍȋțȓȧȘȕȖ ȟȐȚȈȦȚ ȀȕȈȑȍȘȈ șȖȊȍȘȠȍȕșȚȊțȦȚșȧ ȗȖ șȘȈȊȕȍȕȐȦ ș ȚȍȔȐ, ȒȚȖ ȥȚȖȋȖ 
ȕȍ ȌȍȓȈȍȚ. ǭȋȖ șȚȐȓȤ ȗȐșȤȔȈ ȌȖșȚțȗȍȕ Ȑ ȘȈȏȊȓȍȒȈȚȍȓȍȕ, Ȑ Ȗȕ ȕȐșȒȖȓȤȒȖ ȕȍ ȗȖȝȖȎ 
ȕȈ Țȍȝ, ȒȚȖ ȗȐȠȍȚ Ȗ “ȊȣȌțȔȈȕȕȣȝ ” ȗȘȖȉȓȍȔȈȝ ȉȍȏȖȗȈșȕȖșȚȐ. ǭȋȖ ȗȘȖȠȓȣȍ 
ȘȈȏȋȘȖȔȕȣȍ șȚȈȚȤȐ Ȗ ȔȖȠȍȕȕȐȒȈȝ, ȒȖȚȖȘȣȍ “ȐȏȖȉȘȍȓȐ” ȕȖȊȣȑ șȗȖșȖȉ 
ȠȐȜȘȖȊȈȕȐȧ, Ȋ ȘȈȏȌȍȓȍ “Doghouse” (Ȋ ȉȓȖȋȍ) - ȥȚȖ țȘȖȒȐ șȈȔȐ ȗȖ șȍȉȍ. Ƕȕ 
ȗȖșȚȖȧȕȕȖ ȗȐȠȍȚ Ȗ șȈȔȣȝ ȊȈȎȕȣȝ ȊȖȗȘȖșȈȝ ȗȖȊșȍȌȕȍȊȕȖșȚȐ.  
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   ȇ ȔȕȖȋȖ ȘȈȏ ȏȈ ȥȚȐ ȋȖȌȣ ȉȘȈȓ ȐȕȚȍȘȊȤȦ ț ȀȕȈȑȍȘȈ, Ȑ ȐȕȖȋȌȈ ȖȕȐ ȔȖȋțȚ 
ȗȖșȚȈȊȐȚȤ ȐȕȚȍȘȊȤȦȍȘȈ Ȋ ȕȍȓȖȊȒȖȍ ȗȖȓȖȎȍȕȐȍ. ǵȍ ȗȖȚȖȔț, ȟȚȖ ș ȕȐȔ șȓȖȎȕȖ 
ȖȉȡȈȚȤșȧ (ȥȚȖ ȕȍ ȚȈȒ), Ȑ ȕȍ ȗȖȚȖȔț ȟȚȖ Ȗȕ șȔȖȚȘȐȚ ȕȈ ȊȈș șȊȣșȖȒȈ (ȥȚȖ ȚȖȎȍ ȕȍ 
ȚȈȒ), Ȉ Ȑȏ-ȏȈ ȚȖȋȖ, ȟȚȖ Ȗȕ ȟȈșȚȖ ȐȡȍȚ șȗȖșȖȉ ȗȖȏȊȖȓȐȚȤ ȐȕȚȍȘȊȤȦȍȘț șȈȔȖȔț 
șȌȍȓȈȚȤ ȖȒȖȕȟȈȚȍȓȤȕȣȑ ȊȣȊȖȌ, șȓȍȌțȧ șȊȖȐȔ țȉȍȎȌȍȕȐȧȔ Ȑ ȗȘȍȌȗȖȓȖȎȍȕȐȧȔ. 
ǭșȓȐ Ȋȣ ȟȍȋȖ-ȚȖ ȕȍ ȗȖȕȐȔȈȍȚȍ ȐȓȐ șȖȋȓȈȠȈȍȚȍșȤ ș ȕȐȔ, ȚȖ Ȗȕ ȕȍ ȕȈȟȐȕȈȍȚ șȘȈȏț 
ȖȚȘȐȞȈȚȤ ȊȈȠȐ ȌȖȊȖȌȣ. ǪȔȍșȚȖ ȥȚȖȋȖ Ȗȕ ȉțȌȍȚ ȏȈȌȈȊȈȚȤ ȊȈȔ ȊȖȗȘȖș ȏȈ ȊȖȗȘȖșȖȔ 
Ȋ ȐȕȚȍȘȘȖȋȈȚȐȊȕȖȔ șȚȐȓȍ, ȗȖȏȊȖȓȧȧ ȊȈȠȐȔ ȖȚȊȍȚȈȔ ȕȈ ȥȚȐ ȊȖȗȘȖșȣ, ȗȘȐȊȍșȚȐ ȊȈș 
Ȓ ȖȒȖȕȟȈȚȍȓȤȕȖȔț ȊȣȊȖȌț. ȀȕȈȑȍȘ ȊșȍȋȌȈ țȟȐȚ, ȌȈȎȍ ȒȖȋȌȈ ț ȕȍȋȖ ȉȍȘțȚ 
ȐȕȚȍȘȊȤȦ. Ǫȣ ȗȖȕȐȔȈȍȚȍ, ȟȚȖ Ȗȕ țȎȍ ȌȈȊȕȖ ȖȉȌțȔȣȊȈȓ ȥȚȐ șȍȘȤȍȏȕȣȍ ȊȖȗȘȖșȣ, 
Ȑ ȖȉșțȌȐȓ Ȑȝ Ȋ șȊȖȍȑ ȋȖȓȖȊȍ ȋȖȘȈȏȌȖ ȗȖȌȘȖȉȕȍȍ, ȟȍȔ Ȋȣ. ȇ ȗȖȗȣȚȈȓșȧ 
ȗȖȏȈȐȔșȚȊȖȊȈȚȤ ȕȍȒȖȚȖȘȣȍ Ȑȏ ȍȋȖ ȚȍȝȕȐȒ șȈȔȖȖȗȘȖșȈ, ȒȖȋȌȈ ȗȘȐȝȖȌȐȓ Ȓ 
șȖȉșȚȊȍȕȕȣȔ ȕȖȊȣȔ țȉȍȎȌȍȕȐȧȔ.     
   ȇ șȗȘȖșȐȓ ȀȕȈȑȍȘȈ, ȒȈȒ Ȗȕ ȊȗȍȘȊȣȍ ȏȈȐȕȚȍȘȍșȖȊȈȓșȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȤȦ. Ƕȕ ȖȚȊȍȚȐȓ: “Ǵȍȕȧ ȊșȍȋȌȈ ȐȕȚȍȘȍșȖȊȈȓȈ ȔȈȚȍȔȈȚȐȒȈ Ȑ șȍȒȘȍȚȕȣȍ 
ȠȐȜȘȣ - ȒȘȐȗȚȖȋȘȈȜȐȧ. ǴȖȧ ȗȍȘȊȈȧ ȒȕȐȋȈ, Applied Cryptography Ȋ ȐȚȖȋȍ șȚȈȓȈ 
ȒȕȐȋȖȑ, ȒȖȚȖȘțȦ ȧ șȈȔ ȝȖȚȍȓ ȉȣ ȗȘȖȟȐȚȈȚȤ. ǵȖ ȧ ȊșȍȋȌȈ șȚȘȍȔȐȓșȧ ȘȈșȠȐȘȐȚȤ 
șȊȖȑ ȒȘțȋȖȏȖȘ. ȇ ȗȖȕȧȓ, ȟȚȖ șȈȔȈȧ ȉȖȓȤȠȈȧ ȗȘȖȉȓȍȔȈ ȉȣȓȈ ȕȍ Ȋ ȚȍȝȕȖȓȖȋȐȧȝ. 
ǹȈȔȈȧ ȉȖȓȤȠȈȧ ȗȘȖȉȓȍȔȈ Ȋ ȟȍȓȖȊȍȒȍ, ȚȖȟȕȍȍ Ȋ ȐȕȚȍȘȜȍȑșȍ, ș ȒȖȚȖȘȣȔ 
ȊȏȈȐȔȖȌȍȑșȚȊțȍȚ ȟȍȓȖȊȍȒ. ǫȓȈȊȕȣȍ ȗȘȖȉȓȍȔȣ ȒȖȔȗȤȦȚȍȘȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ 
ȏȈȒȓȦȟȈȦȚșȧ ȕȍ Ȋ ȚȍȝȕȖȓȖȋȐȧȝ, Ȉ Ȋ ȚȖȔ, ȒȈȒ Ȕȣ ȐșȗȖȓȤȏțȍȔ ȥȚȐ ȚȍȝȕȖȓȖȋȐȐ, 
țȟȐȚȣȊȈȧ șȖȞȐȈȓȤȕȣȍ, ȗȖȓȐȚȐȟȍșȒȐȍ Ȑ ȥȒȖȕȖȔȐȟȍșȒȐȍ ȜȈȒȚȖȘȣ, șȊȧȏȈȕȕȣȍ ș 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ. ȇ ȔȕȖȋȖ ȊȘȍȔȍȕȐ ȌțȔȈȦ Ȗ ȗȖȓȤȏȖȊȈȚȍȓȧȝ, ș 
ȊȣșȖȒȐȔ țȘȖȊȕȍȔ ȘȐșȒȈ. ǻ ȕȈș ȍșȚȤ ȚȍȝȕȖȓȖȋȐȐ, ș ȗȖȔȖȡȤȦ ȒȖȚȖȘȣȝ Ȕȣ ȔȖȎȍȔ Ȑȝ 
ȏȈȡȐȚȐȚȤ, ȕȖ ȔȖȎȍȔ ȓȐ Ȕȣ șȖȏȌȈȚȤ ȥȜȜȍȒȚȐȊȕȣȍ ȘȍȠȍȕȐȧ, ȒȖȚȖȘȣȍ ȕȍ ȗȖȔȍȠȈȦȚ 
ȐȔ ȌȍȓȈȚȤ șȊȖȦ ȘȈȉȖȚț? Ǫ ȗȘȖȚȐȊȕȖȔ șȓțȟȈȍ, ț ȕȈș ȕȐȒȖȋȌȈ ȕȍ ȗȖȓțȟȐȚșȧ țȉȍȌȐȚȤ 
Ȑȝ ȐșȗȖȓȤȏȖȊȈȚȤ ȥȚȐ ȘȍȠȍȕȐȧ”.  
   ȇ șȗȘȖșȐȓ ȍȋȖ, ȟȚȖ Ȗȕ ȌțȔȈȍȚ Ȗ ȕȍȌȈȊȕȐȝ țȚȍȟȒȈȝ Ȑȏ ȘȈȏȊȍȌȣȊȈȚȍȓȤȕȣȝ șȓțȎȉ 
ǹȀǨ. Ƕȕ șȒȈȏȈȓ: “Ǫșȧ ȥȚȈ ȐȕȜȖȘȔȈȞȐȧ ȕȍ ȉȣȓȈ ȚȈȒȖȑ țȎ ȕȍȖȎȐȌȈȕȕȖȑ, ȗȖ 
ȒȘȈȑȕȍȑ ȔȍȘȍ Ȍȓȧ Țȍȝ, ȒȚȖ șȓȍȌȐȓ ȏȈ șȐȚțȈȞȐȍȑ. Ǵȣ ȗȖȓțȟȐȓȐ ȗȖȌȚȊȍȘȎȌȍȕȐȍ Ȑ 
țȏȕȈȓȐ ȌȍȚȈȓȐ, Ȑ ȥȚȐ ȌȍȚȈȓȐ ȗȖȘȈȎȈȦȚ. ǷȖȘȈȎȈȍȚ șȍȒȘȍȚȕȖșȚȤ. ȇ ȕȍ ȌțȔȈȦ, ȟȚȖ 
ȊȍȡȐ, ȒȖȚȖȘȣȍ ȗȘȖȐșȝȖȌȧȚ, ȔȖȎȕȖ ȉȣȓȖ ȉȣ ȗȘȍȌȖȚȊȘȈȚȐȚȤ, ȍșȓȐ ȉȣ Ȕȣ ȏȕȈȓȐ Ȗ 
ȕȐȝ ȉȖȓȤȠȍ, ȗȖȚȖȔț ȟȚȖ Ȋ ȔȐȘȍ ȗȖșȓȍ 11-ȋȖ ǹȍȕȚȧȉȘȧ Ȋșȍ, Ȗ ȟȍȔ ȗȖȗȘȖșȐȚ 
ȗȘȈȊȐȚȍȓȤșȚȊȖ, ȉțȌȍȚ ȖȌȖȉȘȍȕȖ. ǺȈȒ ȟȚȖ, Ȓ șȖȎȈȓȍȕȐȦ, ȥȚȖ ȕȍ ȕȈȕȍșȓȖ ȉȖȓȤȠȖȋȖ 
țȘȖȕȈ, ȗȖ ȒȘȈȑȕȍȑ ȔȍȘȍ șȘȈȏț. ǷȘȐȕȧȓȐ ȖȌȐȕ (ȗȘȍȌȖȚȊȘȈȡȈȦȡȐȑ șȉȖȘ Ȑ 
ȝȘȈȕȍȕȐȍ Ǩǵǩ Ȋșȍȝ ȔȍȚȈȌȈȕȕȣȝ ȚȍȓȍȜȖȕȕȣȝ ȏȊȖȕȒȖȊ Ȋ ǹȀǨ) ȕȍȏȕȈȟȐȚȍȓȤȕȣȑ 
ȏȈȒȖȕ. ǶȌȕȈȒȖ ȖȉȡȍșȚȊț șȚȈȓȖ ȐȏȊȍșȚȕȖ Ȗ ȋȖșțȌȈȘșȚȊȍȕȕȖȑ șȓȍȎȒȍ. ȅȚȖ ȐȏȔȍȕȐȓȖ 
ȖȉȡȍșȚȊȍȕȕȖȍ ȊȖșȗȘȐȧȚȐȍ. ǺȍȗȍȘȤ ȓȦȌȐ ȏȕȈȦȚ Ȗȉ ȥȚȖȔ Ȑ Ȑȝ ȥȚȖ ȊȖȓȕțȍȚ. ǿȚȖȉȣ 
ȖȡțȚȐȚȤ Ȋșȍ ȗȖșȓȍȌșȚȊȐȧ ȔȖȎȍȚ ȗȖȚȘȍȉȖȊȈȚȤșȧ ȍȡȍ ȓȍȚ ȌȍșȧȚȤ, ȕȖ, Ȋ ȒȖȕȍȟȕȖȔ 
șȟȍȚȍ, ȉȓȈȋȖȌȈȘȧ ȥȚȖȔț, ȗȖȓȐȚȐȒȈ ȐȏȔȍȕȐȚȤșȧ Ȓ ȓțȟȠȍȔț”.        
   ȇ șȗȘȖșȐȓ ȀȕȈȑȍȘȈ, ȟȚȖ ȗȖ ȍȋȖ ȔȕȍȕȐȦ ȧȊȓȧȍȚșȧ ȕȈȐȉȖȓȤȠȍȑ ȗȘȖȉȓȍȔȖȑ Ȋ 
ȒȖȔȗȤȦȚȍȘȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ Ȗȕ șȒȈȏȈȓ: “ǹȓȍȎȒȈ ȒȖȘȗȖȘȈȞȐȑ! ǲȖȘȗȖȘȈȞȐȐ 
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ȝȖȚȧȚ șȓȍȌȐȚȤ ȏȈ ȕȈȔȐ ȉȖȓȤȠȍ, ȟȍȔ ȗȘȈȊȐȚȍȓȤșȚȊȈ. ȅȚȖ Facebook Ȑ Google, 
ȒȖȚȖȘȣȍ șȓȍȌȧȚ ȏȈ ȓȦȌȤȔȐ ȗȘȖȚȐȊ Ȑȝ ȊȖȓȐ, Ȉ ǼǩǸ ȔȖȎȍȚ ȗȖȚȘȍȉȖȊȈȚȤ ȒȖȗȐȐ, 
ȕȍȏȈȊȐșȐȔȖ, ȝȖȚȧȚ ȓȐ ȚȖȋȖ ȒȖȘȗȖȘȈȞȐȐ. ǲȖȕȚȘȖȓȐȘțȦȡȐȑ ȒȈȗȐȚȈȓȐȏȔ - ȥȚȖ 
ȘȍȈȓȤȕȈȧ, ȜțȕȌȈȔȍȕȚȈȓȤȕȈȧ ȗȘȖȉȓȍȔȈ”.  
   ȇ șȗȘȖșȐȓ ȀȕȈȑȍȘȈ, ȕȈȌ ȒȈȒȖȑ ȒȕȐȋȖȑ Ȗȕ ȘȈȉȖȚȈȍȚ Ȋ ȌȈȕȕȣȑ ȔȖȔȍȕȚ (Ƕȕ ȊșȍȋȌȈ 
ȘȈȉȖȚȈȍȚ ȕȈȌ ȕȖȊȖȑ ȒȕȐȋȖȑ). Ƕȕ ȖȚȊȍȚȐȓ: “ȇ ȌțȔȈȦ ȕȈȌ ȕȈȗȐșȈȕȐȍȔ ȕȖȊȖȑ ȒȕȐȋȐ 
Ȗ ȜȐȏȐȟȍșȒȐȝ ȗȘȖȉȓȍȔȈȝ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ, ȚȈȒȐȝ, ȒȈȒ ȐȕȚȍȘȕȍȚ Ȋȍȡȍȑ, Ȑ ȒȈȒ 
Ȋșȍ ȔȍȕȧȍȚșȧ, ȕȈșȒȖȓȤȒȖ ȒȖȔȗȤȦȚȍȘȣ, ȕȈ șȈȔȖȔ Ȍȍȓȍ, șȚȈȕȖȊȧȚșȧ ȖȗȈșȕȣ. ǶȌȕȖ 
ȌȍȓȖ, ȒȖȋȌȈ ȥȓȍȒȚȘȖȕȕȈȧ ȚȈȉȓȐȞȈ ȐȔȍȍȚ țȧȏȊȐȔȖșȚȤ, ȓȖȔȈȍȚșȧ (“ȒȘȈȠȐȚșȧ”) ȐȓȐ 
ȍȍ ȊȏȓȈȔȣȊȈȦȚ. ǬȘțȋȖȍ, ȒȖȋȌȈ ȥȚȖ ȊȈȠȈ ȔȈȠȐȕȈ. ǹȓȈȉȈȧ ȒȖȔȗȤȦȚȍȘȕȈȧ 
ȉȍȏȖȗȈșȕȖșȚȤ țȉȤȍȚ ȓȦȌȍȑ. ȅȚȖ Ȋșȍ ȔȍȕȧȍȚ! Ǫ ȗȘȖȠȓȖȔ ȔȍșȧȞȍ ȧ ȊȣșȚțȗȈȓ ȕȈ ȥȚț 
ȚȍȔț ȗȍȘȍȌ ǲȖȕȋȘȍșșȖȔ (ǹȀǨ). ǹȒȈȏȈȓ, ȟȚȖ ȗȖȘȈ ȖȚȕȍșȚȐșȤ Ȓ ȕȍȑ șȍȘȤȍȏȕȖ. ǰȋȘȣ 
ȒȖȕȟȐȓȐșȤ. ǵȈȔ ȕțȎȕȖ ȊȊȍșȚȐ ȔȍȝȈȕȐȏȔȣ ȘȍȋțȓȐȘȖȊȈȕȐȧ. ǵȈ ȒȖȕț ȟȍȓȖȊȍȟȍșȒȐȍ 
ȎȐȏȕȐ! Ǵȣ ȕȍ ȔȖȎȍȔ ȗȖȏȊȖȓȐȚȤ șȍȉȍ ȚȈȒȖȋȖ Ȏȍ ȖȚȊȘȈȚȐȚȍȓȤȕȖȋȖ, ȋȓȦȟȕȖȋȖ ǷǶ. 
ǵȖ ȐȕȌțșȚȘȐȧ ȕȍ ȋȖȚȖȊȈ ȖȚȕȍșȚȐșȤ Ȓ ȥȚȖȔț șȍȘȤȍȏȕȖ, Ȉ ȗȘȐȌȍȚșȧ. ǲȈȒ ȓȦȌȐ, ȔȖȋțȚ 
ȘȈȉȖȚȈȚȤ ȕȈȌ țȓțȟȠȍȕȐȍȔ ȗȘȖȋȘȈȔȔȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȈȊȚȖȔȖȉȐȓȧ, ȗȘȐ ȚȖȔ, ȟȚȖ 
Ȕȣ ȚȈȒ Ȑ ȕȍ șȔȖȋȓȐ ȖșȚȈȕȖȊȐȚȤ ȝȈȒȍȘȖȊ Ȑ ȐșȗȘȈȊȐȚȤ țȧȏȊȐȔȖșȚȐ? ǿȚȖ-ȚȖ ȌȖȓȎȕȖ 
ȐȏȔȍȕȐȚșȧ. ǰ ȥȚȖ ȐȏȔȍȕȐȚșȧ”.  
   ǵȈ ȗȘȖȚȧȎȍȕȐȐ ȌȍșȧȚȐȓȍȚȐȑ ǩȘȦș ȀȕȈȑȍȘ ȖșȚȈȍȚșȧ ȗȘȐȏȕȈȕȕȣȔ ȈȊȚȖȘȐȚȍȚȖȔ 
Ȋ ȔȐȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ ȗȘȖȌȖȓȎȈȍȚ ȊȣșȚțȗȈȚȤ ȕȈ ȗȍȘȍȌȖȊȖȑ Ȋ 
șȈȔȣȝ ȊȈȎȕȣȝ ȖȉșțȎȌȍȕȐȧȝ. ǭșȓȐ ȊȈș ȐȕȚȍȘȍșțȍȚ ȐȕȜȖȘȔȈȞȐȖȕȕȈȧ ȉȍȏȖȗȈșȕȖșȚȤ, 
ȚȖ ȗțșȚȤ Ȍȓȧ ȊȈș Ȗȕ ȚȖȎȍ șȚȈȕȍȚ ȕȍȖȜȐȞȐȈȓȤȕȣȔ ȕȈșȚȈȊȕȐȒȖȔ.  
 

 

 

 

 

 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǩȘȦșȍ ȀȕȈȑȍȘȍ 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǩȘȦșȍ ȀȕȈȑȍȘȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǩȓȖȋ ǩȘȦșȈ ȀȕȈȑȍȘȈ: https://www.schneier.com/ 

- ǵȖȊȖșȚȕȈȧ ȘȈșșȣȓȒȈ ǩȘȦșȈ ȀȕȈȑȍȘȈ Crypto-Gram: 

https://www.schneier.com/crypto-gram/ 

- ǲȕȐȋȐ ǩȘȦșȈ ȀȕȈȑȍȘȈ: https://www.amazon.com/Bruce-

Schneier/B000AP7EVS/   
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ǫȓȈȊȈ 4. ǹȖȞȐȈȓȤȕȈȧ ǰȕȎȍȕȍȘȐȧ   

 

 

 

Ǫ ȒȖȔȗȤȦȚȍȘȕȖȔ ȔȐȘȍ, șȖȞȐȈȓȤȕțȦ ȐȕȎȍȕȍȘȐȦ ȔȖȎȕȖ ȖȗȐșȈȚȤ, ȒȈȒ ȖȉȔȈȕȕȣȍ 
ȌȍȑșȚȊȐȧ, ȊȣȕțȎȌȈȦȡȐȍ ȓȦȌȍȑ șȌȍȓȈȚȤ ȟȚȖ-ȚȖ, ȟȚȖ ȗȘȐȟȐȕȧȍȚ ȊȘȍȌ ȐȔ șȈȔȐȔ 
ȐȓȐ ȖȒȘțȎȈȦȡȐȔ. ǹȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ - ȖȌȕȈ Ȑȏ șȈȔȣȝ ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȝ 
ȚȍȝȕȐȒ ȝȈȒȍȘȖȊ, ȗȖȚȖȔț ȟȚȖ, Ȋ ȉȖȓȤȠȐȕșȚȊȍ șȓțȟȈȍȊ, ȖȕȈ ȖȒȈȏȣȊȈȍȚșȧ 
ȥȜȜȍȒȚȐȊȕȖȑ. ǺȈȒȎȍ ȖȟȍȕȤ ȟȈșȚȖ ȏȈȡȐȚȕȐȒȐ ȖȒȈȏȣȊȈȦȚșȧ ȗȍȘȍȌ ȕȍȑ ȉȍșșȐȓȤȕȣ, 
ȚȈȒ ȒȈȒ ȍȍ ȊȖȏȌȍȑșȚȊȐȍ ȕȍȓȤȏȧ ȗȘȍȌȖȚȊȘȈȚȐȚȤ, ȐșȗȖȓȤȏțȧ ȚȖȓȤȒȖ ȚȍȝȕȖȓȖȋȐȐ. 
 

 

ǴȍȚȖȌȣ ǹȖȞȐȈȓȤȕȖȑ ǰȕȎȍȕȍȘȐȐ 

 

ǹȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ ȔȖȎȍȚ ȖșțȡȍșȚȊȓȧȚȤșȧ ȔȕȖȎȍșȚȊȖȔ șȗȖșȖȉȖȊ, ȊȒȓȦȟȈȧ 
ȐșȗȖȓȤȏȖȊȈȕȐȍ ȒȖȔȗȤȦȚȍȘȈ, ȚȍȓȍȜȖȕȕȣȝ ȏȊȖȕȒȖȊ, ȓȐȟȕȖȋȖ ȒȖȕȚȈȒȚȈ, ȐȓȐ ș 
ȗȖȔȖȡȤȦ ȚȘȈȌȐȞȐȖȕȕȖȑ, ȖȉȣȟȕȖȑ ȗȖȟȚȣ. ǹțȡȍșȚȊțȍȚ ȚȈȒ ȔȕȖȋȖ șȗȖșȖȉȖȊ Ȑ 
ȘȈȏȕȖȊȐȌȕȖșȚȍȑ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ, ȟȚȖ Ȋ ȓȦȉȖȔ șȗȐșȒȍ, ȗȘȍȚȍȕȌțȦȡȍȔ, ȕȈ 
ȚȖ, ȟȚȖȉȣ ȗȍȘȍȟȐșȓȐȚȤ Ȑȝ Ȋșȍ, ȒȈȒȐȍ-ȚȖ ȔȍȚȖȌȣ Ȋșȍ ȘȈȊȕȖ ȉțȌțȚ ȖȚșțȚșȚȊȖȊȈȚȤ. 
ǽȖȚȧ șȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ șȗȍȞȐȈȓȐȏȐȘțȍȚșȧ ȕȈ ȗȖȓțȟȍȕȐȐ ȌȖșȚțȗȈ Ȓ 
ȒȖȔȗȤȦȚȍȘț, ȒȈȒ ȗȘȈȊȐȓȖ, ȖȕȈ ȖșțȡȍșȚȊȓȧȍȚșȧ ș ȗȖȔȖȡȤȦ ȥȓȍȒȚȘȖȕȕȖȑ ȗȖȟȚȣ 
ȐȓȐ ȟȍȘȍȏ ȐȕȚȍȘȕȍȚ (ȝȖȚȧ Ȍȓȧ ȥȚȖȋȖ ȚȈȒȎȍ ȐșȗȖȓȤȏțȦȚșȧ ȔȍșșȍȕȌȎȍȘȣ Ȑ ȗȖȟȚȐ 
Ȋșȍ ȖșȚȈȓȤȕȣȍ ȒȖȔȗȤȦȚȍȘȕȣȍ ȗȘȖȋȘȈȔȔȣ). 
 

ǼȐȠȐȕȋ 
 

ǶȌȕȖȑ Ȑȏ ȋȓȈȊȕȣȝ Ȟȍȓȍȑ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ ȧȊȓȧȍȚșȧ ȗȖȓțȟȍȕȐȍ țȟȍȚȕȣȝ 
ȌȈȕȕȣȝ ȗȖȓȤȏȖȊȈȚȍȓȧ. Ǭȓȧ ȥȚȖȋȖ ȔȖȎȕȖ ȐșȗȖȓȤȏȖȊȈȚȤ ȜȐȠȐȕȋ. ǼȐȠȐȕȋȖȊȣȍ 
ȥȓȍȒȚȘȖȕȕȣȍ ȗȐșȤȔȈ ȐȓȐ Ȋȍȉ-șȈȑȚȣ ȗȣȚȈȦȚșȧ ȖȉȔȈȕțȚȤ ȗȖȓȤȏȖȊȈȚȍȓȧ, 
ȗȘȐȚȊȖȘȧȧșȤ ȕȈșȚȖȧȡȐȔ Ȋȍȉ-șȈȑȚȖȔ ȐȓȐ ȈȌȔȐȕȐșȚȘȈȚȖȘȖȔ, ș ȒȖȚȖȘȣȔ ȏȕȈȒȖȔ 
ȒȖȕȍȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ, ȟȚȖȉȣ ȗȖșȓȍȌȕȐȑ ȗȘȍȌȖșȚȈȊȐȓ șȊȖȐ țȟȍȚȕȣȍ ȌȈȕȕȣȍ. 
ǶȌȐȕ Ȑȏ ȋȓȈȊȕȣȝ ȗȘȐȍȔȖȊ ȜȐȠȐȕȋȈ - ȖȚȗȘȈȊȒȈ ȗȖȓȤȏȖȊȈȚȍȓȦ ȥȓȍȒȚȘȖȕȕȖȋȖ 
ȗȐșȤȔȈ, ȧȒȖȉȣ ȖȚ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ, Ȋ ȒȖȚȖȘȖȔ ȋȖȊȖȘȐȚȤșȧ, ȟȚȖ ȗȖȓȤȏȖȊȈȚȍȓȤ 
ȌȖȓȎȍȕ ȗȖȌȚȊȍȘȌȐȚȤ șȊȖȑ ȗȈȘȖȓȤ, ȐȕȈȟȍ ȍȋȖ ȌȖșȚțȗ Ȓ șȈȑȚț ȉțȌȍȚ ȖȋȘȈȕȐȟȍȕ.  
   ǾȍȓȍȊȖȑ ȜȐȠȐȕȋ - ȥȚȖ ȘȈȏȕȖȊȐȌȕȖșȚȤ ȜȐȠȐȕȋȈ, ȕȈȗȘȈȊȓȍȕȕȖȋȖ ȗȘȖȚȐȊ 
ȒȖȕȒȘȍȚȕȖȋȖ ȟȍȓȖȊȍȒȈ ȐȓȐ ȋȘțȗȗȣ ȓȦȌȍȑ, ș ȐșȗȖȓȤȏȖȊȈȕȐȍȔ ȕȍȗțȉȓȐȟȕȖȑ 
ȐȕȜȖȘȔȈȞȐȐ, ș ȒȖȚȖȘȖȑ ȏȕȈȒȖȔȈ ȞȍȓȤ. ǵȈȗȘȐȔȍȘ, ȔȍȕȍȌȎȍȘț ȗȘȖȍȒȚȈ ȗȘȐȝȖȌȐȚ 
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ȥȓȍȒȚȘȖȕȕȖȍ ȗȐșȤȔȖ ș ȌȖȒțȔȍȕȚȖȔ ȖȚ, ȧȒȖȉȣ, țȟȈșȚȕȐȒȈ ȗȘȖȍȒȚȈ, ȕȈȌ ȒȖȚȖȘȣȔ 
ȖȕȐ ȘȈȉȖȚȈȦȚ, Ȑ, ȒȖȋȌȈ ȔȍȕȍȌȎȍȘ ȖȚȒȘȣȊȈȍȚ ȥȚȖȚ ȌȖȒțȔȍȕȚ, ȚȖ ȊȣȗȖȓȕȧȦȚșȧ 
ȊȘȍȌȖȕȖșȕȣȍ ȒȖȔȈȕȌȣ. ǾȍȓȍȊȖȑ ȜȐȠȐȕȋ ȟȈșȚȖ ȐșȗȖȓȤȏțȍȚșȧ ȗȘȖȚȐȊ 
ȊȣșȖȒȖȗȖșȚȈȊȓȍȕȕȣȝ șȖȚȘțȌȕȐȒȖȊ ȒȖȘȗȖȘȈȞȐȑ.  
 

ǺȘȖȧȕșȒȐȍ ǷȘȖȋȘȈȔȔȣ 

 

ǬȘțȋȈȧ, ȕȍ Ȕȍȕȍȍ ȗȖȗțȓȧȘȕȈȧ, țȓȖȊȒȈ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȚȖȔ, 
ȟȚȖȉȣ ȕȐȟȍȋȖ ȕȍ ȗȖȌȖȏȘȍȊȈȦȡȐȑ ȒȖȕȍȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ ȏȈȗțșȚȐȓ ȚȘȖȧȕșȒțȦ 
ȗȘȖȋȘȈȔȔț. ȅȚȖ ȔȖȎȍȚ ȉȣȚȤ șȌȍȓȈȕȖ ȟȍȘȍȏ ȥȓȍȒȚȘȖȕȕțȦ ȗȖȟȚț, ș ȐșȗȖȓȤȏȖȊȈȕȐȍȔ 
ȒȈȒ ȗȘȐȒȘȍȗȓȍȕȕȖȋȖ ȜȈȑȓȈ, ȚȈȒ Ȑ URL-ȈȌȘȍșȈ. ǺȈȒ Ȏȍ ȟȈșȚȖ ȥȚȖ ȌȍȓȈȍȚșȧ ș 
ȗȖȔȖȡȤȦ Ȋȍȉ-șȈȑȚȖȊ. ǿȈșȚȖ ȕȈșȚȖȧȡȐȑ Ȋȍȉ-șȈȑȚ ȊȏȓȈȔȣȊȈȦȚ, Ȑ, ȒȖȋȌȈ 
ȌȖȊȍȘȟȐȊȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ ȏȈȋȘțȎȈȍȚ șȚȘȈȕȐȞț, ȚȖ ȍȔț șȖȖȉȡȈȦȚ, ȟȚȖ ȕțȎȕȖ 
ȏȈȗțșȚȐȚȤ ȜȈȑȓ. ȅȚȐȔ ȜȈȑȓȖȔ ȔȖȎȍȚ ȉȣȚȤ «ȕȍȖȉȝȖȌȐȔȖȍ» ȘȈșȠȐȘȍȕȐȍ ȖȚ 
șȚȖȘȖȕȕȍȑ ȒȖȔȗȈȕȐȐ, ȗȖȌȌȍȓȤȕȣȑ ȈȕȚȐȊȐȘțș, ȐȓȐ «ȕȍȖȉȝȖȌȐȔȣȑ» ȗȈȚȟ. ǪȏȓȖȔȈȕ 
ȔȖȎȍȚ ȉȣȚȤ, ȒȈȒ șȈȔ Ȋȍȉ-șȈȑȚ ȐȓȐ ȕȍȏȈȊȐșȐȔȣȑ ȖȚ ȕȍȋȖ ȥȓȍȔȍȕȚ, ȕȈȗȘȐȔȍȘ, 
șȚȖȘȖȕȕȐȑ ȘȍȒȓȈȔȕȣȑ ȉȈȕȕȍȘ. Ǫ ȓȦȉȖȔ șȓțȟȈȍ, ț ȗȖȓȤȏȖȊȈȚȍȓȧ, ȒȖȚȖȘȣȑ ȔȕȖȋȖ 
ȓȍȚ ȉȍȏ ȗȘȖȉȓȍȔ ȏȈȝȖȌȐȓ ȕȈ ȕȈșȚȖȧȡȐȑ șȈȑȚ, ȕȍȚ ȖșȕȖȊȈȕȐȑ ȗȖȌȖȏȘȍȊȈȚȤ, ȟȚȖ 
șȈȑȚ, ȒȖȚȖȘȖȔț Ȗȕ ȌȖȊȍȘȧȍȚ, ȉȣȓ ȊȏȓȖȔȈȕ.  
 

ǺȍȓȍȜȖȕȕȣȑ ǯȊȖȕȖȒ 

 

ǴȖȠȍȕȕȐȒȐ ȔȖȋțȚ ȚȈȒȎȍ ȏȊȖȕȐȚȤ ȗȖȓȤȏȖȊȈȚȍȓȧȔ, ȗȘȍȌșȚȈȊȓȧȧșȤ ȚȍȝȕȐȟȍșȒȖȑ 
ȗȖȌȌȍȘȎȒȖȑ, ȗȖȗțȓȧȘȕȣȔ ȗȘȖȐȏȊȖȌȐȚȍȓȍȔ ȐȓȐ șȖȚȘțȌȕȐȒȈȔȐ 
ȗȘȈȊȐȚȍȓȤșȚȊȍȕȕȖȋȖ ȈȋȍȕȚșȚȊȈ. 
   ǶȌȕȐȔ Ȑȏ șȈȔȣȝ ȗȖȗțȓȧȘȕȣȝ ȚȘȦȒȖȊ ȧȊȓȧȍȚșȧ ȏȊȖȕȖȒ ȗȖȓȤȏȖȊȈȚȍȓȦ Ȑȏ, ȧȒȖȉȣ, 
ȚȍȝȕȐȟȍșȒȖȑ ȗȖȌȌȍȘȎȒȐ, ȊȖ ȊȘȍȔȧ ȒȖȚȖȘȖȋȖ, ȗȖȓȤȏȖȊȈȚȍȓȧ țȊȍȘȧȦȚ, ȟȚȖ ȕȈ ȍȋȖ 
ȒȖȔȗȤȦȚȍȘȍ ȖȉȕȈȘțȎȍȕȈ ȊȘȍȌȖȕȖșȕȈȧ ȗȘȖȋȘȈȔȔȈ. ǯȈȚȍȔ ȖȕȐ ȗȘȖșȧȚ 
ȗȖȓȤȏȖȊȈȚȍȓȧ șȒȈȟȈȚȤ “ȈȕȚȐȊȐȘțș”, ȒȖȚȖȘȣȑ, ȒȈȒ ȕȐ țȌȐȊȐȚȍȓȤȕȖ, ȖȉȕȈȘțȎȐȊȈȍȚ 
ȉȍșȒȖȕȍȟȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ. ǯȈȚȍȔ ȖȕȐ ȗȘȖșȧȚ ȗȖȓȤȏȖȊȈȚȍȓȧ 
șȒȈȟȈȚȤ Ȑ ȏȈȗțșȚȐȚȤ ȗȘȖȋȘȈȔȔț țȌȈȓȍȕȕȖȋȖ ȌȖșȚțȗȈ, ș ȗȖȔȖȡȤȦ ȒȖȚȖȘȖȑ, 
“ȟȍȓȖȊȍȒ Ȑȏ ȚȍȝȗȖȌȌȍȘȎȒȐ” țșȚȈȕȈȊȓȐȊȈȍȚ ȍȡȍ ȉȖȓȤȠȍ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ 
ȕȈ ȒȖȔȗȤȦȚȍȘȍ ȎȍȘȚȊȣ. ǳȎȍ-ȗȘȖȋȘȈȔȔȈ ȖȚ ȚȍȝȕȐȟȍșȒȖȑ ȗȖȌȌȍȘȎȒȐ ȏȈȒȈȕȟȐȊȈȍȚ 
șȊȖȦ ȘȈȉȖȚț, ȒȖȋȌȈ ȎȍȘȚȊȈ ȗȖȒțȗȈȍȚ ȗȖȌȌȍȓȤȕȣȑ ȈȕȚȐȊȐȘțș, ȐșȗȖȓȤȏțȧ ȕȖȔȍȘ 
șȊȖȍȑ ȒȘȍȌȐȚȕȖȑ ȒȈȘȚȣ. 
   ǺȍȓȍȜȖȕȕȣȍ ȔȖȠȍȕȕȐȒȐ ȔȖȋțȚ ȚȈȒȎȍ ȗȘȍȌșȚȈȊȐȚȤșȧ șȖȚȘțȌȕȐȒȈȔȐ ȕȈȓȖȋȖȊȖȑ, 
ȗȘȈȊȖȖȝȘȈȕȐȚȍȓȤȕȣȝ ȖȘȋȈȕȖȊ, ȐȓȐ ȌȘțȋȐȝ ȋȖșțȌȈȘșȚȊȍȕȕȣȝ șȓțȎȉ, ȒȖȚȖȘȣȍ 
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ȌȖȓȎȕȣ ȊȏȣșȒȈȚȤ ȖȗȓȈȚț, ȟȚȖȉȣ ȒȖȕȍȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ șȔȖȋ ȐȏȉȍȎȈȚȤ șȚȘȖȋȖ 
ȕȈȒȈȏȈȕȐȧ ȐȓȐ ȚȦȘȤȔȣ.  

ǸȈȏȊȖȌ ȗȘȐ ǷȖȒțȗȒȈȝ 

 

ǭȡȍ ȖȌȕȈ ȗȖȗțȓȧȘȕȈȧ ȜȖȘȔȈ ȔȖȠȍȕȕȐȟȍșȚȊȈ ȐșȗȖȓȤȏțȍȚșȧ ȊȖ ȊȘȍȔȧ ȗȖȒțȗȒȐ ȐȓȐ 
ȗȘȖȌȈȎȐ ȚȖȊȈȘȖȊ ȕȈ Ȋȍȉ-șȈȑȚȈȝ, ȕȈȗȘȐȔȍȘ, șȈȑȚȈȝ-ȈțȒȞȐȖȕȈȝ, ȐȓȐ ȚȈȒȐȝ, ȒȈȒ 
Craigslist. ǵȍȊȐȕȕȈȧ ȎȍȘȚȊȈ ȓȐȉȖ ȟȚȖ-ȚȖ ȗȖȒțȗȈȍȚ, ȓȐȉȖ ȗȘȖȌȈȍȚ. 
   ǷȘȐ «ȘȈȏȊȖȌȍ» ȊȖ ȊȘȍȔȧ ȗȘȖȌȈȎȐ ȗȖȒțȗȈȚȍȓȤ ȉȣșȚȘȖ ȖȚȊȍȟȈȍȚ, ȒȈȒ ȗȘȈȊȐȓȖ, 
ȗȘȍȌȓȈȋȈȍȚ ȖȗȓȈȚȐȚȤ ȊșȦ șȚȖȐȔȖșȚȤ ȗȓȦș ȌȖșȚȈȊȒț, Ȑ ȗȘȖșȐȚ ȗȘȖȌȈȊȞȈ 
ȊȖșȗȖȓȤȏȖȊȈȚȤșȧ țșȓțȋȈȔȐ “ȌȖȊȍȘȍȕȕȖȋȖ” ȥșȒȘȖț-ȈȋȍȕȚȈ. ǯȈȚȍȔ ȖȕȐ ȖȚȗȘȈȊȓȧȦȚ 
ȎȍȘȚȊȍ ȗȖȌȌȍȓȤȕȣȑ ȟȍȒ, Ȋ ȒȖȚȖȘȖȔ șțȔȔȈ ȉȖȓȤȠȍ ȖȋȖȊȖȘȍȕȕȖȑ, Ȑ ȒȖȚȖȘȣȑ 
ȎȍȘȚȊȈ ȘȈȏȔȍȡȈȍȚ Ȋ șȊȖȍȔ ȉȈȕȒȖȊșȒȖȔ șȟȍȚȍ (ǲ șȖȎȈȓȍȕȐȦ, ȉȈȕȒȐ, ȖȝȖȚȕȖ 
ȗȘȐȕȐȔȈȦȚ ȚȈȒȐȍ ȟȍȒȐ, ȕȖ, Ȋ ȒȖȕȍȟȕȖȔ șȟȍȚȍ, ȊȐȕȖȊȈȚȖȑ ȏȈ ȗȖȚȍȘȦ Ȍȍȕȍȋ 
ȖșȚȈȍȚșȧ ȎȍȘȚȊȈ). ǷȖȒțȗȈȚȍȓȤ ȗȘȖșȐȚ ȎȍȘȚȊț-ȗȘȖȌȈȊȞȈ ȊȍȘȕțȚȤ 
“ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ” ȌȍȕȤȋȐ șȊȖȍȔț ȗȖșȚȈȊȡȐȒț ȐȓȐ ȥșȒȘȖț-ȈȋȍȕȚț. ǲȈȒ ȗȘȈȊȐȓȖ, Ȋ 
ȒȖȕȍȟȕȖȔ șȟȍȚȍ ț ȎȍȘȚȊȣ-ȗȘȖȌȈȊȞȈ ȕȍ ȖșȚȈȍȚșȧ ȌȈȎȍ Ȑ ȥȚȖȑ șțȔȔȣ.  
   ǷȘȐ «ȘȈȏȊȖȌȍ» ȊȖ ȊȘȍȔȧ ȗȖȒțȗȒȐ ȎȍȘȚȊȈ ȖȚȗȘȈȊȓȧȍȚ ȌȍȕȤȋȐ, ȕȖ ȕȍ ȗȖȓțȟȈȍȚ 
ȚȖȊȈȘ. ǷȘȐ ȗȖȒțȗȒȍ șȘȍȌȕȐȑ ȌȖȝȖȌ ȔȖȠȍȕȕȐȒȖȊ șȖșȚȈȊȓȧȍȚ ȗȖ ȔȍȕȤȠȍȑ ȔȍȘȍ 
Țȣșȧȟț ȌȖȓȓȈȘȖȊ. ǷȘȐ ȗȘȖȌȈȎȍ Ȗȕ ȔȖȎȍȚ ȐȏȔȍȘȧȚȤșȧ ȌȍșȧȚȒȈȔȐ Țȣșȧȟ ȌȖȓȓȈȘȖȊ.  
 

ǳȐȟȕȖȍ ǶȉȡȍȕȐȍ 

 

ǶȌȕȐȔ Ȑȏ șȈȔȣȝ ȗȍȟȈȓȤȕȖ ȐȏȊȍșȚȕȣȝ șȗȖșȖȉȖȊ ȗȘȐȔȍȕȍȕȐȧ ȝȈȒȍȘȈȔȐ șȖȞȐȈȓȤȕȖȑ 
ȐȕȎȍȕȍȘȐȐ ȧȊȓȧȍȚșȧ ȓȐȟȕȖȍ ȖȉȡȍȕȐȍ. Ǫ șȓȍȌțȦȡȍȑ ȋȓȈȊȍ Ȕȣ ȗȖȋȖȊȖȘȐȔ Ȗ 
ȉȣȊȠȍȔ ȝȈȒȍȘȍ ǲȍȊȐȕ ǴȐȚȕȐȒ. ǬȍșȧȚȐȓȍȚȐȧ ȕȈȏȈȌ Ȗȕ ȉȣȓ ȖȌȕȐȔ Ȑȏ șȈȔȣȝ ȕȈȋȓȣȝ 
șȖȞȐȈȓȤȕȣȝ ȐȕȎȍȕȍȘȖȊ. ǴȐȚȕȐȒ ȚȖȓȤȒȖ Ȑ ȌțȔȈȓ Ȗ ȚȖȔ, ȟȚȖȉȣ ȗȍȘȍȖȌȍȚȤșȧ 
ȔȈșȚȍȘȖȔ ȗȖ ȘȍȔȖȕȚț ȚȍȓȍȜȖȕȖȊ ȐȓȐ șȍȘȊȐșȕȣȔ ȘȈȉȖȚȕȐȒȖȔ, Ȑ ȏȈȚȍȔ ȗȘȖȕȐȒȕțȚȤ 
Ȋ ȖȝȘȈȕȧȍȔțȦ ȏȖȕț. ǼȐȏȐȟȍșȒȐȑ ȌȖșȚțȗ ș ȗȖȔȖȡȤȦ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ 
ȊȒȓȦȟȈȍȚ Ȋ șȍȉȧ țșȚȈȕȖȊȒț ȒȍȑȓȖȋȋȍȘȈ ȕȈ ȚȍȘȔȐȕȈȓ șȖȚȘțȌȕȐȒȈ, ȗȘȐȚȊȖȘȐȊȠȐșȤ 
șȍȘȊȐșȕȣȔ ȘȈȉȖȚȕȐȒȖȔ. ǳȦȌȐ ȕȍ ȌȖȊȍȘȧȦȚ ȕȍȏȕȈȒȖȔȞȈȔ, ȖȌȕȈȒȖ ȍșȓȐ 
ȕȍȏȕȈȒȖȔȍȞ ȗȘȍȌșȚȈȊȓȧȍȚșȧ ȘȍȔȖȕȚȕȐȒȖȔ, ȖșȖȉȍȕȕȖ, ȒȖȋȌȈ Ȗȕ ȋȖȊȖȘȐȚ ȟȚȖ-ȚȖ 
ȊȘȖȌȍ: “ȇ șȓȣȠȈȓ, ǪȈȠ ȒȖȔȗȤȦȚȍȘ Ȋ ȗȖșȓȍȌȕȍȍ ȊȘȍȔȧ ȔȍȌȓȍȕȕȖ ȘȈȉȖȚȈȍȚ”. ǲȚȖ 
ȉțȌȍȚ șȗȖȘȐȚȤ ș ȥȚȐȔ țȚȊȍȘȎȌȍȕȐȍȔ? ǸȍȔȖȕȚȕȐȒ șȖȊȍȘȠȍȕȕȖ ȚȖȟȕȖ ȖșȊȍȌȖȔȓȍȕ 
Ȗ ȚȍȒțȡȍȑ ȗȘȖȉȓȍȔȍ, Ȑ Ȗȕ ȚțȚ, ȟȚȖȉȣ ȍȍ țșȚȘȈȕȐȚȤ.  
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ǲȕțȚ ȐȓȐ ǷȘȧȕȐȒ 

 

ǲȈȒ ȗȘȈȊȐȓȖ, ȒȖȕȍȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ ȏȈȗțȋȐȊȈȦȚ ȕȈȒȈȏȈȕȐȍȔ, ȍșȓȐ Ȗȕ ȟȍȋȖ-ȚȖ 
ȕȍ șȌȍȓȈȍȚ ȐȓȐ ȖȉȍȡȈȦȚ ȕȈȋȘȈȌț, ȍșȓȐ Ȗȕ ȟȚȖ-ȚȖ șȌȍȓȈȍȚ. ǻȓȖȊȒȈ ȕȈȟȐȕȈȍȚșȧ ș 
ȚȖȋȖ, ȟȚȖ ȕȈ ȎȍȘȚȊț ȕȈȟȐȕȈȦȚ ȌȈȊȐȚȤ, ȗȖșȒȖȓȤȒț Ȋ șȚȘȍșșȖȊȖȑ șȐȚțȈȞȐȐ ȓȦȌȐ 
ȕȍȈȌȍȒȊȈȚȕȖ ȖȞȍȕȐȊȈȦȚ ȘȐșȒȐ. ǮȍȘȚȊȈ ȌȖȓȎȕȈ ȓȐȉȖ ȏȈȗȓȈȚȐȚȤ ȠȚȘȈȜ, ȓȐȉȖ 
ȖȚȗȘȈȊȐȚȤșȧ Ȋ ȚȦȘȤȔț. ǶȕȈ ȌȖȓȎȕȈ ȏȈȗțșȚȐȚȤ ȗȘȖȋȘȈȔȔț ȐȓȐ ȘȐșȒțȍȚ ȖșȚȈȊȐȚȤ 
șȊȖȑ ȒȖȔȗȤȦȚȍȘ ȏȈȘȈȎȍȕȕȣȔ Ȑ ȗȖȚȍȘȧȚȤ Ȋșȍ ȌȍȕȤȋȐ ȕȈ ȉȈȕȒȖȊșȒȖȔ șȟȍȚȍ. ǶȕȈ 
ȌȖȓȎȕȈ ȖȚȗȘȈȊȐȚȤ ȌȍȕȤȋȐ ȐȓȐ ȌȖȘȖȋȖȑ ȍȑ ȟȍȓȖȊȍȒ ȖșȚȈȕȍȚșȧ Ȋ ȐȕȖșȚȘȈȕȕȖȑ 
ȚȦȘȤȔȍ. ǶȕȈ ȌȖȓȎȕȈ șȔȍȕȐȚȤ ȗȈȘȖȓȤ șȊȖȍȋȖ ȕȈȟȈȓȤȕȐȒȈ ȐȓȐ ț ȕȍȍ ȉțȌțȚ ș ȕȐȔ 
ȗȘȖȉȓȍȔȣ. 
   ǶȌȕȈ Ȑȏ ȔȖȐȝ ȓȦȉȐȔȣȝ țȓȖȊȖȒ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ ȊȖ ȊȘȍȔȧ ȗȍȕȚȍșȚȈ - 

ȖȚȗȘȈȊȒȈ ȥȓȍȒȚȘȖȕȕȖȋȖ ȗȐșȤȔȈ șȖȚȘțȌȕȐȒȈȔ ȒȖȔȗȈȕȐȐ, ȋȌȍ ȧ ȗȘȐȚȊȖȘȧȦșȤ CEO 
ȐȓȐ ȜȐȕȈȕșȖȊȣȔ ȌȐȘȍȒȚȖȘȖȔ Ȑ ȖȉȢȧȊȓȧȦ Ȗ șȓȐȧȕȐȐ ȒȖȔȗȈȕȐȐ șȖ șȊȖȐȔ 
ȒȘțȗȕȍȑȠȐȔ ȒȖȕȒțȘȍȕȚȖȔ. ȇ ȗȐȠț, ȟȚȖ ȕțȎȕȖ ȖȚȒȘȣȚȤ ȗȘȐȒȘȍȗȓȍȕȕȣȑ ȌȖȒțȔȍȕȚ-

ȓȖȊțȠȒț Ȑ ȗȖșȔȖȚȘȍȚȤ, ȏȈȚȘȖȕȍȚ ȓȐ ȥȚȖ șȓȐȧȕȐȍ Ȑȝ ȌȖȓȎȕȖșȚȐ. ǰȓȐ ȧ ȖȚȗȘȈȊȓȧȦ 
ȥȓȍȒȚȘȖȕȕȖȍ ȗȐșȤȔȖ, ȗȖȝȖȎȍȍ ȕȈ ȕȈșȚȖȧȡȍȍ, șȖȚȘțȌȕȐȒȈȔ-ȔțȎȟȐȕȈȔ, 
ȗȘȐȚȊȖȘȧȧșȤ ȈȌȊȖȒȈȚȖȔ Ȑȝ ȉȣȊȠȍȑ Ȏȍȕȣ, Ȑ ȗȘȖȠț țȊȍȓȐȟȐȚȤ ȈȓȐȔȍȕȚȣ. Ǫȣ 
țȌȐȊȐȚȍșȤ, ȕȈșȒȖȓȤȒȖ țșȗȍȠȕȖ ȘȈȉȖȚȈȦȚ ȚȈȒȐȍ ȚȘȦȒȐ ș ȥȓȍȒȚȘȖȕȕȖȑ ȗȖȟȚȖȑ.  
 

ǯȈȡȐȚȈ ȖȚ ǹȖȞȐȈȓȤȕȖȑ ǰȕȎȍȕȍȘȐȐ 

 

ǯȈȡȐȚȈ ȖȚ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ ȚȘȍȉțȍȚ ȒȖȔȉȐȕȈȞȐȐ ȚȍȝȕȖȓȖȋȐȑ Ȑ ȗȖȌȋȖȚȖȊȒȐ 
ȓȦȌȍȑ.  
 

ǷȖȌȋȖȚȖȊȒȈ     
 

ǹȈȔȖȑ ȓțȟȠȍȑ Ȑ ȕȈȐȉȖȓȍȍ ȥȜȜȍȒȚȐȊȕȖȑ ȏȈȡȐȚȖȑ ȗȘȖȚȐȊ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ 
ȧȊȓȧȍȚșȧ șȗȍȞȐȈȓȤȕȈȧ ȗȖȌȋȖȚȖȊȒȈ. ǺȈȒȈȧ ȗȖȌȋȖȚȖȊȒȈ ȌȖȓȎȕȈ ȊȒȓȦȟȈȚȤ ȗȘȐȔȍȘȣ 
șȈȔȣȝ ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȝ ȗȘȐȍȔȖȊ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ, Ȑ ȚȖ, ȒȈȒ 
ȗȖȚȍȕȞȐȈȓȤȕȈȧ ȎȍȘȚȊȈ ȔȖȎȍȚ ȖȉȕȈȘțȎȐȚȤ ȗȘȐȏȕȈȒȐ ȕȍȏȈȒȖȕȕȣȝ ȌȍȑșȚȊȐȑ. Ǫ 
ȔȖȍȑ ȕȣȕȍȠȕȍȑ ȒȖȔȗȈȕȐȐ ȒȈȎȌȣȑ șȖȚȘțȌȕȐȒ ȖȉȧȏȈȕ ȗȘȖșȔȈȚȘȐȊȈȚȤ șȗȍȞȐȈȓȤȕȣȍ 
ȊȐȌȍȖ ȗȖ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ, Ȑ ȒȈȎȌȣȑ ȋȖȌ ȗȘȖȝȖȌȐȚȤ ȕȍȉȖȓȤȠȖȑ ȚȍșȚ. 
ǵȈȐȉȖȓȍȍ țșȗȍȠȕȣȍ ȘȍȏțȓȤȚȈȚȣ ȌȈȊȈȓȐ ȒȖȕșțȓȤȚȈȞȐȐ ș șȈȔȣȔȐ țȔȕȣȔȐ, 
ȌȖȊȍȘȍȕȕȣȔȐ Ȑ ȊșȍȔȐ ȓȦȉȐȔȣȔȐ șȖȚȘțȌȕȐȒȈȔȐ, ȒȖȚȖȘȣȍ ȌȍȓȐȓȐșȤ șȊȖȐȔ ȓȐȟȕȣȔ 
ȖȗȣȚȖȔ, ȗȖȗȈȊȠȐșȤ ȕȈ ȖȗȘȍȌȍȓȍȕȕȣȑ ȚȐȗ țȓȖȊȖȒ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ. 
   ȇ ȌțȔȈȦ ȒȈȎȌȈȧ ȒȖȔȗȈȕȐȧ ȌȖȓȎȕȈ ȗȘȖȊȖȌȐȚȤ ȗȖȌȌȍȓȤȕȣȍ ȜȐȠȐȕȋȖȊȣȍ 
ȒȈȔȗȈȕȐȐ, Ȋ ȒȖȚȖȘȣȝ Ȑȝ șȖȚȘțȌȕȐȒȈȔ ȘȈșșȣȓȈȓȐșȤ ȉȣ ȥȓȍȒȚȘȖȕȕȣȍ ȗȐșȤȔȈ, 
ȗȖȝȖȎȐȍ ȕȈ ȜȐȠȐȕȋ, ȏȈȗȘȈȠȐȊȈȦȡȐȍ Ȑȝ ȌȈȕȕȣȍ Ȍȓȧ ȊȝȖȌȈ. ǹȖȚȘțȌȕȐȒȐ, 
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ȗȘȍȌȖșȚȈȊȐȊȠȐȍ șȊȖȐ ȌȈȕȕȣȍ, ȌȖȓȎȕȣ ȗȘȖȑȚȐ ȌȖȗȖȓȕȐȚȍȓȤȕțȦ ȗȖȌȋȖȚȖȊȒț. 
ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȘȍșțȘșȖȊ, ȒȈȒ ȒȖȔȔȍȘȟȍșȒȐȝ, ȚȈȒ Ȑ ȉȍșȗȓȈȚȕȣȝ, 
ȗȘȖȊȖȌȧȡȐȝ ȗȖȌȌȍȓȤȕȣȍ ȜȐȠȐȕȋȖȊȣȍ ȒȈȔȗȈȕȐȐ, șȈȔȖ șȖȉȖȑ, ȒȖȔȔȍȘȟȍșȒȐȍ 
ȗȘȖȡȍ ȐșȗȖȓȤȏȖȊȈȚȤ, Ȑ ȖȕȐ ȌȈȦȚ ȓțȟȠȐȑ ȘȍȏțȓȤȚȈȚ.  
   ǶȉțȟȍȕȐȍ ȚȈȒȚȐȒȈȔ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ ȕțȎȕȖ ȗȘȖȊȖȌȐȚȤ șȘȍȌȐ Ȋșȍȝ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ ȒȖȔȗȤȦȚȍȘȖȊ. ǳȦȌȐ, ȗȖȒțȗȈȦȡȐȍ Ȑ ȗȘȖȌȈȦȡȐȍ ȚȖȊȈȘȣ Ȋ 
ȐȕȚȍȘȕȍȚȍ ȌȖȓȎȕȣ ȏȕȈȚȤ Ȗ ȔȖȠȍȕȕȐȒȈȝ Ȑ șȗȖșȖȉȈȝ ȖȉȔȈȕȈ. ǶȕȐ ȌȖȓȎȕȣ 
ȗȖȓȤȏȖȊȈȚȤșȧ ȚȖȓȤȒȖ ȖȜȐȞȐȈȓȤȕȣȔȐ ȥșȒȘȖț-șȍȘȊȐșȈȔȐ, Ȑ șȓȍȌȖȊȈȚȤ ȊșȍȔ 
ȘȍȒȖȔȍȕȌȈȞȐȧȔ șȈȑȚȈ ȗȖ ȖșțȡȍșȚȊȓȍȕȐȦ ȉȍȏȖȗȈșȕȖȑ șȌȍȓȒȐ. 

 

ǶșȚȖȘȖȎȕȖșȚȤ ȗȘȐ ǻșȚȈȕȖȊȒȍ ǷǶ șȖ ǹȚȖȘȖȕȕȐȝ Ǫȍȉ-șȈȑȚȖȊ 

 

ǷȖȓȤȏȖȊȈȚȍȓȍȑ ȕțȎȕȖ ȕȈțȟȐȚȤ ȚȖȔț, ȟȚȖ ȕȍȓȤȏȧ țșȚȈȕȈȊȓȐȊȈȚȤ ȗȘȖȋȘȈȔȔȕȖȍ 
ȖȉȍșȗȍȟȍȕȐȍ ȕȈȗȘȧȔțȦ ș șȈȑȚȖȊ, ȍșȓȐ ȥȚȖ ȕȍ șȈȑȚȣ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ ȕȈȗȐșȈȊȠȐȝ 
ȥȚȖ ǷǶ. ǭșȓȐ Ȋȍȉ-șȈȑȚ ȗȘȖșȐȚ ȊȈș țșȚȈȕȖȊȐȚȤ șȚȖȘȖȕȕȍȍ ǷǶ, ȟȚȖȉȣ ȗȘȖȌȖȓȎȐȚȤ 
ȍȋȖ ȗȘȖșȔȖȚȘ, Ȑ Ȋȣ șȟȐȚȈȍȚȍ, ȟȚȖ ȚȈȒ Ȑ ȌȖȓȎȕȖ ȉȣȚȤ, ȏȈȒȘȖȑȚȍ ȥȚȖȚ Ȋȍȉ-șȈȑȚ Ȑ 
ȗȍȘȍȑȌȐȚȍ ȕȈ șȈȑȚ ȗȘȖȐȏȊȖȌȐȚȍȓȧ ǷǶ Ȑ șȒȈȟȈȑȚȍ ȍȋȖ ȖȚȚțȌȈ. ǵȈ ȐșȝȖȌȕȖȔ șȈȑȚȍ, 
ȕȈ șȈȔȖȔ Ȍȍȓȍ, ȔȖȎȍȚ ȉȣȚȤ Ȑ ȕȈșȚȖȧȡȍȍ ǷǶ, ȕȖ ȘȐșȒ șȓȐȠȒȖȔ ȊȍȓȐȒ.  
 

ǾȐȜȘȖȊȣȍ șȍȘȚȐȜȐȒȈȚȣ EV 

 

ǰȕȚȍȘȕȍȚ-ȗȖȓȤȏȖȊȈȚȍȓȐ ȌȖȓȎȕȣ ȏȕȈȚȤ, ȟȚȖ ȕȈ ȉȖȓȤȠȕșȚȊȍ ȗȖȗțȓȧȘȕȣȝ șȈȑȚȖȊ 
ȍșȚȤ ȞȐȜȘȖȊȣȍ șȍȘȚȐȜȐȒȈȚȣ (“extended validation”, EV) ȘȈșȠȐȘȍȕȕȖȑ ȗȘȖȊȍȘȒȐ 
(https://en.wikipedia.org/wiki/Extended_Validation_Certificate). ǿȈșȚȖ Ȋȍȉ-șȈȑȚȣ ș 
EV ȊȣȌȍȓȧȦȚșȧ Ȋ ȈȌȘȍșȕȖȑ șȚȘȖȒȍ (ȖȉȣȟȕȖ, ȏȍȓȍȕȣȑ ȓȐȉȖ șȈȔ ȈȌȘȍș, ȓȐȉȖ 
ȖȉȓȈșȚȤ ȘȧȌȖȔ ș ȕȐȔ), ȟȚȖ ȧȊȓȧȍȚșȧ Ȍȓȧ ȗȖȓȤȏȖȊȈȚȍȓȧ ȗȖȌȚȊȍȘȎȌȍȕȐȍȔ URL-

ȈȌȘȍșȈ Ȑ ȗȖȌȓȐȕȕȖșȚȐ ȌȈȕȕȖȋȖ Ȋȍȉ-șȈȑȚȈ. ǷȘȐȔȍȘ șȈȑȚȈ ș EV Ȋȣ ȔȖȎȍȚȍ țȊȐȌȍȚȤ 
ȗȖ șșȣȓȒȍ https://www.bankofamerica.com.  

 

ǰȏȉȈȊȤȚȍșȤ ȖȚ ǷȈȘȖȓȍȑ 

 

ǼȐȠȐȕȋ țȟȍȚȕȣȝ ȌȈȕȕȣȝ ȕȍ ȘȈȉȖȚȈȍȚ, ȍșȓȐ șȖȚȘțȌȕȐȒ ȕȍ ȔȖȎȍȚ ȌȈȚȤ șȊȖȐȝ 
țȟȍȚȕȣȝ ȌȈȕȕȣȝ. ǷȘȖșȚȣȍ ȐȔȍȕȈ ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȑ ȗȈȘȖȓȐ țȝȖȌȧȚ Ȋ ȗȘȖȠȓȖȍ Ȑ 
ȏȈȔȍȕȧȦȚșȧ ȕȈ ȌȊțȝȜȈȒȚȖȘȕȖȦ ȈțȚȍȕȚȐȜȐȒȈȞȐȦ (2FA), ȞȐȜȘȖȊȣȍ șȍȘȚȐȜȐȒȈȚȣ, 
țșȚȘȖȑșȚȊȈ Ȍȓȧ ȊȝȖȌȈ, ȈțȚȍȕȚȐȜȐȒȈȞȐȧ ȗȖ ȊȕȍȠȕȍȔț ȒȈȕȈȓț Ȑ ȌȘțȋȐȍ ȔȍȚȖȌȣ 
ȈȊȚȖȘȐȏȈȞȐȐ ȋȌȍ ȜȐȠȐȕȋ ȕȍȊȖȏȔȖȎȍȕ.  
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ǺȍȝȕȖȓȖȋȐȐ ǷȘȖȚȐȊȖȌȍȑșȚȊȐȧ ǹȖȞȐȈȓȤȕȖȑ ǰȕȎȍȕȍȘȐȐ 

 

ǩȖȓȤȠȐȕșȚȊȖ ȈȕȚȐȊȐȘțșȖȊ, ȗȘȖȋȘȈȔȔ Ȍȓȧ ȉȍȏȖȗȈșȕȖȋȖ ȐȕȚȍȘȕȍȚ-șȍȘȜȐȕȋȈ Ȑ 
ȉȓȖȒȐȘȖȊȒȐ șȗȈȔȈ ȗȣȚȈȦȚșȧ ȔȐȕȐȔȐȏȐȘȖȊȈȚȤ ȥȜȜȍȒȚ ȖȚ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ 
ȗȘȐ ȐșȗȖȓȤȏȖȊȈȕȐȐ ȒȖȔȗȤȦȚȍȘȖȊ. ǷȘȖȋȘȈȔȔȣ ȉȍȏȖȗȈșȕȖșȚȐ ȗȣȚȈȦȚșȧ 
ȖȉȕȈȘțȎȐȚȤ ȊȘȍȌȖȕȖșȕȣȍ ȜȈȑȓȣ. ǰȕȚȍȘȕȍȚ-ȜȐȓȤȚȘȣ ȗȣȚȈȦȚșȧ ȖȗȘȍȌȍȓȐȚȤ 
ȊȘȍȌȖȕȖșȕȣȍ Ȋȍȉ-șȈȑȚȣ, ȒȖȋȌȈ ȉȘȈțȏȍȘ ȗȖȓȤȏȖȊȈȚȍȓȧ ȏȈȋȘțȎȈȍȚ șȚȘȈȕȐȞț. ǨȕȚȐ-

șȗȈȔ ȟȈșȚȖ ȗȖȓȕȖșȚȤȦ ȜȐȓȤȚȘțȍȚ șȖȞȐȈȓȤȕțȦ ȐȕȎȍȕȍȘȐȦ. ǶȌȕȈȒȖ, ȚȍȝȕȖȓȖȋȐȐ 
ȕȐȒȖȋȌȈ ȕȍ ȉțȌțȚ șȖȊȍȘȠȍȕȕȣȔȐ, ȗȖȥȚȖȔț ȌȖȓȎȕȈ ȗȘȐȔȍȕȧȚȤșȧ șȖȊȖȒțȗȕȖșȚȤ 
ȔȍȚȖȌȖȊ, ȚȈȒȐȝ, ȒȈȒ ȗȖȌȋȖȚȖȊȒȈ ȒȖȕȍȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ Ȑ Ț.Ȍ.  

   ǹȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ - ȖȟȍȕȤ țșȗȍȠȕȣȑ ȝȈȒȍȘșȒȐȑ ȔȍȚȖȌ. ǵȍȒȖȚȖȘȣȍ 
ȥȒșȗȍȘȚȣ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ șȒȈȎțȚ ȊȈȔ, ȟȚȖ ȕȍȊȖȏȔȖȎȕȖ 
ȗȖȌȋȖȚȖȊȐȚȤ Ȋșȍȝ șȖȚȘțȌȕȐȒȖȊ. ǪșȍȋȌȈ ȕȈȑȌȍȚșȧ ȚȖȚ, ȒȖȚȖȘȣȑ ȗȖȗȈȌȍȚșȧ ȕȈ 
țȓȖȊȒț ȝȈȒȍȘȈ. ǶȕȐ ȕȍ ȗȘȈȊȣ. ǹȖȟȍȚȈȕȐȍ ȌȖșȚȈȚȖȟȕȖȑ ȗȖȌȋȖȚȖȊȒȐ Ȑ ȗȘȈȊȐȓȤȕȣȝ 
ȚȍȝȕȖȓȖȋȐȑ ȔȖȎȍȚ ȏȕȈȟȐȚȍȓȤȕȖ țȔȍȕȤȠȐȚȤ ȘȐșȒȐ ȖȚ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ.  
   Ǫ șȓȍȌțȦȡȍȑ ȋȓȈȊȍ ȘȍȟȤ ȗȖȑȌȍȚ Ȗȉ ȥȒșȗȍȘȚȍ Ȋ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ, ǲȍȊȐȕȍ 
ǴȐȚȕȐȒȍ. ǭȋȖ ȖȗȣȚ Ȑ ȏȕȈȕȐȧ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ ȗȖȔȖȋȈȦȚ ȍȔț ȏȈȡȐȚȐȚȤ 
șȊȖȐȝ ȒȓȐȍȕȚȖȊ ȕȈ ȗȘȖȚȧȎȍȕȐȐ ȌȍșȧȚȍȓȍȚȐȑ. 
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ǫȓȈȊȈ 5. ǷȘȖȜȐȓȤ: ǲȍȊȐȕ ǴȐȚȕȐȒ 

 

 

 

ǲȖȋȌȈ ȗȘȖȐȏȕȖșȧȚ ȚȍȘȔȐȕ “ȒȖȔȗȤȦȚȍȘȕȣȑ ȝȈȒȍȘ”, ȉȖȓȤȠȐȕșȚȊȖ ȓȦȌȍȑ 
ȊșȗȖȔȐȕȈȍȚ ǲȍȊȐȕȈ ǴȐȚȕȐȒȈ. Ǫ 1970-ȣȍ, 1980-ȣȍ Ȑ 1990-ȣȍ ǲȍȊȐȕ ǴȐȚȕȐȒ ȉȣȓ 
ȚȍȔ șȈȔȣȔ ȝȈȒȍȘȖȔ. ǴȐȚȕȐȒ ȐșȗȖȓȤȏȖȊȈȓ șȖȟȍȚȈȕȐȍ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ Ȑ 
ȐșșȓȍȌȖȊȈȓ ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ ȕȈ ȕȐȏȒȖȔ țȘȖȊȕȍ ȟȚȖȉȣ ȗȘȖȊȖȘȈȟȐȊȈȚȤ 
ȊșȍȊȖȏȔȖȎȕȣȍ ȜȖȒțșȣ, ȚȍȔ ȕȍ Ȕȍȕȍȍ ȖȉȡȐȑ ȊȘȍȌ, ȕȈȕȍșȍȕȕȣȑ ȐȔ, ȌȖȊȖȓȤȕȖ 

șȗȖȘȕȣȑ, ȖșȖȉȍȕȕȖ, ȗȖ șȘȈȊȕȍȕȐȦ ș șȖȊȘȍȔȍȕȕȣȔȐ APT-ȈȚȈȒȈȔȐ (ȞȍȓȍȊȣȔȐ 

ȒȐȉȍȘȈȚȈȒȈȔȐ) Ȑ ȗȘȖȋȘȈȔȔȈȔȐ-ȊȣȔȖȋȈȚȍȓȧȔȐ.  
   Ƕ ȕȍȔ Ȑ ȍȋȖ ȥȒșȗȓȖȑȚȈȝ ȕȈȗȐșȈȕȖ ȕȍșȒȖȓȤȒȖ ȒȕȐȋ, șȕȧȚ ȜȐȓȤȔ, Ȉ ȚȈȒȎȍ, 
ȉȓȈȋȖȌȈȘȧ ȍȔț, ȗȖȧȊȐȓȈșȤ ȞȍȓȈȧ ȝȈȒȍȘșȒȈȧ șțȉȒțȓȤȚțȘȈ ȥȒșȞȍȕȚȘȐȟȕȣȝ ȐșȚȖȘȐȑ, 

șȊȧȏȈȕȕȣȝ ș ȕȐȔ, ȕȐ ȖȌȕȈ Ȑȏ ȒȖȚȖȘȣȝ, ȕȍ ȧȊȓȧȍȚșȧ ȗȘȈȊȌȖȑ. ǹȚȘȈȝ ȗȘȈȊȐȚȍȓȤșȚȊȈ 
ȗȍȘȍȌ ǴȐȚȕȐȒȖȔ ȉȣȓ ȕȈșȚȖȓȤȒȖ ȊȍȓȐȒ, ȟȚȖ Ȗȕ ȉȣȓ ȍȌȐȕșȚȊȍȕȕȣȔ ȏȈȒȓȦȟȍȕȕȣȔ Ȋ 
ǹȀǨ, ȒȖȚȖȘȖȔț ȕȍ ȗȖȏȊȖȓȧȓȐ ȐșȗȖȓȤȏȖȊȈȚȤ ȚȍȓȍȜȖȕ Ȋ ȚȦȘȤȔȍ Ȑ ȌȍȘȎȈȓȐ Ȋ 
ȐȏȖȓȧȞȐȐ, ȗȖșȒȖȓȤȒț ȉȖȧȓȐșȤ, ȟȚȖ ȖȌȕȖ ȍȋȖ șȓȖȊȖ ȐȓȐ ȏȊțȒ ȔȖȎȍȚ ȏȈȗțșȚȐȚȤ 
ȧȌȍȘȕțȦ ȘȈȒȍȚț. ǭșȓȐ Ȋȣ ȒȖȋȌȈ-ȕȐȉțȌȤ ȊȐȌȍȓȐ ȜȐȓȤȔ, ȋȌȍ ȋȓȈȊȕȣȑ ȋȍȘȖȑ ȋȖȊȖȘȐȚ 
ȖȌȕȖ șȓȖȊȖ ȗȖ ȚȍȓȍȜȖȕț, Ȑ ȏȈȚȍȔ ȕȈȟȐȕȈȍȚșȧ ȗȖȊșȍȔȍșȚȕȣȑ ȒȐȉȍȘțȎȈș, ȥȚȈ șȞȍȕȈ 
șȚȈȓȈ ȘȍȏțȓȤȚȈȚȖȔ ȗȈȘȈȕȖȑȐ, ȖȒȘțȎȈȦȡȍȑ ǴȐȚȕȐȒȈ.         
   ȇ ȘȍȠȐȓ ȘȈșșȒȈȏȈȚȤ Ȗ ǴȐȚȕȐȒȍ Ȋ șȈȔȖȔ ȕȈȟȈȓȍ ȒȕȐȋȐ, ȗȖȚȖȔț ȟȚȖ ș ȔȖȔȍȕȚȈ 
ȗȖȧȊȓȍȕȐȧ ȒȐȉȍȘțȋȘȖȏ, Ȗȕ ȗȖșȊȧȚȐȓ șȊȖȦ ȎȐȏȕȤ șȘȈȎȍȕȐȦ ș ȒȖȔȗȤȦȚȍȘȕȖȑ 
ȗȘȍșȚțȗȕȖșȚȤȦ, Ȑ Ȗȕ ȖȌȐȕ Ȑȏ ȕȍșȒȖȓȤȒȐȝ ȝȈȒȍȘȖȊ, ȗȍȘȍȠȍȌȠȐȝ ȕȈ șȊȍȚȓțȦ 

șȚȖȘȖȕț, ȒȖȚȖȘȣȔ ȧ ȗȖȓȕȖșȚȤȦ ȌȖȊȍȘȧȦ. ǵȈ șȍȋȖȌȕȧȠȕȐȑ ȌȍȕȤ ǴȐȚȕȐȒ ȕȈȗȐșȈȓ 
ȕȍșȒȖȓȤȒȖ ȒȕȐȋ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ 
(https://www.amazon.com/s/ref=dp_byline_sr_book_1?ie=UTF8&text=Kevin+Mitnic

k&search-alias=books&field-author=Kevin+Mitnick&sort=relevancerank), ȘȈȉȖȚȈȍȚ ș 
ȕȍșȒȖȓȤȒȐȔȐ ȒȖȔȗȈȕȐȧȔȐ (ȊȒȓȦȟȈȧ KnowBe4), ȐȔȍȍȚ șȊȖȦ șȖȉșȚȊȍȕȕțȦ 
ȒȖȕșȈȓȚȐȕȋȖȊțȦ ȜȐȘȔț (Mitnick Security Consulting), ȐȔȍȍȚ șȈȔȣȑ ȏȈȋȘțȎȍȕȕȣȑ 

ȋȘȈȜȐȒ ȊȣșȚțȗȓȍȕȐȑ Ȑȏ Ȋșȍȝ șȗȍȞȐȈȓȐșȚȖȊ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, 
ȒȖȚȖȘȣȝ ȧ ȏȕȈȦ, ȉȣȓ ȕȈ ȠȖț ǶȚȟȍȚ ǲȖȓȤȉȍȘȈ, Ȑ ȌȈȎȍ ȊȣșȚțȗȐȓ Ȋ ȒȈȔȍȖ ȕȈ 
ȗȖȗțȓȧȘȕȖȔ ȚȍȓȍȠȖț Alias. ǩȓȈȋȖȌȈȘȧ țȘȖȒȈȔ ǴȐȚȕȐȒȈ, ȐȕȌțșȚȘȐȧ ȕȈȟȈȓȈ 
șȍȘȤȍȏȕȍȑ ȖȚȕȖșȐȚȤșȧ Ȓ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ, Ȑ Ȓ ȚȖȔț, ȒȈȒ ș ȕȍȑ ȉȖȘȖȚȤșȧ. Ǫ 
ȒȖȕȞȍ ȒȖȕȞȖȊ, ȍșȓȐ Ȋȣ ȝȖȚȐȚȍ ȖșȚȈȕȖȊȐȚȤ ȗȘȍșȚțȗȕȐȒȈ, ȚȖ ȕȍ ȉțȌȍȚ ȓȐȠȕȐȔ 
ȗȖȖȉȡȈȚȤșȧ ș țȔȕȣȔ ȉȣȊȠȐȔ ȗȘȍșȚțȗȕȐȒȖȔ.       
   ȇ șȗȘȖșȐȓ ǴȐȚȕȐȒȈ, ȒȈȒ Ȗȕ șȚȈȓ ȝȈȒȍȘȖȔ. Ƕȕ șȒȈȏȈȓ: “Ǵȍȕȧ ș ȌȍȚșȚȊȈ 
ȐȕȚȍȘȍșȖȊȈȓȈ ȔȈȋȐȧ. ȇ ȓȦȉȐȓ ȔȈȋȐȦ. Ǫ ȠȒȖȓȍ ȖȌȐȕ ȗȈȘȍȕȤ ȗȖȒȈȏȈȓ Ȕȕȍ 
ȕȍșȒȖȓȤȒȖ ȚȘȦȒȖȊ ș ȚȍȓȍȜȖȕȖȔ, ȕȈȗȘȐȔȍȘ, ȒȈȒ ȉȍșȗȓȈȚȕȖ ȖșțȡȍșȚȊȓȧȚȤ ȏȊȖȕȒȐ 
ȕȈ ȌȈȓȤȕȐȍ ȘȈșșȚȖȧȕȐȧ, ȒȈȒ ȕȈȑȚȐ ȟȍȑ-ȚȖ ȈȌȘȍș, ȏȕȈȧ ȚȖȓȤȒȖ ȚȍȓȍȜȖȕȕȣȑ ȕȖȔȍȘ, 
ȗȍȘȍȈȌȘȍșȈȞȐȧ ȏȊȖȕȒȖȊ Ȑ ȚȈȒ ȌȈȓȍȍ. Ǵȣ ȏȈȝȖȌȐȓȐ Ȋ ȚȍȓȍȜȖȕȕțȦ ȉțȌȒț, ȏȊȖȕȐȓȐ 
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ȒȖȔț-ȕȐȉțȌȤ (ȚȍȓȍȜȖȕȕȖȑ ȒȖȔȗȈȕȐȐ) ȗȘȐȒȐȌȣȊȈȓȐșȤ ȒȍȔ-ȚȖ ȌȘțȋȐȔ, Ȑ 
ȗȘȖȐșȝȖȌȐȓȈ ȔȈȋȐȧ. ȅȚȖ ȉȣȓ ȔȖȑ ȗȍȘȊȣȑ ȖȗȣȚ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ. Ǭȓȧ Ȕȍȕȧ 
ȥȚȖ ȉȣȓȖ ȔȈȋȐȍȑ. ȇ ȕȍ ȏȕȈȓ, ȟȚȖ ȥȚȖ ȕȈȏȣȊȈȓȖșȤ ȚȍȓȍȜȖȕȕȣȔ ȔȖȠȍȕȕȐȟȍșȚȊȖȔ Ȑ 
șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȍȑ. ȇ ȏȕȈȓ ȚȖȓȤȒȖ, ȟȚȖ ȥȚȖ ȉȣȓȖ ȏȈȉȈȊȕȖ Ȑ țȊȓȍȒȈȚȍȓȤȕȖ, Ȑ 
ȧ ȗȖȋȘțȏȐȓșȧ Ȋ ȥȚȖ ș ȋȖȓȖȊȖȑ. ǪȖȚ, ȟȚȖ ȧ ȚȖȋȌȈ ȌȍȓȈȓ. Ǫ ȠȒȖȓȍ Ȕȕȍ ȉȣȓȖ șȒțȟȕȖ, 
Ȉ Ȑȏ-ȏȈ ȚȖȋȖ, ȟȚȖ ȧ ȊșȦ ȕȖȟȤ ȏȈȕȐȔȈȓșȧ ȚȍȓȍȜȖȕȕȣȔ ȔȖȠȍȕȕȐȟȍșȚȊȖȔ, ȔȖȐ ȖȞȍȕȒȐ 
ȕȈȟȈȓȐ țȝțȌȠȈȚȤșȧ”. 
   ȇ șȗȘȖșȐȓ, ȟȚȖ ȍȋȖ ȘȖȌȐȚȍȓȐ ȌțȔȈȓȐ Ȗ ȍȋȖ ȝȈȒȍȘșȒȖȑ ȌȍȧȚȍȓȤȕȖșȚȐ. Ƕȕ ȖȚȊȍȚȐȓ: 
“ǵț, ȗȖȕȈȟȈȓț ȖȕȐ ȕȐȟȍȋȖ Ȑ ȕȍ ȏȕȈȓȐ. ǰȓȐ, ȊȖȏȔȖȎȕȖ, ȖȕȐ ȌțȔȈȓȐ, ȟȚȖ ȧ 
ȏȈȕȐȔȈȓșȧ ȟȍȔ-ȚȖ șȚȘȈȕȕȣȔ ȗȖ ȚȍȓȍȜȖȕț. ǵȖ ȔȖȧ ȔȈȚȤ ȌȖȓȎȕȖ ȉȣȚȤ ȌțȔȈȓȈ: “ǿȚȖ 
șȚȘȈȠȕȖȋȖ ȔȖȎȕȖ șȌȍȓȈȚȤ ȗȖ ȚȍȓȍȜȖȕț, ȒȘȖȔȍ ȒȈȒ ȌȖșȚȈȊȈȚȤ ȒȖȋȖ-ȚȖ?”. ǵȖ, ȕȈ 
șȈȔȖȔ Ȍȍȓȍ, ȔȖȐ ȘȖȌȐȚȍȓȐ ȗȖȕȧȚȐȧ ȕȍ ȐȔȍȓȐ, ȟȍȔ ȧ ȏȈȕȐȔȈȓșȧ, ȗȖȒȈ ȔȈȔȈ ȕȍ 
ȗȖȓțȟȐȓȈ ȗȐșȤȔȖ ȖȚ AT&T, Ȋ ȒȖȚȖȘȖȔ ȖȕȐ ȋȖȊȖȘȐȓȐ, ȟȚȖ ȖȚȒȓȦȟȈȦȚ ȕȈȔ ȚȍȓȍȜȖȕ. 
ǶȕȈ ȉȣȓȈ ȖȟȍȕȤ ȘȈșșȚȘȖȍȕȈ. ǰ ȗȖȔȕȐȚȍ, ȚȖȋȌȈ ȍȡȍ ȕȍ ȉȣȓȖ șȖȚȖȊȣȝ ȚȍȓȍȜȖȕȖȊ. 
ǬȖȔȈȠȕȐȑ ȚȍȓȍȜȖȕ ȉȣȓ ȍȌȐȕșȚȊȍȕȕȣȔ șȘȍȌșȚȊȖȔ șȊȧȏȐ ș ȌȘțȋȐȔȐ ȓȦȌȤȔȐ. ȇ 
șȒȈȏȈȓ ȍȑ, ȟȚȖȉȣ ȖȕȈ țșȗȖȒȖȐȓȈșȤ, Ȑ ȟȚȖ ȧ Ȋșȍ ȐșȗȘȈȊȓȦ.  
   ǷȖ șțȚȐ, ȧ ȊȍȘȕțȓ ȕȈȔ ȚȍȓȍȜȖȕ ș ȗȖȔȖȡȤȦ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ. ǪȖ-ȗȍȘȊȣȝ, 
ȧ ȊȣȌțȔȈȓ ȕȖȊȣȑ ȈȌȘȍș. Ǵȣ ȎȐȓȐ Ȋ ȌȖȔȍ №13. ȇ ȗȖȏȊȖȕȐȓ Ȋ șȓțȎȍȉȕȖȍ 
ȗȖȌȘȈȏȌȍȓȍȕȐȍ ȚȍȓȍȜȖȕȕȖȑ ȒȖȔȗȈȕȐȐ, ȗȘȐȚȊȖȘȐȊȠȐșȤ ȌȘțȋȐȔ ȟȍȓȖȊȍȒȖȔ, Ȑ 
ȊȣȌțȔȈȓ ȌȖȔ 13B. ȇ ȗȖȌȖȎȌȈȓ ȕȍșȒȖȓȤȒȖ Ȍȕȍȑ, ȗȖȒȈ ȕȖȊȣȑ ȌȖȔ ȗȖȌȒȓȦȟȈȚ Ȓ 
șȐșȚȍȔȍ, ȏȈȚȍȔ ȗȖȏȊȖȕȐȓ Ȋ ȖȚȌȍȓ ȗȘȍȌȖșȚȈȊȓȍȕȐȧ țșȓțȋ Ȑ ȗȖȗȘȖșȐȓ, ȟȚȖȉȣ ȕȖȊȣȑ 
ȚȍȓȍȜȖȕ țșȚȈȕȖȊȐȓȐ Ȋ ȌȖȔȍ 13B. ȇ ȌȈȎȍ ȗȖȠȍȓ Ȋ ȔȈȋȈȏȐȕ ȝȖȏȚȖȊȈȘȖȊ Ȑ ȒțȗȐȓ 
ȉțȒȊț B, ȟȚȖȉȣ ȗȖȊȍșȐȚȤ ȍȍ ȕȈ ȌȊȍȘȐ ȘȧȌȖȔ ș ȕȖȔȍȘȖȔ. ȇ ȗȖȏȊȖȕȐȓ, 
ȗȘȐȚȊȖȘȐȊȠȐșȤ ȕȖȊȣȔ ȒȓȐȍȕȚȖȔ ȗȖ ȐȔȍȕȐ Jim Bond Ȑȏ ǨȕȋȓȐȐ. ȇ ȌȈȓ ȐȔ 
ȕȈșȚȖȧȡȐȑ ȚȍȓȍȜȖȕȕȣȑ ȕȖȔȍȘ Ȑȏ ǨȕȋȓȐȐ, ȒȖȚȖȘȣȑ ȧ ȕȈȠȍȓ ș ȖșȚȈȓȤȕȖȑ 
ȐȕȜȖȘȔȈȞȐȍȑ, ȗȖȚȖȔț ȟȚȖ ȏȕȈȓ, ȟȚȖ ȖȕȐ ȕȍ șȔȖȋțȚ ȗȘȖȊȍȘȐȚȤ ȐȕȜȖȘȔȈȞȐȦ Ȑȏ-ȏȈ 
ȘțȉȍȎȈ. ǯȈȚȍȔ ȧ șȗȘȖșȐȓ, ȔȖȋț ȓȐ ȧ ȊȣȉȘȈȚȤ “ȒȘȈșȐȊȣȑ ȚȍȓȍȜȖȕȕȣȑ ȕȖȔȍȘ”, Ȑ 
ȖȕȐ șȒȈȏȈȓȐ: “ȌȈ”, Ȑ ȧ ȊȣȉȘȈȓ ȕȖȔȍȘ, ȒȖȚȖȘȣȑ ȏȈȒȈȕȟȐȊȈȍȚșȧ ȕȈ 007. Ǫ ȒȖȕȞȍ ȧ 
șȗȘȖșȐȓ, ȔȖȋț ȓȐ ȧ ȐșȗȖȓȤȏȖȊȈȚȤ ȗșȍȊȌȖȕȐȔ ǬȎȐȔ ȐȓȐ Ȕȕȍ ȕțȎȕȖ ȗȘȍȌȖșȚȈȊȐȚȤ 
ȗȖȓȕȖȍ ȕȈșȚȖȧȡȍȍ ȐȔȧ. ǶȕȐ șȒȈȏȈȓȐ, ȟȚȖ ȕțȎȕȖ ȕȈșȚȖȧȡȍȍ, Ȑ ȧ șȒȈȏȈȓ, ȟȚȖ Ȕȍȕȧ 
ȏȖȊțȚ ǬȎȍȑȔș. ǺȈȒȐȔ ȖȉȘȈȏȖȔ, AT&T ȏȈȘȍȋȐșȚȘȐȘȖȊȈȓȐ Ȕȍȕȧ ȗȖȌ ȐȔȍȕȍȔ ǬȎȍȑȔș 
ǩȖȕȌ, Ȑ ȔȖȑ ȚȍȓȍȜȖȕȕȣȑ ȕȖȔȍȘ ȏȈȒȈȕȟȐȊȈȓșȧ ȕȈ 007, Ȉ ȔȖȍȑ ȔȈȚȍȘȐ ȊȍȘȕțȓȐ 
ȚȍȓȍȜȖȕ. Ǫ AT&T ȊȏȉȍșȐȓȐșȤ, ȒȖȋȌȈ, Ȋ ȒȖȕȞȍ ȒȖȕȞȖȊ, țȏȕȈȓȐ Ȗ ȔȖȍȑ șȝȍȔȍ”.  
   Ǫ ȥȚȖȚ ȔȖȔȍȕȚ ȧ ȗȖȕȧȓ, ȟȚȖ Ȋ ȕȈȠȍȔ ȐȕȚȍȘȊȤȦ ȍȡȍ ȕȍ ȉȣȓȖ ȕȐ șȓȖȊȈ Ȗ 
ȒȖȔȗȤȦȚȍȘȕȣȝ ȊȏȓȖȔȈȝ. ȅȚȖ ȉȣȓȐ ȚȖȓȤȒȖ ȚȘȦȒȐ ș ȚȍȓȍȜȖȕȖȔ. ȇ șȗȘȖșȐȓ, ȒȈȒ Ȗȕ 
ȕȈȟȈȓ ȊȏȓȈȔȣȊȈȚȤ ȒȖȔȗȤȦȚȍȘȣ. Ƕȕ ȖȚȊȍȚȐȓ: “Ǫ șȚȈȘȠȐȝ ȒȓȈșșȈȝ ȉȣȓ ȗȈȘȍȕȤ, 
ȒȖȚȖȘȣȑ ȏȕȈȓ, ȟȚȖ ȧ ȏȈȕȐȔȈȓșȧ ȚȍȓȍȜȖȕȕȣȔ ȔȖȠȍȕȕȐȟȍșȚȊȖȔ, Ȑ Ȗȕ ȗȖȌțȔȈȓ, ȟȚȖ 
Ȕȍȕȧ ȏȈȐȕȚȍȘȍșțȦȚ ȗȘȖȌȊȐȕțȚȣȍ țȘȖȒȐ ȐȕȜȖȘȔȈȚȐȒȐ, ȒȖȚȖȘȣȍ ȗȘȍȗȖȌȈȊȈȓȐșȤ Ȋ 
ȠȒȖȓȍ. ǹȕȈȟȈȓȈ ȧ ȖȚȊȍȚȐȓ, ȟȚȖ Ȕȕȍ ȥȚȖ ȕȍ ȐȕȚȍȘȍșȕȖ, ȕȖ ȚȖȚ ȗȈȘȍȕȤ șȒȈȏȈȓ: 
“ǯȕȈȍȠȤ, ȧ șȓȣȠȈȓ ȚȍȓȍȜȖȕȕȣȍ ȒȖȔȗȈȕȐȐ ȗȍȘȍȝȖȌȧȚ ȕȈ ȒȖȔȗȤȦȚȍȘȣ”. ǰ Ȍȓȧ Ȕȍȕȧ 
ȥȚȖȋȖ ȉȣȓȖ ȌȖșȚȈȚȖȟȕȖ. Ǵȕȍ ȕțȎȕȖ ȉȣȓȖ ȘȈȏȖȉȘȈȚȤșȧ ș ȥȚȐȔȐ ȒȖȔȗȤȦȚȍȘȈȔȐ”. 
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   “Ǵȕȍ ȗȘȐȠȓȖșȤ ȗȖȑȚȐ Ȓ țȟȐȚȍȓȦ ȗȖ ȐȕȜȖȘȔȈȚȐȒȍ, ȔȐșȚȍȘț ǲȘȐșț, Ȑ șȗȘȖșȐȚȤ, 

ȔȖȋț ȓȐ ȧ ȝȖȌȐȚȤ ȕȈ ȍȋȖ țȘȖȒȐ, ȗȖȚȖȔț ȟȚȖ ȧ șȖȊșȍȔ ȕȍ șȖȖȚȊȍȚșȚȊȖȊȈȓ 
ȕȍȖȉȝȖȌȐȔȣȔ țșȓȖȊȐȧȔ (ȚȖȋȌȈ ȥȚȖ ȉȣȓȐ țȋȓțȉȓȍȕȕȣȍ ȔȈȚȍȔȈȚȐȒȈ Ȑ ȜȐȏȐȒȈ), Ȑ 
ȝȖȘȖȠȐȝ ȖȞȍȕȖȒ ț Ȕȍȕȧ ȚȖȎȍ ȕȍ ȉȣȓȖ, ȗȖșȒȖȓȤȒț ȧ Ȋșȍ ȊȘȍȔȧ ȕȍ ȊȣșȣȗȈȓșȧ. 
ǴȐșȚȍȘ ǲȘȐș șȖȔȕȍȊȈȓșȧ, șȚȖȐȚ ȓȐ Ȕȍȕȧ ȉȘȈȚȤ, Ȑ ȚȖȋȌȈ ȧ ȗȖȒȈȏȈȓ ȍȔț ȚȍȓȍȜȖȕȕȣȍ 
ȜȖȒțșȣ, șȖȖȉȡȐȔ ȍȔț ȍȋȖ șȖȉșȚȊȍȕȕȣȑ ȕȖȔȍȘ ȚȍȓȍȜȖȕȈ, ȒȖȚȖȘȖȋȖ ȕȍ ȉȣȓȖ Ȋ 
șȗȘȈȊȖȟȕȐȒȍ, Ȑ ȕȖȔȍȘȈ ȍȋȖ ȌȍȚȍȑ. Ƕȕ șȒȈȏȈȓ: “ȅȚȖ ȔȈȋȐȧ!” Ȑ ȗțșȚȐȓ Ȕȍȕȧ ȕȈ țȘȖȒ.  
   ǹȗȍȘȊȈ Ȕȣ ȐȏțȟȈȓȐ Fortran, ȒȖȚȖȘȣȑ ȗȘȍȌȕȈȏȕȈȟȈȓșȧ Ȍȓȧ ȊȣșȟȐȚȣȊȈȕȐȧ ȟȐșȍȓ 
ǼȐȉȖȕȈȟȟȐ. ȅȚȖ ȗȖȒȈȏȈȓȖșȤ Ȕȕȍ șȓȐȠȒȖȔ șȒțȟȕȣȔ. ȇ ȌȈȎȍ ȗȖȠȍȓ Ȋ ȔȍșȚȕȣȑ 
țȕȐȊȍȘșȐȚȍȚ, ǵȖȘȚȘȐȌȎ, Ȑ ȗȖȗȣȚȈȓșȧ ȗȖȓțȟȐȚȤ ȊȘȍȔȧ Ȍȓȧ ȘȈȉȖȚȣ ȏȈ 
ȒȖȔȗȤȦȚȍȘȖȔ. ǻ ȕȐȝ ȉȣȓȐ ȚȈȒȐȍ Ȏȍ ȒȖȔȗȤȦȚȍȘȣ ȕȈ ȒȖȚȖȘȣȝ ȉȣȓȈ țșȚȈȕȖȊȓȍȕȈ ȚȈ 
Ȏȍ șȈȔȈȧ ȖȗȍȘȈȞȐȖȕȕȈȧȧ șȐșȚȍȔȈ. ǵȖ ȚȈȔ Ȕȕȍ ȕȍȓȤȏȧ ȉȣȓȖ șȐȌȍȚȤ ȌȖȓȤȠȍ ȗȧȚȐ 
ȔȐȕțȚ. ǺȖȋȌȈ ȧ ȗȖȠȍȓ Ȓ ȘțȒȖȊȖȌȐȚȍȓȦ ȒȖȔȗȤȦȚȍȘȕȖȋȖ ȒȓȈșșȈ Ȑ ȗȖȗȘȖșȐȓ ȉȖȓȤȠȍ 
ȊȘȍȔȍȕȐ. Ƕȕ șȒȈȏȈȓ, ȟȚȖ ȧ ȌȈȎȍ ȕȍ șȚțȌȍȕȚ ȒȖȓȓȍȌȎȈ Ȑ Ȕȍȕȧ ȏȌȍșȤ ȊȖȖȉȡȍ ȕȍ 
ȌȖȓȎȕȖ ȉȣȚȤ, ȕȖ, ȗȘȐ ȥȚȖȔ, Ȗȕ ȊȐȌȍȓ, ȕȈșȒȖȓȤȒȖ șȐȓȤȕȖ ȧ ȐȕȚȍȘȍșȖȊȈȓșȧ 
ȒȖȔȗȤȦȚȍȘȈȔȐ, Ȑ, ȟȚȖȉȣ ȊȌȖȝȕȖȊȐȚȤ Ȕȍȕȧ, Ȗȕ ȌȈȓ Ȕȕȍ șȊȖȐ ȓȐȟȕȣȍ ȓȖȋȐȕ Ȑ 
ȗȈȘȖȓȤ, ȟȚȖȉȣ ȧ ȔȖȋ ȗȖȗȘȈȒȚȐȒȖȊȈȚȤșȧ. Ǫȣ ȔȖȎȍȚȍ Ȋ ȥȚȖ ȗȖȊȍȘȐȚȤ? ǪȖȚ ȒȈȒ ȚȖȋȌȈ 
ȖȚȕȖșȐȓȐșȤ Ȓ ȒȖȔȗȤȦȚȍȘȈȔ”. 
   “ǲȖȋȌȈ ȗȘȐȠȍȓ ȌȍȕȤ ȗȖȒȈȏȈȚȤ ǴȐșȚȍȘț ǲȘȐșț, șȒȖȓȤȒȖ ȟȐșȍȓ ǼȐȉȖȕȈȟȟȐ 
ȊȣșȟȐȚȈȓȐ ȕȈȠȐ ȗȘȖȋȘȈȔȔȣ, ț Ȕȍȕȧ ȕȐȟȍȋȖ ȕȍ ȉȣȓȖ. ǴȐșȚȍȘ ǲȘȐș ȖȚȘțȋȈȓ Ȕȍȕȧ 
ȗȍȘȍȌ ȊșȍȔ ȒȓȈșșȖȔ ȏȈ ȚȖ, ȟȚȖ ȘȈȏȘȍȠȐȓ Ȕȕȍ ȝȖȌȐȚȤ ȕȈ țȘȖȒȐ Ȑ Ȋȏȧȓ ȕȈ șȍȉȧ ȘȐșȒ, 
Ȉ ț Ȕȍȕȧ ȌȈȎȍ ȕȍȟȍȋȖ ȗȖȒȈȏȈȚȤ. ǪȍșȤ ȒȓȈșș șȔȖȚȘȍȓ ȚȖȓȤȒȖ ȕȈ Ȕȍȕȧ. ȇ șȒȈȏȈȓ: 
“ǵț, ȧ ȉȣȓ șȓȐȠȒȖȔ ȏȈȕȧȚ ȕȈȗȐșȈȕȐȍȔ ȗȘȖȋȘȈȔȔȣ ȊȏȓȖȔȈ ȗȈȘȖȓȧ Ȑ ȊȈȠ ȗȈȘȖȓȤ 
johnco!” Ƕȕ șȒȈȏȈȓ: “ǲȈȒ Țȣ ȥȚȖ șȌȍȓȈȓ?” ȇ ȖȉȢȧșȕȐȓ ȍȔț, Ȑ Ȗȕ ȗȖȏȌȘȈȊȐȓ Ȕȍȕȧ Ȑ 
șȒȈȏȈȓ ȊșȍȔț ȒȓȈșșț, ȟȚȖ ț Ȕȍȕȧ ȚȈȓȈȕȚ Ȋ ȒȖȔȗȤȦȚȍȘȈȝ. ǰ Ȗȕ șȖȊșȍȔ ȕȍ ȏȓȐȓșȧ. 
ǪȖȏȔȖȎȕȖ, ȥȚȖ ȉȣȓ șȈȔȣȑ ȗȓȖȝȖȑ ȗȍȘȊȣȑ țȘȖȒ ȗȖ ȥȚȐȒȍ. 
   ȇ șȗȘȖșȐȓ ǴȐȚȕȐȒȈ, ȟȚȖ ȌȖȓȎȕȣ ȌȍȓȈȚȤ ȘȖȌȐȚȍȓȐ, ȍșȓȐ ȖȕȐ ȊȐȌȧȚ, ȟȚȖ Ȑȝ 
ȘȍȉȍȕȖȒ ȏȈȕȐȔȈȍȚșȧ ȝȈȒȐȕȋȖȔ. Ƕȕ ȗȘȍȌȓȖȎȐȓ: “ǷȖȒȈȎȐȚȍ ȐȔ, ȒȈȒ ȊȏȓȈȔȣȊȈȚȤ 
ȓȍȋȈȓȤȕȖ. ǷȍȘȍȕȍșȐȚȍ Ȑȝ ȐȕȚȍȘȍș ȕȈ ȓȍȋȈȓȤȕȣȍ Ȑ ȥȚȐȟȕȣȍ ȊȖȏȔȖȎȕȖșȚȐ, 
ȕȈȗȘȐȔȍȘ, ȗȖșȍȡȍȕȐȍ ȒȖȕȜȍȘȍȕȞȐȑ ȗȖ ȒȖȔȗȤȦȚȍȘȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ țȟȈșȚȐȍ Ȋ 
șȖȘȍȊȕȖȊȈȕȐȧȝ ȗȖ “ȏȈȝȊȈȚț ȜȓȈȋȈ”. ǸȖȌȐȚȍȓȤ ȌȖȓȎȍȕ ȉȘȖșȐȚȤ ȘȍȉȍȕȒț ȊȣȏȖȊ, 
șȒȈȏȈȊ ȟȚȖ-ȚȖ, ȊȘȖȌȍ: “ǺȈȒ Țȣ ȌțȔȈȍȠȤ, Țȣ ȌȖșȚȈȚȖȟȕȖ ȝȖȘȖȠ, ȟȚȖȉȣ ȗȘȐȕȧȚȤ 
țȟȈșȚȐȍ Ȋ șȖȘȍȊȕȖȊȈȕȐȐ ȗȖ ȏȈȝȊȈȚț ȜȓȈȋȈ?”. ǸȖȌȐȚȍȓȤ ȔȖȎȍȚ ȗȘȐȔȍȕȐȚȤ Ȓ 
ȘȍȉȍȕȒț șȖȞȐȈȓȤȕțȦ ȐȕȎȍȕȍȘȐȦ, Ȑ ȘȍȉȍȕȖȒ ȗȖȓțȟȐȚ ȚȖ Ȏȍ țȌȖȊȖȓȤșȚȊȐȍ Ȑ 
ȊȖȖȌțȠȍȊȓȍȕȐȍ, ȕȖ ȓȍȋȈȓȤȕȣȔ șȗȖșȖȉȖȔ. ǩțȒȊȈȓȤȕȖ șȍȋȖȌȕȧ, ȧ ȓȍȋȈȓȤȕȖ 
ȊȏȓȈȔȣȊȈȓ ȒȖȔȗȈȕȐȦ, Ȑ ȥȚȖ ȉȣȓȖ ȚȈȒ Ȏȍ ȊȖȓȕțȦȡȍ, ȒȈȒ ȕȍȓȍȋȈȓȤȕȣȑ Ȑ 
ȕȍȥȚȐȟȕȣȑ ȊȏȓȖȔ. ȇ ȉȣ ȝȖȚȍȓ, ȟȚȖȉȣ ȐȔ ȉȣȓȐ ȌȖșȚțȗȕȣ Ȋșȍ ȏȈȒȖȕȕȣȍ șȗȖșȖȉȣ 
ȊȏȓȖȔȈ, ȒȖȚȖȘȣȍ șȍȑȟȈș ȍșȚȤ. ȇ ȉȣ ȝȖȚȍȓ ȊȍȘȕțȚȤșȧ ȊȖ ȊȘȍȔȍȕȐ Ȑ șȌȍȓȈȚȤ Ȋșȍ ȗȖ-

ȌȘțȋȖȔț. Ǫȣ ȏȕȈȍȚȍ Ȋ ȟȍȔ ȍȌȐȕșȚȊȍȕȕȈȧ ȘȈȏȕȐȞȈ ȔȍȎȌț ȏȈȒȖȕȕȣȔ Ȑ ȕȍȏȈȒȖȕȕȣȔ 
ȊȏȓȖȔȖȔ? ǵȈȗȐșȈȕȐȍ ȖȚȟȍȚȖȊ!”. 
   ȇ ȗȖȐȕȚȍȘȍșȖȊȈȓșȧ ț ǴȐȚȕȐȒȈ, ț ȒȖȚȖȘȖȋȖ ȍșȚȤ ȖȗȣȚ ȘȈȉȖȚȣ ȗȖ Ȗȉȍ șȚȖȘȖȕȣ 
ȏȈȒȖȕȈ, ȟȚȖ Ȗȕ ȟțȊșȚȊțȍȚ ȗȖ ȗȖȊȖȌț ȗȘȈȊȈ ȗȘȈȊȐȚȍȓȤșȚȊȈ ȏȕȈȚȤ ȟȚȖ-ȚȖ Ȗ ȟȍȓȖȊȍȒȍ, 
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ȕȈȘțȠȈȧ ȍȋȖ ȗȘȈȊȖ ȕȈ ȟȈșȚȕțȦ ȎȐȏȕȤ. Ƕȕ șȒȈȏȈȓ: “ȇ ȌțȔȈȦ Ȕȣ Ȋșȍ ȐȔȍȍȔ ȗȖȓȕȖȍ 
ȗȘȈȊȖ ȕȈ ȟȈșȚȕțȦ ȎȐȏȕȤ. ǵȈ șȈȔȖȔ Ȍȍȓȍ, ȔȖȧ ȗȖșȓȍȌȕȧȧ ȒȕȐȋȈ The Art of Invisibility 

(https://www.amazon.com/Art-Invisibility-Worlds-Teaches-

Brother/dp/0316380504/), ȗȖȓȕȖșȚȤȦ ȗȖșȊȧȡȍȕȈ ȚȖȔț, ȒȈȒ ȔȖȎȕȖ șȖȝȘȈȕȐȚȤ șȊȖȦ 
ȟȈșȚȕțȦ ȎȐȏȕȤ Ȋ ȚȈȑȕȍ. ȇ ȌțȔȈȦ ȖȟȍȕȤ șȓȖȎȕȖ șȖȝȘȈȕȐȚȤ ȟȈșȚȕțȦ ȎȐȏȕȤ Ȋ ȚȈȑȕȍ 
ȖȚ ȚȈȒȐȝ șȚȘțȒȚțȘ, ȒȈȒ Ǩǵǩ ȐȓȐ ȗȘȈȊȐȚȍȓȤșȚȊȈ, ș Ȑȝ ȉȍșȒȖȕȍȟȕȣȔȐ ȌȍȕȤȋȈȔȐ. ȇ 
ȐȔȍȦ ȊȊȐȌț, ȍșȓȐ ȖȕȐ ȕȍ șȔȖȋțȚ ȊȏȓȖȔȈȚȤ ȊȈȠȍ ȠȐȜȘȖȊȈȕȐȍ, ȚȖ ȖȕȐ ȗȘȖșȚȖ ȔȖȋțȚ 
ȐșȗȖȓȤȏȖȊȈȚȤ ȖȌȕț Ȑȏ ȔȕȖȋȖȟȐșȓȍȕȕȣȝ țȧȏȊȐȔȖșȚȍȑ ȕțȓȍȊȖȋȖ Ȍȕȧ, ȐȓȐ ȒțȗȐȚȤ ȍȍ 

Ȑ Ȋ ȐȚȖȋȍ ȊȏȓȖȔȈȚȤ ȊȈș. ǯȈ 1.5 ȔȐȓȓȐȖȕȈ ȌȖȓȓȈȘȖȊ ȔȖȎȕȖ ȒțȗȐȚȤ țȧȏȊȐȔȖșȚȤ 
ȕțȓȍȊȖȋȖ Ȍȕȧ Ȍȓȧ Apple, ȏȈ ȗȖȓȔȐȓȓȐȖȕȈ ȔȖȎȕȖ ȒțȗȐȚȤ țȧȏȊȐȔȖșȚȤ ȕțȓȍȊȖȋȖ Ȍȕȧ 
Ȍȓȧ Android, Ȑ ȚȈȒ ȌȈȓȍȍ. ǭșȓȐ ț ȊȈș ȍșȚȤ șȘȍȌșȚȊȈ Ȑ ȘȍșțȘșȣ, ȚȖ ȔȖȎȕȖ ȗȖȓțȟȐȚȤ 
ȓȦȉțȦ ȐȕȜȖȘȔȈȞȐȦ. ǺȍȔ ȕȍ Ȕȍȕȍȍ, ȧ ȌțȔȈȦ Ȋ ȒȕȐȋȍ The Art of Invisibility, ț Ȕȍȕȧ 
ȍșȚȤ șȗȖșȖȉ, ȒȖȚȖȘȣȑ ȘȈȉȖȚȈȍȚ ȌȈȎȍ ȗȘȖȚȐȊ ȊȓȐȧȚȍȓȤȕȣȝ ȓȦȌȍȑ, ȕȖ Ȗȕ ȖȟȍȕȤ 
șȓȖȎȕȣȑ Ȑ ȊȒȓȦȟȈȍȚ ȔȕȖȋȖ ȌȍȑșȚȊȐȑ ș OPSEC. ǵȖ ȍȋȖ ȔȖȎȕȖ ȗȘȐȔȍȕȐȚȤ ȚȈȒ, ȟȚȖ, 
ȌțȔȈȦ, ȌȈȎȍ Ǩǵǩ ȐȓȐ ȗȘȈȊȐȚȍȓȤșȚȊț ȉțȌȍȚ șȓȖȎȕȖ ȖȉȖȑȚȐ ȍȋȖ. ȇ ȗȖȕȐȔȈȦ, ȟȚȖ Ȋ 
ȕȍȒȖȚȖȘȣȝ șȓțȟȈȧȝ, ȚȈȒȐȝ ȒȈȒ ȚȍȘȘȖȘȐȏȔ, ȗȘȈȊȐȚȍȓȤșȚȊȖ ȌȖȓȎȕȖ ȏȕȈȚȤ 
ȗȖȌȘȖȉȕȖșȚȐ, ȕȖ ȖȕȐ ȝȖȚȧȚ ȏȕȈȚȤ Ȋșȍ ȖȉȖ Ȋșȍȝ. ǰ, ȍșȓȐ ȏȈ ȊȈȔȐ șȓȍȌȧȚ, Ȋȣ ȔȍȕȧȍȚȍ 
șȊȖȍ ȗȖȊȍȌȍȕȐȍ, Ȉ ȥȚȖ ȖȏȕȈȟȈȍȚ, ȟȚȖ ț ȊȈș ȔȍȕȤȠȍ șȊȖȉȖȌȣ. ǵȍ ȌțȔȈȦ, ȟȚȖ 
șȊȖȉȖȌȈ ȊȖȏȔȖȎȕȈ ȖȚȌȍȓȤȕȖ ȖȚ ȟȈșȚȕȖȑ ȎȐȏȕȐ.” 
   ȇ ȏȈȒȖȕȟȐȓ ȐȕȚȍȘȊȤȦ, ȕȈȗȖȔȕȐȊ ǴȐȚȕȐȒț, ȟȚȖ Ȕȣ ȒȈȒ-ȚȖ ȖȌȕȈȎȌȣ ȊșȚȘȍȟȈȓȐșȤ 
ȕȈ ȒȖȕȜȍȘȍȕȞȐȐ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ ȔȕȖȋȖ ȓȍȚ ȕȈȏȈȌ, ȋȌȍ Ȗȕ ȗȖȌȕȐȔȈȓșȧ ȕȈ șȞȍȕț 
ȗȖșȓȍ Ȕȍȕȧ. ǲȈȒ ȚȖȓȤȒȖ Ȗȕ ȗȘȖȠȍȓ ȔȐȔȖ Ȕȍȕȧ Ȗȕ ȗȖȕȧȓ, ȟȚȖ ȍȔț ȕțȎȕȈ USB-

ȜȓȥȠȒȈ, ȟȚȖȉȣ ȏȈȗțșȚȐȚȤ ȗȘȍȏȍȕȚȈȞȐȦ ȕȈ ȕȖțȚȉțȒȍ, ȒȖȚȖȘȣȑ șȚȖȧȓ ȕȈ șȞȍȕȍ. ǻ 
Ȕȍȕȧ ȉȣȓȈ ȖȌȕȈ Ȋ ȒȈȘȔȈȕȍ, Ȑ ȧ ȗȘȍȌȓȖȎȐȓ ȍȍ. Ƕȕ ȗȖȟȚȐ Ȋȏȧȓ ȍȍ, ȕȖ ȗȖșȓȍ 
ȕȍșȒȖȓȤȒȐȝ șȍȒțȕȌ ȘȈȏȌțȔȐȑ, ȗȍȘȍșȔȖȚȘȍȓ șȊȖȍ ȔȕȍȕȐȍ, ȊȍȘȕțȓ ȜȓȥȠȒț, Ȑ 
șȒȈȏȈȓ, ȟȚȖ ȕȍ ȌȖȊȍȘȧȍȚ ȕȐ ȟȤȍȔț USB-ȒȓȦȟț. ǵȍșȒȖȓȤȒȖ ȟȍȓȖȊȍȒ ȊȖȒȘțȋ 
țșȔȍȝȕțȓȐșȤ ȖȚ ȍȋȖ ȗȈȘȈȕȖȑȐ. Ǫ ȒȖȕȞȍ-ȒȖȕȞȖȊ, ȕȍȓȤȏȧ ȏȈȘȈȏȐȚȤșȧ ȟȍȘȍȏ USB-

țșȚȘȖȑșȚȊȖ, ȚȖȟȕȍȍ, Ȋ ȚȖ ȊȘȍȔȧ ȗȖȟȚȐ Ȋșȍ ȚȈȒ ȌțȔȈȓȐ.  
   ǶȌȕȈȒȖ, ȕȐȒȚȖ ȕȍ ȖșȖȏȕȈȊȈȓ, ȟȚȖ Ȓ ȚȖȔț ȔȖȔȍȕȚț ȧ ȖȚȒȘȣȓ șȗȖșȖȉ 
ȈȊȚȖȔȈȚȐȟȍșȒȐ ȏȈȗțșȚȐȚȤ ȓȦȉțȦ ȗȘȖȋȘȈȔȔț ș ȓȦȉȖȋȖ ȗȖȘȚȈȚȐȊȕȖȋȖ țșȚȘȖȑșȚȊȈ 
(ȐșȗȖȓȤȏțȧ ȚȘȦȒ șȖ șȒȘȣȚȣȔ ȜȈȑȓȖȔ, ȒȖȚȖȘȣȑ ȕȈȏȣȊȈȍȚșȧ desktop.ini, ȒȖȚȖȘȣȑ 
ȗȖȚȖȔ ȐșȗȖȓȤȏȖȊȈȓșȧ Ȋ ȗȘȖȋȘȈȔȔȍ Stuxnet), Ȑ, ȗȖ ȟȐșȚȖȑ șȓțȟȈȑȕȖșȚȐ, ȕȈ ȚȖȑ 
ȜȓȥȠȒȍ ȉȣȓȈ ȌȍȔȖȕșȚȘȈȞȐȖȕȕȈȧ ȊȍȘșȐȧ ȥȚȖȋȖ ȥȒșȗȓȖȑȚȈ. ǻ Ȕȍȕȧ ȕȍ ȉȣȓȖ 
ȕȈȔȍȘȍȕȐȑ șȗȍȞȐȈȓȤȕȖ ȏȈȘȈȏȐȚȤ ǴȐȚȕȐȒȈ. Ǫ ȚȖ ȊȘȍȔȧ ȕȈ Ȋșȍȝ ȔȖȐȝ ȜȓȥȠȒȈȝ ȉȣȓ 
ȥȚȖȚ ȥȒșȗȓȖȑȚ, Ȑ ȧ ȕȍȟȈȧȕȕȖ ȗȘȍȌȓȖȎȐȓ ȖȌȕț Ȑȏ ȕȐȝ.  
   ǷȖșȚȖȧȕȕȈȧ ȗȈȘȈȕȖȑȧ ǴȐȚȕȐȒȈ șȗȈșȓȈ ȍȋȖ ȖȚ țȧȏȊȐȔȖșȚȐ ȕțȓȍȊȖȋȖ Ȍȕȧ, ȒȖȚȖȘțȦ 
ȧ ȖȉȕȈȘțȎȐȓ. ȅȚȖ ȚȈȒȎȍ ȌȖȒȈȏȣȊȈȍȚ, ȟȚȖ șȓȖȎȕȖ ȖȉȔȈȕțȚȤ ȗȘȖȜȍșșȐȖȕȈȓȤȕȖȋȖ 
șȖȞȐȈȓȤȕȖȋȖ ȐȕȎȍȕȍȘȈ, ȒȖȚȖȘȣȑ ȍȡȍ ȗȘȍȉȣȊȈȍȚ Ȋ ȘȈșȞȊȍȚȍ șȐȓ. 
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ǷȖȌȘȖȉȕȍȍ Ȗ ǲȍȊȐȕȍ ǴȐȚȕȐȒȍ 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǲȍȊȐȕȍ ǴȐȚȕȐȒȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- Ǫȍȉ-șȈȑȚ ǲȍȊȐȕȈ ǴȐȚȕȐȒȈ: https://mitnicksecurity.com/ 

- Ghost in the Wires: https://www.amazon.com/Ghost-Wires-Adventures-

Worlds-Wanted/dp/0316037729/ 

- The Art of Invisibility: https://www.amazon.com/Art-Invisibility-Worlds-

Teaches-Brother/dp/0316380504/ 

- The Art of Deception: https://www.amazon.com/Art-Invisibility-Worlds-

Teaches-Brother/dp/0316380504/ 

- The Art of Intrusion: https://www.amazon.com/Art-Intrusion-Exploits-

Intruders-Deceivers/dp/0471782661/ 

- KnowBe4’s Kevin Mitnick Security Awareness Training: 
https://www.knowbe4.com/products/kevin-mitnick-security-awareness-

training/ 

- Kevin Mitnick’s Slashdot Q&A: 
https://news.slashdot.org/story/11/09/12/1234252/Kevin-Mitnick-Answers 
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    ǫȓȈȊȈ 6. ǻȧȏȊȐȔȖșȚȐ ȗȘȖȋȘȈȔȔȕȖȋȖ 
ȖȉȍșȗȍȟȍȕȐȧ 

 

 

 

ǻȧȏȊȐȔȖșȚȐ ȗȘȖȋȘȈȔȔȕȖȋȖ ȖȉȍșȗȍȟȍȕȐȧ - ȥȚȖ ȕȍȌȖșȚȈȚȒȐ (“ȉȈȋȐ”) ǷǶ, ȟȈșȚȖ 
ȧȊȓȧȦȡȐȍșȧ ȘȍȏțȓȤȚȈȚȖȔ ȖȠȐȉȒȐ ȘȈȏȘȈȉȖȚȟȐȒȈ, ȐȓȐ ȟȈșȚȤȦ ȧȏȣȒȈ 
ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ. ǵȖ Ȓ țȧȏȊȐȔȖșȚȧȔ ȉȍȏȖȗȈșȕȖșȚȐ ȖȚȕȖșȧȚșȧ ȕȍ Ȋșȍ ȉȈȋȐ. ǩȈȋ 
ȌȖȓȎȍȕ ȉȣȚȤ ȐșȗȖȓȤȏȖȊȈȕ ȏȓȖțȔȣȠȓȍȕȕȐȒȖȔ, ȟȚȖȉȣ șȚȈȚȤ țȋȘȖȏȖȑ ȐȓȐ ȘȐșȒȖȔ. 
ǩȖȓȤȠȐȕșȚȊȖ ȗȘȖȋȘȈȔȔȕȣȝ ȉȈȋȖȊ ȊȣȏȣȊȈȦȚ ȗȘȖȉȓȍȔȣ ȗȘȐ ȐșȗȖȓȤȏȖȊȈȕȐȐ 
(ȒȖȚȖȘȣȍ ȌȈȎȍ ȕȍ ȉțȌțȚ șȘȈȏț ȏȈȔȍȚȕȣ ȗȖȓȤȏȖȊȈȚȍȓȦ), ȐȓȐ ȔȖȋțȚ ȌȈȎȍ 
ȗȖȓȕȖșȚȤȦ ȖșȚȈȕȖȊȐȚȤ ȘȈȉȖȚț ȗȘȖȋȘȈȔȔȣ, ȕȖ, ȏȓȖțȔȣȠȓȍȕȕȐȒ ȕȍ șȔȖȎȍȚ Ȑȝ 
ȐșȗȖȓȤȏȖȊȈȚȤ, ȟȚȖȉȣ ȗȖȓțȟȐȚȤ ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȑ ȌȖșȚțȗ Ȓ șȐșȚȍȔȍ. 
   ǶȟȍȕȤ ȉȖȓȤȠȖȑ (ȍșȓȐ ȕȍ șȈȔȣȑ ȉȖȓȤȠȖȑ) ȗȘȖȞȍȕȚ ȊȏȓȖȔȖȊ Ȋ ȌȈȕȕȣȑ ȗȍȘȐȖȌ 
ȊȘȍȔȍȕȐ - ȥȚȖ ȘȍȏțȓȤȚȈȚ ȗȘȖȋȘȈȔȔȕȣȝ țȧȏȊȐȔȖșȚȍȑ, ȒȖȚȖȘȣȍ ȔȖȎȕȖ 
ȐșȗȖȓȤȏȖȊȈȚȤ, Ȑ ȥȚȖ ȗȘȐ ȚȖȔ, ȟȚȖ ȌȘțȋȐȍ ȔȍȚȖȌȣ ȊȏȓȖȔȈ (ȕȈȗȘȐȔȍȘ, ȚȘȖȧȕșȒȐȍ 
ȗȘȖȋȘȈȔȔȣ Ȑ șȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ) ȚȈȒȎȍ ȖȟȍȕȤ ȥȜȜȍȒȚȐȊȕȣ. ǵȍȒȖȚȖȘȣȍ 
ȥȒșȗȍȘȚȣ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȌțȔȈȦȚ, ȟȚȖ ȉȖȓȤȠȐȕșȚȊȈ ȗȘȖȉȓȍȔ ș 
ȉȍȏȖȗȈșȕȖșȚȤȦ ȔȖȎȕȖ ȉȣȓȖ ȉȣ ȐȏȉȍȎȈȚȤ, ȍșȓȐ ȉȣ Ȋșȍ ǷǶ ȉȣȓȖ ȉȍȏ ȉȈȋȖȊ, ȝȖȚȧ 
ȥȚȖ ȕȍȗȘȈȊȌȈ, Ȑ ȥȚȖ ȕȍȊȖȏȔȖȎȕȖ. ǺȍȔ ȕȍ Ȕȍȕȍȍ, ȝȖȚȤ ȥȚȖ Ȑ ȕȍ ȗȈȕȈȞȍȧ, ȉȖȓȍȍ 
ȉȍȏȖȗȈșȕȣȑ ȒȖȌ ȐșȗȘȈȊȐȓ ȉȣ ȔȕȖȋȖ ȗȘȖȉȓȍȔ șȊȧȏȈȕȕȣȝ șȖ ȊȏȓȖȔȖȔ Ȑ șȌȍȓȈȓ ȉȣ 
ȐȕȜȖȘȔȈȞȐȖȕȕțȦ șȘȍȌț ȏȕȈȟȐȚȍȓȤȕȖ ȉȍȏȖȗȈșȕȍȑ.  
 

ǲȖȓȐȟȍșȚȊȖ ǷȘȖȋȘȈȔȔȕȣȝ ǻȧȏȊȐȔȖșȚȍȑ 

 

ǹțȡȍșȚȊțȍȚ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȘȍșțȘșȖȊ Ȍȓȧ ȖȚșȓȍȎȐȊȈȕȐȧ ȖȉȡȍȐȏȊȍșȚȕȣȝ 
ȗȘȖȋȘȈȔȔȕȣȝ țȧȏȊȐȔȖșȚȍȑ, ȖȌȕȈȒȖ ȒȖȓȐȟȍșȚȊȖ ȉȈȋȖȊ ȕȈ ȒȈȎȌȖȔ Ȑȏ ȕȐȝ ȔȖȎȍȚ 
ȏȕȈȟȐȚȍȓȤȕȖ ȖȚȓȐȟȈȚȤșȧ. Ǫ șȘȍȌȕȍȔ, ȒȈȎȌȣȑ ȋȖȌ ȒȘțȗȕȣȍ ȘȈȏȘȈȉȖȚȟȐȒȐ ǷǶ Ȑ 
ȚȍșȚȐȘȖȊȡȐȒȐ ȗțȉȓȐȟȕȖ ȈȕȖȕșȐȘțȦȚ 5000 - 6000 ȕȖȊȣȝ ȗȘȖȋȘȈȔȔȕȣȝ 
țȧȏȊȐȔȖșȚȍȑ. ȅȚȖ, ȗȘȐȔȍȘȕȖ, 15 ȉȈȋȖȊ Ȋ ȌȍȕȤ. ǹȍȘȊȐș Common Vulnerabilities and 
Exposures (CVE) (ȉȈȏȈ ȌȈȕȕȣȝ ȖȉȡȍȐȏȊȍșȚȕȣȝ țȧȏȊȐȔȖșȚȍȑ), ȔȖȎȕȖ ȗȖșȔȖȚȘȍȚȤ 
ȗȖ ȈȌȘȍșț http://cve.mitre.org, Ȉ Ȑȝ șȗȐșȒȐ 
(http://cve.mitre.org/data/downloads/index.html) ȗȖ ȖȚșȓȍȎȐȊȈȕȐȦ ȗțȉȓȐȟȕȣȝ 
țȧȏȊȐȔȖșȚȍȑ șȟȐȚȈȦȚșȧ ȖȉȢȍȔȕȣȔȐ, ȌȖȊȍȘȍȕȕȣȔȐ Ȑ ȕȍȏȈȊȐșȐȔȣȔȐ. ǴȕȖȋȐȍ 
ȗȘȖȐȏȊȖȌȐȚȍȓȐ ȚȈȒȎȍ șȈȔȐ ȖȚșȓȍȎȐȊȈȦȚ, ȒȈȒ șȊȖȐ șȖȉșȚȊȍȕȕȣȍ țȧȏȊȐȔȖșȚȐ, ȚȈȒ 
Ȑ ȖȉȡȍȐȏȊȍșȚȕȣȍ. ǷȖșȔȖȚȘȐȚȍ ȖȚȟȍȚ Microsoft Security Intelligence Report 

(http://www.microsoft.com/sir), ȍșȓȐ ȝȖȚȐȚȍ țȏȕȈȚȤ Ȗ șȈȔȣȝ ȗȖșȓȍȌȕȐȝ 
țȧȏȊȐȔȖșȚȧȝ Ȑ ȗȖȓțȟȐȚȤ ȗȖȌȘȖȉȕȣȑ ȈȕȈȓȐȏ.  
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   ǲȖȕȍȟȕȖ, ȥȚȖ ȚȖȓȤȒȖ Țȍ ȉȈȋȐ, Ȗ ȒȖȚȖȘȣȝ ȐȏȊȍșȚȕȖ ȊșȍȔ. ǴȕȖȋȐȍ ȗȘȖȐȏȊȖȌȐȚȍȓȐ 
ȕȍ ȌȍȓȈȦȚ ȗțȉȓȐȟȕȣȝ șȖȖȉȡȍȕȐȑ Ȗ ȒȈȎȌȖȔ ȕȖȊȖȔ ȉȈȋȍ. ǴȕȖȋȐȍ ȕȍ șȖȖȉȡȈȦȚ Ȗ 
ȉȈȋȈȝ, ȒȖȚȖȘȣȍ ȕȈȠȓȐ șȈȔȐ, ȐȓȐ Țȍȝ, ȒȖȚȖȘȣȍ ȉȣȓȐ ȐșȗȘȈȊȓȍȕȣ ȗȍȘȍȌ ȘȍȓȐȏȖȔ. 
ǽȖȚȧ ȥȚȖ Ȑ ȕȐȒȈȒ ȕȍȓȤȏȧ ȗȖȌȚȊȍȘȌȐȚȤ ȔȕȖȋȐȍ ȥȒșȗȍȘȚȣ ȌțȔȈȦȚ, ȟȚȖ “ȘȍȈȓȤȕȖȍ” 
ȒȖȓȐȟȍșȚȊȖ ȉȈȋȖȊ ȏȕȈȟȐȚȍȓȤȕȖ ȉȖȓȤȠȍ ȐȏȊȍșȚȕȖȋȖ ȖȉȡȍșȚȊȍȕȕȖșȚȐ.  
 

ǷǸИǴЕЧАǵИЕ ǲȖȓȐȟȍșȚȊȖ ȗȘȖȋȘȈȔȔȕȣȝ țȧȏȊȐȔȖșȚȍȑ ȕȍ ȖȚȖȉȘȈȎȈȍȚ Ȗȉȡȍȑ 
ȒȈȘȚȐȕȣ ȉȍȏȖȗȈșȕȖșȚȐ ȗȘȖȋȘȈȔȔȣ ȐȓȐ șȐșȚȍȔȣ. ǭȌȐȕșȚȊȍȕȕȖȍ, ȟȚȖ ȊȈȎȕȖ - ȒȈȒȖȑ 
țȘȖȕ ȕȈȕȍșȓȐ ȗȘȖȋȘȈȔȔȕȣȍ țȧȏȊȐȔȖșȚȐ. ǲȖȓȐȟȍșȚȊȖ ȗȘȖȋȘȈȔȔȕȣȝ țȧȏȊȐȔȖșȚȍȑ 
ȔȖȎȍȚ țȔȍȕȤȠȈȚȤșȧ, ȕȖ ȕȈȕȍșȍȕȕȣȑ ȊȘȍȌ ȔȖȎȍȚ țȊȍȓȐȟȐȊȈȚȤșȧ, ȝȖȚȧ, Ȋ ȞȍȓȖȔ 
ȓțȟȠȍ ȐșȗȖȓȤȏȖȊȈȚȤ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȣȍ ȗȘȖȋȘȈȔȔȣ.  
 

 

ǷȖȟȍȔț ǷȘȖȋȘȈȔȔȕȣȍ ǻȧȏȊȐȔȖșȚȐ ǬȖ ǹȐȝ ǷȖȘ ǶșȚȈȦȚșȧ ǩȖȓȤȠȖȑ 
ǷȘȖȉȓȍȔȖȑ? 

 

Ǫ ȕȈȠȍ ȊȘȍȔȧ ȗȘȖȐȏȊȖȌȐȚȍȓȧȔ ȕțȎȕȖ ȖȚ ȕȍșȒȖȓȤȒȐȝ ȟȈșȖȊ ȌȖ ȕȍșȒȖȓȤȒȐȝ Ȍȕȍȑ ȕȈ 
ȊȣȗțșȒ ȗȈȚȟȈ, ȒȖȚȖȘȣȑ ȐșȗȘȈȊȐȚ ȒȘȐȚȐȟȍșȒțȦ țȧȏȊȐȔȖșȚȤ. ǷȖȟȍȔț Ȏȍ 

ȗȘȖȋȘȈȔȔȕȣȍ țȧȏȊȐȔȖșȚȐ ȌȖ șȐȝ ȗȖȘ ȖșȚȈȦȚșȧ șȍȘȤȍȏȕȖȑ ȗȘȖȉȓȍȔȖȑ, ș țȟȍȚȖȔ 
ȚȖȋȖ, ȟȚȖ ț ȉȖȓȤȠȐȕșȚȊȈ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ ȍșȚȤ ȔȍȝȈȕȐȏȔȣ ȈȊȚȖȖȉȕȖȊȓȍȕȐȑ, ș 
ȗȖȔȖȡȤȦ ȒȖȚȖȘȣȝ ȔȖȎȕȖ ȉȣșȚȘȖ țșȚȈȕȖȊȐȚȤ ȗȈȚȟ? ǷȘȖȉȓȍȔȈ Ȋ ȚȖȔ, ȟȚȖ ȕȈ 
ȖȋȘȖȔȕțȦ ȟȈșȚȤ ȒȖȔȗȤȦȚȍȘȖȊ ȗȈȚȟȐ țșȚȈȕȈȊȓȐȊȈȦȚșȧ ȕȍ șȘȈȏț, Ȉ ȊȖ ȔȕȖȋȐȝ 
șȓțȟȈȧȝ, ȊȖȖȉȡȍ ȕȍ țșȚȈȕȈȊȓȐȊȈȦȚșȧ. ǰ, ȒȈȎȌȣȑ ȗȈȚȟ ȔȖȎȍȚ ȐșȗȖȘȚȐȚȤ ȘȈȉȖȚț 
ȗȘȖȋȘȈȔȔȣ, ȐȕȖȋȌȈ ȕȈșȚȖȓȤȒȖ, ȟȚȖ ȥȚȖ ȊȣȏȖȊȍȚ ȉȖȓȤȠȍ ȘȈșșȚȘȖȑșȚȊȈ ț ȒȖȕȍȟȕȖȋȖ 
ȗȖȓȤȏȖȊȈȚȍȓȧ, ȟȍȔ ȗȖȚȍȕȞȐȈȓȤȕȣȑ țȘȖȕ ȖȚ șȈȔȖȋȖ ȉȈȋȈ. 
   ǲȖȓȐȟȍșȚȊȖ Ȋșȍȝ ȥȒșȗȓȖȑȚȖȊ ȌȖȊȖȓȤȕȖ ȊȍȓȐȒȖ Ȑ ȗȖșȚȖȧȕȕȖ. ǯȕȈȟȐȚȍȓȤȕȈȧ ȟȈșȚȤ 
ȒȖȔȗȤȦȚȍȘȕȖȋȖ ȈȌȔȐȕȐșȚȘȐȘȖȊȈȕȐȧ ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȘȈșȗȘȍȌȍȓȍȕȐȐ Ȑ țșȚȈȕȖȊȒȍ 
ȗȈȚȟȍȑ. ǵȈ ȥȚȖ ȚȘȈȚȐȚșȧ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȊȘȍȔȍȕȐ, Ȍȍȕȍȋ Ȑ ȌȘțȋȐȝ ȘȍșțȘșȖȊ, 
ȒȖȚȖȘȣȍ ȔȖȎȕȖ ȉȣȓȖ ȉȣ ȐșȗȖȓȤȏȖȊȈȚȤ ȉȖȓȍȍ ȗȘȖȌțȒȚȐȊȕȖ. ǬȈȎȍ ȒȖȋȌȈ 
ȗȖȓȤȏȖȊȈȚȍȓȐ Ȑ ȈȌȔȐȕȐșȚȘȈȚȖȘȣ ȊȖȊȘȍȔȧ țșȚȈȕȈȊȓȐȊȈȦȚ ȗȈȚȟȐ, șțȡȍșȚȊțȍȚ 
ȗȍȘȐȖȌ ȊȘȍȔȍȕȐ ȔȍȎȌț ȚȍȔ, ȒȈȒ ȗȘȖȐȏȊȖȌȐȚȍȓȤ ȊȣȗțșȚȐȚ ȗȈȚȟ Ȑ ȗȖȓȤȏȖȊȈȚȍȓȤ 
ȐȓȐ ȈȌȔȐȕȐșȚȘȈȚȖȘ țșȚȈȕȖȊȐȚ ȍȋȖ, Ȑ ȝȈȒȍȘ ȔȖȎȍȚ ȍȋȖ ȐșȗȖȓȤȏȖȊȈȚȤ Ȍȓȧ țșȗȍȠȕȖȑ 
ȈȚȈȒȐ ȕȈ ȌȈȕȕțȦ șȐșȚȍȔț. ǭșȓȐ ȧ ȚȍȘȗȍȓȐȊȣȑ, ȕȈșȚȖȑȟȐȊȣȑ ȝȈȒȍȘ, 
ȏȈȐȕȚȍȘȍșȖȊȈȕȕȣȑ Ȋ ȒȖȕȒȘȍȚȕȖȑ ȞȍȓȐ, ȧ ȔȖȋț ȗȘȖșȚȖ ȗȖȌȖȎȌȈȚȤ, ȗȖȒȈ 
ȗȘȖȐȏȊȖȌȐȚȍȓȤ ȈȕȖȕșȐȘțȍȚ ȕȖȊȣȑ ȗȈȚȟ, Ȑ ȐșȗȖȓȤȏȖȊȈȚȤ ȍȋȖ Ȍȓȧ ȊȏȓȖȔȈ șȊȖȍȑ 
ȞȍȓȐ.  
   ǲȖȋȌȈ ȗȘȖȐȏȊȖȌȐȚȍȓȐ ȊȣȗțșȒȈȦȚ ȗȈȚȟȐ, ȒȈȒ ȉȍȓȣȍ, ȚȈȒ Ȑ ȟȍȘȕȣȍ Ƞȓȧȗȣ 
ȈȕȈȓȐȏȐȘțȦȚ Ȑȝ, șȚȈȘȈȦȚșȧ ȕȈȑȚȐ țȧȏȊȐȔȖșȚȤ, ȒȖȚȖȘțȦ Ȗȕ ȏȈȒȘȣȊȈȍȚ. ǯȈȚȍȔ ȖȕȐ 
șȖȏȌȈȦȚ ȥȒșȗȓȖȑȚȣ, Ȑ ȕȈȟȐȕȈȦȚ ȐșȗȖȓȤȏȖȊȈȚȤ țȧȏȊȐȔȖșȚȤ. ǹțȡȍșȚȊțȦȚ ȌȍșȧȚȒȐ 
ȒȖȔȔȍȘȟȍșȒȐȝ ȒȖȔȗȈȕȐȑ, ȕȍșȒȖȓȤȒȖ ȉȍșȗȓȈȚȕȣȝ șȍȘȊȐșȖȊ, Ȑ ȕȍȐȏȊȍșȚȕȖȍ 
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ȒȖȓȐȟȍșȚȊȖ ȝȈȒȍȘȖȊ, ȒȖȚȖȘȣȍ ȏȈȕȐȔȈȦȚșȧ ȥȚȐȔ ȒȈȎȌȣȑ ȌȍȕȤ. ǴȖȎȕȖ ȒțȗȐȚȤ 
Ȑ/ȐȓȐ șȒȈȟȈȚȤ șȒȈȕȍȘȣ țȧȏȊȐȔȖșȚȍȑ, ȒȈȎȌȣȑ Ȑȏ ȒȖȚȖȘȣȑ ȉțȌȍȚ șȒȈȕȐȘȖȊȈȚȤ 
ȖȗȘȍȌȍȓȍȕȕȖȍ țșȚȘȖȑșȚȊȖ Ȑ șȖȖȉȡȈȚȤ Ȗȉ ȖȚȒȘȣȚȣȝ țȧȏȊȐȔȖșȚȧȝ. ǿȈșȚȖ ț șȈȔȐȝ 
ȥȚȐȝ șȒȈȕȍȘȖȊ țȧȏȊȐȔȖșȚȍȑ ȍșȚȤ ȚȣșȧȟȐ Ȑ ȚȣșȧȟȐ țȧȏȊȐȔȖșȚȍȑ. ǷȖ ȊșȍȔț ȔȐȘț 
ȍșȚȤ ȔȕȖȎȍșȚȊȖ ȝȈȒȍȘșȒȐȝ Ȋȍȉ-șȈȑȚȖȊ, ș ȚȣșȧȟȈȔȐ ȐȕȌȐȊȐȌțȈȓȤȕȣȝ ȥȒșȗȓȖȑȚȖȊ, 
ȒȖȚȖȘȣȍ ȔȖȎȕȖ șȒȈȟȈȚȤ Ȑ ȒȖȚȖȘȣȔȐ ȔȖȎȕȖ ȊȖșȗȖȓȤȏȖȊȈȚȤșȧ. ǶȌȐȕ Ȑȏ șȈȔȣȝ 
ȗȖȗțȓȧȘȕȣȝ ȉȍșȗȓȈȚȕȣȝ ȐȕșȚȘțȔȍȕȚȖȊ, ȒȖȚȖȘȣȑ ȐșȗȖȓȤȏțȦȚ ȒȈȒ ȉȍȓȣȍ, ȚȈȒ Ȑ 
ȟȍȘȕȣȍ Ƞȓȧȗȣ - ȥȚȖ Metasploit (https://www.metasploit.com/). 

 

 

 

ǯȈȡȐȚȈ ȖȚ ǷȘȖȋȘȈȔȔȕȣȝ ǻȧȏȊȐȔȖșȚȍȑ 

 

ǹȈȔȈȧ ȋȓȈȊȕȈȧ ȏȈȡȐȚȈ ȖȚ ȗȘȖȋȘȈȔȔȕȣȝ țȧȏȊȐȔȖșȚȍȑ - ȥȚȖ ȉȖȓȍȍ ȒȈȟȍșȚȊȍȕȕȈȧ 
ȗȖȌȋȖȚȖȊȒȈ ȘȈȏȘȈȉȖȚȟȐȒȖȊ Ȑ ȐșȗȖȓȤȏȖȊȈȕȐȍ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȣȝ ȧȏȣȒȖȊ 
ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ.  

 

ǮȐȏȕȍȕȕȣȑ ǾȐȒȓ ǩȍȏȖȗȈșȕȖȑ ǸȈȏȘȈȉȖȚȒȐ 

 

ǹȍȑȟȈș ȗȘȖȞȍșș șȕȐȎȍȕȐȧ ȒȖȓȐȟȍșȚȊȈ ȗȘȖȋȘȈȔȔȕȣȝ țȧȏȊȐȔȖșȚȍȑ ȐȏȊȍșȚȍȕ, ȒȈȒ 
Security Development Lifecycle (SDL). SDL ȜȖȒțșȐȘțȍȚșȧ ȕȈ ȒȈȎȌȖȔ ȒȖȔȗȖȕȍȕȚȍ 
ȎȐȏȕȍȕȕȖȋȖ ȞȐȒȓȈ ȗȘȖȋȘȈȔȔȣ, ȕȈȟȐȕȈȧ ȖȚ ȐȏȕȈȟȈȓȤȕȖȑ ȘȈȏȘȈȉȖȚȒȐ, ȌȖ ȊȣȗțșȒȈ 
ȗȈȚȟȍȑ ȗȖȌ ȕȍȌȈȊȕȖ ȖȉȕȈȘțȎȍȕȕȣȍ țȧȏȊȐȔȖșȚȐ, ȟȚȖȉȣ șȌȍȓȈȚȤ ǷǶ ȉȖȓȍȍ 
ȉȍȏȖȗȈșȕȣȔ. ǽȖȚȧ ȥȚȖ ȕȍ ȉȣȓȖ ȗȘȐȌțȔȈȕȖ Ȋ Microsoft, ȥȚȈ ȒȖȘȗȖȘȈȞȐȧ, Microsoft, 

ȗȘȖȌȍȓȈȓȈ ȉȖȓȤȠțȦ ȟȈșȚȤ ȘȈȉȖȚȣ Ȑ ȗȘȍȌȖșȚȈȊȐȓȈ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ 

șȊȖȉȖȌȕȖȑ ȐȕȜȖȘȔȈȞȐȐ Ȑ ȐȕșȚȘțȔȍȕȚȖȊ Ȋ ȥȚȖȑ ȖȉȓȈșȚȐ 
(https://www.microsoft.com/sdl), ȟȍȔ ȒȚȖ ȓȐȉȖ ȌȘțȋȖȑ. ǹȒȓȖȕȕȖșȚȤ ȓȦȌȍȑ Ȓ 
ȖȠȐȉȒȈȔ ȌȖȒȈȏȣȊȈȍȚ, ȟȚȖ Ȋ ȗȘȖȋȘȈȔȔȕȖȔ ȒȖȌȍ ȊșȍȋȌȈ ȉțȌțȚ țȧȏȊȐȔȣȍ ȉȈȋȐ, ȕȖ 
ȐșȗȖȓȤȏțȧ SDL, Ȕȣ ȔȖȎȍȔ țȔȍȕȤȠȐȚȤ Ȑȝ ȒȖȓȐȟȍșȚȊȖ (ȗȘȐ ȥȚȖȔ ȖșȚȈȊȐȊ șȚȖȓȤȒȖ 
Ȏȍ șȚȘȖȒ ȒȖȌȈ). 
 

ǷǸИǴЕЧАǵИЕ ǬȖȒȚȖȘ ǬȥȕȐȥȓ ǬȎ. ǩȍȘȕȠȚȍȑȕ 
(https://en.wikipedia.org/wiki/Daniel_J._Bernstein) - ȗȘȖȜȍșșȖȘ ȒȖȓȓȍȌȎȈ, ȒȖȚȖȘȣȑ 
ȗȐȠȍȚ Ȑ ȗȘȖȌȊȐȋȈȍȚ ȒȖȕȞȍȗȞȐȦ ȕȍȊȍȘȖȧȚȕȖ ȉȍȏȖȗȈșȕȖȋȖ ȒȖȌȈ. Ƕȕ șȖȏȌȈȓ 
ȕȍșȒȖȓȤȒȖ ȉȍșȗȓȈȚȕȣȝ Ȑ ȠȐȘȖȒȖ ȐșȗȖȓȤȏțȍȔȣȝ ȗȘȖȋȘȈȔȔ, ȚȈȒȐȝ ȒȈȒ dbjdns Ȑ 
qmail, Ȋ ȒȖȚȖȘȣȝ ȗȘȐșȚțșȚȊȍȚ ȖȟȍȕȤ ȕȍȉȖȓȤȠȖȍ ȒȖȓȐȟȍșȚȊȖ ȉȈȋȖȊ. Ƕȕ ȌȈȎȍ 
ȗȘȍȌȓȈȋȈȍȚ ȚȍșȚȐȘȖȊȡȐȒȈȔ ȏȈȗȓȈȚȐȚȤ Ȑȏ șȊȖȍȋȖ șȖȉșȚȊȍȕȕȖȋȖ ȒȈȘȔȈȕȈ ȍșȓȐ ȖȕȐ 
ȕȈȑȌțȚ țȧȏȊȐȔȖșȚȐ. Ƕȕ ȊȍȘȐȚ, ȟȚȖ ȗțȉȓȐȟȕȖȍ ȈȕȖȕșȐȘȖȊȈȕȐȍ ȉȈȋȖȊ, ȗȍȘȍȌ ȚȍȔ, 
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ȒȈȒ ȗȘȖȐȏȊȖȌȐȚȍȓȐ șȔȖȋțȚ Ȑȝ ȗȘȖȈȕȈȓȐȏȐȘȖȊȈȚȤ Ȑ ȊȣȗțșȚȐȚȤ ȗȈȚȟ, șȐȓȤȕȖ 
ȏȈȚȘțȌȕȧȍȚ ȘȈȉȖȚț ȗȖșȓȍȌȕȐȝ.  
 

ǩȖȓȍȍ ǩȍȏȖȗȈșȕȣȍ ȇȏȣȒȐ ǷȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ 

 

ǩȖȓȍȍ ȉȍȏȖȗȈșȕȣȍ ȗȘȖȋȘȈȔȔȣ ȕȍ ȔȖȋțȚ șȖȏȌȈȊȈȚȤșȧ ȉȍȏ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȣȝ ȧȏȣȒȖȊ 
ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ. Ǫ ȚȍȟȍȕȐȍ ȔȕȖȋȐȝ ȓȍȚ, ȉȖȓȤȠȐȕșȚȊȖ ȧȏȣȒȖȊ 
ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ șȚȘȍȔȐȓȖșȤ Ȓ ȚȖȔț, ȟȚȖȉȣ șȌȍȓȈȚȤ șȊȖȐ șȚȈȕȌȈȘȚȕȣȍ ȊȍȘșȐȐ 
ȉȖȓȍȍ ȉȍȏȖȗȈșȕȣȔȐ. ǺȈȒȐȍ ȧȏȣȒȐ ȗȣȚȈȦȚșȧ șȕȐȏȐȚȤ ȒȖȓȐȟȍșȚȊȖ ȐȓȐ ȗȖȓȕȖșȚȤȦ 
ȐȏȉȈȊȐȚȤșȧ ȖȚ ȖȉȡȐȝ ȗȘȐȟȐȕ ȥȒșȗȓȖȑȚȖȊ. ǵȈ ȌȈȕȕȣȑ ȔȖȔȍȕȚ, ț ȕȐȝ ȔȕȖȋȖȍ 
ȗȖȓțȟȐȓȖșȤ, Ȑ ȗȘȖȋȘȈȔȔȣ, ȕȈȗȐșȈȕȕȣȍ ȕȈ ȥȚȐȝ ȧȏȣȒȈȝ ȊȏȓȖȔȈȚȤ ȏȕȈȟȐȚȍȓȤȕȖ 
șȓȖȎȕȍȍ, ȟȍȔ Țȍ, ȒȖȚȖȘȣȍ ȕȈȗȐșȈȕȣ ȕȈ Ȕȍȕȍȍ ȉȍȏȖȗȈșȕȣȝ ȧȏȣȒȈȝ.  
 

 

ǨȕȈȓȐȏ ǷȘȖȋȘȈȔȔȣ Ȑ ǲȖȌȈ 

 

ǷȖșȓȍ ȚȖȋȖ, ȒȈȒ ȊȍȘșȐȧ ȗȘȖȋȘȈȔȔȣ ȕȈȗȐșȈȕȈ, ȖȕȈ ȊșȍȋȌȈ ȌȖȓȎȕȈ ȉȣȚȤ 
ȗȘȖȈȕȈȓȐȏȐȘȖȊȈȕȈ ȕȈ ȐȏȊȍșȚȕȣȍ Ȑ țȏȕȈȊȈȍȔȣȍ ȉȈȋȐ. ǺȈȒȖȑ ȈȕȈȓȐȏ ȔȖȎȍȚ ȉȣȚȤ 
ȊȣȗȖȓȕȍȕ ȟȍȓȖȊȍȒȖȔ ȐȓȐ ȗȘȖȋȘȈȔȔȕȣȔȐ ȐȕșȚȘțȔȍȕȚȈȔȐ. ǨȕȈȓȐȏ, ȗȘȖȊȖȌȐȔȣȑ 
ȟȍȓȖȊȍȒȖȔ, ȒȈȒ ȗȘȈȊȐȓȖ, Ȕȍȕȍȍ ȥȜȜȍȒȚȐȊȍȕ, ȚȈȒ ȒȈȒ ȏȈ ȟȈș ȖȉȕȈȘțȎȐȊȈȍȚșȧ 
ȔȍȕȤȠȍ ȉȈȋȖȊ, ȕȖ ȚȈȒȖȑ ȈȕȈȓȐȏ ȔȖȎȍȚ ȖȉȕȈȘțȎȐȚȤ ȋȖȘȈȏȌȖ ȉȖȓȍȍ țȧȏȊȐȔȣȍ ȉȈȋȐ, 
ȕȈȝȖȎȌȍȕȐȍ ȒȖȚȖȘȣȝ, ȕȍ ȏȈȗȘȖȋȘȈȔȔȐȘȖȊȈȕȖ Ȋ șȗȍȞȐȈȓȤȕȣȝ ȐȕșȚȘțȔȍȕȚȈȝ. ǷǶ 
Ȍȓȧ ȖȉȕȈȘțȎȍȕȐȧ ȉȈȋȖȊ ȟȈșȚȖ ȒȓȈșșȐȜȐȞȐȘțȍȚșȧ ȕȈ “șȚȈȚȐȟȍșȒȐȑ ȈȕȈȓȐȏ” Ȑ 
“ȜȈȏȏȍȘȣ”. ǹȚȈȚȐȟȍșȒȐȑ ȈȕȈȓȐȏ ȗȘȖȊȍȘȧȍȚ ȐșȝȖȌȕȣȑ ȒȖȌ (ȐȓȐ ȗȘȖȋȘȈȔȔț) ȕȈ 
ȐȏȊȍșȚȕȣȍ ȗȘȖȋȘȈȔȔȕȣȍ ȉȈȋȐ Ȋ șȈȔȖȔ ȒȖȌȍ. ǼȈȏȏȍȘȣ ȊȊȖȌȧȚ ȕȍȖȎȐȌȈȕȕȣȍ 
ȌȈȕȕȣȍ, ȗȘȖȊȍȘȧȧ ȗȘȖȋȘȈȔȔț ȕȈ țȧȏȊȐȔȖșȚȐ ȊȖ ȊȘȍȔȧ ȘȈȉȖȚȣ. ǴȕȖȋȐȍ 
ȕȈȠțȔȍȊȠȐȍ ȖȝȖȚȕȐȒȐ ȏȈ ȉȈȋȈȔȐ, ȊȒȓȦȟȈȧ ǿȈȘȓȐ ǴȐȓȓȍȘȈ, ȗȘȍȌșȚȈȊȓȍȕȕȖȋȖ Ȋ 
ǫȓȈȊȍ 36, ȗȖȓȈȋȈȓȐșȤ ȕȈ ȜȈȏȏȐȕȋ ȊȖ ȔȕȖȋȐȝ șȊȖȐȝ ȖȚȒȘȣȚȐȧȝ.  
 

ǩȖȓȍȍ ǩȍȏȖȗȈșȕȣȍ ǶȗȍȘȈȞȐȖȕȕȣȍ ǹȐșȚȍȔȣ 

 

ǩȖȓȤȠȐȕșȚȊȖ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ ȕȍ ȚȖȓȤȒȖ ȕȈȗȐșȈȕȣ ȗȘȖȋȘȈȔȔȐșȚȈȔȐ, 
ȗȖȋȘțȎȍȕȕȣȔ Ȋ ȜȐȓȖșȖȜȐȦ SDL, Ȑ ȐșȗȖȓȤȏțȦȡȐȔȐ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȣȍ ȧȏȣȒȐ 
ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ, ȕȖ ȚȈȒȎȍ ȐȔȍȦȚ ȊșȚȘȖȍȕȕțȦ ȏȈȡȐȚț ȖȚ ȔȕȖȋȐȝ ȥȒșȗȓȖȑȚȖȊ. 
ǩȖȓȤȠȐȕșȚȊȖ Ȑȏ ȗȖȗțȓȧȘȕȣȝ șȍȋȖȌȕȧ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ ȊȒȓȦȟȈȦȚ Ȋ șȍȉȧ 
șȗȍȞȐȈȓȤȕȖ ȘȈȏȘȈȉȖȚȈȕȕțȦ ȏȈȡȐȚț ȗȈȔȧȚȐ, Ȑ ȖȕȐ ȏȈȡȐȡȈȦȚ ȕȈȐȉȖȓȍȍ 
ȒȘȐȚȐȟȕȣȍ ȖȉȓȈșȚȐ ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȣ. Ǫ ȕȍȒȖȚȖȘȣȝ ȌȈȎȍ ȍșȚȤ ȊșȚȘȖȍȕȕȈȧ 
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ȏȈȡȐȚȈ ȖȚ ȗȍȘȍȗȖȓȕȍȕȐȧ ȉțȜȍȘȈ, ȈȕȚȐȊȐȘțșȣ Ȑ ȜȈȑȘȊȖȓȣ, ȒȖȚȖȘȣȍ ȗȖȔȖȋȈȦȚ 
șȕȐȏȐȚȤ ȒȖȓȐȟȍșȚȊȖ țȧȏȊȐȔȣȝ ȉȈȋȖȊ ȐȓȐ ȗȖșȓȍȌțȦȡȐȑ țȘȖȕ ȖȚ Ȑȝ ȐșȗȖȓȤȏȖȊȈȕȐȧ. 
 

ǯȈȡȐȚȣ ȖȚ ǹȚȖȘȖȕȕȐȝ ǷȘȖȐȏȊȖȌȐȚȍȓȍȑ Ȑ ǬȖȗȖȓȕȍȕȐȧ ȖȚ 
ȗȘȖȐȏȊȖȌȐȚȍȓȧ      

 

ǹțȡȍșȚȊțȦȚ ȚȣșȧȟȐ ȗȘȖȋȘȈȔȔ, șȗȖșȖȉȕȣȝ, ȝȖȚȧ ȉȣ ȕȍȔȕȖȋȖ, ȏȈȡȐȚȐȚȤ 
ȒȖȔȗȤȦȚȍȘȕțȦ șȐșȚȍȔț ȖȚ ȘȈȕȍȍ ȐȏȊȍșȚȕȣȝ ȗȘȖȋȘȈȔȔȕȣȝ țȧȏȊȐȔȖșȚȍȑ. 
ǵȍȒȖȚȖȘȣȍ Ȑȏ ȕȐȝ ȗȘȍȌȖșȚȈȊȓȧȦȚșȧ ȗȘȖȐȏȊȖȌȐȚȍȓȍȔ ȉȍșȗȓȈȚȕȖ ȐȓȐ Ȋ ȒȈȟȍșȚȊȖ 
ȗȓȈȚȕȣȝ ȌȖȗȖȓȕȍȕȐȑ, ȌȘțȋȐȍ - ȖȚȌȍȓȤȕȣȔȐ șȚȖȘȖȕȕȐȔȐ ȒȖȔȗȈȕȐȧȔȐ. ǷȘȖȋȘȈȔȔȣ, 
ȖȉȍȡȈȦȡȐȍ ȖȉȕȈȘțȎȐȚȤ Ȑ ȖșȚȈȕȖȊȐȚȤ ȕȖȊȣȍ ȥȒșȗȓȖȑȚȣ, ȊșȚȘȍȟȈȦȚșȧ ȟȈșȚȖ, Ȑ, 
ȝȖȚȧ ȖȕȐ ȕȍ ȐȌȍȈȓȤȕȣ, ȖȕȐ ȔȖȋțȚ șțȡȍșȚȊȍȕȕȖ șȕȐȏȐȚȤ ȘȐșȒ ȕȖȊȣȝ țȋȘȖȏ. ǶȌȐȕ 
Ȑȏ ȔȖȐȝ ȓȦȉȐȔȣȝ ȗȘȐȕȞȐȗȖȊ ȘȈȉȖȚȣ ȏȈȡȐȚȕȖȋȖ ǷǶ ȕȈȏȣȊȈȍȚșȧ “ȒȖȕȚȘȖȓȤ 
ȗȘȐȓȖȎȍȕȐȑ” ȐȓȐ “ȉȍȓȣȑ ȓȐșȚ”. ǺȈȒȐȍ ȗȘȖȋȘȈȔȔȣ ȕȍ ȖșȚȈȕȖȊȧȚ ȗȍȘȊȖȕȈȟȈȓȤȕȖȍ 
ȗȘȖȕȐȒȕȖȊȍȕȐȍ, ȕȖ ȔȖȋțȚ ȖșȚȈȕȖȊȐȚȤ ȐȓȐ țșȓȖȎȕȐȚȤ ȝȈȒȍȘț, ȐȓȐ ȊȘȍȌȖȕȖșȕȖȔț 
ǷǶ, ȕȈȕȍșȍȕȐȍ ȌȈȓȤȕȍȑȠȍȋȖ țȘȖȕȈ.  
 

 

ǰȌȍȈȓȤȕȖȍ ǷǶ ǵȍ ǪȣȓȍȟȐȚ Ǫșȍ ǩȖȓȍȏȕȐ 

 

ǵȐȒȈȒȈȧ ȏȈȡȐȚȈ ȕȍ ȉțȌȍȚ ȓțȟȠȍ, ȟȍȔ ȉȍȏȖȗȈșȕȖȍ ȕȈȗȐșȈȕȐȍ ȗȘȐȓȖȎȍȕȐȑ, Ȋ 
ȒȖȚȖȘȣȝ ȐȏȕȈȟȈȓȤȕȖ șȖȌȍȘȎȐȚșȧ ȔȍȕȤȠȍȍ ȒȖȓȐȟȍșȚȊȖ ȉȈȋȖȊ. ǶȌȕȈȒȖ, 

șțȡȍșȚȊȖȊȈȕȐȍ ȐȌȍȈȓȤȕȣȝ ȗȘȖȋȘȈȔȔ ȉȍȏ ȉȈȋȖȊ ȕȍȊȖȏȔȖȎȕȖ, Ȉ ȌȈȎȍ, ȍșȓȐ ȉȣ ȉȣȓȖ 
ȊȖȏȔȖȎȕȖ, ȥȚȖ Ȋșȍ ȘȈȊȕȖ ȉȣ ȕȍ ȊȣȓȍȟȐȓȖ ȉȖȓȍȏȕȤ ȊȏȓȖȔȈ. ǲ șȖȎȈȓȍȕȐȦ, 
ȗȘȖȋȘȈȔȔȕȣȍ țȧȏȊȐȔȖșȚȐ - ȕȍ ȍȌȐȕșȚȊȍȕȕȈȧ ȕȈȠȈ ȗȘȖȉȓȍȔȈ. ǺȘȖȧȕȣ ȘȈȉȖȚȈȦȚ 
ȗȖșȓȍ ȚȖȋȖ, ȒȈȒ ȗȖȓȤȏȖȊȈȚȍȓȤ ȏȈȗțșȚȐȚ ȌȈȓȍȒȖ ȕȍ șȈȔțȦ ȊȘȍȌȖȕȖșȕțȦ ȗȘȖȋȘȈȔȔț. 
ǴȕȖȋȐȍ ȝȈȒȍȘȣ Ȑ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ ȐșȗȖȓȤȏțȦȚ Ȍȓȧ ȕȈȕȍșȍȕȐȧ ȊȘȍȌȈ ȏȈȓȖȎȍȕȕȣȍ 
ȐȏȕȈȟȈȓȤȕȖ, ȚȖ ȍșȚȤ ȕȈșȚȖȧȡȐȍ șȊȖȑșȚȊȈ ȌȈȕȕȣȝ ȧȏȣȒȖȊ ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ Ȑ 
ȌȘțȋȐȝ ȒȖȔȗȖȕȍȕȚȖȊ. Ǩ șȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ ȔȖȎȍȚ șȌȍȓȈȚȤ ȚȖ, ȟȍȋȖ ȕȍ ȔȖȎȍȚ 
ȗȘȖȋȘȈȔȔȕȖȍ ȖȉȍșȗȍȟȍȕȐȍ. 
   ǰ Ȋșȍ Ȏȍ, ȕȐȒȚȖ ȕȍ șȗȖȘȐȚ, ȟȚȖ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȣȍ ȗȘȖȋȘȈȔȔȣ ȕȈȔ ȕȍ ȗȖȔȖȋțȚ. 
Ǫ ǫȓȈȊȈȝ 7 Ȑ 8 ȗȘȍȌșȚȈȊȓȍȕȣ ȌȊȈ ȥȒșȗȍȘȚȈ, ȗȖșȊȧȚȐȊȠȐȝ șȊȖȦ ȎȐȏȕȤ ȌȖȊȍȌȍȕȐȦ 
ȗȘȖȋȘȈȔȔȕȖȋȖ ȖȉȍșȗȍȟȍȕȐȧ ȌȖ ȐȌȍȈȓȈ. Ǫ ǫȓȈȊȍ 7 ȘȍȟȤ ȗȖȑȌȍȚ ȗȘȖ ǴȈȑȒȓȈ 

ǽȖȊȈȘȌȈ, ȒȖȚȖȘȣȑ ȗȖȗțȓȧȘȐȏȐȘȖȊȈȓ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȖȍ ȕȈȗȐșȈȕȐȍ ȗȘȖȋȘȈȔȔ, Ȉ 
ǫȓȈȊȈ 8 ȜȖȒțșȐȘțȍȚșȧ ȕȈ ǫȥȘȐ ǴȈȒǫȘȖț, ȖȌȕȖȔ Ȑȏ ȓțȟȠȐȝ ȚȍșȚȐȘȖȊȡȐȒȖȊ Ȋ ȔȐȘȍ.  
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ǫȓȈȊȈ 7. ǷȘȖȜȐȓȤ: ǴȈȑȒȓ ǽȖȊȈȘȌ 

 

 

 

ǴȈȑȒȓ ǽȖȊȈȘȌ – ȏȈȘȈȏȐȚȍȓȍȕ. Ƕȕ ȚȈȓȈȕȚȓȐȊȣȑ ȗȘȍȗȖȌȈȊȈȚȍȓȤ, șȐȓȤȕȣȑ ȖȘȈȚȖȘ, 
Ȑ șȗțșȚȧ ȗȖȟȚȐ 20 ȓȍȚ Ȋșȍ ȚȈȒ Ȏȍ ȓȦȉȐȚ ȗȘȖȜȍșșȐȦ șȗȍȞȐȈȓȐșȚȈ ȗȖ 
ȒȖȔȗȤȦȚȍȘȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȉȍȏȖȗȈșȕȖȔț ȕȈȗȐșȈȕȐȦ ȒȖȌȈ. ǹȓȖȎȕȖ ȕȈȝȖȌȐȚȤșȧ 
ȘȧȌȖȔ ș ȕȐȔ ȌȖȓȤȠȍ ȕȍșȒȖȓȤȒȐȝ ȔȐȕțȚ Ȑ, ȗȘȐ ȥȚȖȔ, ȕȍ ȏȈȝȖȚȍȚȤ șȌȍȓȈȚȤ ȔȐȘ 
ȉȍȏȖȗȈșȕȍȍ ȝȖȚȧ ȉȣ ȕȈ ȖȌȕț șȚȘȖȒț ȒȖȌȈ. ǪȗȍȘȊȣȍ, Ȗȕ șȚȈȓ ȠȐȘȖȒȖ ȐȏȊȍșȚȍȕ 
ȉȓȈȋȖȌȈȘȧ șȖȈȊȚȖȘșȚȊț ȒȕȐȋȐ Writing Secure Code 

(https://www.amazon.com/Writing-Secure-Code-Michael-Howard/dp/0735615888) ș 
ǬȥȊȐȌȖȔ ǳȍȉȓȈȕȖȔ, Ȉ ȚȈȒȎȍ ȉȓȈȋȖȌȈȘȧ ȚȖȔț, ȟȚȖ șȚȈȓ ȗȘȐȟȐȕȖȑ, ȗȖ ȒȖȚȖȘȖȑ Ȋ 
Microsoft șȚȈȓȐ ȕȈȔȕȖȋȖ ȚȡȈȚȍȓȤȕȍȍ ȖȚȕȖșȐȚȤșȧ Ȓ ȕȈȗȐșȈȕȐȦ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȖȋȖ 
ȒȖȌȈ. ǽȖȊȈȘȌ, ȘȖȌȐȊȠȐȑșȧ Ȋ ǵȖȊȖȑ ǯȍȓȈȕȌȐȐ, șȍȑȟȈș ȎȐȊȍȚ Ȋ ǶșȚȐȕȍ, ǺȍȝȈș, șȚȈȓ 
șȖȈȊȚȖȘȖȔ ȕȍșȒȖȓȤȒȐȝ ȒȕȐȋ ȗȖ ȕȈȗȐșȈȕȐȦ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȖȋȖ ȒȖȌȈ, Ȑ ȗȖșȚȖȧȕȕȖ 
ȊȍȌȍȚ ȉȓȖȋ. 
 

ǷǸИǴЕЧАǵИЕ ǬȥȊȐȌ ǳȍȉȓȈȕ, șȖȈȊȚȖȘ ǽȖȊȈȘȌȈ ȗȖ ȒȕȐȋȍ Writing Secure Code – 

ȍȡȍ ȖȌȐȕ ȗȘȖȋȘȍșșȐȊȕȣȑ șȗȍȞȐȈȓȐșȚ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
ǩȓȈȋȖȌȈȘȧ ȍȋȖ țșȐȓȐȧȔ Microsoft Office șȚȈȓ ȏȕȈȟȐȚȍȓȤȕȖ ȉȍȏȖȗȈșȕȍȍ. Ƕȕ ȚȈȒ Ȏȍ 

șȖȏȌȈȓ ȉȖȓȍȍ ȉȍȏȖȗȈșȕțȦ ȔȖȌȍȓȤ ȉȘȈțȏȍȘȈ, ȒȖȚȖȘțȦ Ȋ ȐȚȖȋȍ ȐșȗȖȓȤȏțȦȚ Google, 
Adobe Ȑ Microsoft. 
 

ȇ șȗȘȖșȐȓ ǽȖȊȈȘȌȈ, ȒȈȒ Ȗȕ ȗȖȗȈȓ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕțȦ ȉȍȏȖȗȈșȕȖșȚȤ. Ƕȕ ȖȚȊȍȚȐȓ: 
“ȇ ȘȈȉȖȚȈȓ ȕȈȌ șȈȔȣȔȐ ȘȈȕȕȐȔȐ ȊȍȘșȐȧȔȐ Windows NT Ȍȓȧ Microsoft. ǻ Ȕȍȕȧ ȉȣȓȐ 
ȌȖȊȖȓȤȕȖ ȕȐȏȒȖțȘȖȊȕȍȊȣȍ ȏȈȌȈȟȐ, ȚȈȒȐȍ ȒȈȒ ȒȖȕȚȘȖȓȤ ȌȖșȚțȗȈ, ȒȘȐȗȚȖȋȘȈȜȐȧ Ȑ 
ȕȈșȚȘȖȑȒȈ GINA (ȋȘȈȜȐȟȍșȒȐȍ ȐȕȚȍȘȜȍȑșȣ, ȒȖȚȖȘȣȍ ȐșȗȖȓȤȏȖȊȈȓȐșȤ Ȍȓȧ 
ȗȘȖȊȍȘȒȐ ȗȖȌȓȐȕȕȖșȚȐ Ȋ Microsoft Windows Ȑ ȌȘțȋȐȔȐ ȗȖșȚȈȊȡȐȒȈȔȐ ȗȘȖȊȍȘȒȐ 
ȗȖȌȓȐȕȕȖșȚȐ). ȅȚȖ ȕȈ șȈȔȖȔ Ȍȍȓȍ ȗȘȐȊȍȓȖ Ȕȍȕȧ Ȓ ȚȖȔț, ȟȚȖ ȧ ȕȈȟȈȓ ȉȖȓȤȠȍ 
ȏȈȌțȔȣȊȈȚȤșȧ Ȗ ȉȍȏȖȗȈșȕȖșȚȐ Ȋ ȉțȌțȡȍȔ. ǷȘȐȔȍȘȕȖ Ȋ 2000-ȝ șȚȈȓȖ ȗȖȕȧȚȕȖ, ȟȚȖ 
ȕȈȓȐȟȐȍ ȗȘȖȋȘȈȔȔȕȣȝ ȒȖȔȗȖȕȍȕȚȖȊ Ȍȓȧ ȉȍȏȖȗȈșȕȖșȚȐ ȕȍ ȌȍȓȈȦȚ ȗȘȖȌțȒȚ 
ȉȍȏȖȗȈșȕȣȔ; șȒȖȘȍȍ ȕțȎȕȖ șȜȖȒțșȐȘȖȊȈȚȤșȧ ȕȈ ȚȖȔ, ȟȚȖȉȣ șȈȔȐ ȥȚȐ ȗȘȖȋȘȈȔȔȕȣȍ 
ȒȖȔȗȖȕȍȕȚȣ ȉȣȓȐ ȉȍȏȖȗȈșȕȣȔȐ, Ȉ ȥȚȖ țȎȍ șȖȊȍȘȠȍȕȕȖ ȌȘțȋȖȍ ȕȈȗȘȈȊȓȍȕȐȍ”. 
   ȇ șȗȘȖșȐȓ ȍȋȖ, ȒȈȒ ȒȖȕȞȍȗȞȐȧ SDL ȗȖȧȊȐȓȈșȤ Ȋ Microsoft. Ƕȕ șȒȈȏȈȓ: “ǹȖ 
ȊȘȍȔȍȕȍȔ ȒȖȔȈȕȌȣ, ȘȈȉȖȚȈȦȡȐȍ ȕȈȌ .NET Framework, Windows, Office, SQL Server 
Ȑ ȌȘțȋȐȍ, ȊȖȊȓȍȟȍȕȕȣȍ Ȋ Security Development Lifecycle (SDL) ȐȏțȟȐȓȐ ȘȈȏȓȐȟȕȣȍ 
ȗȖȌȝȖȌȣ ȉȍȏȖȗȈșȕȖșȚȐ. ǲȖȕȞȍȗȞȐȧ SDL ȗȖȔȖȋȓȈ ȗȖȗțȓȧȘȐȏȐȘȖȊȈȚȤ ȉȍȏȖȗȈșȕȖȍ 
ȕȈȗȐșȈȕȐȍ ȒȖȌȈ Ȑ ȉȍȏȖȗȈșȕțȦ ȘȈȏȘȈȉȖȚȒț, Ȉ ȚȈȒȎȍ ȗȖȌȌȍȘȎȈȕȐȍ ȗȘȖȌțȒȚȈ, Ȑ 
șȍȑȟȈș ȧȊȓȧȍȚșȧ ȓȐȌȐȘțȦȡȍȑ șȐȓȖȑ, ȌȍȔȖȕșȚȘȐȘțȦȡȍȑ, șȒȖȓȤȒȖ ȒȖȔȗȈȕȐȑ 
ȋȖȚȖȊȣ țȓțȟȠȐȚȤ ȉȍȏȖȗȈșȕȖșȚȤ șȊȖȍȋȖ ǷǶ”.            
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   ȇ ȗȖȐȕȚȍȘȍșȖȊȈȓșȧ, ȉȣȓȖ ȓȐ SDL ȕȍȉȖȓȤȠȐȔ țȓțȟȠȍȕȐȍȔ ȚȖȋȖ, Ȗ ȟȍȔ Ȗȕ 
ȗȘȖȟȍȓ, ȐȓȐ SDL - ȥȚȖ ȚȖ, ȟȚȖ Ȗȕ ȗȖșȚȘȖȐȓ ș ȕțȓȧ, ȉȍȏ ȗȘȍȌȊȈȘȐȚȍȓȤȕȣȝ 
țȗȖȔȐȕȈȕȐȑ ȋȌȍ-ȚȖ ȍȡȍ. Ƕȕ ȖȚȊȍȚȐȓ: “Ǫșȍ șȚȘȖȧȚ șȊȖȦ ȌȍȧȚȍȓȤȕȖșȚȤ, 
ȖșȕȖȊȣȊȈȧșȤ ȕȈ ȘȈȉȖȚȍ ȌȘțȋȐȝ, ȕȖ ȗȖ ȉȖȓȤȠȍȑ ȟȈșȚȐ SDL - ȥȚȖ ȘȍȏțȓȤȚȈȚ ȌȍȑșȚȊȐȑ 
Ȑ ȖȉțȟȍȕȐȧ. ǺȖ, ȟȚȖ ȖșȚȈȕȈȊȓȐȊȈȍȚ ȘȈȉȖȚț, Ȑ ȚȖ, ȟȚȖ ȕȍ ȘȈȉȖȚȈȍȚ ȐȓȐ șȖȊȍȘȠȍȕȕȖ 
ȕȍ ȗȘȈȋȔȈȚȐȟȕȖ ȊȣȉȘȈșȣȊȈȍȚșȧ. ǰȕȖȋȌȈ, Ȕȕȍ ȒȈȎȍȚșȧ, ȟȚȖ ȕȍȒȖȚȖȘȣȍ 
ȈȒȈȌȍȔȐȟȍșȒȐȍ ȔȖȌȍȓȐ ȊȖȖȉȡȍ ȕȐȒȖȋȌȈ ȕȍ ȗȘȖȊȍȘȧȓȐșȤ Ȋ ȗȘȖȐȏȊȖȌșȚȊȍȕȕȖȑ 
șȘȍȌȍ, ȋȌȍ ȍșȚȤ ȌȍȌȓȈȑȕȣ, ȚȘȍȉȖȊȈȕȐȧ Ȓ ȗȘȖȐȏȊȖȌȐȚȍȓȤȕȖșȚȐ, ȊȘȍȔȧ ȊȣȝȖȌȈ ȕȈ 
ȘȣȕȖȒ, ȥȒȖȕȖȔȐȟȍșȒȐȍ șȖȖȉȘȈȎȍȕȐȧ, ȚȘȍȉȖȊȈȕȐȧ ȖȉȘȈȚȕȖȑ șȖȊȔȍșȚȐȔȖșȚȐ, Ȑ ȚȈȒ 
ȌȈȓȍȍ.  
   Ǫ ȚȖ ȊȘȍȔȧ ȉȣȓȈ ȠȐȘȖȒȖ ȘȈșȗȘȖșȚȘȈȕȍȕȈ ȚȖȟȒȈ ȏȘȍȕȐȧ, ȟȚȖ ȍșȓȐ ȗȘȖșȚȖ 
țȓțȟȠȐȚȤ Ȗȉȡȍȍ ȒȈȟȍșȚȊȖ ȒȖȌȈ, ȚȖ ȥȚȖ ȚȈȒȎȍ țȓțȟȠȐȚ ȕȍȗȖșȘȍȌșȚȊȍȕȕȖ ȍȋȖ 
ȉȍȏȖȗȈșȕȖșȚȤ. ǵȖ ȧ ȕȍ ȊȐȌȍȓ ȥȚȖȔț ȍȡȍ ȕȐ ȖȌȕȖȋȖ ȥȔȗȐȘȐȟȍșȒȖȋȖ ȌȖȒȈȏȈȚȍȓȤșȚȊȈ. 

ǴȖȎȕȖ ȕȈȗȐșȈȚȤ ȜțȕȒȞȐȖȕȈȓȤȕȣȑ SQL-ȒȖȌ, ȒȖȚȖȘȣȑ ȗȘȖȑȌȍȚ Ȋșȍ 
ȜțȕȒȞȐȖȕȈȓȤȕȣȍ ȚȍșȚȣ, ȕȖ ȗȘȐ ȥȚȖȔ ȔȖȎȍȚ ȉȣȚȤ ȗȘȖȕȐȏȈȕ țȧȏȊȐȔȖșȚȧȔȐ Ȍȓȧ 
SQL-ȐȕȢȍȒȞȐȑ. ǭșȓȐ ȊȈș ȕȐȒȖȋȌȈ ȕȍ ȋȖȚȖȊȐȓȐ Ȓ SQL-ȐȕȢȍȒȞȐȧȔ, ȚȖ Ȋȣ țȊȐȌȐȚȍ 
ȓȐȠȤ ȐȌȍȈȓȤȕȣȑ ȒȖȌ - Ȗȕ ȌȍȓȈȍȚ ȚȖ, ȟȚȖ ȌȖȓȎȍȕ. ǩȍȏȖȗȈșȕȈȧ șȐșȚȍȔȈ ȌȖȓȎȕȈ 
ȌȍȓȈȚȤ ȚȖȓȤȒȖ ȚȖ, ȟȚȖ ȕțȎȕȖ, Ȑ ȕȐȟȍȋȖ ȉȖȓȤȠȍ. ǻȧȏȊȐȔȖșȚȤ Ȓ SQL-ȐȕȢȍȒȞȐȧȔ - 
ȥȚȖ “ȌȖȗȖȓȕȐȚȍȓȤȕȣȑ ȜțȕȒȞȐȖȕȈȓ”, ȒȖȚȖȘȣȑ ȌȍȓȈȍȚ ȒȖȌ ȕȍȉȍȏȖȗȈșȕȣȔ”.  
   ȇ șȗȘȖșȐȓ ȍȋȖ, ȒȈȒțȦ ȘȖȓȤ șȣȋȘȈȓȖ ȊȕȍȌȘȍȕȐȍ ȗȘȈȒȚȐȒȐ SDL Ȋ Microsoft. Ƕȕ 
ȘȈșșȒȈȏȈȓ Ȕȕȍ: “ȅȚȖ ȉȣȓȈ șȐȕȍȘȋȐȧ ȔȕȖȋȐȝ ȘȈȏȓȐȟȕȣȝ Ȋȍȡȍȑ, Ȋ ȒȖȚȖȘȖȑ 
țȟȈșȚȊȖȊȈȓȐ ȒȈȒ ȧ, ȚȈȒ Ȑ ȌȘțȋȐȍ șȗȍȞȐȈȓȐșȚȣ. Ǫșȍ ȕȈȟȈȓȖșȤ Ȋ ȒȖȕȞȍ 2001-ȋȖ, 
ȒȖȋȌȈ ȒȖȔȈȕȌȈ .NET ȗȘȖȊȍȓȈ ȔȍȘȖȗȘȐȧȚȐȍ “security stand down”, ȕȈ ȒȖȚȖȘȖȔ 
ȘȍȠȐȓȐ ȘȈșșȔȖȚȘȍȚȤ ȚȍȒțȡȐȍ ȗȘȖȉȓȍȔȣ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȗȖȚȍȕȞȐȈȓȤȕȣȍ ȘȐșȒȐ. 
Ǵȣ ȔȕȖȋȖȔț ȚȈȔ ȕȈțȟȐȓȐșȤ Ȑ ȌȖȉȈȊȐȓȐ ȔȕȖȋȖ ȕȖȊȣȝ șȗȖșȖȉȖȊ ȏȈȡȐȚȣ. ȇ ȗȖȔȕȦ, 
ț ȕȈș ȉȣȓȐ ȜțȚȉȖȓȒȐ, ȕȈ ȒȖȚȖȘȣȝ ȉȣȓȈ ȕȈȗȍȟȈȚȈȕȈ ȌȈȚȈ ȔȍȘȖȗȘȐȧȚȐȧ, Ȉ ȗȖȚȖȔ 
ȋȘȧȕțȓ șȐȓȤȕȣȑ șȕȍȋȖȗȈȌ Ȑ ȍȋȖ ȖȚȔȍȕȐȓȐ… ȗȖȓțȟȐȓȖșȤ ȐȘȖȕȐȟȕȖ - Ȕȣ ȐșȒȈȓȐ 
ȕȖȊȣȍ șȗȖșȖȉȣ ȖȉȍȏȖȗȈșȐȚȤ ȒȖȌ, Ȑ, ȗȘȐ ȥȚȖȔ, ȕȈ Ȋșȍȝ ȕȈȠȐȝ ȜțȚȉȖȓȒȈȝ ȉȣȓȈ 
ȕȍȗȘȈȊȐȓȤȕȈȧ ȌȈȚȈ. ǵȖ, ȉȓȈȋȖȌȈȘȧ ȥȚȖȔț ȔȍȘȖȗȘȐȧȚȐȦ Ȕȣ ȔȕȖȋȖȔț ȕȈțȟȐȓȐșȤ Ȑ, 
Ȋ ȒȖȕȞȍ ȒȖȕȞȖȊ, ȗȘȐȠȓȐ Ȓ SDL. ǪȣȠȓȈ ȒȕȐȋȈ, ȈȊȚȖȘȈȔȐ ȒȖȚȖȘȖȑ ȉȣȓȐ ȧ Ȑ ǬȥȊȐȌ, 
ȗȖșȓȍ ȕȍȍ ȔȕȖȋȐȍ șȚȈȓȐ șȐȓȤȕȍȍ ȏȈȌțȔȣȊȈȚȤșȧ Ȗ ȉȍȏȖȗȈșȕȖșȚȐ ȒȖȌȈ. Ǫ 2001-ȖȔ 
Microsoft ȈȚȈȒȖȊȈȓȖ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȝȈȒȍȘȖȊ Ȑ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ. 

ǿȍȘȊȐ Code Red Ȑ Nimda ȕȈȕȍșȓȐ șȍȘȤȍȏȕȣȑ țȘȖȕ. ǷȖșȓȍ ȥȚȖȋȖ ǩȐȓȓ ǫȍȑȚș 
șȗȘȖșȐȓ Ȗ ȗȘȐȘȖȌȍ ȗȘȖȋȘȈȔȔȕȣȝ țȧȏȊȐȔȖșȚȍȑ Ȑ ȗȖȟȍȔț ȖȕȐ ȌȖ șȐȝ ȗȖȘ 
ȗȘȐșȚțșȚȊțȦȚ. Ǵȍȕȧ ȊȣȉȘȈȓȐ țȟȈșȚȕȐȒȖȔ ȒȖȔȈȕȌȣ, ȒȖȚȖȘȈȧ ȊșȚȘȍȟȈȓȈșȤ ș 
ǩȐȓȓȖȔ ǫȍȑȚșȖȔ. ȇ ȗȍȘȍȌȈȓ ȍȔț ȘȈȕȕȦȦ ȒȖȗȐȦ ȕȈȠȍȑ ȒȕȐȋȐ Writing Secure Code, 

Ȑ ȗȖșȓȍ ȚȖȑ ȊșȚȘȍȟȐ, ǩȐȓȓ, Ȋ ȒȖȕȍȟȕȖȔ ȐȚȖȋȍ, ȕȈȗȐșȈȓ șȊȖȍ ȏȕȈȔȍȕȐȚțȦ ȏȈȔȍȚȒț 
“ǵȈȌȍȎȕȣȍ ȊȣȟȐșȓȍȕȐȧ” (https://www.microsoft.com/mscorp/execmail/2002/07-

18twc.mspx). Ǫ ȥȚȖȑ ȏȈȔȍȚȒȍ ǩȐȓȓ țȗȖȔȧȕțȓ ȕȈȠț ȒȕȐȋț, ȗȖșȓȍ ȟȍȋȖ ȍȍ ȗȘȖȌȈȎȐ 
ȔȖȔȍȕȚȈȓȤȕȖ ȊȏȓȍȚȍȓȐ! Ǫ ȐȚȖȋȍ ȧ șȚȈȓ ȘȈȉȖȚȈȚȤ Ȋ ȚȖȓȤȒȖ ȟȚȖ șȜȖȘȔȐȘȖȊȈȕȕȖȔ 
ȗȖȌȘȈȏȌȍȓȍȕȐȐ Microsoft, ȒȖȚȖȘȖȍ ȕȈȏȣȊȈȓȖșȤ “ǵȈȌȍȎȕȣȍ ȊȣȟȐșȓȍȕȐȧ”. ǷȖșȓȍ 
ȥȚȖȋȖ ȔȍȘȖȗȘȐȧȚȐȧ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ șȚȈȓȐ ȗȘȖȊȖȌȐȚșȧ ȟȈȡȍ (ȗȖșȊȧȡȍȕȕȣȍ 
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Windows, SQL-șȍȘȊȍȘț Ȑ ȔȕȖȋȐȔ ȌȘțȋȐȔ ȗȘȖȌțȒȚȈȔ Microsoft). ǩȓȈȋȖȌȈȘȧ ȊșȍȔț 
ȥȚȖȔț șȖȏȌȈȊȈȓȈșȤ Ȑ ȖȉȕȖȊȓȧȓȈșȤ ȒȖȕȞȍȗȞȐȧ SDL, Ȉ ȏȈȚȍȔ șȖȊȍȘȠȍȕșȚȊȖȊȈȓȈșȤ Ȑ 
șȚȈȕȖȊȐȓȈșȤ ȉȖȓȍȍ ȥȜȜȍȒȚȐȊȕȖȑ. ǰ ȖȕȈ ȗȘȖȌȖȓȎȈȍȚ ȍȎȍȋȖȌȕȖ ȖȉȕȖȊȓȧȚȤșȧ”.  
   ȇ șȗȘȖșȐȓ ȗȘȈȊȌȈ ȓȐ, ȟȚȖ Ȗȕ Ȑ Microsoft ȗȘȍȌȖșȚȈȊȐȓȐ ȉȖȓȤȠȍ ȐȕȜȖȘȔȈȞȐȐ Ȑ 
ȐȕșȚȘțȔȍȕȚȖȊ ȗȖ ȉȍȏȖȗȈșȕȖȔț ȕȈȗȐșȈȕȐȦ ȒȖȌȈ, ȟȍȔ ȓȦȉȈȧ ȌȘțȋȈȧ ȖȘȋȈȕȐȏȈȞȐȧ. 
Ƕȕ șȒȈȏȈȓ: “ǹȖȊȍȘȠȍȕȕȖ ȚȖȟȕȖ, ȌȈ! ǵȖ, ȟȚȖ ȉȖȓȍȍ ȊȈȎȕȖ, ȥȚȖ Țȍ ȐȕșȚȘțȔȍȕȚȣ Ȑ 
ȚȍȝȕȐȒȐ, ȒȖȚȖȘȣȍ Ȕȣ șȈȔȐ ȐșȗȖȓȤȏțȍȔ Ȋ ȕȈȠȐȝ ȗȘȖȌțȒȚȈȝ, Ȋ ȔȐȓȓȐȖȕȈȝ șȚȘȖȒ 
ȒȖȌȈ ȒȈȎȌȣȑ ȌȍȕȤ. ȅȚȖ ȕȍ ȈȒȈȌȍȔȐȟȍșȒȐȑ țȟȍȉȕȐȒ. ȅȚȖ ȚȖ, ȟȚȖ ȐșȗȖȓȤȏțȍȚ ȖȌȕȈ 
Ȑȏ șȈȔȣȝ ȒȘțȗȕȣȝ ȒȖȔȗȈȕȐȑ Ȋ ȔȐȘȍ. ǰ ȗȖȟȚȐ ȊșȍȔ ȥȚȐȔ Ȕȣ ȌȍȓȐȔșȧ”. 
   ȇ șȗȘȖșȐȓ, ȍșȓȐ ȗȘȖȋȘȈȔȔȐșȚȣ ȗȖ ȊșȍȔț ȔȐȘț ȓțȟȠȍ ȗȖȌȋȖȚȖȊȓȍȕȣ Ȋ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȚȖ ȗȖȟȍȔț Ȋ ȔȐȘȍ ȕȍ șȚȈȕȖȊȐȚșȧ ȔȍȕȤȠȍ 
ȗțȉȓȐȟȕȖ ȈȕȖȕșȐȘțȍȔȣȝ țȧȏȊȐȔȖșȚȍȑ. Ƕȕ ȖȚȊȍȚȐȓ: “ǵț, șȈȔȖ șȖȉȖȑ, șȍȑȟȈș 
ȉȖȓȤȠȍ ǷǶ, Ȑ Ȋ ȕȍȔ ȉȖȓȤȠȍ șȚȘȖȒ ȒȖȌȈ. ǵȖ ȘȍȈȓȤȕȈȧ ȗȘȖȉȓȍȔȈ Ȋ ȚȖȔ, ȟȚȖ 
ȗȘȖȋȘȈȔȔȐșȚȖȊ Ȋșȍ ȍȡȍ ȕȍ ȖȉțȟȈȦȚ ȉȍȏȖȗȈșȕȖȔț ȕȈȗȐșȈȕȐȦ ȒȖȌȈ, Ȑ ȖȕȐ Ȋșȍ ȍȡȍ 
ȕȍ ȗȖȕȐȔȈȦȚ ȖșȕȖȊȕȣȝ țȋȘȖȏ ȉȍȏȖȗȈșȕȖșȚȐ. Ǫ ȉȖȓȤȠȐȕșȚȊȍ șȓțȟȈȍȊ ȖȉȘȈȏȖȊȈȕȐȍ 
ȖȚȖȘȊȈȕȖ ȖȚ ȘȍȈȓȤȕȖșȚȐ. ǵȈ Ȍȕȧȝ ȧ ȐȏțȟȈȓ țȟȍȉȕțȦ ȗȘȖȋȘȈȔȔț ȗȖ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȋ ȖȌȕȖȔ țȕȐȊȍȘșȐȚȍȚȍ, Ȑ ȗȖȟȚȐ 50% ȏȈȕȧȚȐȑ 
ȜȖȒțșȐȘțȦȚșȧ ȕȈ ȕȐȏȒȖțȘȖȊȕȍȊȣȝ șȍȚȍȊȣȝ țȋȘȖȏȈȝ. ǵȍ ȉȣȓȖ ȓȍȒȞȐȑ ȗȖ ȖȉȓȈȟȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȉȍȏȖȗȈșȕȖȔț ȕȈȗȐșȈȕȐȦ ȒȖȌȈ. ǵȈȠȐ ȒȖȓȓȍȌȎȐ Ȋșȍ ȍȡȍ 
ȊȣȗțșȒȈȦȚ ȗȘȖȋȘȈȔȔȐșȚȖȊ, ȒȖȚȖȘȣȍ ȔȕȖȋȖȋȖ ȕȍ ȏȕȈȦȚ Ȗȉ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ ȐȓȐ ȉȍȏȖȗȈșȕȖȔ ȕȈȗȐșȈȕȐȐ ȒȖȌȈ. Ǵȕȍ ȖȟȍȕȤ ȋȘțșȚȕȖ ȖȚ ȖșȖȏȕȈȕȐȧ 
ȚȖȋȖ, ȟȚȖ ȥȚȐ ȊȣȗțșȒȕȐȒȐ ȉțȌțȚ șȖȏȌȈȊȈȚȤ ȒȘȐȚȐȟȍșȒȐ ȊȈȎȕȣȍ șȐșȚȍȔȣ, 
ȗȖȌȒȓȦȟȍȕȕȣȍ Ȓ ȐȕȚȍȘȕȍȚț. ȇ ȗȖ ȗȘȍȎȕȍȔț ȕȈȝȖȎț șȈȔȣȍ ȗȘȖșȚȣȍ ȖȠȐȉȒȐ Ȋ ȒȖȌȍ 

ȓȦȌȍȑ. ǲȖȋȌȈ ȧ ȌȍȔȖȕșȚȘȐȘțȦ ȗȘȖȉȓȍȔț ȕȈȘțȠȍȕȐȧ ȞȍȓȖșȚȕȖșȚȐ ȌȈȕȕȣȝ Ȋ 
ȗȈȔȧȚȐ ȐȓȐ țȧȏȊȐȔȖșȚȤ Ȓ SQL-ȐȕȢȍȒȞȐȐ - șȈȔȣȍ ȐȏȊȍșȚȕȣȍ, șȈȔȣȍ ȉȈȏȖȊȣȍ ȊȍȡȐ 
- ȕȈ Ȕȍȕȧ șȔȖȚȘȧȚ ȚȈȒ, ȒȈȒ ȉțȌȚȖ ȧ ȗȖȒȈȏȣȊȈȦ ȔȈȋȐȦ ȐȓȐ ȌȍȓȈȦ ȟȚȖ-ȚȖ ȖșȖȉȍȕȕȖȍ. 

ǶȟȍȕȤ șȓȖȎȕȖ ȕȈȑȚȐ ȕȖȊȖȋȖ ȗȘȖȋȘȈȔȔȐșȚȈ, ȒȖȚȖȘȣȑ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȗȖȕȐȔȈȍȚ 
ȖșȕȖȊȣ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ ȧ ȘȈȌțȦșȤ, ȍșȓȐ ȒȈȕȌȐȌȈȚ ȝȖȚȧ ȉȣ 
ȉȍșȗȖȒȖȐȚșȧ Ȗȉ ȥȚȖȔ. ǭșȓȐ ȋȓȈȏȈ ȗȘȖȋȘȈȔȔȐșȚȈ ȠȐȘȖȒȖ ȖȚȒȘȣȚȣ, ȒȖȋȌȈ ȧ ȋȖȊȖȘȦ 
Ȗ ȗȘȖȉȓȍȔȈȝ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȚȖ ȧ țȎȍ șȟȈșȚȓȐȊ. Ǫȣ țȌȐȊȐȚȍșȤ, 
ȕȈșȒȖȓȤȒȖ ȔȕȖȋȖ șțȡȍșȚȊțȍȚ ȊȣȗțșȒȕȐȒȖȊ, Ȍȓȧ ȒȖȚȖȘȣȝ ȉȍȏȖȗȈșȕȖșȚȤ ȕȍ ȐȔȍȍȚ 
ȏȕȈȟȍȕȐȧ, Ȑ ȖșȕȖȊȕȈȧ ȗȘȐȟȐȕȈ Ȋ ȚȖȔ, ȟȚȖ Ȑȝ ȕȍ țȟȈȚ ȘȈȉȖȚȈȚȤ ȕȈȌ ȉȍȏȖȗȈșȕȖșȚȤȦ. 
ǺȖȟȕȍȍ Ȑȝ țȟȈȚ ȕȍȗȘȈȊȐȓȤȕȣȔ ȊȍȡȈȔ, ȚȈȒȐȔ, ȒȈȒ ȒȖȕȞȍȕȚȘȈȞȐȧ ȕȈ șȍȚȍȊȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ ȐȓȐ ȕȍȏȕȈȟȐȚȍȓȤȕȣȝ ȌȍȚȈȓȧȝ. Ǫ ȠȒȖȓȍ țȟȍȕȐȒȐ ȗȖȌȘȖȉȕȖ ȐȏțȟȈȦȚ 
RSA-ȈȓȋȖȘȐȚȔ, ȕȖ Ȑȝ ȕȍ țȟȈȚ ȚȖȔț, Ȍȓȧ ȟȍȋȖ ȍȋȖ ȕțȎȕȖ ȐșȗȖȓȤȏȖȊȈȚȤ, ȒȈȒȐȍ 
ȗȘȖȉȓȍȔȣ Ȗȕ ȘȍȠȈȍȚ, Ȑ ȒȖȋȌȈ ȍȋȖ ȕțȎȕȖ ȗȘȐȔȍȕȧȚȤ. ǯȕȈȚȤ, ȒȈȒ ȟȚȖ-ȚȖ 
ȐșȗȖȓȤȏȖȊȈȚȤ Ȍȓȧ ȘȍȠȍȕȐȧ ȘȍȈȓȤȕȣȝ ȗȘȖȉȓȍȔ ȉȍȏȖȗȈșȕȖșȚȐ ȋȖȘȈȏȌȖ ȊȈȎȕȍȍ, ȟȍȔ 
ȏȕȈȚȤ, ȒȈȒ ȟȚȖ-ȚȖ ȘȈȉȖȚȈȍȚ. ǳȦȉȖȑ ȔȖȎȍȚ ȏȈȗȖȔȕȐȚȤ ȗȘȖȚȖȒȖȓ, ȕȖ ȕȈȔ ȕțȎȕȣ 
ȓȦȌȐ, ȒȖȚȖȘȣȍ ȏȕȈȦȚ Ȗ ȘȐșȒȈȝ Ȑ ȌțȔȈȦȚ Ȗ ȘȍȠȍȕȐȐ ȗȘȖȉȓȍȔ. ǷȘȍȗȖȌȈȊȈȚȍȓȐ 
ȕȍȒȖȚȖȘȣȝ țȟȍȉȕȣȝ ȏȈȊȍȌȍȕȐȑ, ȚȈȒȐȍ, ȒȈȒ ǴȥȚȚ ǩȐȠȖȗ Ȑȏ ǲȈȓȐȜȖȘȕȐȑșȒȖȋȖ 
țȕȐȊȍȘșȐȚȍȚȈ Ȋ ǬȍȑȊȐșȍ, ȖȉțȟȈȦȚ ȚȖȔț, ȟȚȖ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȕțȎȕȖ, ȕȖ ǴȥȚȚ Ȑ 
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ȖșȚȈȓȤȕȣȍ șȖȊȍȘȠȈȦȚ ȋȍȘȖȐȟȍșȒȐȍ țșȐȓȐȧ, ȉȓȈȋȖȌȈȘȧ ȒȖȚȖȘȣȔ ȥȚȖ șȚȈȕȖȊȐȚșȧ 
ȊȖȏȔȖȎȕȣȔ. Ƕȕ Ȑ ȗȘȖȜȍșșȖȘȈ, ȒȖȚȖȘȣȍ ȗȖȝȖȎȐ ȕȈ ȕȍȋȖ – ȕȈșȚȖȧȡȐȍ ȋȍȘȖȐ”.   
   ȇ ȗȖȐȕȚȍȘȍșȖȊȈȓșȧ, ȟȚȖ ȔȖȎȍȚ șȌȍȓȈȚȤ șȈȔ ȗȘȖȋȘȈȔȔȐșȚ, țȟȐȚȣȊȈȧ, ȟȚȖ ȕȈȠȐ 
ȒȖȓȓȍȌȎȐ ȕȍ ȌȈȦȚ șȖȖȚȊȍȚșȚȊțȦȡȍȑ ȗȖȌȋȖȚȖȊȒȐ. Ƕȕ șȒȈȏȈȓ: “ǪșȍȋȌȈ țȟȐȚȍșȤ. ǻ 
Ȕȍȕȧ Ȋ ȒȈȓȍȕȌȈȘȍ șȗȍȞȐȈȓȤȕȖ ȊȣȌȍȓȍȕ ȟȈș, ȋȌȍ ȕȈȗȐșȈȕȖ “ǻȟȐșȤ”. ǰ Ȋ ȚȍȟȍȕȐȍ 
ȥȚȖȋȖ ȟȈșȈ ȧ ȟȐȚȈȦ/ȗȐȠț ȒȖȌ/ȥȒșȗȍȘȐȔȍȕȚȐȘțȦ ș ȟȍȔ-ȚȖ, ȟȍȋȖ ȕȍ ȏȕȈȦ. ȇ ȌȍȓȈȦ 
ȥȚȖ ȒȈȎȌȣȑ ȌȍȕȤ. ǹȒȖȓȤȒȖ șȍȉȧ ȗȖȔȕȦ, ȧ ȊșȍȋȌȈ ȚȈȒ ȌȍȓȈȓ. ǪȖ-ȊȚȖȘȣȝ, ȍșȓȐ Ȋȣ 
ȕȍ ȗȖȓțȟȐȓȐ ȌȖșȚȈȚȖȟȕȖȑ ȗȖȌȋȖȚȖȊȒȐ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȐȏțȟȐȚȍ 
ȥȚț ȚȍȔț. ǯȈȑȌȐȚȍ ȕȈ șȈȑȚ CVE (http://cve.mitre.org/cve/), ȗȘȖȟȐȚȈȑȚȍ Ȗ ȕȍȌȈȊȕȐȝ 
ȉȈȋȈȝ, ȗȘȖȟȐȚȈȑȚȍ ȊȕȐȔȈȚȍȓȤȕȖ. ǯȈȚȍȔ ȕȈȗȐȠȐȚȍ ȒȖȌ ș ȚȈȒȖȑ Ȏȍ țȧȏȊȐȔȖșȚȤȦ Ȑ 
ȊȣȧșȕȐȚȍ, ȟȚȖ ȕțȎȕȖ, ȟȚȖȉȣ ȗȘȍȌȖȚȊȘȈȚȐȚȤ ȥȚț țȧȏȊȐȔȖșȚȤ, ȒȈȒ ȕȈ ȚȍȝȕȐȟȍșȒȖȔ 

țȘȖȊȕȍ, ȚȈȒ Ȑ ȕȈ țȘȖȊȕȍ ȗȘȖȞȍșșȈ ȕȈȗȐșȈȕȐȧ. Ǭȓȧ ȕȈȟȈȓȈ, ȒȈȒ ȗȖȧȊȐȓȈșȤ ȥȚȈ 
țȧȏȊȐȔȖșȚȤ, Ȑ ȒȈȒ ȖȕȈ ȖȒȈȏȈȓȈșȤ Ȋ ȒȖȌȍ? ǰ ȐșȗȖȓȤȏțȑȚȍ ȥȚȐ țȘȖȒȐ Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ 
Ȋ ȊȈȠȍȔ ȒȖȌȍ ȕȍ ȉȣȓȖ ȚȈȒȐȝ ȉȈȋȖȊ”.  
   ȇ șȗȘȖșȐȓ, ȒȈȒ ȉȖȓȤȠȐȕșȚȊț ȒȖȔȗȈȕȐȑ ȖȉȍȏȖȗȈșȐȚȤ șȊȖȑ ȒȖȌ, ȟȚȖ ȕțȎȕȖ ȌȍȓȈȚȤ 
ȗȖȔȐȔȖ șȓȍȌȖȊȈȕȐȧ ȚȍȒțȡȐȔ șȖȊȍȚȈȔ SDL Ȑ ȐșȗȖȓȤȏȖȊȈȕȐȧ ȌȖșȚțȗȕȣȝ 
ȐȕșȚȘțȔȍȕȚȖȊ. Ƕȕ ȖȚȊȍȚȐȓ: “ǵțȎȕȖ ȌȖȉȐȚȤșȧ ȚȖȋȖ, ȟȚȖȉȣ ȗȘȖȋȘȈȔȔȐșȚȣ ȗȖȕȐȔȈȓȐ 

ȘȍȈȓȤȕȣȍ țȋȘȖȏȣ, Ȉ ȚȖȓȤȒȖ Ȗ ȚȍȖȘȍȚȐȟȍșȒȐȍ. ǰ ȊșȚȘȖȐȚȤ ȗȘȖȞȍșș ȉȍȏȖȗȈșȕȖșȚȐ Ȋ 
ȗȘȖȞȍșș ȘȈȏȘȈȉȖȚȒȐ ȚȈȒ, ȟȚȖȉȣ ȗȓȖȝȖȑ Ȑ ȕȍȉȍȏȖȗȈșȕȣȑ ȒȖȌ ȌȈȎȍ ȕȍ ȔȖȋ ȗȖȗȈșȚȤ 
Ȋ ȗȘȖȞȍșș ȘȈȏȘȈȉȖȚȒȐ. Ǵȣ, Ȋ Microsoft ȕȈȏȣȊȈȍȔ ȥȚȖ ǪȖȘȖȚȈȔȐ ǲȈȟȍșȚȊȈ. ǽȖȘȖȠȐȑ 
ȗȘȐȔȍȘ (ȕȍȉȍȏȖȗȈșȕȖȋȖ ȕȈȗȐșȈȕȐȧ) - ȒȖȋȌȈ ȟȍȓȖȊȍȒ, ȒȖȚȖȘȣȑ ȗȐȠȍȚ ȒȖȌ, ȌțȔȈȍȚ, 
ȟȚȖ ț Ȋșȍȝ IP-ȈȌȘȍșȖȊ ȟȍȚȣȘȍ ȖȒȚȍȚȈ. ȅȚȖ ȏȕȈȟȐȚ, ȟȚȖ ȌȈȕȕȣȑ ȒȖȌ ȕȍ ȉțȌȍȚ 
ȘȈȉȖȚȈȚȤ ș ȟȐșȚȣȔ ȗȘȖȚȖȒȖȓȖȔ IPv6. ǺȈȒȖȑ ȒȖȌ ȌȈȎȍ ȕȍ ȔȖȎȍȚ ȗȘȖȑȚȐ ȕȈȠț 
ȗȘȖȊȍȘȒț, ȗȖȚȖȔț ȟȚȖ ȗȘȖȋȘȈȔȔȈ, ȒȖȚȖȘȈȧ ȏȈȗțșȒȈȍȚșȧ ȈȊȚȖȔȈȚȐȟȍșȒȐ, ȕȈȝȖȌȐȚ 
ȥȚț ȗȘȖȉȓȍȔț, Ȑ ȖȚȒȓȖȕȧȍȚ șȖȝȘȈȕȍȕȐȍ ȒȖȌȈ ȕȈ șȍȘȊȍȘȍ. ǪȖȚ, ȟȚȖ Ȕȣ 
ȗȖȌȘȈȏțȔȍȊȈȍȔ ȗȖȌ ǪȖȘȖȚȈȔȐ ǲȈȟȍșȚȊȈ. ǵȖ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ, ȗȖȊȚȖȘȦ, ȟȚȖ Ȋ ȒȖȌȍ 
ȕȍ ȌȖȓȎȕȖ ȉȣȚȤ țȧȏȊȐȔȖșȚȍȑ Ȓ SQL-ȐȕȢȍȒȞȐȧȔ, țȋȘȖȏ ȉȍȏȖȗȈșȕȖșȚȐ ȗȈȔȧȚȐ.  
 

   ǭșȓȐ ȉȣ ȧ ȊȣȉȐȘȈȓ șȈȔȣȍ ȖșȕȖȊȕȣȍ ȗȖȌȝȖȌȣ Ȓ ȉȍȏȖȗȈșȕȖșȚȐ, ȚȖ ȥȚȖ ȉȣȓȐ ȉȣ: 
 

- ǸȈȏȘȈȉȖȚȟȐȒȐ ȌȖȓȎȕȣ ȕȈțȟȐȚȤșȧ ȕȐȒȖȋȌȈ ȕȍ ȌȖȊȍȘȧȚȤ ȊȊȍȌȍȕȕȣȔ ȌȈȕȕȣȔ 
Ȑ ȗȘȖȊȍȘȧȚȤ Ȑȝ ȕȈ ȒȖȘȘȍȒȚȕȖșȚȤ, ȎȍȓȈȚȍȓȤȕȖ ȐșȗȖȓȤȏțȧ ȗȘȖȚȍșȚȐȘȖȊȈȕȕțȦ 
Ȑ ȕȈȌȍȎȕțȦ ȉȐȉȓȐȖȚȍȒț. ǭșȓȐ Ȋȣ șȟȐȚȈȍȚȍ, ȟȚȖ ȌȈȕȕȣȍ ȉțȌțȚ ȏȈȕȐȔȈȚȤ ȕȍ 
ȉȖȓȤȠȍ 20 ȉȈȑȚ, ȚȖ ȗȖșȚȈȊȤȚȍ ȖȋȘȈȕȐȟȍȕȐȍ Ȋ 20 ȉȈȑȚ. ǭșȓȐ Ȋȣ ȖȎȐȌȈȍȚȍ 
ȒȈȒȖȍ-ȚȖ ȟȐșȓȖ, ȚȖ țȉȍȌȐȚȍșȤ, ȟȚȖ ȥȚȖ ȐȔȍȕȕȖ ȟȐșȓȖ Ȑ ȚȈȒ ȌȈȓȍȍ. 

- ǴȍȕȍȌȎȍȘȣ ȗȖ ȌȐȏȈȑȕț/ȈȘȝȐȚȍȒȚțȘȍ/ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȦ ȌȖȓȎȕȣ 
ȕȈțȟȐȚȤșȧ ȔȖȌȍȓȐȘȖȊȈȚȤ țȋȘȖȏȣ Ȑ ȗȘȖȊȍȘȧȚȤ ȗȘȈȊȐȓȤȕȖșȚȤ ȏȈȡȐȚȣ 

șȐșȚȍȔȣ.  
- ǰ ȚȍșȚȐȘȖȊȡȐȒȐ ȌȖȓȎȕȣ ȌȖȒȈȏȣȊȈȚȤ, ȟȚȖ ȘȈȏȘȈȉȖȚȟȐȒȐ ȖȠȐȉȈȦȚșȧ, 

șȖȏȌȈȊȈȧ ȐȓȐ ȗȖȒțȗȈȧ ȐȕșȚȘțȔȍȕȚȣ, șȖȏȌȈȦȡȐȍ ȊȘȍȌȖȕȖșȕȣȍ Ȑ/ȐȓȐ 
ȕȍȊȍȘȕȣȍ ȌȈȕȕȣȍ. ǾȍȓȤ Ȋ ȚȖȔ, ȟȚȖȉȣ ȕȈȑȚȐ ȖȠȐȉȒȐ ȘȈȏȘȈȉȖȚȟȐȒȖȊ, ȍșȓȐ 
ȖȕȐ ȍșȚȤ!  
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   ǩȍȏȖȗȈșȕȖșȚȤ ǷǶ ȥȚȖ ȕȍ ȚȖȓȤȒȖ ȚȖ Ȗ ȟȍȔ ȧ ȘȈșșȒȈȏȈȓ. ǵȖ ȕȈ ȔȖȑ ȊȏȋȓȧȌ - ȥȚȖ 
ȜțȕȌȈȔȍȕȚȈȓȤȕȣȍ ȕȈȊȣȒȐ ȉȍȏȖȗȈșȕȖșȚȐ, ȒȖȚȖȘȣȔȐ ȌȖȓȎȕȣ ȖȉȓȈȌȈȚȤ Ȋșȍ 
ȘȈȏȘȈȉȖȚȟȐȒȐ ǷǶ”. 
 

ǷȖȌȘȖȉȕȍȍ Ȗ ǴȈȑȒȓȍ ǽȖȊȈȘȌȍ 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǴȈȑȒȓȍ ǽȖȊȈȘȌȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǲȕȐȋȐ ǴȈȑȒȓȈ ǽȖȊȈȘȌȈ: https://www.amazon.com/Michael-

Howard/e/B001H6GDPW/ref=dp_byline_cont_book_1 

- ǩȓȖȋ ǴȈȑȒȓȈ ǽȖȊȈȘȌȈ: https://blogs.msdn.microsoft.com/michael_howard/ 

- ǺȊȐȚȚȍȘ ǴȈȑȒȓȈ ǽȖȊȈȘȌȈ: https://twitter.com/michael_howard      
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ǫȓȈȊȈ 8. ǷȘȖȜȐȓȤ: ǫȥȘȐ ǴȈȒǫȘȖț 

 

 

 

ǲȖȋȌȈ ȧ ȗȖȏȊȖȕȐȓ ǫȥȘȐ ǴȈȒǫȘȖț, Ȍȓȧ ȚȖȋȖ ȟȚȖȉȣ ȊȏȧȚȤ ț ȕȍȋȖ ȐȕȚȍȘȊȤȦ, Ȗȕ șȒȈȏȈȓ, 
ȟȚȖ ȚȖȓȤȒȖ ȟȚȖ ȘȈȏȋȖȊȈȘȐȊȈȓ ș ȒȈȚȖȓȐȟȍșȒȐȔ ȔȖȕȈȝȖȔ, ȒȖȚȖȘȣȑ ȗȘȖȝȖȌȐȓ ȔȐȔȖ 

ȍȋȖ ȌȖȔȈ Ȋ ȌȖȓȐȕȍ ȀȍȕȈȕȌȖȈ, ǪȐȘȌȎȐȕȐȧ. ǿȍȘȍȏ ȕȍșȒȖȓȤȒȖ șȍȒțȕȌ ȗȖșȓȍ ȕȈȟȈȓȈ 
ȘȈȏȋȖȊȖȘȈ, ȔȖȕȈȝ ȏȈȋȖȊȖȘȐȓ Ȗ ȝȐȚȘȖșȗȓȍȚȍȕȐȧȝ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
ǺȈȒȐȍ șȚȘȈȕȕȣȍ, ȕȍȍșȚȍșȚȊȍȕȕȣȍ ȗȈȘȈȌȖȒșȣ ȗȘȖȐșȝȖȌȧȚ ș ǴȈȒǫȘȖț ȊșȦ ȍȋȖ 
ȎȐȏȕȤ. Ƕȕ ȕȈȟȈȓ ȗȘȖȋȘȈȔȔȐȘȖȊȈȚȤ Ȋ 16 ȓȍȚ, Ȋ 1981-ȖȔ, ȕȈ șȊȖȍȔ ȗȍȘȊȖȔ 
ȒȖȔȗȤȦȚȍȘȍ Apple II+. Ƕȕ ȗȖȠȍȓ Ȋ ȒȖȓȓȍȌȎ, ȕȈ ȜȈȒțȓȤȚȍȚ ȜȐȓȖșȖȜȐȐ, Ȑ 
ȖȌȕȖȊȘȍȔȍȕȕȖ ș ȥȚȐȔ ȗȖȓțȟȐȓ ȔțȏȣȒȈȓȤȕȖȍ ȖȉȘȈȏȖȊȈȕȐȍ. Ƕȕ ȌȈȎȍ ȌȊȈȎȌȣ 
ȊȣșȚțȗȈȓ Ȋ ǲȈȘȕȍȋȐ-ȝȖȓȓ. ǹȍȋȖȌȕȧ, ȉțȌțȟȐ ȖȌȕȐȔ Ȑȏ ȓțȟȠȐȝ ȔȐȘȖȊȣȝ ȥȒșȗȍȘȚȖȊ 
Ȋ ȖȉȓȈșȚȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, Ȗȕ ȓȦȉȐȚ ȋȖȚȖȊȐȚȤ, țȝȈȎȐȊȈȚȤ ȏȈ 
șȈȌȖȔ Ȑ șȔȍȠȐȊȈȚȤ ȕȖȊȣȍ ȒȖȒȚȍȑȓȐ. 
   ȇ șȗȘȖșȐȓ ǴȈȒǫȘȖț, ȒȈȒ Ȗȕ, ȧȊȓȧȧșȤ șȚțȌȍȕȚȖȔ ȜȈȒțȓȤȚȍȚȈ ȜȐȓȖșȖȜȐȐ Ȋ 
ǻȕȐȊȍȘșȐȚȍȚȍ ǪȐȘȌȎȐȕȐȐ, șȚȈȓ ȐȕȚȍȘȍșȖȊȈȚȤșȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ. 
Ƕȕ șȒȈȏȈȓ, ȟȚȖ ȍȋȖ ȐȕȚȍȘȍșȖȊȈȓȈ ȜȐȓȖșȖȜȐȧ șȖȏȕȈȕȐȧ, ȉȓȈȋȖȌȈȘȧ ȒȖȚȖȘȖȑ Ȗȕ 
ȕȈȟȈȓ ȝȖȌȐȚȤ ȕȈ ȒțȘș ȗȖȌ ȕȈȏȊȈȕȐȍȔ “ǲȖȔȗȤȦȚȍȘȣ, ǹȖȏȕȈȕȐȍ Ȑ ǴȖȏȋ”, Ȋ ȚȖȔ Ȏȍ 
ǻȕȐȊȍȘșȐȚȍȚȍ ǪȐȘȌȎȐȕȐȐ, ȕȈ ȒȖȚȖȘȖȔ ȗȘȍȗȖȌȈȊȈȓ ǷȖȓ ǽȈȔȜȘȐ. ǴȈȒǫȘȖț ȌțȔȈȓ, 
ȟȚȖ ȐȌȍȐ, ȒȖȚȖȘȣȍ ȗȘȍȗȖȌȈȊȈȓ ȗȘȖȜȍșșȖȘ, ȉȣȓȐ ȕȍȊȍȘȕȣȔȐ Ȑ Ȑȏ-ȏȈ ȥȚȖȋȖ Ȗȕ 
ȕȈȟȈȓ ȉȖȓȤȠȍ ȏȈȌțȔȣȊȈȚȤșȧ Ȗ ȜȐȓȖșȖȜȐȐ șȖȏȕȈȕȐȧ Ȑ ȐșȒțșșȚȊȍȕȕȖȔ ȐȕȚȍȓȓȍȒȚȍ. 

Ǫ ȐȚȖȋȍ, ȊȖ ȊȘȍȔȧ ȏȈȕȧȚȐȑ, Ȗȕ ȕȈȟȈȓ ȐșȗȖȓȤȏȖȊȈȚȤ ȐȌȍȐ șȊȍȚȐȓȈ ȐȕȌțșȚȘȐȐ, 
ȖȉȓȈȌȈȚȍȓȧ ǷțȓȐȚȞȍȘȖȊșȒȖȑ ȗȘȍȔȐȐ, ǬȖȒȚȖȘȈ ǬțȋȓȈșȈ ǽȖȜȠȚȈȌȚȍȘȈ, Ȑ ȥȚȖ 
ȐȏȔȍȕȐȓȖ ȊȍșȤ ȍȋȖ ȒȈȘȤȍȘȕȣȑ ȗțȚȤ. Ƕȕ ȕȍ ȝȖȌȐȓ ȕȈ țȘȖȒȐ ȐȕȜȖȘȔȈȚȐȒȐ, ȗȖȒȈ ȕȍ 
ȏȈȒȖȕȟȐȓ ȠȒȖȓț, ȕȖ ȓȦȉȐȓ ȗȘȖȋȘȈȔȔȐȘȖȊȈȚȤ ȉțȌțȟȐ ȗȖȌȘȖșȚȒȖȔ, ș 1981-ȋȖ. Ǫ 
țȕȐȊȍȘșȐȚȍȚȍ ǰȕȌȐȈȕȣ, ȉțȌțȟȐ șȚțȌȍȕȚȖȔ ǽȖȜȠȚȈȌȚȍȘȈ, Ȗȕ ȗȖȓțȟȐȓ ȌȊȍ 
ȌȖȒȚȖȘșȒȐȍ șȚȍȗȍȕȐ ȗȖ ȒȖȋȕȐȚȐȊȕȖȑ ȕȈțȒȍ Ȑ ȐȕȜȖȘȔȈȚȐȒȍ. Ǫ ȐȚȖȋȍ, Ȗȕ ȌȈȎȍ 
ȕȈȗȐșȈȓ 10-Ȧ ȋȓȈȊț Ȋ șȈȔȖȑ ȗȍȘȊȖȑ ȒȕȐȋȍ, Ȑȏ Ȋșȍȝ, ȗȘȖȌȈȊȈȍȔȣȝ ȕȈ șȈȑȚȍ Amazon. 
ȅȚȖ ȉȣȓȈ ȒȕȐȋȈ ǽȖȜȠȚȈȌȚȍȘȈ Fluid Concepts and Creative Analogies: Computer 

Models of the Fundamental Mechanisms of Thought (https://www.amazon.com/Fluid-

Concepts-Creative-Analogies-Fundamental/dp/0465024750). 

   ǷȖșȓȍ ȒȖȓȓȍȌȎȈ Ȗȕ ȗȘȐșȖȍȌȐȕȐȓșȧ Ȓ ȒȖȔȗȈȕȐȐ Ȑȏ șȍȔȐ ȟȍȓȖȊȍȒ, ȒȖȚȖȘȈȧ, 
ȊȗȖșȓȍȌșȚȊȐȐ, șȚȈȓȈ ȕȈȏȣȊȈȚȤșȧ Cigital (https://www.cigital.com/). ǲȖȔȗȈȕȐȧ 
Cigital ȊȣȐȋȘȈȓȈ ȉȖȓȤȠȖȑ ȋȘȈȕȚ ȖȚ DARPA (ǻȗȘȈȊȓȍȕȐȍ ȗȍȘșȗȍȒȚȐȊȕȣȝ 
ȐșșȓȍȌȖȊȈȚȍȓȤșȒȐȝ ȗȘȖȍȒȚȖȊ ǴȐȕȐșȚȍȘșȚȊȈ ȖȉȖȘȖȕȣ ǹȀǨ) ȕȈ ȐșșȓȍȌȖȊȈȕȐȧ Ȋ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ ǴȈȒǫȘȖț ȕȈȕȧȓȐ Ȍȓȧ ȥȚȖȑ ȘȈȉȖȚȣ. Ǫ 2016-ȖȔ, 

ȒȖȋȌȈ Cigital ȗȘȖȌȈȓȐ Synopsys, Ȋ ȕȍȑ ȉȣȓȖ țȎȍ 500 șȖȚȘțȌȕȐȒȖȊ. ǹȍȑȟȈș Ȋ 
ȗȖȌȘȈȏȌȍȓȍȕȐȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȉȖȓȍȍ ȒȘțȗȕȖȑ ȒȖȔȗȈȕȐȐ 
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ȘȈȉȖȚȈȍȚ 1000 ȟȍȓȖȊȍȒ, Ȑȝ ȏȈȌȈȟȈ - ȏȕȈȟȐȚȍȓȤȕȖ țȓțȟȠȈȚȤ ȗȘȖȋȘȈȔȔȕȖȍ 
ȖȉȍșȗȍȟȍȕȐȍ. 
   Ǫ ȗȍȘȊȣȑ ȘȈȏ ȧ ȖȉȘȈȚȐȓ ȊȕȐȔȈȕȐȍ ȕȈ ǴȈȒǫȘȖț, ȒȖȋȌȈ Ȗȕ Ȑ ȅȌ ǼȍȓȚȍȕ ȕȈȟȈȓȐ 
ȘȈșșȔȈȚȘȐȊȈȚȤ ȉȍȏȖȗȈșȕȖșȚȤ ȧȏȣȒȈ ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ Java. ǶȕȐ ȕȈȗȐșȈȓȐ ȒȕȐȋț, 
Ȑ ȕȈȠȓȐ ȌȍșȧȚȒȐ țȧȏȊȐȔȖșȚȍȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ǫ ȚȖ ȊȘȍȔȧ ȥȚȖ ȕȍȔȕȖȋȖ ȠȖȒȐȘȖȊȈȓȖ, 
ȗȖȚȖȔț ȟȚȖ Sun Microsystems ȐȏȕȈȟȈȓȤȕȖ șȖȏȌȈȊȈȓȐ Java, ȒȈȒ ȖȟȍȕȤ ȉȍȏȖȗȈșȕȣȑ 
ȧȏȣȒ ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ, ȗȖȚȖȔț ȟȚȖ ȏȕȈȓȐ, ȟȚȖ Ȗȕ ȉțȌȍȚ ȘȈȉȖȚȈȚȤ Ȋ ȐȕȚȍȘȕȍȚȍ Ȑ 
șȚȈȕȍȚ ȞȍȓȤȦ Ȍȓȧ ȗȖșȚȖȧȕȕȣȝ ȝȈȒȍȘșȒȐȝ ȈȚȈȒ. ȇȏȣȒ Java ȗȖȧȊȐȓșȧ Ȋ 1995-ȖȔ, Ȑ 
Sun ș șȈȔȖȋȖ ȕȈȟȈȓȈ ȏȈȧȊȓȧȓȐ, ȟȚȖ ȥȚȖ ȖȟȍȕȤ ȉȍȏȖȗȈșȕȣȑ ȧȏȣȒ 
ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ. ǭȋȖ șȖȏȌȈȊȈȓȐ ȚȈȒȐȍ ȒțȌȍșȕȐȒȐ ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ, ȒȈȒ ǫȈȑ 
ǹȚȐȓ Ȑ ǩȐȓȓ ǬȎȖȑ. ǩȖȓȤȠȐȕșȚȊȖ ȥȒșȗȍȘȚȖȊ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ 
ȏȈȌȈȊȈȓȐșȤ ȊȖȗȘȖșȖȔ, ȌȍȑșȚȊȐȚȍȓȤȕȖ ȓȐ ȥȚȖȚ ȧȏȣȒ ȉȣȓ ȚȈȒ ȉȍȏȖȗȈșȍȕ, ȒȈȒ 
ȖȉȍȡȈȓȐ Sun, ȐȓȐ ȥȚȖ ȖȟȍȘȍȌȕȖȍ ȋȘȖȔȒȖȍ ȖȉȍȡȈȕȐȍ. ǶȒȈȏȈȓȖșȤ, ȟȚȖ ȥȚȖ ȉȣȓȖ 
ȗȘȖșȚȖ ȖȉȍȡȈȕȐȍ. ǷȖșȓȍ ȖȉȍȡȈȕȐȑ, Java ȊȣȗțșȚȐȓȐ ȕȈșȚȖȓȤȒȖ ȏȈȉȈȋȖȊȈȕȕȖȍ 
ȗȘȖȋȘȈȔȔȕȖȍ ȖȉȍșȗȍȟȍȕȐȍ, ȒȖȚȖȘȖȋȖ ȍȡȍ ȕȍ ȊȐȌȍȓ ȔȐȘ, ǴȈȒǫȘȖț ȉȣȓ ȖȌȕȐȔ Ȑȏ 
ȓțȟȠȐȝ ȗȖ ȕȈȝȖȎȌȍȕȐȦ ȉȈȋȖȊ Java. ǴȈȒǫȘȖț Ȑ ǼȍȓȚȍȕ ș șȈȔȖȋȖ ȕȈȟȈȓȈ 
ȈȕȈȓȐȏȐȘȖȊȈȓȐ Java ȕȈ ȉȈȋȐ ȉȍȏȖȗȈșȕȖșȚȐ. ǴȈȒǫȘȖț ȊșȚȘȍȚȐȓșȧ șȖ șȊȖȐȔ ȉțȌțȡȐȔ 
șȖȈȊȚȖȘȖȔ ȅȌȖȔ ǼȍȓȚȍȕȖȔ ȕȈ ȒȖȕȜȍȘȍȕȞȐȐ, Ȑ ȘȍȏțȓȤȚȈȚȖȔ ȥȚȖȑ ȊșȚȘȍȟȐ șȚȈȓȈ 
ȗȍȘȊȈȧ Ȑȏ ȔȕȖȋȐȝ ȒȕȐȋ (https://www.amazon.com/Gary-

McGraw/e/B000APFZ2S/ref=sr_tc_2_0?qid=1484584085&sr=1-2-ent). ǴȕȖȋȐȍ ȒȕȐȋȐ 
ǴȈȒǫȘȖț șȚȈȕȖȊȐȓȐșȤ ȉȍșȚșȍȓȓȍȘȈȔȐ ȕȈ șȈȑȚȍ Amazon (ȖȌȕȈ Ȑȏ ȕȐȝ, Exploiting 

Software, ȏȈȕȧȓȈ 16-Ȗȍ ȔȍșȚȖ șȘȍȌȐ Ȋșȍȝ ȒȕȐȋ). ȅȚȖ ȖȋȘȖȔȕȖȍ ȌȖșȚȐȎȍȕȐȍ Ȍȓȧ 
ȒȕȐȋ ȗȖ ȒȖȔȗȤȦȚȍȘȕȖȑ ȚȍȔȈȚȐȒȍ, Ȑ ȚȍȔ ȉȖȓȍȍ Ȍȓȧ ȒȕȐȋ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ.  
   ǴȈȒǫȘȖț ȗȘȖȌȖȓȎȈȓ ȌțȔȈȚȤ Ȗ ȉȍȏȖȗȈșȕȖșȚȐ ǷǶ, Ȑ ȋȌȍ ȔȖȎȕȖ ȖȉțȟȐȚȤșȧ 
șȖȏȌȈȕȐȦ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȖȋȖ ǷǶ. ǭȔț ȉȣȓȖ ȐȕȚȍȘȍșȕȖ, ȒȈȒ ȖșȚȈȓȤȕȣȍ, “Ȗȉȣȟȕȣȍ” 
ȗȘȖȋȘȈȔȔȐșȚȣ șȔȖȋțȚ șȖȏȌȈȚȤ ȉȍȏȖȗȈșȕȖȍ ǷǶ, ȍșȓȐ ȌȈȎȍ ț ȓțȟȠȐȝ ȒțȌȍșȕȐȒȖȊ 
ȥȚȖȋȖ ȘȍȔȍșȓȈ (ȚȈȒȐȝ, ȒȈȒ ǩȐȓȓ ǬȎȖȑ Ȑ ǫȈȑ ǹȚȐȓ) ȕȍ ȗȖȓțȟȐȓȖșȤ. ǭȔț ȉȣȓȖ 
ȐȕȚȍȘȍșȕȖ, ȟȚȖ ȐȔȍȕȕȖ ȉȣȓȖ ȕȍ ȚȈȒ Ȋ ȗȘȖȞȍșșȍ, Ȑ ȗȖȟȍȔț ȚȈȒ ȗȘȖȐșȝȖȌȐȚ. Ƕȕ 
ȗȖȕȧȓ, ȟȚȖ Ȋșȍ ǷǶ Ȑ ȗȘȖȋȘȈȔȔȣ ȌȖȓȎȕȣ ȉȣȚȤ ȘȈȏȘȈȉȖȚȈȕȣ Ȑ ȕȈȗȐșȈȕȣ ș 
ȐȏȕȈȟȈȓȤȕȣȔ ȗȖȕȐȔȈȕȐȍȔ ȉȍȏȖȗȈșȕȖșȚȐ. ǷȘȐȔȍȘȕȖ Ȋ ȚȖ Ȏȍ ȊȘȍȔȧ ȍȔț ȗȘȐȠȓȈ Ȋ 
ȋȖȓȖȊț ȒȖȕȞȍȗȞȐȧ “Trinity of Trouble” (ǺȘȖȐȞȈ ȗȘȖȉȓȍȔ), Ȋ ȒȖȚȖȘȖȑ Ȗȕ ȖȉȢȧșȕȧȓ, 
ȗȖȟȍȔț ȉȍȏȖȗȈșȕȖșȚȤ ǷǶ ȖșȚȈȍȚșȧ ȐȕȚȍȘȍșȕȖȑ Ȑ șȓȖȎȕȖȑ ȏȈȌȈȟȍȑ. ǷȖ șțȚȐ, ȍșȓȐ 
ȘȍȟȤ ȐȌȍȚ Ȗ șȍȚȍȊȖȔ, șȓȖȎȕȖȔ Ȑ ȘȈșșȟȐȚȈȕȕȖȔ ȕȈ ȌȓȐȚȍȓȤȕȣȑ șȘȖȒ ȘȈȉȖȚȣ ǷǶ, 
ȚȖ ȖȕȖ ȊșȍȋȌȈ ȉțȌȍȚ ȐȕȚȍȘȍșȕȖ ș ȚȖȟȒȐ ȏȘȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ, ȕȖ ȗȘȐ ȥȚȖȔ, 
ȘȍȈȓȐȏȖȊȈȚȤ ȍȍ ȉțȌȍȚ șȓȖȎȕȖ. ǻ Java, Ȓ șȖȎȈȓȍȕȐȦ, ȉȣȓȐ șȐȓȤȕȖ ȊȣȘȈȎȍȕȣ Ȋșȍ 
ȚȘȐ ȥȚȐ ȟȍȘȚȣ, ȕȖ șȈȔȖȑ ȧȘȒȖ ȊȣȘȈȎȍȕȕȖȑ ȉȣȓȈ șȓȖȎȕȖșȚȤ. 
   ǷȖșȓȍ ȚȖȋȖ, ǴȈȒǫȘȖț Ȋ 1999-ȖȔ Ȋ șȖȈȊȚȖȘșȚȊȍ ȕȈȗȐșȈȓ ȒȕȐȋț Building Secure 

Software, Ȗȕ ȗȖȉȣȊȈȓ ȊȖ ȔȕȖȋȐȝ ȒȖȔȗȈȕȐȧȝ, ȊȒȓȦȟȈȧ Microsoft, ȋȌȍ ǴȈȑȒȓ ǽȖȊȈȘȌ, 
Ȗ ȒȖȚȖȘȖȔ ȗȖȑȌȍȚ ȘȍȟȤ Ȋ ǫȓȈȊȍ 7, ȘȈȉȖȚȈȓ ș ǬȎȍȑșȖȕȖȔ ǫȈȘȔșȖȔ Ȋ ȚȖȓȤȒȖ ȟȚȖ 
șȜȖȘȔȐȘȖȊȈȕȕȖȔ ȗȖȌȘȈȏȌȍȓȍȕȐȐ Secure Windows Initiative. Ƕȕ ȗȖȔȕȐȚ Ȋșȍȝ 
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ȔȍȕȍȌȎȍȘȖȊ ȗȘȖȌțȒȚȖȊ Microsoft, ȒȖȚȖȘȣȍ ȉȣȓȐ ȕȈ ȍȋȖ ȊȣșȚțȗȓȍȕȐȧȝ, Ȑ ȟȚȖ Ȋ 
Microsoft ȌȍȑșȚȊȐȚȍȓȤȕȖ ȋȖȚȖȊȣ ȌȍȓȈȚȤ ȉȍȏȖȗȈșȕȖȍ ǷǶ.  
   ǹȗțșȚȧ ȍȡȍ ȕȍșȒȖȓȤȒȖ ȓȍȚ ȗȘȈȒȚȐȒȐ ȖȉȍșȗȍȟȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ ǷǶ Ȋ ȗȖȓȍȊȣȝ 
țșȓȖȊȐȧȝ (ȊȒȓȦȟȈȧ, ȒȈȒ ȘȈȏȘȈȉȖȚȒț șȍȘȊȐșȖȊ, ȚȈȒ Ȑ ȘȈȏȘȈȉȖȚȒț ȚȍȝȕȖȓȖȋȐȑ), 
ǴȈȒǫȘȖț șȚȈȓ ȖȌȕȐȔ Ȑȏ șȖȏȌȈȚȍȓȍȑ Building Security in Maturity Model (BSIMM). 
ǹȍȑȟȈș BSIMM ȐșȗȖȓȤȏțȍȚșȧ ȉȖȓȍȍ, ȟȍȔ Ȋ 100 ȒȘțȗȕȣȝ ȜȐȘȔȈȝ Ȍȓȧ ȖȞȍȕȒȐ, 
ȖȚșȓȍȎȐȊȈȕȐȧ Ȑ ȗȖȕȐȔȈȕȐȧ șȊȖȍȋȖ ȗȘȖȋȘȍșșȈ Ȋ ȖȉȓȈșȚȐ ȉȍȏȖȗȈșȕȖșȚȐ ǷǶ.  
   ȇ șȗȘȖșȐȓ, ȟȍȔ ȖȚȓȐȟȈȍȚșȧ SDL ǴȈȑȒȓȈ ǽȖȊȈȘȌȈ Ȑ BSIMM, ȚȈȒ ȒȈȒ Ȗȉȍ ȥȚȐ 
ȔȖȌȍȓȐ șȖȏȌȈȕȣ Ȍȓȧ ȗȘȖȐȏȊȖȌșȚȊȈ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȖȋȖ ǷǶ. Ƕȕ șȒȈȏȈȓ: “SDL - ȥȚȖ 
ȗȘȈȒȚȐȟȍșȒȐȍ ȔȍȚȖȌȣ. BSIMM - ȥȚȖ ȖȞȍȕȖȟȕȣȑ ȐȕșȚȘțȔȍȕȚ, ȒȖȚȖȘȣȑ ȔȖȎȕȖ 
ȐșȗȖȓȤȏȖȊȈȚȤ Ȍȓȧ ȖȞȍȕȒȐ, șȘȈȊȕȍȕȐȧ Ȑ șȖȗȖșȚȈȊȓȍȕȐȧ ȌȘțȋȐȝ ȗȘȈȒȚȐȟȍșȒȐȝ 
ȔȍȚȖȌȖȊ, ȗȖȌȖȉȕȣȝ SDL. SDL - ȕȍ ȍȌȐȕșȚȊȍȕȕȈȧ ȔȍȚȖȌȖȓȖȋȐȧ, ȝȖȚȧ ȖȕȈ Ȑ ȖȟȍȕȤ 
ȝȖȘȖȠȖ ȘȈȉȖȚȈȍȚ, Ȑ Microsoft ȕȈȗȐșȈȓȐ Ȑ ȗȖȌȍȓȐȓȐșȤ ȍȑ. ǴȈȑȒȓ ǽȖȊȈȘȌ, ȒȖȚȖȘȖȋȖ 
ȧ ȖȟȍȕȤ ȓȦȉȓȦ, șȖȏȌȈȓ șȐșȚȍȔȕȣȑ ȗȖȌȝȖȌ Ȍȓȧ ȖȋȘȖȔȕȖȑ ȖȘȋȈȕȐȏȈȞȐȐ ș ȌȍșȧȚȒȈȔȐ 
Țȣșȧȟ ȗȘȖȋȘȈȔȔȐșȚȖȊ. Ƕȕ ȗȖȒȈȏȈȓ, ȟȚȖ ȉȍȏȖȗȈșȕȖȍ ǷǶ ȔȖȎȍȚ ȉȣȚȤ Ȑ ȔȈșȠȚȈȉȕȣȔ, 

ȟȚȖ ȖȟȍȕȤ ȊȈȎȕȖ”. 
   ǲȈȒ Ȑ Ȋșȍȝ ȓȦȌȍȑ, ȗȘȍȌșȚȈȊȓȍȕȕȣȝ Ȋ ȥȚȖȑ ȒȕȐȋȍ, ȧ șȗȘȖșȐȓ ǴȈȒǫȘȖț, ȟȚȖ ȗȖ ȍȋȖ 
ȔȕȍȕȐȦ ȧȊȓȧȍȚșȧ șȈȔȖȑ ȉȖȓȤȠȖȑ ȗȘȖȉȓȍȔȖȑ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ǫ 
șȊȖȍȔ ȖȚȊȍȚȍ Ȗȕ ȗȖȊȚȖȘȐȓ ǴȈȑȒȓȈ ǽȖȊȈȘȌȈ, ț ȒȖȚȖȘȖȋȖ ȧ ȘȈȕȍȍ ȉȘȈȓ ȐȕȚȍȘȊȤȦ. 
Ƕȕ șȒȈȏȈȓ: “ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ șțȡȍșȚȊțȦȚ ȚȖȕȕȣ ȏȈȔȍȟȈȚȍȓȤȕȣȝ ȘȍșțȘșȖȊ ȗȖ 
șȖȏȌȈȕȐȦ Ȑ ȘȈȏȘȈȉȖȚȒȍ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȣȝ șȐșȚȍȔ, Ȋ ȔȐȘȍ șțȡȍșȚȊțȍȚ 
ȕȍȌȖșȚȈȚȖȟȕȖ ȗȘȖȋȘȈȔȔȐșȚȖȊ, ȒȖȚȖȘȣȍ ȝȖȘȖȠȖ ȘȈȏȉȐȘȈȦȚșȧ Ȋ ȚȍȔȍ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ ȕȍȒȖȚȖȘȣȍ ȒȖȓȓȍȌȎȐ Ȑ ȞȍȕȚȘȣ ȖȉțȟȍȕȐȧ 

ȋȖȚȖȊȧȚ ȝȖȘȖȠȐȝ șȗȍȞȐȈȓȐșȚȖȊ, ȉȖȓȤȠȐȕșȚȊȖ ȌȍȓȈȦȚ ȥȚȖ țȎȈșȕȖ, ȍșȓȐ ȖȕȐ 
ȊȖȖȉȡȍ ȟȚȖ-ȚȖ ȌȍȓȈȦȚ”. 
   Ƕȕ țȊȍȘȍȕ, ȟȚȖ ȗȘȍȌȔȍȚ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȋșȍ ȍȡȍ ȗȓȖȝȖ 
ȗȘȖȘȈȉȖȚȈȕ. ǭȋȖ ȓȦȉȐȔȈȧ ȒȕȐȋȈ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȗȘȈȊȐȓȤȕȖȑ ȘȈȏȘȈȉȖȚȒȍ ǷǶ - 
ȥȚȖ ȒȕȐȋȈ ǸȖșșȈ ǨȕȌȍȘșȖȕȈ Security Engineering 

(https://www.amazon.com/Security-Engineering-Building-Dependable-

Distributed/dp/0471389226/) Ƕȕ șȒȈȏȈȓ, ȟȚȖ ȥȚȈ ȒȕȐȋȈ ȍȔț ȕȘȈȊȐȚșȧ ȉȖȓȤȠȍ, ȟȍȔ 
12 șȊȖȐȝ șȖȉșȚȊȍȕȕȣȝ: “ȇ ȌțȔȈȦ, ȥȚȖ ȓțȟȠȈȧ ȒȕȐȋȈ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ ȕȈ ȗȓȈȕȍȚȍ”. 
   ǻ ǴȈȒǫȘȖț ȍșȚȤ ȍȎȍȔȍșȧȟȕȣȑ ȗȖȌȒȈșȚ Silver Bullet Security Podcast 

(https://www.garymcgraw.com/technology/silver-bullet-podcast/), Ȋ ȒȖȚȖȘȖȔ Ȗȕ 
ȉȍȘȍȚ ȐȕȚȍȘȊȤȦ ț șȊȍȚȐȓ ȐȕȌțșȚȘȐȐ Ȑ ȥȒșȗȍȘȚȖȊ. Ƕȕ ȚȖȓȤȒȖ ȟȚȖ ȖȚȔȍȚȐȓ șȊȖȍ 
ȌȍșȧȚȐȓȍȚȐȍ Ȋ ȥȜȐȘȍ 120-ȣȔ ȗȖȌȒȈșȚȖȔ. ǷȘȖșȔȈȚȘȐȊȈȧ șȗȐșȒȐ ȓȦȌȍȑ, ț ȒȖȚȖȘȣȝ 
Ȗȕ ȉȍȘȍȚ ȐȕȚȍȘȊȤȦ, ȧ ȖȉȕȈȘțȎȐȓ, ȟȚȖ Ȗ ȔȕȖȋȐȝ Ȑȏ ȕȐȝ Ȕȣ ȗȖȋȖȊȖȘȐȔ Ȋ ȥȚȖȑ ȒȕȐȋȍ. 
Ƕȕ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȓȦȉȐȚ ȐșȚȖȘȐȦ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȚȈȒ Ȏȍ, ȒȈȒ ȧ, 
Ȑ ȝȖȟȍȚ țȟȐȚȤșȧ Ȑ ȌȍȓȐȚȤșȧ ȏȕȈȕȐȧȔȐ. ǲȖȋȌȈ ȕȈȠȍ ȐȕȚȍȘȊȤȦ ȏȈȒȖȕȟȐȓȖșȤ, ȧ 
ȗȘȍȌșȚȈȊȐȓ, ȒȈȒ ǴȈȒǫȘȖț ȊȖȏȊȘȈȡȈȍȚșȧ ȌȖȔȖȑ Ȑ, ȗȘȖȋțȓȐȊȈȧșȤ șȖ șȊȖȍȑ șȖȉȈȒȖȑ 
ȊȌȖȓȤ ȘȍȒȐ, ȘȈȏȔȣȠȓȧȍȚ ȕȈȌ ȕȖȊȣȔȐ șȗȖșȖȉȈȔȐ țȓțȟȠȍȕȐȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ – ȟȍȓȖȊȍȒ ȥȗȖȝȐ ȊȖȏȘȖȎȌȍȕȐȧ.  
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ǷȖȌȘȖȉȕȍȍ Ȗ ǫȥȘȐ ǴȈȒǫȘȖț 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǫȥȘȐ ǴȈȒǫȘȖț Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǲȕȐȋȐ ǫȥȘȐ ǴȈȒǫȘȖț: https://www.amazon.com/Gary-

McGraw/e/B000APFZ2S/ 

- Ǫȍȉ-șȈȑȚ ǫȥȘȐ ǴȈȒǫȘȖț: https://www.garymcgraw.com/ 

- ǷȖȌȒȈșȚ ǫȥȘȐ ǴȈȒǫȘȖț Silver Bullet Security Podcast: 

https://www.garymcgraw.com/technology/silver-bullet-podcast/ 
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ǫȓȈȊȈ 9. ǪȘȍȌȖȕȖșȕȖȍ ǷǶ 

 

 

 

ǲȖȋȌȈ ȧ ȚȖȓȤȒȖ ȕȈȟȈȓ ȏȈȕȐȔȈȚȤșȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ Ȋ 1987-ȖȔ, ȔȖȍ 
ȊȕȐȔȈȕȐȍ ȗȘȐȊȓȍȒȓȐ ȊȘȍȌȖȕȖșȕȣȍ ȗȘȖȋȘȈȔȔȣ. ǷȍȘȊȣȍ ȒȖȔȗȤȦȚȍȘȕȣȍ ȊȐȘțșȣ 
(ȕȈȗȘȐȔȍȘ, Apple’s Elk Cloner Ȑ Pakistani Brain) ȚȖȓȤȒȖ ȗȖȧȊȓȧȓȐșȤ, ȝȖȚȧ ȚȘȖȧȕȣ Ȑ 
ȟȍȘȊȐ ȉȣȓȐ țȎȍ ȌȈȊȕȖ. ǲȖȔȗȤȦȚȍȘȕȣȍ ȊȐȘțșȣ ȉȣȓȐ ȕȈșȚȖȓȤȒȖ ȕȍȐȏȊȍșȚȕȣ, Ȑ ȚȈȒ 
ȘȍȌȒȖ ȊșȚȘȍȟȈȓȐșȤ, ȟȚȖ ȥȒșȗȍȘȚȣ Ȑȏ ȗȖȗțȓȧȘȕȣȝ ǹǴǰ șȟȐȚȈȓȐ Ȑȝ ȊȣȔȣșȓȖȔ. ǺȈȒ 
ȉȣȓȖ ȌȖ Țȍȝ ȗȖȘ, ȗȖȒȈ ȊȐȘțșȣ ȕȍ șȚȈȓȐ ȈȚȈȒȖȊȈȚȤ Ȟȍȓȣȍ ȒȖȔȗȈȕȐȐ, Ȑ ȥȚȖ ȉȣȓȖ ȊȖ 
ȊȘȍȔȧ, ȒȖȋȌȈ ȐȕȚȍȘȕȍȚ ȍȡȍ ȕȍ ȉȣȓ ȚȍȔ șȈȔȣȔ ȐȕȚȍȘȕȍȚȖȔ. Ǫ ȚȖ ȊȘȍȔȧ 
ȊȘȍȌȖȕȖșȕȖȍ ǷǶ ȘȈșȗȘȖșȚȘȈȕȧȓȖșȤ ȟȍȘȍȏ dial-up Ȑ Ȑȏ ȘțȒ Ȋ ȘțȒȐ, ȚȈȒ ȒȈȒ ȓȦȌȐ 
ȒȖȗȐȘȖȊȈȓȐ ȌȘțȋ ț ȌȘțȋȈ ȗȘȖȋȘȈȔȔȣ (ȒȈȒ ȏȈȒȖȕȕȖ, ȚȈȒ Ȑ ȕȍȏȈȒȖȕȕȖ). ǪȘȍȌȖȕȖșȕȖȍ 
ǷǶ Ȋșȍ ȍȡȍ ȖșȚȈȍȚșȧ ȖȌȕȐȔ Ȑȏ șȈȔȣȝ ȗȖȗțȓȧȘȕȣȝ ȔȍȚȖȌȖȊ ȊȏȓȖȔȈ.  
 

ǷǸИǴЕЧАǵИЕ ǷȍȘȊȖȍ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ, ȒȖȚȖȘȖȍ Ȕȍȕȧ “ȏȈȌȍȓȖ” ȕȈȏȣȊȈȓȖșȤ ansi 
bomb. ǵȈ ȒȖȔȗȤȦȚȍȘȍ ȎȍȘȚȊȣ ȌȖȓȎȍȕ ȉȣȓ ȉȣȚȤ ȌȘȈȑȊȍȘ ansi.sys (ȏȈȋȘțȎȍȕȕȣȑ 
ȟȍȘȍȏ config.sys), Ȋ Țȍ ȌȕȐ ȥȚȖ ȉȣȓȈ ȗȖȗțȓȧȘȕȈȧ ȒȖȕȜȐȋțȘȈȞȐȧ Ȍȓȧ IIBM-PC-

șȖȊȔȍșȚȐȔȣȝ ȒȖȔȗȤȦȚȍȘȖȊ Ȑ ȌȐșȒȖȊȣȝ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ (DOS). 
 

ǪȐȌȣ ǪȘȍȌȖȕȖșȕȖȋȖ ǷǶ 

 

ǺȘȈȌȐȞȐȖȕȕȣȍ ȊȐȌȣ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ - ȥȚȖ ȊȐȘțșȣ, ȟȍȘȊȐ Ȑ ȚȘȖȧȕșȒȐȍ 
ȗȘȖȋȘȈȔȔȣ. ǲȖȔȗȤȦȚȍȘȕȣȑ ȊȐȘțș - ȥȚȖ șȈȔȖȒȖȗȐȘțȦȡȈȧșȧ ȗȘȖȋȘȈȔȔȈ, ȒȖȚȖȘȈȧ 
ȗȘȐ ȏȈȗțșȒȍ, ȐȡȍȚ ȌȘțȋȐȍ ȗȘȖȋȘȈȔȔȣ (ȐȓȐ, ȍșȓȐ ȥȚȖ ȔȈȒȘȖȊȐȘțș - ȌȈȕȕȣȍ), ȟȚȖȉȣ 
Ȑȝ ȏȈȘȈȏȐȚȤ. ǲȖȔȗȤȦȚȍȘȕȣȑ ȟȍȘȊȤ - ȥȚȖ șȈȔȖȒȖȗȐȘțȦȡȈȧșȧ ȗȘȖȋȘȈȔȔȈ, ȒȖȚȖȘȈȧ, 
ȒȈȒ ȗȘȈȊȐȓȖ, ȕȍ ȐȏȔȍȕȧȍȚ ȌȈȕȕȣȍ ȐȓȐ ȌȘțȋȐȍ ȗȘȖȋȘȈȔȔȣ. ǻ ȕȍȍ ȍșȚȤ șȊȖȑ ȕȈȉȖȘ 
ȐȕșȚȘțȒȞȐȑ, Ȑ ȖȕȈ ȗȘȖșȚȖ ȗȍȘȍȝȖȌȐȚ ȖȚ țșȚȘȖȑșȚȊȈ Ȓ țșȚȘȖȑșȚȊț Ȑ ȖȚ șȍȚȐ Ȓ șȍȚȐ, 
ȊȏȓȈȔȣȊȈȧ ȗȘȖȋȘȈȔȔȕȣȍ țȧȏȊȐȔȖșȚȐ. ǺȘȖȧȕșȒȐȍ ȗȘȖȋȘȈȔȔȣ ȔȈșȒȐȘțȦȚșȧ ȗȖȌ 
ȘȍȈȓȤȕȣȍ ȗȘȖȋȘȈȔȔȣ, Ȑ ȖȉȔȈȕȖȔ ȊȣȕțȎȌȈȦȚ țșȚȘȖȑșȚȊȖ ȐȓȐ ȗȖȓȤȏȖȊȈȚȍȓȧ 
ȏȈȗțșȚȐȚȤ Ȑȝ. ǹȍȋȖȌȕȧȠȕȍȍ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ - ȥȚȖ ȒȖȔȉȐȕȈȞȐȧ ȌȊțȝ Ȑ ȉȖȓȍȍ ȊȐȌȖȊ. 
ǵȈȗȘȐȔȍȘ, șȕȈȟȈȓȈ ȖȕȖ ȔȖȎȍȚ ȘȈșȗȘȖșȚȘȈȕȧȚȤșȧ, ȒȈȒ ȚȘȖȧȕ, ș ȗȖȔȖȡȤȦ ȕȍȋȖ 
ȗȖȓțȟȈȦȚ ȗȍȘȊȖȕȈȟȈȓȤȕȣȑ ȌȖșȚțȗ, Ȉ ȏȈȚȍȔ Ȗȕ ȕȈȟȐȕȈȍȚ ȐșȗȖȓȤȏȖȊȈȚȤ 
șȖȉșȚȊȍȕȕȣȑ ȒȖȌ Ȍȓȧ șȈȔȖȒȖȗȐȘȖȊȈȕȐȧ Ȑ ȌȈȓȤȕȍȑȠȍȋȖ ȘȈșȗȘȖșȚȘȈȕȍȕȐȧ.  

   ǪȘȍȌȖȕȖșȕȖȍ ǷǶ ȌȖșȚȈȚȖȟȕȖ ȥȜȜȍȒȚȐȊȕȖ. ǺȣșȧȟȐ ȘȈȏȓȐȟȕȣȝ ȊȘȍȌȖȕȖșȕȣȝ 
ȗȘȖȋȘȈȔȔ Ȋ ȚȍȟȍȕȐȍ ȕȍșȒȖȓȤȒȐȝ ȟȈșȖȊ ȏȈȘȈȏȐȓȐ Ȟȍȓȣȍ șȍȚȐ ȗȖ ȊșȍȔț ȔȐȘț. ǹȖȚȕȐ 
ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ ȏȈ ȖȌȐȕ ȌȍȕȤ ȏȈȘȈȏȐȓȐ ȏȕȈȟȐȚȍȓȤȕțȦ ȟȈșȚȤ ȒȖȔȗȤȦȚȍȘȖȊ, 
ȗȖȌȒȓȦȟȍȕȕȣȝ Ȓ ȐȕȚȍȘȕȍȚț. ǸȍȒȖȘȌ ȗȖ șȒȖȘȖșȚȐ Ȋșȍ ȍȡȍ ȗȘȐȕȈȌȓȍȎȐȚ ȟȍȘȊȦ Ȑȏ 
2003-ȋȖ SQL Slammer (https://en.wikipedia.org/wiki/SQL_Slammer), ȒȖȚȖȘȣȑ 
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ȏȈȘȈȏȐȓ ȉȖȓȤȠȐȕșȚȊȖ ȗȖȌȒȓȦȟȍȕȕȣȝ Ȓ ȐȕȚȍȘȕȍȚț, țȧȏȊȐȔȣȝ SQL-șȍȘȊȍȘȖȊ, 
ȗȘȐȔȍȘȕȖ, ȏȈ 10 ȔȐȕțȚ. ǹȖȖȚȊȍȚșȚȊțȦȡȐȑ ȗȈȚȟ ȊȣȠȍȓ ȟȍȘȍȏ ȗȧȚȤ ȔȍșȧȞȍȊ, ȕȖ 
ȚȖȋȌȈ ȕȐȒȚȖ ȕȍ ȌȍȓȈȓ ȗȈȚȟȐ ȊȖȊȘȍȔȧ. ǹȍȋȖȌȕȧ ȉȖȓȤȠȐȕșȚȊȖ ȊȘȍȌȖȕȖșȕȣȝ 
ȗȘȖȋȘȈȔȔ - ȥȚȖ ȚȘȖȧȕȣ, ȒȖȚȖȘȣȔ ȕțȎȕȖ, ȟȚȖȉȣ ȒȖȕȍȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ șȖȊȍȘȠȐȓ 
ȌȍȑșȚȊȐȍ (ȕȈȗȘȐȔȍȘ, ȖȚȒȘȣȓ șșȣȓȒț ȐȓȐ ȗȘȐȒȘȍȗȓȍȕȕȣȑ ȜȈȑȓ), ȟȚȖȉȣ ȕȈȟȈȚȤ 
ȕȈȕȖșȐȚȤ ȊȘȍȌ, ȝȖȚȧ ȗȖȓȤȏȖȊȈȚȍȓȤ ȐȓȐ țșȚȘȖȑșȚȊȖ ȔȖȎȍȚ Ȑ ȊȖȊșȍ ȕȍ 
ȗȘȍȌȕȈȔȍȘȍȕȕȖ (șȓțȟȈȑȕȖ) ȏȈȗțșȚȐȚȤ ȥȚț ȗȘȖȋȘȈȔȔț. ȅȚȖ ȏȈȊȐșȐȚ ȖȚ șȗȖșȖȉȈ 
ȘȈșȗȘȖșȚȘȈȕȍȕȐȧ Ȑ șȞȍȕȈȘȐȧ ȘȈȉȖȚȣ șȈȔȖȋȖ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ. 
 

ǲȖȓȐȟȍșȚȊȖ ǪȘȍȌȖȕȖșȕȣȝ ǷȘȖȋȘȈȔȔ 

 

ǹȍȋȖȌȕȧ ȕȈ ȗȓȈȕȍȚȍ șțȡȍșȚȊțȦȚ ȉțȒȊȈȓȤȕȖ șȖȚȕȐ ȔȐȓȓȐȖȕȖȊ ȘȈȏȓȐȟȕȣȝ 
ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ, Ȑ ȕȍȐȏȔȍȘȐȔȖȍ ȒȖȓȐȟȍșȚȊȖ ȕȖȊȣȝ ȗȖȧȊȓȧȍȚșȧ ȒȈȎȌȣȑ 
ȋȖȌ. ǩȖȓȤȠȐȕșȚȊȖ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ - șȓȍȋȒȈ ȐȏȔȍȕȍȕȕȣȍ ȊȈȘȐȈȕȚȣ Țȣșȧȟ 
ȘȈȏȓȐȟȕȣȝ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ. ǺȍȔ ȕȍ Ȕȍȕȍȍ, Ȋșȍ ȊȈȘȐȈȕȚȣ ȌȖȓȎȕȣ ȉȣȚȤ 
ȖȉȕȈȘțȎȍȕȣ ȏȈȡȐȚȕȣȔȐ ȗȘȖȋȘȈȔȔȈȔȐ, ȒȖȚȖȘȣȍ ȟȈșȚȖ ȐșȗȖȓȤȏțȦȚ șȖȟȍȚȈȕȐȍ 
ȞȐȜȘȖȊȣȝ ȗȖȌȗȐșȍȑ (țȕȐȒȈȓȤȕȣȑ ȕȈȉȖȘ ȉȈȑȚ Ȍȓȧ ȒȈȎȌȖȑ ȊȘȍȌȖȕȖșȕȖȑ 
ȗȘȖȋȘȈȔȔȣ ȐȓȐ șȍȔȍȑșȚȊȈ ȗȘȖȋȘȈȔȔ) Ȑ ȖȉȕȈȘțȎȍȕȐȍ ȗȖ ȗȖȊȍȌȍȕȐȦ. ǯȈȡȐȚȕȈȧ 
ȗȘȖȋȘȈȔȔȈ ȌȖȓȎȕȈ țȔȍȚȤ ȉȣșȚȘȖ șȒȈȕȐȘȖȊȈȚȤ ȌȍșȧȚȒȐ ȔȐȓȓȐȖȕȖȊ ȜȈȑȓȖȊ, 
ȘȈșȗȖȏȕȈȊȈȚȤ șȖȚȕȐ ȔȐȓȓȐȖȕȖȊ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ, Ȑ ȌȍȓȈȚȤ ȥȚȖ ȉȍȏ 
ȏȕȈȟȐȚȍȓȤȕȖȋȖ șȕȐȎȍȕȐȧ ȗȘȖȐȏȊȖȌȐȚȍȓȤȕȖșȚȐ țșȚȘȖȑșȚȊȈ, ȕȈ ȒȖȚȖȘȖȔ ȖȕȈ 
țșȚȈȕȖȊȓȍȕȈ. ȅȚȖ ȖȟȍȕȤ șȓȖȎȕȖ ȘȍȈȓȐȏȖȊȈȚȤ, Ȑ ȌȈȎȍ, ȍșȓȐ Ȋșȍ șȌȍȓȈȕȖ ș 
ȔȈȒșȐȔȈȓȤȕȖȑ ȚȖȟȕȖșȚȤȦ, ȍȍ ȔȖȎȍȚ ȖȉȖȑȚȐ ȕȖȊȈȧ ȊȘȍȌȖȕȖșȕȈȧ ȗȘȖȋȘȈȔȔȈ, Ȋ 
ȒȖȚȖȘȖȑ ȐȏȔȍȕȍȕ ȊșȍȋȖ ȖȌȐȕ ȉȈȑȚ. 
 

ǷǸИǴЕЧАǵИЕ ǯȈȡȐȚȕȣȍ ȗȘȖȋȘȈȔȔȣ ȟȈȡȍ ȊșȍȋȖ ȕȈȏȣȊȈȦȚ ȈȕȚȐȊȐȘțșȈȔȐ, ȝȖȚȧ 
ȖȕȐ ȖȉȕȈȘțȎȐȊȈȦȚ Ȑ țȌȈȓȧȦȚ ȘȈȏȓȐȟȕȣȍ ȊȐȌȣ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ. ȅȚȖ ȗȘȖȐȏȖȠȓȖ 
Ȑȏ-ȏȈ ȚȖȋȖ, ȟȚȖ ȥȚȐ ȗȘȖȋȘȈȔȔȣ ȖȉȘȍȓȐ ȗȖȗțȓȧȘȕȖșȚȤ,  ȒȖȋȌȈ ȉȖȓȤȠțȦ ȟȈșȚȤ 
ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ șȖșȚȈȊȓȧȓȐ ȊȐȘțșȣ. 
 

ǩȖȓȤȠȈȧ ǿȈșȚȤ ǹȖȏȌȈȕȈ Ȋ ǷȘȍșȚțȗȕȣȝ Ǿȍȓȧȝ  

 

Ǫ ȕȈȠȐ ȌȕȐ ȖȌȕȖȑ Ȑȏ șȈȔȣȝ ȔȈșȠȚȈȉȕȣȝ Ȑ ȊȣȏȣȊȈȦȡȐȝ ȉȍșȗȖȒȖȑșȚȊȖ ȚȍȕȌȍȕȞȐȑ 
ȧȊȓȧȍȚșȧ ȚȖ, ȟȚȖ ȉȖȓȤȠȈȧ ȟȈșȚȤ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ șȖȏȌȈȍȚșȧ ȐșȒȓȦȟȐȚȍȓȤȕȖ Ȋ 
ȗȘȍșȚțȗȕȣȝ Ȟȍȓȧȝ. ǷȘȐȔȍȘȕȖ, ȌȖ 2005-ȋȖ, ȖșȕȖȊȕțȦ ȟȈșȚȤ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ 
ȗȐșȈȓȐ ȚȐȕȍȑȌȎȍȘȣ Ȑ ȔȖȓȖȌȣȍ ȓȦȌȐ, ȗȘȖșȚȖ, ȟȚȖȉȣ ȌȖȒȈȏȈȚȤ, ȟȚȖ ȖȕȐ ȔȖȋțȚ 
ȕȈȗȐșȈȚȤ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ. ǺȖȋȖ, ȟȚȖ ȖȕȖ ȘȈȉȖȚȈȓȖ Ȑ șȈȔȖȒȖȗȐȘȖȊȈȓȖșȤ ȉȣȓȖ 
ȌȖșȚȈȚȖȟȕȖ. ǲȖȕȍȟȕȖ, ȉȣȓȖ ȕȍșȒȖȓȤȒȖ ȗȘȖȋȘȈȔȔ, ȕȍȗȖșȘȍȌșȚȊȍȕȕȖȑ ȞȍȓȤȦ 
ȒȖȚȖȘȣȝ ȉȣȓȖ ȕȈȕȍșȍȕȐȍ ȊȘȍȌȈ, ȕȖ, Ȋ ȞȍȓȖȔ, ȖȕȐ ȉȖȓȤȠȍ ȕȈȌȖȍȌȈȓȐ, ȟȍȔ 
ȗȘȍȌșȚȈȊȓȧȓȐ ȖȗȈșȕȖșȚȤ.  
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   ǹȍȑȟȈș, ȗȘȈȒȚȐȟȍșȒȐ Ȋșȍ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ șȖȏȌȈȍȚșȧ ȕȍȗȖșȘȍȌșȚȊȍȕȕȖ ș 
ȗȘȍșȚțȗȕȣȔȐ ȕȈȔȍȘȍȕȐȧȔȐ. ǩȖȓȤȠȐȕșȚȊȖ ȗȖȓȤȏȖȊȈȚȍȓȍȑ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ ȚȈȒ 
ȐȓȐ ȐȕȈȟȍ ȝȖȚȧȚ țȒȘȈșȚȤ ȌȍȕȤȋȐ, ȉțȌȤ ȚȖ ȕȍȗȖșȘȍȌșȚȊȍȕȕȖ ȊȖȘȖȊșȚȊȖ ȜȐȕȈȕșȖȊȣȝ 
șȘȍȌșȚȊ, ȒȘȈȎȈ ȐȌȍȕȚȐȜȐȒȈȞȐȖȕȕȣȝ ȌȈȕȕȣȝ ȐȓȐ ȗȈȘȖȓȍȑ. Ǫ ȕȈȠȐ ȌȕȐ ȖȟȍȕȤ 
ȗȖȗțȓȧȘȕȣ “ȗȘȖȋȘȈȔȔȣ-ȊȣȔȖȋȈȚȍȓȐ”, ȒȖȚȖȘȣȍ ȠȐȜȘțȦȚ ȊȈȠȐ ȌȈȕȕȣȍ Ȑ ȗȘȖșȧȚ 
ȌȍȕȤȋȐ ȏȈ ȘȈșȠȐȜȘȖȊȒț. ǬȘțȋȐȍ ȗȘȖȋȘȈȔȔȣ ȒȘȈȌțȚ ȐȋȘȖȊȣȍ ȘȍșțȘșȣ ȐȓȐ 
ȥȓȍȒȚȘȖȕȕțȦ ȊȈȓȦȚț, ȐȓȐ șȖȊȍȘȠȈȦȚ ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕțȦ ȚȖȘȋȖȊȓȦ ȕȈ 
ȉȐȘȎȈȝ. ǸȍȒȓȈȔȕȖȍ ǷǶ ȗȘȖȕȐȒȈȍȚ ȕȈ ȊȈȠ ȒȖȔȗȤȦȚȍȘ Ȑ ȏȈșȚȈȊȓȧȍȚ ȊȈș șȔȖȚȘȍȚȤ 
ȘȍȒȓȈȔț (ȐȕȖȋȌȈ ȒȖȕȒȘȍȚȕȖ ȟȤȦ-ȚȖ), ȒȖȚȖȘțȦ, ȗȖ-ȌȘțȋȖȔț, Ȋȣ ȉȣ ȕȍ țȊȐȌȍȓȐ, ȐȓȐ 
șȒȘȣȚȕȖ ȏȈșȚȈȊȓȧȦȚ ȊȈȠ ȒȖȔȗȤȦȚȍȘ ȏȈȝȖȌȐȚȤ ȕȈ ȖȗȘȍȌȍȓȍȕȕȣȍ șȈȑȚȣ Ȍȓȧ 
țȊȍȓȐȟȍȕȐȧ ȒȖȓȐȟȍșȚȊȈ ȗȖșȍȚȐȚȍȓȍȑ, ȟȚȖȉȣ ȗȘȍșȚțȗȕȣȔ ȗțȚȍȔ țȊȍȓȐȟȐȚȤ ȌȖȝȖȌ 
ȖȚ ȘȍȒȓȈȔȣ. ǵȍȒȖȚȖȘȖȍ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ ȐșȗȖȓȤȏțȍȚșȧ Ȍȓȧ ȊȏȓȖȔȈ Ȑ ȒȘȈȎȐ 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖȑ ȐȕȜȖȘȔȈȞȐȐ. ǺȈȒȎȍ ȖȕȖ ȔȖȎȍȚ ȐșȗȖȓȤȏȖȊȈȚȤșȧ Ȍȓȧ 
șȖȊȍȘȠȍȕȐȧ ȘȈșȗȘȍȌȍȓȍȕȕȣȝ ȈȚȈȒ ȚȐȗȈ “ȖȚȒȈȏ Ȋ ȖȉșȓțȎȐȊȈȕȐȐ” (“DDoS-ȈȚȈȒȐ” 
ȖȗȐșȈȕȣ Ȋ ǫȓȈȊȍ 28). ǷȘȖȠȓȐ Țȍ ȌȕȐ, ȒȖȋȌȈ ȊȘȍȌȖȕȖșȕȣȍ ȗȘȖȋȘȈȔȔȣ ȌȍȓȈȓȐ, Ȋ 
ȖșȕȖȊȕȖȔ, ȗȖȌȘȖșȚȒȐ-ȝțȓȐȋȈȕȣ, ȒȖȚȖȘȣȍ ȗȐșȈȓȐ ȔȐȓȣȍ ȕȈȌȗȐșȐ ȕȈ ȊȈȠȍȔ 
ȥȒȘȈȕȍ, ȊȒȓȦȟȈȓȐ Ȑȏ ȒȖȓȖȕȖȒ Yankee Doodle Dandy, ȐȓȐ ȗȘȖșȐȓȐ ȊȈș ȗȖȔȖȟȤ 
“ȓȍȋȈȓȐȏȖȊȈȚȤ ȔȈȘȐȝțȈȕț” (ȕȈȗȘȐȔȍȘ, ȊȐȘțș Stoned boot). ǹȍȋȖȌȕȧ ȊȘȍȌȖȕȖșȕȖȍ 
ǷǶ ȌȍȓȈȦȚ ȗȘȖȜȍșșȐȖȕȈȓȣ! 
   ǯȈȟȈșȚțȦ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ șȖȏȌȈȍȚșȧ ȖȌȕȐȔ ȟȍȓȖȊȍȒȖȔ, Ȉ ȗȘȖȌȈȍȚșȧ Ȑ 
ȗȖȒțȗȈȍȚșȧ ȌȘțȋȐȔȐ. ǪȖ ȔȕȖȋȐȝ șȓțȟȈȧȝ, ȚȣșȧȟȐ ȒȖȔȗȤȦȚȍȘȖȊ, ȊȏȓȖȔȈȕȕȣȝ 
ȖȗȘȍȌȍȓȍȕȕȖȑ ȊȘȍȌȖȕȖșȕȖȑ ȗȘȖȋȘȈȔȔȖȑ, șȖȉȐȘȈȦȚ ȊȔȍșȚȍ, Ȑ ȗȖȓțȟȈȦȚșȧ 
“ȉȖȚȕȍȚȣ”. ǺȈȒȐȍ ȉȖȚȕȍȚȣ ȔȖȎȕȖ ȈȘȍȕȌȖȊȈȚȤ ȐȓȐ ȒțȗȐȚȤ, Ȉ ȗȖȚȖȔ ȌȈȚȤ ȐȔ 
ȒȖȔȈȕȌț ȈȚȈȒȖȊȈȚȤ ȖȗȘȍȌȍȓȍȕȕȣȑ șȈȑȚ ȐȓȐ șȖȊȍȘȠȐȚȤ ȒȈȒȖȍ-ȚȖ ȌȍȑșȚȊȐȍ șȘȈȏț Ȋ 
ȕȍșȒȖȓȤȒȐȝ ȘȍȋȐȖȕȈȝ. ǿȈșȚȖ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ, ȒȖȚȖȘȖȍ ȗȍȘȊȣȔ ȊȏȓȈȔȣȊȈȍȚ 
ȒȖȔȗȤȦȚȍȘ, ȐșȗȖȓȤȏțȍȚșȧ ȒȈȒ “ȏȈȋȘțȏȟȐȒ”. ǶȕȖ ȗȖȓțȟȈȍȚ ȐȏȕȈȟȈȓȤȕȣȑ ȌȖșȚțȗ Ȑ 
ȐȏȔȍȕȧȍȚ șȐșȚȍȔț, ȟȚȖȉȣ Ȋ ȉțȌțȡȍȔ ȋȈȘȈȕȚȐȘȖȊȈȚȤ ȗȖȧȊȓȍȕȐȍ ȌȘțȋȖȑ 
ȊȘȍȌȖȕȖșȕȖȑ ȗȘȖȋȘȈȔȔȣ ȐȓȐ ȗȘȍȌȖșȚȈȊȓȍȕȐȍ ȝȈȒȍȘț ȗȖȓȕȖȋȖ ȒȖȕȚȘȖȓȧ. ǯȈȚȍȔ 
ȖȕȖ șȒȈȟȐȊȈȍȚ ȌȘțȋțȦ ȊȘȍȌȖȕȖșȕțȦ ȗȘȖȋȘȈȔȔț ș ȕȖȊȣȔȐ ȐȕșȚȘțȒȞȐȧȔȐ. ȅȚȖȚ 
ȗȘȖȞȍșș ȔȖȎȍȚ ȗȖȊȚȖȘȧȚȤșȧ ȌȍșȧȚȒȐ ȘȈȏ, ȗȖȒȈ ȕȍ șȒȈȟȈȦȚșȧ Ȑ ȊȣȗȖȓȕȧȚșȧ 
ȒȖȕȍȟȕȈȧ ȗȘȖȋȘȈȔȔȈ Ȑ ȐȕșȚȘțȒȞȐȐ. ǺȈȒȐȔ ȖȉȘȈȏȖȔ, ȉȖȓȤȠȈȧ ȟȈșȚȤ ȊȘȍȌȖȕȖșȕȖȋȖ 
ǷǶ ȗȖșȚȖȧȕȕȖ ȖȉȕȖȊȓȧȍȚșȧ Ȑ ȖșȚȈȍȚșȧ ȕȍȊȐȌȐȔȣȔ Ȍȓȧ ȏȈȡȐȚȕȣȝ ȗȘȖȋȘȈȔȔ. 

ǪȘȍȌȖȕȖșȕȣȍ ȗȘȖȋȘȈȔȔȣ ȌȈȎȍ ȗȘȖȌȈȦȚșȧ ș ȒȘțȋȓȖșțȚȖȟȕȖȑ ȗȖȌȌȍȘȎȒȖȑ Ȑ 
ȋȈȘȈȕȚȐȍȑ ȖȚ ȖȉȕȈȘțȎȍȕȐȧ, Ȉ ț Ȑȝ ȘȈȏȘȈȉȖȚȟȐȒȖȊ ȍșȚȤ șȊȖȑ ȘȍȑȚȐȕȋ ȗȖȒțȗȈȚȍȓȍȑ.  

   ǲȈȎȌȣȑ ȋȖȌ ȘȍȏțȓȤȚȈȚȖȔ ȘȈȉȖȚȣ ȚȈȒȐȝ ȗȘȖȋȘȈȔȔ șȚȈȕȖȊȧȚșȧ ȒȘȈȎȐ ȐȓȐ 
ȕȈȕȍșȍȕȐȍ țȡȍȘȉȈ Ȋ șȖȚȕȐ ȔȐȓȓȐȖȕȖȊ ȌȖȓȓȈȘȖȊ. ǳȦȉȖȑ, ȒȚȖ ȌȈȊȕȖ ȘȈȉȖȚȈȍȚ Ȋ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȉȖȘȍȚșȧ ș ȊȘȍȌȖȕȖșȕȣȔȐ ȗȘȖȋȘȈȔȔȈȔȐ ȉȖȓȍȍ 
ȌȍșȧȚȐ ȓȍȚ, ȔȍȟȚȈȍȚ, ȟȚȖȉȣ ȍȌȐȕșȚȊȍȕȕȖȑ ȗȘȖȉȓȍȔȖȑ ȉȣȓȐ ȗȖȌȘȖșȚȒȐ-ȝțȓȐȋȈȕȣ.  
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ǯȈȡȐȚȈ ȖȚ ǪȘȍȌȖȕȖșȕȖȋȖ ǷǶ 

 

ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ șȗȖșȖȉȖȊ ȏȈȡȐȚȣ ȖȚ ȊȏȓȖȔȈ ȊȘȍȌȖȕȖșȕȖȑ ȗȘȖȋȘȈȔȔȖȑ, 
ȔȕȖȋȐȍ Ȑȏ ȒȖȚȖȘȣȝ ȚȈȒȎȍ ȝȖȘȖȠȖ ȘȈȉȖȚȈȦȚ ȗȘȖȚȐȊ ȕȍȒȖȚȖȘȣȝ ȝȈȒȍȘșȒȐȝ ȈȚȈȒ.            
 

ǷȖȓȕȖșȚȤȦ ǷȘȖȗȈȚȟȍȕȕȖȍ ǷǶ 

 

ǪȘȍȌȖȕȖșȕȖȑ ȗȘȖȋȘȈȔȔȍ ȕȈȔȕȖȋȖ șȓȖȎȕȍȍ ȊȏȓȖȔȈȚȤ Țț șȐșȚȍȔț, ȕȈ ȒȖȚȖȘȖȑ 
țșȚȈȕȖȊȓȍȕȣ Ȋșȍ ȗȈȚȟȐ, ȟȍȔ Țț, ȕȈ ȒȖȚȖȘȖȑ Ȑȝ ȕȍȚ. Ǫ ȕȈȠȐ ȌȕȐ “ȕȈȉȖȘȣ 
ȥȒșȗȓȖȑȚȖȊ” ȝȘȈȕȧȚșȧ ȕȈ ȊȏȓȖȔȈȕȕȣȝ Ȋȍȉ-șȈȑȚȈȝ, Ȑ ȒȖȋȌȈ ȗȖȓȤȏȖȊȈȚȍȓȤ Ȑȝ 
ȗȖșȍȡȈȍȚ, ȚȈȒȖȑ ȕȈȉȖȘ ȥȒșȗȓȖȑȚȖȊ șȕȈȟȈȓȈ ȐȡȍȚ ȕȍȗȘȖȗȈȚȟȍȕȕȣȍ țȧȏȊȐȔȖșȚȐ, Ȑ 
ȍșȓȐ Ȑȝ ȕȍȚ, ȗȣȚȈȍȚșȧ ȖȉȔȈȕȖȔ ȏȈșȚȈȊȐȚȤ ȗȖȓȤȏȖȊȈȚȍȓȧ ȏȈȗțșȚȐȚȤ ȚȘȖȧȕșȒțȦ 
ȗȘȖȋȘȈȔȔț. ǭșȓȐ ȕȈ șȐșȚȍȔȍ ȕȍ țșȚȈȕȖȊȓȍȕȣ ȗȈȚȟȐ, ȚȖ, ȟȈșȚȖ ȊȘȍȌȖȕȖșȕȈȧ 
ȗȘȖȋȘȈȔȔȈ ȔȖȎȍȚ șȒȘȣȚȕȖ ȏȈȗțșȚȐȚȤșȧ, Ȉ ȗȖȓȤȏȖȊȈȚȍȓȤ ȌȈȎȍ ȕȍ ȉțȌȍȚ ȕȐ Ȗ ȟȍȔ 
ȗȖȌȖȏȘȍȊȈȚȤ. 
 

ǷȖȌȋȖȚȖȊȒȈ ǷȖȓȤȏȖȊȈȚȍȓȍȑ 

 

ǪȘȍȌȖȕȖșȕȖȔț ǷǶ șȓȖȎȕȖ ȊȏȓȖȔȈȚȤ șȐșȚȍȔț, ȕȈ ȒȖȚȖȘȖȑ țșȚȈȕȖȊȓȍȕȣ Ȋșȍ ȗȈȚȟȐ, 
ȉȍȏ ȊȖȊȓȍȟȍȕȐȧ ȒȖȕȍȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ. Ǫ șȓțȟȈȧȝ, ȒȖȋȌȈ ȊȘȍȌȖȕȖșȕȈȧ 
ȗȘȖȋȘȈȔȔȈ ȐȓȐ ȕȈȉȖȘ ȥȒșȗȓȖȑȚȖȊ ȕȍ șȔȖȋȓȐ ȕȈȑȚȐ țȧȏȊȐȔȖșȚȐ, ȒȈȒ ȗȘȈȊȐȓȖ, 
ȐșȗȖȓȤȏțȍȚșȧ șȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ. ǶȉȣȟȕȖ ȖȚȗȘȈȊȓȧȍȚșȧ șȖȖȉȡȍȕȐȍ 
ȒȖȕȍȟȕȖȔț ȗȖȓȤȏȖȊȈȚȍȓȦ, ȟȚȖ Ȗȕ ȌȖȓȎȍȕ ȟȚȖ-ȚȖ ȏȈȗțșȚȐȚȤ ȐȓȐ ȖȚȒȘȣȚȤ. 

ǷȖȌȋȖȚȖȊȒȈ ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȓ ȊșȚȘȍȟȍ ș ȖșȕȖȊȕȣȔȐ ȚȍȝȕȐȒȈȔȐ șȖȞȐȈȓȤȕȖȑ 

ȐȕȎȍȕȍȘȐȐ - ȥȚȖ ȖȚȓȐȟȕȣȑ șȗȖșȖȉ șȕȐȏȐȚȤ ȘȍȏțȓȤȚȈȚȐȊȕȖșȚȤ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ. 
 

ǯȈȡȐȚȕȣȍ ȗȘȖȋȘȈȔȔȣ 

 

ǯȈȡȐȚȕȖȍ ǷǶ (ȟȈșȚȖ ȕȈȏȣȊȈȍȔȖȍ ȈȕȚȐȊȐȘțșȈȔȐ) ȕȍȖȉȝȖȌȐȔȖ ȗȘȈȒȚȐȟȍșȒȐ Ȍȓȧ 
ȒȈȎȌȖȑ ȒȖȔȗȤȦȚȍȘȕȖȑ șȐșȚȍȔȣ. ǬȈȎȍ ȓțȟȠȐȍ ȏȈȡȐȚȕȣȍ șȘȍȌșȚȊȈ ȔȖȋțȚ 
ȗȘȖȗțșȚȐȚȤ ȊȘȍȌȖȕȖșȕțȦ ȗȘȖȋȘȈȔȔț, Ȑ ȕȐ ȖȌȕȖ Ȑȏ ȕȐȝ ȕȍ ȔȖȎȍȚ ȉȣȚȤ ȕȈ 100% 
ȥȜȜȍȒȚȐȊȕȣȔ, ȕȖ ȐșȗȖȓȤȏȖȊȈȕȐȍ ȒȖȔȗȤȦȚȍȘȈ ȉȍȏ ȕȐȝ - ȥȚȖ ȒȈȒ ȊȖȎȌȍȕȐȍ ș 
ȗȘȖȚȍȒȈȦȡȍȑ ȚȖȘȔȖȏȕȖȑ ȎȐȌȒȖșȚȤȦ. Ǫȣ ȔȖȎȍȚȍ ȕȍȌȈȓȍȒȖ țȍȝȈȚȤ, ȕȖ, Ȋ ȒȖȕȍȟȕȖȔ 
ȐȚȖȋȍ, ȗȘȖȐȏȖȑȌȍȚ ȚȘȈȋȍȌȐȧ. Ǫ ȚȖ Ȏȍ ȊȘȍȔȧ, ȕȍȓȤȏȧ ȊȍȘȐȚȤ ȗȘȖȐȏȊȖȌȐȚȍȓȧȔ 
ȈȕȚȐȊȐȘțșȈ, ȒȖȚȖȘȣȍ ȋȈȘȈȕȚȐȘțȦȚ 100% ȖȉȕȈȘțȎȍȕȐȧ. ȅȚȖ ȊșȍȋȌȈ ȓȖȎȤ.  
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ǷȘȖȋȘȈȔȔȣ ȒȖȕȚȘȖȓȧ ȗȘȐȓȖȎȍȕȐȑ 

 

ǷȘȖȋȘȈȔȔȣ ȒȖȕȚȘȖȓȧ ȗȘȐȓȖȎȍȕȐȑ (ȚȈȒȎȍ ȐȏȊȍșȚȕȣȍ, ȒȈȒ ȗȘȖȋȘȈȔȔȣ “ȉȍȓȖȋȖ 
șȗȐșȒȈ” Ȑ “ȟȍȘȕȖȋȖ șȗȐșȒȈ”) ȝȖȘȖȠȖ șȗȘȈȊȓȧȦȚșȧ ș ȏȈȌȈȟȍȑ ȖșȚȈȕȖȊȒȐ 
ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ, ȒȖȋȌȈ ȐșȗȖȓȤȏțȦȚșȧ Ȋ ȘȍȎȐȔȍ ȉȍȓȖȋȖ șȗȐșȒȈ. Ǫ ȘȍȎȐȔȍ ȉȍȓȖȋȖ 
șȗȐșȒȈ ȔȖȋțȚ ȘȈȉȖȚȈȚȤ ȚȖȓȤȒȖ ȘȈȏȘȍȠȍȕȕȣȍ Ȑ ȗȘȖȠȍȌȠȐȍ ȗȘȖȊȍȘȒț ȗȘȖȋȘȈȔȔȣ. 
ȅȚȖ ȖșȚȈȕȈȊȓȐȊȈȍȚ ȉȖȓȤȠȐȕșȚȊȖ ȊȐȘțșȖȊ, ȟȍȘȊȍȑ Ȑ ȚȘȖȧȕȖȊ. ǷȘȖȋȘȈȔȔȣ ȒȖȕȚȘȖȓȧ 
ȗȘȐȓȖȎȍȕȐȑ ȔȖȎȍȚ ȉȣȚȤ șȓȖȎȕȖ ȐșȗȖȓȤȏȖȊȈȚȤ Ȑȏ-ȏȈ Ȑȝ ȗȘȐȘȖȌȣ, ȚȈȒ ȒȈȒ ȒȈȎȌȈȧ 
ȗȘȖȋȘȈȔȔȈ Ȑ ȐșȗȖȓȕȧȍȔȣȑ ȜȈȑȓ ȌȖȓȎȕȣ ȗȖȓțȟȐȚȤ ȘȈȏȘȍȠȍȕȐȍ ȕȈ ȏȈȗțșȒ. ǷȘȐ 
ȥȚȖȔ ȕȍ Ȋșȍ ȊȐȌȣ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ ȐȓȐ ȝȈȒȍȘșȒȐȝ ȌȍȑșȚȊȐȑ ȔȖȋțȚ ȉȣȚȤ 
ȖșȚȈȕȖȊȓȍȕȣ, ȖșȖȉȍȕȕȖ Țȍ ȊȐȌȣ, ȒȖȚȖȘȣȍ ȐșȗȖȓȤȏțȦȚ ȊșȚȘȖȍȕȕȣȍ, ȘȍȈȓȤȕȣȍ 

ȗȘȖȋȘȈȔȔȣ ȐȓȐ șȘȍȌșȚȊȈ șȖȏȌȈȕȐȧ șȞȍȕȈȘȐȍȊ. ǶȌȕȈȒȖ, ȗȘȖȋȘȈȔȔȣ ȒȖȕȚȘȖȓȧ 
ȗȘȐȓȖȎȍȕȐȑ - ȥȚȖ ȥȜȜȍȒȚȐȊȕȣȍ ȐȕșȚȘțȔȍȕȚȣ, Ȑ ȖȕȐ ȗȖșȚȖȧȕȕȖ țȓțȟȠȈȦȚșȧ. 
ǳȐȟȕȖ ȧ șȟȐȚȈȦ, ȟȚȖ ȕȈ ȒȈȎȌȖȑ șȐșȚȍȔȍ, ȒȖȚȖȘȈȧ șȟȐȚȈȍȚșȧ “ȖȟȍȕȤ ȉȍȏȖȗȈșȕȖȑ” 
ȌȖȓȎȕȈ ȉȣȚȤ țșȚȈȕȖȊȓȍȕȈ Ȑ ȏȈȗțȡȍȕȈ ȗȘȖȋȘȈȔȔȈ ș ȉȍȓȣȔ șȗȐșȒȖȔ ȗȘȐȓȖȎȍȕȐȑ.  
 

 

ǶȋȘȈȕȐȟȍȕȐȍ ǯȖȕȣ ǩȍȏȖȗȈșȕȖșȚȐ 

 

ǼȈȑȘȊȖȓȣ Ȑ ȌȘțȋȐȍ ȓȖȒȈȓȤȕȣȍ Ȑ șȍȚȍȊȣȍ ȊȐȌȣ ȖȋȘȈȕȐȟȍȕȐȧ ȏȖȕȣ ȉȍȏȖȗȈșȕȖșȚȐ 
(ȚȈȒȐȍ, ȒȈȒ VLAN, ȘȖțȚȍȘȣ, Ȑ ȚȈȒ ȌȈȓȍȍ) ȌȍȑșȚȊȐȚȍȓȤȕȖ șȗȖșȖȉȕȣ ȕȍ ȌȈȊȈȚȤ 
ȊȘȍȌȖȕȖșȕȖȔț ǷǶ ȌȈȎȍ ȊȖȏȔȖȎȕȖșȚȐ ȊȏȓȖȔȈȚȤ ȒȖȔȗȤȦȚȍȘ. ǩȖȓȤȠȐȕșȚȊȖ 
ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ ȐȔȍȦȚ ȊșȚȘȖȍȕȕȣȍ ȜȈȑȘȊȖȓȣ, ȕȖ, ȒȈȒ ȗȘȈȊȐȓȖ, ȖȕȐ ȕȍ 
ȕȈșȚȘȖȍȕȣ ȐȓȐ ȕȍ ȊȒȓȦȟȍȕȣ ȗȖ țȔȖȓȟȈȕȐȦ. ǷȘȐȔȍȕȍȕȐȍ ȜȈȑȘȊȖȓȈ ȔȖȎȍȚ 
ȏȕȈȟȐȚȍȓȤȕȖ șȕȐȏȐȚȤ ȘȐșȒ ȗȖȓțȟȍȕȐȧ ȊȘȍȌȈ, ȖșȖȉȍȕȕȖ, ȍșȓȐ ȗȘȐșțȚșȚȊțȍȚ 
ȕȍȗȘȖȗȈȚȟȍȕȕȈȧ țȧȏȊȐȔȖșȚȤ. ǩȖȓȍȍ ȗȖȌȘȖȉȕȖ ȜȈȑȘȊȖȓȣ ȖȗȐșȈȕȣ Ȋ ǫȓȈȊȍ 17.  
 

ǹȐșȚȍȔȈ ǶȉȕȈȘțȎȍȕȐȧ ǪȚȖȘȎȍȕȐȑ 

 

ǷȘȖȋȘȈȔȔȣ ȐȓȐ țșȚȘȖȑșȚȊȈ șȍȚȍȊȖȋȖ ȖȉȕȈȘțȎȍȕȐȧ/ȗȘȍȌȖȚȊȘȈȡȍȕȐȧ ȊȚȖȘȎȍȕȐȑ 
(NID/P) Ȑ ȝȖșȚȖȊȖȋȖ ȖȉȕȈȘțȎȍȕȐȧ/ȗȘȍȌȖȚȊȘȈȡȍȕȐȧ ȊȚȖȘȎȍȕȐȑ (HID/P) 
ȐșȗȖȓȤȏțȦȚșȧ Ȍȓȧ ȖȉȕȈȘțȎȍȕȐȧ Ȑ ȖșȚȈȕȖȊȒȐ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ Ȋ șȍȚȐ ȐȓȐ ȕȈ 
ȓȖȒȈȓȤȕȖȔ ȝȖșȚȍ. ǶȉȕȈȘțȎȍȕȐȍ ȊȚȖȘȎȍȕȐȑ ȖȗȐșȈȕȖ Ȋ ǫȓȈȊȍ 14. ǵȖ, ȒȈȒ Ȑ 
ȚȘȈȌȐȞȐȖȕȕȣȍ ȏȈȡȐȚȕȣȍ ȗȘȖȋȘȈȔȔȣ, NID Ȑ HID ȕȍ ȕȈ 100% ȕȈȌȍȎȕȣ, Ȑ ȕȍȓȤȏȧ 
ȗȖȓȈȋȈȚȤșȧ ȚȖȓȤȒȖ ȕȈ ȕȐȝ, ȒȈȒ ȕȈ ȍȌȐȕșȚȊȍȕȕȣȍ șȘȍȌșȚȊȈ ȖȉȕȈȘțȎȍȕȐȧ Ȑ 
ȗȘȍȌȖȚȊȘȈȡȍȕȐȧ ȘȈȉȖȚȣ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ. 
   ǪȘȍȌȖȕȖșȕȣȍ ȗȘȖȋȘȈȔȔȣ ȌȖȓȋȖȍ ȊȘȍȔȧ ȉȣȓȐ ȟȈșȚȤȦ țȋȘȖȏȣ ȒȖȔȗȤȦȚȍȘȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ ȗȘȖȌȖȓȎȈȚ ȖșȚȈȊȈȚȤșȧ ȖȌȕȖȑ Ȑȏ ȋȓȈȊȕȣȝ țȋȘȖȏ. Ǫ ȒȖȕȞȍ 1990-ȣȝ, 
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ȒȖȋȌȈ ȈȕȚȐȊȐȘțșȕȣȍ șȒȈȕȍȘȣ șȚȈȓȐ ȘȈȉȖȚȈȚȤ ȓțȟȠȐȍ, ȧ ȉȣȓ țȊȍȘȍȕ, ȟȚȖ Ȓ 2010-

Ȕț ȊȘȍȌȖȕȖșȕȣȍ ȗȘȖȋȘȈȔȔȣ ȊȣȔȘțȚ Ȑ ȖșȚȈȕțȚșȧ Ȋ ȗȘȖȠȓȖȔ. ǺȖȋȌȈ șțȡȍșȚȊȖȊȈȓȐ 
ȓȐȠȤ șȖȚȕȐ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ. ǹȍȑȟȈș, ȒȖȋȌȈ șțȡȍșȚȊțȦȚ șȖȚȕȐ ȔȐȓȓȐȖȕȖȊ 
ȘȈȏȓȐȟȕȣȝ ȊȈȘȐȈȕȚȖȊ ȥȚȐȝ ȗȘȖȋȘȈȔȔ, ȧ ȗȖȕȐȔȈȦ, ȕȈșȒȖȓȤȒȖ ȖȗȚȐȔȐșȚȐȟȕȖ (Ȑ 
ȕȈȐȊȕȖ) ȧ ȔȣșȓȐȓ.  
   Ǫ ȋȓȈȊȈȝ 10 Ȑ 11 ȘȍȟȤ ȗȖȑȌȍȚ ȗȘȖ ǹȤȦȏȈȕ ǩȘȥȌȓȐ Ȑ ǴȈȘȒ ǸțșșȐȕȖȊȐȟ, ȒȖȚȖȘȣȍ 
ȕȈ ȗȘȖȚȧȎȍȕȐȐ ȌȍșȧȚȐȓȍȚȐȑ țșȗȍȠȕȖ șȘȈȎȈȦȚșȧ ș ȊȘȍȌȖȕȖșȕȣȔȐ ȗȘȖȋȘȈȔȔȈȔȐ. 
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ǫȓȈȊȈ 10. ǷȘȖȜȐȓȤ: ǹȤȦȏȈȕ ǩȘȥȌȓȐ 

 

 

 

ȇ ȊșȚȘȍȚȐȓ ǹȤȦȏȈȕ ȉȖȓȤȠȍ 15-ȚȐ ȓȍȚ ȕȈȏȈȌ, ȒȖȋȌȈ Ȕȍȕȧ ȊȣȉȘȈȓȐ ȖȌȕȐȔ Ȑȏ ȗȍȘȊȣȝ 
ǹȈȔȣȝ Ǿȍȕȕȣȝ ǷȘȖȜȍșșȐȖȕȈȓȖȊ Microsoft (Most Valuable Professionals). ǲȈȒ 
ȐȏȊȍșȚȕȖ, Microsoft MVP ȗȘȐșțȎȌȈȍȚșȧ ȕȍȏȈȊȐșȐȔȣȔ ȓȐȌȍȘȈȔ șȖȖȉȡȍșȚȊȈ, 
ȒȖȚȖȘȣȍ ȗȘȖȌȍȔȖȕșȚȘȐȘȖȊȈȓȐ ȋȓțȉȖȒȐȍ ȗȖȏȕȈȕȐȧ Ȋ ȖȌȕȖȑ ȐȓȐ ȕȍșȒȖȓȤȒȐȝ șȜȍȘȈȝ 
ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ ȚȍȝȕȖȓȖȋȐȑ Microsoft, Ȑ ȈȒȚȐȊȕȖ ȊȏȈȐȔȖȌȍȑșȚȊțȦȚ ș ȒȖȕȍȟȕȣȔȐ 
ȗȖȓȤȏȖȊȈȚȍȓȧȔȐ, ȕȈȗȘȐȔȍȘ, ȗȖșȚȖȧȕȕȖ ȊȍȌțȚ ȉȓȖȋ, ȌȍȓȈȦȚ ȕȖȊȖșȚȕȣȍ ȘȈșșȣȓȒȐ 
ȐȓȐ ȗȐȠțȚ ȒȖȓȖȕȒȐ. ǹȘȈȏț ȉȣȓȖ ȗȖȕȧȚȕȖ, ȟȚȖ ǩȘȥȌȓȐ - MVP Ȑȏ MVP. ǶȕȈ ȖȟȍȕȤ 
țȔȕȈȧ, ȚȘțȌȖȓȦȉȐȊȈȧ, Ȑ ȊșȍȋȌȈ ȗȖȔȖȋȈȍȚ ȕȍ ȚȖȓȤȒȖ ȒȖȕȍȟȕȣȔ ȗȖȓȤȏȖȊȈȚȍȓȧȔ, ȕȖ 
Ȑ ȌȘțȋȐȔ MVP (Ǵȣ ȚȖȎȍ ȒȖȕȍȟȕȣȍ ȗȖȓȤȏȖȊȈȚȍȓȐ). ǷȍȘȊȣȍ ȘȈȏ ȖȕȈ ȗȖȓțȟȐȓȈ MVP 
Ȋ 2000-ȖȔ ȏȈ ȕȣȕȍ ȗȘȍȒȘȈȡȍȕȕȣȑ ȗȘȖȍȒȚ Microsoft Small Business Server (SBS), ȕȖ 
ț ȕȍȍ ȖȋȘȖȔȕȣȑ ȖȗȣȚ Ȋ ȚȍȝȕȐȟȍșȒȖȑ ȟȈșȚȐ Windows. ǶȕȈ ȒȈȎȌȣȑ ȘȈȏ ȗȖȓțȟȈȓȈ 

ȍȎȍȋȖȌȕțȦ ȗȘȍȔȐȦ MVP (https://mvp.microsoft.com/en-

us/PublicProfile/7500?fullName=Susan%20Elise%20Bradley) Ȑ ȗȘȖȌȖȓȎȐȓȈ ȍȍ 
ȗȖȓțȟȈȚȤ, ȒȖȋȌȈ ȍȍ șȚȈȓȐ ȕȈȏȣȊȈȚȤ Cloud & Datacenter Management MVP. 

   ǭșȓȐ Ȋȣ ȕȍ ȏȕȈȍȚȍ, ȟȍȔ ȉȣȓ Small Business Server, ȊȖȏȤȔȐȚȍ șȈȔȣȍ ȒȘțȗȕȣȍ Ȑ 
șȓȖȎȕȣȍ ȗȘȖȌțȒȚȣ Microsoft (ȊȒȓȦȟȈȧ Active Directory, Exchange, SQL, Outlook, Ȑ 
ȚȈȒ ȌȈȓȍȍ), ȖȉȢȍȌȐȕȐȚȍ Ȑȝ Ȋ ȖȌȕȖ ǷǶ Ȍȓȧ ȔȈȓȍȕȤȒȖȋȖ ȉȐȏȕȍșȈ, Ȑ șȒȈȎȐȚȍ, ȟȚȖ ș 
ȕȐȔ ȓȍȋȒȖ ȘȈȉȖȚȈȚȤ. ȇ ȏȈȘȈȉȖȚȈȓ ȔȕȖȋȖ Ȍȍȕȍȋ, ȒȖȕșțȓȤȚȐȘțȧ ȒȓȐȍȕȚȖȊ, ȒȖȚȖȘȣȍ 
ȉȣșȚȘȖ ȗȖȕȧȓȐ, ȟȚȖ ȥȚȖ, ȖȒȈȏȣȊȈȍȚșȧ, ȕȍ ȚȈȒ ȓȍȋȒȖ. ǩȘȥȌȓȐ ȖȒȈȏȈȓȈ Ȕȕȍ 
ȚȍȝȕȐȟȍșȒțȦ ȗȖȌȌȍȘȎȒț, ȒȖȋȌȈ ȧ ȏȈșȚȘȧȓ ȕȈ ȗȘȖȉȓȍȔȍ, ȒȖȚȖȘțȦ ȕȍ șȔȖȋ ȉȣ 
ȘȍȠȐȚȤ șȈȔ. Ǫ ȒȖȕȞȍ ȒȖȕȞȖȊ, Ȕȣ ȊșȚȘȍȟȈȓȐșȤ ȕȈ ȕȍșȒȖȓȤȒȐȝ ȕȈȞȐȖȕȈȓȤȕȣȝ 
ȒȖȕȜȍȘȍȕȞȐȧȝ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȕȈ ȒȖȚȖȘȣȝ Ȕȣ ȖȉȈ ȊȣșȚțȗȈȓȐ, 
Ȑ ȗȖȘȖȌȕȐȓȐșȤ Ȑȏ-ȏȈ ȕȈȠȍȋȖ ȖȉȡȍȋȖ ȉțȝȋȈȓȚȍȘșȒȖȋȖ ȗȘȖȠȓȖȋȖ. Ǵȣ ȖȉȈ CPA 
(Certified Public Accountant - ǹȍȘȚȐȜȐȞȐȘȖȊȈȕȕȣȑ ȈțȌȐȚȖȘ), ȝȖȚȧ ȖȕȈ ȗȈȘȚȕȍȘ Ȋ 
CPA-ȜȐȘȔȍ, Ȋ ȚȖ ȊȘȍȔȧ ȒȈȒ ȚȖȓȤȒȖ ȔȖȋț ȕȈȏȣȊȈȚȤ șȍȉȧ “CPA”. ǶȕȈ ȕȈȗȐșȈȓȈ ȖȟȍȕȤ 
ȊȈȎȕȣȍ ȋȓȈȊȣ Ȍȓȧ ȕȍȒȖȚȖȘȣȝ ȒȕȐȋ, ț ȕȍȍ ȍșȚȤ șȍȘȚȐȜȐȒȈȚ SANS Global Information 

Assurance Certification (GIAC), Ȑ ȖȕȈ ȚȈȒȎȍ ȧȊȓȧȍȚșȧ ȈȊȚȖȘȖȔ ȕȖȊȖșȚȕȖȑ ȘȈșșȣȓȒȐ 
Windows Secrets (http://windowssecrets.com/).      

   ȇ șȗȘȖșȐȓ ǩȘȥȌȓȐ, ȒȈȒ ȖȕȈ ȗȖȗȈȓȈ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕțȦ ȉȍȏȖȗȈșȕȖșȚȤ, Ȑ ȖȕȈ 
șȒȈȏȈȓȈ: “ȇ ȕȈȟȐȕȈȓȈ Ȋ ȐȕȌțșȚȘȐȐ, Ȍȓȧ ȒȖȚȖȘȖȑ, ȗȖ ȖȗȘȍȌȍȓȍȕȐȦ, ȊȈȎȕȣ ȌȍȕȤȋȐ, 
ȓȐȟȕȈȧ ȐȕȜȖȘȔȈȞȐȧ Ȑ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ - ȜȐȕȈȕșȖȊȣȑ țȟȍȚ. ȅȚȈ șȜȍȘȈ, 
ȉȓȈȋȖȌȈȘȧ ȒȖȚȖȘȖȑ ȚȘȈȕȏȈȒȞȐȧȔ, ȕȈ ȒȖȚȖȘȣȍ Ȕȣ ȗȖȓȈȋȈȍȔșȧ, ȌȍȑșȚȊȐȚȍȓȤȕȖ 
ȔȖȎȕȖ ȌȖȊȍȘȧȚȤ, ȚȍșȕȖ șȊȧȏȈȕȈ ș ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ. Ǵȣ ȌȖȓȎȕȣ 
ȉȣȚȤ țȊȍȘȍȕȣ, ȟȚȖ ȚȖ, ȟȚȖ Ȕȣ ȊȊȖȌȐȔ ȕȈ ȒȓȈȊȐȈȚțȘȍ (ȐȓȐ Ȋ ȕȈȠȐ ȌȕȐ ȌȐȒȚțȍȔ 
ȋȖȓȖșȖȔ Ȑ ȚȈȒ ȌȈȓȍȍ) ȕȍ ȐȏȔȍȕȐȚșȧ, ȒȖȋȌȈ ȌȖȑȌȍȚ ȌȖ ȕțȎȕȖȋȖ ȘȍȗȖȏȐȚȖȘȐȧ. ȇ 
ȕȈȟȈȓȈ ȖȉȡȈȚȤșȧ ș ȕȍȉȖȓȤȠȐȔȐ ȉȐȏȕȍș-ȗȘȖȍȒȚȈȔȐ Ȑ ȕȍ ȚȖȓȤȒȖ Ȑȏ-ȏȈ șȖȉșȚȊȍȕȕȣȝ 
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ȕțȎȌ, ȕȖ Ȑ ȗȖ ȗȖȊȖȌț țșȚȈȕȖȊȒȐ ȗȈȚȟȍȑ. ǻ Ȕȍȕȧ ȉȣȓ șȍȘȊȍȘȕȣȑ ȗȘȖȌțȒȚ, Ȋ 
ȒȖȚȖȘȖȔ ȉȣȓȈ Ȟȍȓȣȑ ȔȐȒș Ȑȏ ȗȘȖȌțȒȚȖȊ, Ȑ ȕȈ Ȋșȍ ȥȚȐ ȗȘȖȌțȒȚȣ ȕțȎȕȖ ȉȣȓȖ 
țșȚȈȕȈȊȓȐȊȈȚȤ ȗȈȚȟȐ. ǰ ȚȖȋȌȈ ȕȍ șțȡȍșȚȊȖȊȈȓȖ ȗȘȖșȚȖȋȖ șȗȖșȖȉȈ Ȑȝ țșȚȈȕȖȊȒȐ. 

ǺȖȋȌȈ ȕȐȒȚȖ ȌȈȎȍ ȕȍ ȊȣȗțșȒȈȓ ȗȈȚȟȐ Ȍȓȧ șȊȖȐȝ ȗȘȖȌțȒȚȖȊ. ǷȖȚȖȔ ȗȖȧȊȐȓșȧ ȟȍȘȊȤ 
SQL Slammer (Ȋ 2003-Ȕ) Ȑ Ȗȕ ȗȖȊȓȐȧȓ ȕȈ ȊȍșȤ ȔȐȘ. ǷȘȖȚȐȊ ȕȍȋȖ ȌȖȓȋȖ ȕȍ ȌȍȓȈȓȐ 
ȗȈȚȟȍȑ, ȗȘȐȔȍȘȕȖ ȗȖȓȋȖȌȈ. ǪȣȗțșȒȈȚȤ ȗȈȚȟȐ ȉȣȓȖ ȕȍȓȍȋȒȖ. ǷȖȥȚȖȔț ȧ ȕȈțȟȐȓȈșȤ 
ȌȍȓȈȚȤ ȗȈȚȟȐ Ȍȓȧ șȊȖȍȋȖ ȔȐȒșȈ Ȑȏ ȗȘȖȌțȒȚȖȊ, Ȑ țȏȕȈȓȈ, ȟȚȖ ȌȘțȋȐȍ ȊȓȈȌȍȓȤȞȣ 
ȉȐȏȕȍșȈ ȖȞȍȕȐȓȐ ȔȖȐ ȏȕȈȕȐȧ Ȑ ȔȖȐ ȕȈȊȣȒȐ. ǹ Țȍȝ ȗȖȘ ȧ ȌȍȓȈȦ ȚȖ, ȟȚȖ ȌȍȓȈȦ”. 
   ǩȘȥȌȓȐ ȗȘȖȌȖȓȎȈȍȚ ȘȈȉȖȚȈȚȤ ș ȔȈȓȣȔȐ ȉȐȏȕȍș-ȗȘȖȍȒȚȈȔȐ, Ȑ Ȑȏ ȍȍ ȗȖșȚȖȊ Ȑ 
ȖȉȡȍȕȐȧ ș ȕȍȑ, ȧ ȏȕȈȦ, ȟȚȖ ȖȕȈ ȚȈȒȎȍ ȈȒȚȐȊȕȖ ȗȖȔȖȋȈȍȚ ȒȓȐȍȕȚȈȔ ȊȖșșȚȈȕȖȊȐȚȤșȧ 
ȗȖșȓȍ ȊȖȏȌȍȑșȚȊȐȧ ȗȘȖȋȘȈȔȔ-ȊȣȔȖȋȈȚȍȓȍȑ ȐȓȐ ȐȏȉȍȎȈȚȤ ȍȋȖ. ȇ șȗȘȖșȐȓ ȍȍ, ȟȚȖ 
ȖȕȈ ȗȖȘȍȒȖȔȍȕȌțȍȚ ȒȓȐȍȕȚȈȔ, ȒȖȚȖȘȣȍ ȝȖȚȧȚ ȊȖșșȚȈȕȖȊȐȚȤșȧ ȗȖșȓȍ ȊșȚȘȍȟȐ ș 
ȚȈȒȐȔȐ ȗȘȖȋȘȈȔȔȈȔȐ ȐȓȐ ȒȈȒ ȕȍ ȏȈȘȈȏȐȚȤ șȊȖȐ ȒȖȔȗȤȦȚȍȘȣ. ǶȕȈ ȖȚȊȍȚȐȓȈ: “ǯȈ 
ȕȍșȒȖȓȤȒȖ ȓȍȚ șȚȈȓȖ șȖȊȍȘȠȍȕȕȖ ȖȟȍȊȐȌȕȖ, ȟȚȖ ȗȘȖȋȘȈȔȔȣ-ȊȣȔȖȋȈȚȍȓȐ - ȥȚȖ 
ȉȖȓȤȠȈȧ ȗȘȖȉȓȍȔȈ ȕȍ ȚȖȓȤȒȖ Ȍȓȧ ȗȖȚȘȍȉȐȚȍȓȍȑ, ȕȖ Ȑ Ȍȓȧ ȔȈȓȖȋȖ ȉȐȏȕȍșȈ. ǵȈȑȚȐ 
ȗȘȈȊȐȓȤȕțȦ ȐȕȜȖȘȔȈȞȐȦ șȓȖȎȕȖ Ȑ Ȍȓȧ ȥȚȖȋȖ ȕȈȌȖ ȗȘȐȓȖȎȐȚȤ ȔȕȖȋȖ țșȐȓȐȑ, 
ȗȖȥȚȖȔț Ȕȣ ș ȔȖȍȑ ȗȖȌȘțȋȖȑ, ȅȔȐ ǩȈȉȐȕȟȈȒ, ȒȖȚȖȘȈȧ ȚȖȎȍ MVP, (ș 2006-ȋȖ), 
ȖȉȢȍȌȐȕȐȓȐ țșȐȓȐȧ ȚȘȐ ȋȖȌȈ ȕȈȏȈȌ, Ȑ ȘȍȠȐȓȐ ȘȈȏȖȉȘȈȚȤșȧ ș ȗȘȖȋȘȈȔȔȈȔȐ-

ȊȣȔȖȋȈȚȍȓȧȔȐ. Ǵȣ șȖȏȌȈȓȐ ȕȈȉȖȘ ȐȕșȚȘțȔȍȕȚȖȊ Ransomware Prevention Kit 
(http://www.thirdtier.net/ransomware-prevention-kit/). Ǫ ȕȍȔ ȍșȚȤ Ȋșȍ, ȟȚȖ ȊȈȔ 
ȕțȎȕȖ ȏȕȈȚȤ. ȅȚȖ ȝȖȘȖȠȐȑ ȕȈȉȖȘ ȐȕȜȖȘȔȈȞȐȐ Ȑ ȐȕșȚȘțȔȍȕȚȖȊ, ȚȈȒȐȝ, ȒȈȒ 
ȕȈșȚȘȖȑȒȐ Ȑ șȞȍȕȈȘȐȐ ȋȘțȗȗȖȊȖȑ ȗȖȓȐȚȐȒȐ, Ȉ ȚȍȗȍȘȤ Ȕȣ ȚȈȒȎȍ ȌȖȉȈȊȓȧȍȔ ȊȐȌȍȖ, 
ȟȚȖȉȣ ȗȖȔȖȟȤ ȓȦȌȧȔ. ȅȚȖ ȕȍ ȉȍșȗȓȈȚȕȖ. ǾȍȕȈ ȕȈȟȐȕȈȍȚșȧ ȖȚ $25.00. ǰȏȕȈȟȈȓȤȕȖ 
Ȋșȍ șȘȍȌșȚȊȈ ȠȓȐ Ȋ ȜȖȕȌ ȗȖȖȡȘȐȚȍȓȤȕȣȝ șȚȐȗȍȕȌȐȑ Ȍȓȧ ȎȍȕȡȐȕ 
(http://www.thirdtier.net/women-in-itscholarship-program/). ǺȍȚȧ ȅȔȐ ȌȈȓȈ ȍȑ 
ȊȏȈȑȔȣ Ȍȍȕȍȋ, ȟȚȖȉȣ ȚȈ ȔȖȋȓȈ ȗȖȓțȟȐȚȤ ȗȍȘȊȣȑ IT-șȍȘȚȐȜȐȒȈȚ, Ȑ ȅȔȐ ȌțȔȈȍȚ, 
ȟȚȖ ȖȕȈ ȉȣ ȕȍ ȉȣȓȈ șȍȑȟȈș ȚȈȒȖȑ țșȗȍȠȕȖȑ ȉȍȏ ȚȈȒ ȕȍȖȉȝȖȌȐȔȣȝ Ȋ ȚȖ ȊȘȍȔȧ 
Ȍȍȕȍȋ. ǶȕȈ ȝȖȟȍȚ ȊȍȘȕțȚȤ ȌȖȓȋ. ǼȖȕȌ ȗȖȖȡȘȐȚȍȓȤȕȣȝ șȚȐȗȍȕȌȐȑ ȗȖȒȘȣȊȈȍȚ 
ȘȈșȝȖȌȣ ȎȍȕȡȐȕ ȕȈ IT-ȥȒȏȈȔȍȕȣ, ȍșȓȐ ȖȕȐ țșȗȍȠȕȖ Ȑȝ șȌȈȌțȚ. ǷȍȘȊȖȕȈȟȈȓȤȕȖ 
ȅȔȐ ȝȖȚȍȓȈ ȕȈȉȘȈȚȤ Ȋ ȜȖȕȌ $10 000, Ȑ ȕȈȉȘȈȓȐ Ȑȝ ȏȈ ȌȍȊȧȚȤ ȔȍșȧȞȍȊ. ǹȍȋȖȌȕȧ ȕȈ 
șȚȐȗȍȕȌȐȐ țȝȖȌȐȚ ȏȕȈȟȐȚȍȓȤȕȈȧ ȟȈșȚȤ ȜȖȕȌȈ, ȕȖ ȕȍ 100%. ǵțȎȕȖ ȖȋȘȖȔȕȖȍ 
ȒȖȓȐȟȍșȚȊȖ ȊȘȍȔȍȕȐ, ȟȚȖȉȣ ȗȖșȚȖȧȕȕȖ ȖȉȕȖȊȓȧȚȤ ȚȈȒȖȑ ȕȈȉȖȘ ȐȕșȚȘțȔȍȕȚȖȊ, ȕȖ 
ȅȔȐ ȌȍȓȈȍȚ Ȋșȍ, ȟȚȖȉȣ Ȗȕ ȗȖșȚȖȧȕȕȖ ȖȉȕȖȊȓȧȓșȧ Ȑ ț ȒȈȎȌȖȋȖ ȗȖȒțȗȈȚȍȓȧ ȉȣȓȈ 
șȈȔȈȧ ȗȖșȓȍȌȕȧȧ ȊȍȘșȐȧ, ȥȚȖ ȖȋȘȖȔȕȈȧ ȘȈȉȖȚȈ”. 
   ȇ șȗȘȖșȐȓ ǩȘȥȌȓȐ, ȟȚȖ, ȗȖ ȍȍ ȔȕȍȕȐȦ, ȧȊȓȧȍȚșȧ șȈȔȖȑ ȉȖȓȤȠȖȑ ȗȘȖȉȓȍȔȖȑ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ ȖȚȊȍȚȐȓȈ: “Ǵȣ ȕȈșȚțȗȈȍȔ ȕȈ Țȍ Ȏȍ ȋȘȈȉȓȐ Ȑ 
ȕȍ ȐșȗȘȈȊȓȧȍȔ ȗȘȐȟȐȕȣ. ǪȏȧȚȤ, ȕȈȗȘȐȔȍȘ, șȖȊȘȍȔȍȕȕȖȍ ȉȍȏȘȈȏȓȐȟȕȖȍ ȖȚȕȖȠȍȕȐȍ 
Ȓ țȚȍȟȒȍ ȌȈȕȕȣȝ. ǰȏ-ȏȈ ȚȖȋȖ, ȟȚȖ ȥȚȐ țȚȍȟȒȐ ȕȍ șȐȓȤȕȖ ȊȓȐȧȦȚ ȕȈ ȉȐȏȕȍș, ȥȚȖ 
ȌȖȗțșȚȐȔȣȑ ȘȐșȒ, ȒȖȚȖȘȣȑ ȖȗȘȈȊȌȈȕ Ȋ șȖȖȚȊȍȚșȚȊȐȐ șȚȈȕȌȈȘȚȈȔ PCI (ǶȗȐșȈȕȕȣȔ 
Ȋ ǫȓȈȊȍ 37, “ǲȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ Ȑ ǹȚȘȈȚȍȋȐȧ”), ȓȦȌȐ ȗȘȖșȚȖ șȊȍȘȧȦȚ țȋȘȖȏȣ ȗȖ 
ȟȍȒȓȐșȚț, ȥȚȖ ȌȖȗțșȚȐȔȣȑ ȘȐșȒ, ȕȖ Ȕȣ ȕȍ ȖȚșȚțȗȈȍȔ, Ȑ ȌțȔȈȍȔ, ȒȈȒ țȓțȟȠȐȚȤ 
ȉȍȏȖȗȈșȕȖșȚȤ ȗȖȚȖȒȈ ȌȈȕȕȣȝ. ǿȈșȚȤ ȗȘȖȉȓȍȔ ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȚȖȔ, ȟȚȖ ȚȍȝȕȖȓȖȋȐȐ 
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ȗȖșȚȖȧȕȕȖ ȔȍȕȧȦȚșȧ. ǵȖ ȕȍ ȔȍȕȧȦȚșȧ ȖșȕȖȊȕȣȍ ȗȘȖȉȓȍȔȣ. ǪȟȍȘȈ (Ȋ ȗȘȖȠȓȖȔ 
ȊȍȒȍ) ț ȕȈș ȉȣȓȐ ȉȖȓȤȠȐȍ ȅǪǴ. ǯȈȚȍȔ ȗȖȧȊȐȓȐșȤ Ƿǲ, șȍȘȊȍȘȣ Ȑ șȍȚȐ - 

ȘȈșȗȘȍȌȍȓȍȕȕȈȧ ȔȖȌȍȓȤ Ƿǲ. Ǫ ȚȖ ȊȘȍȔȧ șȗȍȞȐȈȓȐșȚȣ Ȑ ȒȖȕșțȓȤȚȈȕȚȣ ȗȘȖșȚȖ 
ȌȍȓȈȓȐ șȍȘȊȍȘȣ Ȑ ȕȍ ȊȖȓȕȖȊȈȓȐșȤ Ȗ ȚȖȔ, ȒȈȒ Ȑȝ ȖȉȍȏȖȗȈșȐȚȤ. ǹȍȑȟȈș Ȕȣ 
ȗȍȘȍȝȖȌȐȔ Ȓ ȖȉȓȈȟȕȖȑ ȔȖȌȍȓȐ. ǻ Ȋșȍȝ ȌȖȓȎȕȖ ȉȣȚȤ ȖȉȓȈȒȖ! ǰ ȧ ȊȐȎț, ȒȈȒ 
șȖȊȍȘȠȈȦȚșȧ Țȍ Ȏȍ ȖșȕȖȊȕȣȍ ȖȠȐȉȒȐ. ǳȦȌȐ ȗȍȘȍȔȍȡȈȦȚ șȍȘȊȍȘȣ Ȋ ȖȉȓȈȟȕȣȍ 
ȝȘȈȕȐȓȐȡȈ ȐȓȐ ȐșȗȖȓȤȏțȦȚ Ȍȓȧ ȉȐȏȕȍșȈ ȖȉȓȈȟȕȣȍ șȍȘȊȐșȣ, ȕȖ ȕȐȒȚȖ ȕȍ 
ȗȖȕȐȔȈȍȚ, ȒȈȒ Ȑȝ ȏȈȡȐȚȐȚȤ. Ǵȣ șȕȖȊȈ șȖȊȍȘȠȈȍȔ Țȍ Ȏȍ ȖȠȐȉȒȐ, ȚȖȓȤȒȖ ȚȍȗȍȘȤ 
Ȋșȍ șȚȈȕȖȊȐȚșȧ șȓȖȎȕȍȍ, ȗȖȚȖȔț ȟȚȖ ȒȓȐȍȕȚ ȕȍ ȊșȍȋȌȈ ȒȖȕȚȘȖȓȐȘțȍȚ 
ȉȍȏȖȗȈșȕȖșȚȤ, Ȑ șȓȍȌȣ ȗȘȍșȚțȗȓȍȕȐȑ țȝȖȌȧȚ Ȋșȍ ȌȈȓȤȠȍ. ǵȈȔ ȕțȎȕȖ 
șȖșȘȍȌȖȚȖȟȐȚȤșȧ ȕȈ ȖșȕȖȊȕȣȝ ȗȘȖȉȓȍȔȈȝ, ȗȖȚȖȔț ȟȚȖ ȚȍȝȕȖȓȖȋȐȐ ȊșȍȋȌȈ 
ȔȍȕȧȦȚșȧ”. 
   ǭșȓȐ Ȋȣ ȝȖȚȐȚȍ Ȋ șȖȊȍȘȠȍȕșȚȊȍ ȖșȊȖȐȚȤ Microsoft Windows, ȚȖ, ȊȈȔ ȖȉȧȏȈȚȍȓȤȕȖ 
ȕțȎȕȖ ȗȘȖȟȐȚȈȚȤ Ȋșȍ, ȟȚȖ ȗȐȠȍȚ ǹȤȦȏȈȕ ǩȘȥȌȓȐ. 
 

ǷȖȌȘȖȉȕȍȍ Ȗ ǹȤȦȏȈȕ ǩȘȥȌȓȐ 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǹȤȦȏȈȕ ǩȘȥȌȓȐ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- Microsoft MVP ȉȓȖȋ ǹȤȦȏȈȕ ǩȘȥȌȓȐ: http://blogs.msmvps.com/bradley/ 

- ǹȤȦȏȈȕ ǩȘȥȌȓȐ ȕȈ Windows Secrets: 

http://windowssecrets.com/author/susan-bradley/ 
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ǫȓȈȊȈ 11. ǷȘȖȜȐȓȤ: ǴȈȘȒ ǸțșșȐȕȖȊȐȟ 

 

 

 

ǵȐȒȚȖ ȗȖȓȕȖșȚȤȦ ȕȍ ȏȕȈȍȚ Microsoft Windows. ǺȈȔ ȕȈȗȐșȈȕȣ ȌȍșȧȚȒȐ ȔȐȓȓȐȖȕȖȊ 
șȚȘȖȒ ȒȖȌȈ. ǵȖ ȏȈ ȉȖȓȍȍ, ȟȍȔ ȌȊȈ ȌȍșȧȚȐȓȍȚȐȧ, ț ǴȈȘȒȈ ǸțșșȐȕȖȊȐȟȈ ȗȖȓțȟȐȓȖșȤ 
ȉȓȐȏȒȖ ȗȖȌȖȑȚȐ Ȓ ȥȚȐȔ ȏȕȈȕȐȧȔ. Ƕȕ ȚȍȝȕȐȟȍșȒȐȑ ȌȐȘȍȒȚȖȘ Microsoft Azure. 
ǷȍȘȊȣȍ ȓȐȞȈ ȒȖȔȗȈȕȐȐ (ȚȈȒȐȍ, ȒȈȒ CEO, CIO, Ȑ ȚȈȒ ȌȈȓȍȍ), ȒȈȒ ȗȘȈȊȐȓȖ, ȘȍȌȒȖ 
ȋȓțȉȖȒȖ ȘȈȏȉȐȘȈȦȚșȧ Ȋ ȚȍȝȕȐȟȍșȒȐȝ ȌȍȚȈȓȧȝ, ȕȖ ǸțșșȐȕȖȊȐȟ ȖȌȐȕ Ȑȏ Țȍȝ, ȒȚȖ 
ȘȈȏȉȐȘȈȍȚșȧ. ǸȧȌȖȔ ș ȕȐȔ ȘȍȌȒȖ ȔȖȎȕȖ ȊșȚȘȍȚȐȚȤ ȓȦȌȍȑ, ȒȖȚȖȘȣȍ țȔȕȍȍ, ȟȍȔ Ȗȕ 
ȐȓȐ ȉȖȓȤȠȍ ȏȕȈȦȚ Ȗ ȒȈȒȐȝ-ȚȖ ȖșȖȉȍȕȕȖșȚȧȝ. Ƕȕ ȖȟȍȕȤ șȟȈșȚȓȐȊ, ȒȖȋȌȈ șȔȖȚȘȐȚ ȕȈ 
ȒȖȌ. ȇ șȒȈȏȈȓ ȍȔț Ȗȉ ȥȚȖȔț ȊȖ ȊȘȍȔȧ ȕȈȠȍȋȖ ȐȕȚȍȘȊȤȦ, Ȑ Ȗȕ ȖȚȊȍȚȐȓ: “ǺȖȕȒȖșȚȐ 
ȚȍȝȕȖȓȖȋȐȑ – ȥȚȖ ȚȖ, ȟȚȖ ȔȕȖȑ ȌȊȐȎȍȚ!”. 
   ȇ ȏȕȈȦ ǸțșșȐȕȖȊȐȟȈ ȗȖȟȚȐ ȌȊȈ ȌȍșȧȚȐȓȍȚȐȧ. ǬȖȓȋȖȍ ȊȘȍȔȧ ț ȕȍȋȖ ȉȣȓȖ ȌȊȍ 
ȒȖȔȗȈȕȐȐ, ȊȣȗțșȒȈȦȡȐȍ ǷǶ, Winternals - ȒȖȔȔȍȘȟȍșȒȈȧ ȒȖȔȗȈȕȐȧ Ȑ Sysinternals - 
ȒȖȔȗȈȕȐȧ, ȊȣȗțșȒȈȦȡȈȧ ȉȍșȗȓȈȚȕȖȍ ǷǶ. Ƕȉȍ ȒȖȔȗȈȕȐȐ Ȑ Ȑȝ ǷǶ ȉȣȓȐ ȖȟȍȕȤ 
ȗȖȗțȓȧȘȕȣ șȘȍȌȐ ȚȍȝȕȈȘȍȑ. Ǫ ȒȖȕȞȍ ȒȖȕȞȖȊ, ȒȖȋȌȈ Ȗȕ ȗȖȠȍȓ ȘȈȉȖȚȈȚȤ Ȋ Microsoft, 
ȖȕȐ ȒțȗȐȓȐ Ȗȉȍ ȒȖȔȗȈȕȐȐ. ǯȈȑȌȐȚȍ ȕȈ http://www.sysinternals.com, ȚȈȔ ȍșȚȤ 
ȒȓȈșșȕȣȍ țȚȐȓȐȚȣ, ȒȖȚȖȘȣȍ Ȗȕ șȖȏȌȈȓ, Ȑ ȒȖȚȖȘȣȍ Microsoft Ȋșȍ ȍȡȍ 
ȗȖȌȌȍȘȎȐȊȈȦȚ Ȑ ȖȉȕȖȊȓȧȦȚ. ǸțșșȐȕȖȊȐȟ ȊșȍȋȌȈ ȉȣȓ ȚȍȝȕȈȘȍȔ Ȑȏ ȚȍȝȕȈȘȍȑ, Ȑ Ȗȕ 
ȕȍ ȉȖȐȚșȧ ȘȈȏȕȖȋȓȈșȐȑ, ȒȖȋȌȈ țȏȕȈȍȚ ȗȘȈȊȌț ȊȖ ȊȘȍȔȧ șȊȖȐȝ ȚȍȝȕȐȟȍșȒȐȝ 
ȘȈșșȓȍȌȖȊȈȕȐȑ.  
   ȇ ȌȈȎȍ ȖȚȟȍȚȓȐȊȖ ȗȖȔȕȦ, ȒȈȒ ȖȉȍȌȈȓ ș ȕȐȔ Ȋ ȘȍșȚȖȘȈȕȍ Ȋ 2005-ȖȔ (Ȋ ȚȖ ȊȘȍȔȧ 
ȕȐȒȚȖ Ȑȏ ȕȈș ȕȍ ȘȈȉȖȚȈȓ Ȋ Microsoft), ȒȖȋȌȈ șȒȈȕȌȈȓȤȕȖȍ ȖȚȒȘȣȚȐȍ ȘțȚȒȐȚȈ ȖȚ Sony 
BMG ȉȣȓȖ ȊȖ Ȋșȍȝ ȕȖȊȖșȚȧȝ. ǸțșșȐȕȖȊȐȟ ȖȉȕȈȘțȎȐȓ, ȟȚȖ, ȒȖȋȌȈ ȗȖȓȤȏȖȊȈȚȍȓȐ 
ȊșȚȈȊȓȧȓȐ ȔțȏȣȒȈȓȤȕȣȑ ȌȐșȒ ȖȚ Sony Ȋ ȒȖȔȗȤȦȚȍȘ ȗȖȌ țȗȘȈȊȓȍȕȐȍȔ Windows, ȚȖ 
ș ȥȚȖȋȖ ȌȐșȒȈ ȕȍȏȈȔȍȚȕȖ țșȚȈȕȈȊȓȐȊȈȓȐșȤ ȌȊȍ ȟȈșȚȐ ȗȘȖȋȘȈȔȔȕȖȋȖ ȖȉȍșȗȍȟȍȕȐȧ 
Digital Rights Management (DRM). ȅȚȖ ǷǶ ȉȣȓȖ ȕȍȓȍȋȒȖ țȌȈȓȐȚȤ Ȑ, ȟȈșȚȐȟȕȖ, ȖȕȖ 
Ȋșȍ ȘȈȊȕȖ țșȚȈȕȈȊȓȐȊȈȓȖșȤ, ȌȈȎȍ, ȍșȓȐ ȟȍȓȖȊȍȒ ȕȍ ȗȘȐȕȐȔȈȓ ȓȐȞȍȕȏȐȖȕȕȖȍ 
șȖȋȓȈȠȍȕȐȍ ȒȖȕȍȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ (EULA). ǶȕȖ ȔȍȠȈȓȖ ȊȕțȚȘȍȕȕȐȔ ȖȗȍȘȈȞȐȧȔ 
Microsoft ș ȒȖȔȗȈȒȚ-ȌȐșȒȈȔȐ, Ȑ ȟȚȖ ȍȡȍ ȝțȎȍ, Ȋ ȕȍȔ ȉȣȓȐ țȧȏȊȐȔȖșȚȐ, ȒȖȚȖȘȣȔȐ, 
Ȋ ȒȖȕȍȟȕȖȔ ȐȚȖȋȍ, ȊȖșȗȖȓȤȏȖȊȈȓȐșȤ ȊȘȍȌȖȕȖșȕȣȍ ȗȘȖȋȘȈȔȔȣ.   
   ǸțșșȐȕȖȊȐȟ ȚȍșȚȐȘȖȊȈȓ șȊȖȦ ȗȘȖȋȘȈȔȔț ȖȉȕȈȘțȎȍȕȐȧ ȘțȚȒȐȚȖȊ, Rootkitrevealer, 
ȒȖȋȌȈ ȕȈȚȒȕțȓșȧ ȕȈ ȗȘȖȋȘȈȔȔț ȖȚ Sony. ǸțȚȒȐȚ ȐȏȔȍȕȧȍȚ ȗȘȖȞȍșșȣ ȊȕțȚȘȐ 
ȖȗȍȘȈȞȐȖȕȕȣȑ șȐșȚȍȔȣ Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ șȒȘȣȚȕȖ ȘȈȉȖȚȈȚȤ. Ƕȕ șȒȈȏȈȓ, ȟȚȖ DRM-

ȗȘȖȋȘȈȔȔȈ ȖȚ Sony – ȥȚȖ ȐȔȍȕȕȖ ȊȘȍȌȖȕȖșȕȣȑ “ȘțȚȒȐȚ”, ȟȚȖ ȉȣȓȖ ȖȟȍȕȤ ȋȘȖȔȒȐȔ 
ȏȈȧȊȓȍȕȐȍȔ Ȋ ȚȖ ȊȘȍȔȧ. Ƕȕ ȖȉȊȐȕȐȓ ȖȋȘȖȔȕțȦ ȒȖȘȗȖȘȈȞȐȦ Ȋ ȚȖȔ, ȟȚȖ ȖȕȐ 
ȗȖșȚțȗȈȦȚ ȕȍȥȚȐȟȕȖ. ǭȋȖ ȖȘȐȋȐȕȈȓȤȕȣȑ ȗȖșȚ Ȗȉ ȥȚȖȔ ȔȖȎȕȖ ȕȈȑȚȐ ȗȖ șșȣȓȒȍ: 
https://blogs.technet.microsoft.com/markrussinovich/2005/10/31/sony-rootkits-and-

digital-rights-management-gone-too-far/.  
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   Ǫșȍ ǹǴǰ ȘȈșșȒȈȏȣȊȈȓȐ ȥȚț ȐșȚȖȘȐȦ, Ȑ ȘȍȗțȚȈȞȐȧ Sony ȉȣȓȈ șȐȓȤȕȖ ȐșȗȖȘȟȍȕȈ. 
ǹȕȈȟȈȓȈ Sony ȏȈȧȊȓȧȓȐ, ȟȚȖ Ȑȝ ȗȘȖȋȘȈȔȔȈ ȘȈȉȖȚȈȍȚ ȕȖȘȔȈȓȤȕȖ Ȑ ȕȍ ȌȍȓȈȍȚ 
ȕȐȟȍȋȖ ȗȘȖȚȐȊȖȏȈȒȖȕȕȖȋȖ, ȕȖ ȗȖșȓȍ ȕȍșȒȖȓȤȒȐȝ Ȍȕȍȑ ȖȉȡȍșȚȊȍȕȕȖȋȖ ȋȕȍȊȈ, Sony 
ȉȣȓȐ ȊȣȕțȎȌȍȕȣ ȗȘȐȏȕȈȚȤ, ȟȚȖ ȥȚȖ ȉȣȓȖ ȕȍȗȘȈȊȐȓȤȕȖ Ȑ ȗȘȍȌȓȖȎȐȓȐ ȗȘȖȋȘȈȔȔț 
Ȍȓȧ țȌȈȓȍȕȐȧ. Ǫ ȒȖȕȞȍ ȒȖȕȞȖȊ, ȖȕȐ ȖȚȖȏȊȈȓȐ șȖȖȚȊȍȚșȚȊțȦȡȐȍ ȌȐșȒȐ Ȑ 
ȗȘȍȌȓȖȎȐȓȐ ȒȖȔȗȍȕșȈȞȐȦ. ǲ șȖȎȈȓȍȕȐȦ, ȖȕȐ ȗȓȖȝȖ șȗȘȈȊȐȓȐșȤ, ȒȈȒ ș 
ȖȚȊȍȚșȚȊȍȕȕȖșȚȤȦ, ȚȈȒ Ȑ ș ȌȍȐȕșȚȈȓȓȧȚȖȘȖȔ. ǷȖșȓȍȌȖȊȈȊȠȐȍ șțȌȍȉȕȣȍ ȐșȒȐ 
șȖȗȘȖȊȖȎȌȈȓȐșȤ ȗȘȈȊȐȚȍȓȤșȚȊȍȕȕȣȔȐ ȘȈșșȓȍȌȖȊȈȕȐȧȔȐ. ǷȖȌȘȖȉȕȖ ȖȉȖ ȊșȍȔ 
șȒȈȕȌȈȓȍ Ȋȣ ȔȖȎȍȚȍ ȗȘȖȟȐȚȈȚȤ ȗȖ șșȣȓȒȍ 
https://en.wikipedia.org/wiki/Sony_BMG_copy_protection_rootkit_scandal. Ǫ 
ȘȍȏțȓȤȚȈȚȍ ȘȈșșȓȍȌȖȊȈȕȐȧ ǸțșșȐȕȖȊȐȟȈ Ȑ ȋȕȍȊȈ ȖȉȡȍșȚȊȍȕȕȖșȚȐ, Ȋșȍ 
ȗȘȖȐȏȊȖȌȐȚȍȓȐ șȚȈȓȐ ȖșȚȖȘȖȎȕȍȍ, Ȑ șȒȘȣȚȕȈȧ țșȚȈȕȖȊȒȈ ǷǶ șȊȍȓȈșȤ Ȓ ȔȐȕȐȔțȔț. 
   ǰ ȥȚȖ ȚȖȓȤȒȖ ȕȍȉȖȓȤȠȈȧ ȟȈșȚȤ ȚȖȋȖ, ȟȚȖ șȌȍȓȈȓ ǸțșșȐȕȖȊȐȟ. ǵȈ ȒȖȕȜȍȘȍȕȞȐȧȝ 
Ȗȕ ȗȖșȚȖȧȕȕȖ ȗȘȖȊȖȌȐȚ ȓȍȒȞȐȐ Ȑ ȌȍȓȈȍȚ ȌȍȚȈȓȤȕȣȍ ȚȍȝȕȐȟȍșȒȐȍ ȗȘȍȏȍȕȚȈȞȐȐ. Ǻȍ 
Ȑȏ ȕȈș, ȒȚȖ ȗȣȚȈȍȚșȧ șȖȘȍȊȕȖȊȈȚȤșȧ ș ȕȐȔ Ȋ ȊȣșȚțȗȓȍȕȐȧȝ, ȖȞȍȕȐȊȈȍȔȣȝ 
ȈțȌȐȚȖȘȐȍȑ, ȏȕȈȦȚ, ȟȚȖ ȊȚȖȘȖȍ ȔȍșȚȖ - ȥȚȖ ȓțȟȠȐȑ ȘȍȏțȓȤȚȈȚ. Ƕȕ ȕȈȗȐșȈȓ ȐȓȐ 
ȉȣȓ șȖȈȊȚȖȘȖȔ ȔȕȖȋȐȝ ȒȕȐȋ (https://www.amazon.com/Mark-E.-

Russinovich/e/B001IGNICC/), ȊȒȓȦȟȈȧ șȈȔȣȑ ȗȘȖȌȈȊȈȍȔȣȑ ȚȘȐȓȓȍȘ Ȗ 
ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ. ǺȖȚ ȜȈȒȚ, ȟȚȖ ȕȍȒȖȚȖȘȣȍ Ȑȏ ȍȋȖ ȐșȚȖȘȐȑ Ȗ ȒȐȉȍȘȈȘ-

ȈȘȔȈȋȍȌȌȖȕȍ ȕȈ șȈȔȖȔ Ȍȍȓȍ ȔȖȋțȚ ȗȘȖȐȏȖȑȚȐ ȐȓȐ țȎȍ ȗȘȖȐșȝȖȌȧȚ, ȗțȋȈȍȚ ȕȍ 
ȔȍȕȤȠȍ, ȟȍȔ ȘȈșșȒȈȏȣ ǹȚȐȊȍȕȈ ǲȐȕȋȈ. Ǫ 1994-ȖȔ Ȗȕ ȗȖȓțȟȐȓ ȌȖȒȚȖȘșȒțȦ șȚȍȗȍȕȤ 
Ȋ ȒȖȔȗȤȦȚȍȘȕȖȑ ȐȕȎȍȕȍȘȐȐ Ȋ ǻȕȐȊȍȘșȐȚȍȚȍ ǲȈȘȕȍȋȐ-ǴȍȓȓȖȕȈ, Ȑ ȗȘȐșȖȍȌȐȕȐȓșȧ 
Ȓ Microsoft Ȋ 1996-ȖȔ. 
   ǸțșșȐȕȖȊȐȟ ȧȊȓȧȍȚșȧ ȖȌȕȖȑ Ȑȏ șȈȔȣȝ ȊȈȎȕȣȝ ȜȐȋțȘ Ȋ Microsoft, ȉȓȈȋȖȌȈȘȧ ȕȍȔț 
Ȋ ȒȖȔȗȈȕȐȐ ȗȘȖȐȏȖȠȓȖ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȔȈșȠȚȈȉȕȣȝ ȚȍȝȕȖȓȖȋȐȟȍșȒȐȝ 
ȗȘȖȘȣȊȖȊ. Ƕȕ șȣȋȘȈȓ ȊȈȎȕțȦ ȘȖȓȤ Ȋ țșȒȖȘȍȕȐȐ Ȑ ȖȉȍșȗȍȟȍȕȐȐ ȉȍȏȖȗȈșȕȖșȚȐ 
ȗȖșȓȍȌȕȐȝ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ Microsoft, Ȑ șȍȑȟȈș șȚȖȐȚ ȊȖ ȋȓȈȊȍ Ȑȝ ȖȉȓȈȟȕȣȝ 
șȍȘȊȐșȖȊ. ǷȖȔȐȔȖ ȚȖȋȖ, ȟȚȖ Ȗȕ ȚȍȝȕȐȟȍșȒȐȑ ȌȐȘȍȒȚȖȘ Microsoft Azure, Ȗȕ Microsoft 
Technical Fellow, Ȉ ȥȚȖ ȏȊȈȕȐȍ ȗȘȐșțȎȌȈȍȚșȧ ȚȖȓȤȒȖ ȚȍȔ ȓȦȌȧȔ, ȒȖȚȖȘȣȍ ȖȒȈȏȈȓȐ 
ȏȕȈȟȐȚȍȓȤȕȖȍ ȊȓȐȧȕȐȍ ȕȈ ȒȖȔȗȈȕȐȦ Ȑ ȕȈ ȔȐȘ Ȋ ȞȍȓȖȔ. ǰȘȖȕȐȧ Ȋ ȚȖȔ, ȟȚȖ ȌȊȈ 
ȌȍșȧȚȐȓȍȚȐȧ ȕȈȏȈȌ, Ȋ 1997-ȖȔ, Microsoft ȟțȚȤ ȕȍ țȊȖȓȐȓȐ ǸțșșȐȕȖȊȐȟȈ Ȑȏ 
ȒȖȔȗȈȕȐȐ, Ȋ ȒȖȚȖȘȖȑ Ȗȕ ȚȖȋȌȈ ȘȈȉȖȚȈȓ. 
   ǸțșșȐȕȖȊȐȟ ȉȣȓ șȖȚȘțȌȕȐȒȖȔ Open Systems Resources, Ȑ ȌȍȓȈȓ ǷǶ Ȍȓȧ Windows 
NT 3.51. Ǫ ȗȘȖȞȍșșȍ ȉȖȓȍȍ ȗȖȌȘȖȉȕȖȋȖ ȐȏțȟȍȕȐȧ ȊȕțȚȘȍȕȕȐȝ ȒȖȔȗȖȕȍȕȚȖȊ 
Windows, Ȗȕ ȖȉȕȈȘțȎȐȓ, ȟȚȖ ȐȏȔȍȕȐȊ ȖȌȐȕ ȒȓȦȟ ȘȍȍșȚȘȈ, ȔȖȎȕȖ ȉȣȓȖ șȌȍȓȈȚȤ Ȑȏ 
Windows NT șȍȘȊȍȘȕțȦ Ƕǹ. Ƕȕ țȚȖȟȕȐȓ: “ǵȈ șȈȔȖȔ Ȍȍȓȍ ȉȣȓȖ ȌȊȈ ȒȓȦȟȈ ȘȍȍșȚȘȈ: 
ȖȌȐȕ ȕȈȏȣȊȈȓșȧ ProductType, Ȉ ȊȚȖȘȖȑ ȉȣȓ ȏȈȠȐȜȘȖȊȈȕ, Ȑ ȐșȗȖȓȤȏȖȊȈȓșȧ Ȍȓȧ 
ȖȉȕȈȘțȎȍȕȐȧ ȊȔȍȠȈȚȍȓȤșȚȊȈ Ȋ ȗȍȘȊȣȑ. ȅȚȖȚ ȒȓȦȟ ȘȍȍșȚȘȈ Ȕȍȕȧȓ 12 ȌȘțȋȐȝ 
ȗȈȘȈȔȍȚȘȖȊ șȐșȚȍȔȣ, ȟȚȖ, ȗȖ șțȚȐ, ȗȘȍȊȘȈȡȈȓȖ Windows ȐȓȐ Ȋ șȍȘȊȍȘȕțȦ Ƕǹ ȐȓȐ 
Ȋ Ƕǹ Ȍȓȧ ȘȈȉȖȟȍȑ șȚȈȕȞȐȐ. ǰ ȧ ȕȈȗȐșȈȓ șȚȈȚȤȦ Ȗȉ ȥȚȖȔ 
(http://windowsitpro.com/systems-management/inside-windows-nt-registry) Ȋ 
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ȎțȘȕȈȓȍ Windows IT Pro”. ǹȚȈȚȤȦ ȔȖȎȕȖ ȕȈȑȚȐ ȗȖ șșȣȓȒȍ: 
http://archive.oreilly.com/pub/a/oreilly/news/differences_nt.html. 

   ȇ ȝȖȘȖȠȖ ȗȖȔȕȦ ȥȚț șȚȈȚȤȦ. ǺȖȋȌȈ ȧ ȚȖȓȤȒȖ ȕȈȟȈȓ ȗȐșȈȚȤ ȕȈ ȚȖȔ Ȏȍ 

ȗȘȖȜȍșșȐȖȕȈȓȤȕȖȔ țȘȖȊȕȍ, Ȑ, ȖȌȐȕ Ȑȏ ȘȍȌȈȒȚȖȘȖȊ ȎțȘȕȈȓȈ, ȗȘȐȋȓȈșȐȓ Ȕȍȕȧ Ȋ 
ȒȈȟȍșȚȊȍ ȚȍȝȕȐȟȍșȒȖȋȖ ȘȍȌȈȒȚȖȘȈ Ȍȓȧ ȥȚȖȑ șȚȈȚȤȐ. ǻȎȍ ȚȖȋȌȈ, ȗȍȘȍȌ 
ȗțȉȓȐȒȈȞȐȍȑ, Ȋșȍ ȗȖȕȐȔȈȓȐ, ȟȚȖ Ȋ Microsoft ȉțȌțȚ ȕȍȌȖȊȖȓȤȕȣ ȥȚȖȑ șȚȈȚȤȍȑ, 
ȗȖȚȖȔț ȟȚȖ ȊȍȘșȐȐ Windows NT Ȍȓȧ ȘȈȉȖȟȐȝ șȚȈȕȞȐȑ Ȑ șȍȘȊȍȘȖȊ 
ȗȖȏȐȞȐȖȕȐȘȖȊȈȓȐșȤ, ȒȈȒ ȌȊȈ șȖȊȍȘȠȍȕȕȖ ȘȈȏȕȣȝ (ȕȖ șȝȖȎȐȝ) ȗȘȖȌțȒȚȈ, Ȑ ȞȍȕȕȐȒ 
ȕȈ ȊȚȖȘțȦ ȊȍȘșȐȦ ȉȣȓ ȏȕȈȟȐȚȍȓȤȕȖ ȊȣȠȍ. 
   ǷȖȔȕȦ ȧ țșȓȣȠȈȓ, ȟȚȖ ǸțșșȐȕȖȊȐȟȈ țȊȖȓȐȓȐ Ȑȏ-ȏȈ ȗțȉȓȐȒȈȞȐȐ ȥȚȖȑ șȚȈȚȤȐ. ȇ 
șȗȘȖșȐȓ ȍȋȖ, ȉȣȓȖ ȓȐ ȥȚȖ ȗȘȈȊȌȖȑ. Ƕȕ ȖȚȊȍȚȐȓ: “ǵț, ȖȕȐ șȖȊȍȘȠȍȕȕȖ ȚȖȟȕȖ ȕȍ 
ȖȉȘȈȌȖȊȈȓȐșȤ, ȕȖ ȖȕȐ Ȕȍȕȧ ȕȍ țȊȖȓȤȕȧȓȐ. ǶȕȐ ȕȈȌȈȊȐȓȐ ȕȈ Open System 
Resources, Ȑ Ȑȏ-ȏȈ ȥȚȖȋȖ ȌȈȊȓȍȕȐȧ, ȧ ȊȣȕțȎȌȍȕ ȉȣȓ țȑȚȐ. ǺȖȋȌȈ ȧ ȗȍȘȍȠȍȓ Ȋ IBM 
Research, ȕȖ ț Ȕȍȕȧ ȊșȍȋȌȈ ȉȣȓȐ ȌȘțȏȤȧ Ȋ Microsoft, Ȑ șȖ ȔȕȖȋȐȔȐ ȓȦȌȤȔȐ Ȑȏ ȥȚȖȑ 
ȒȖȔȗȈȕȐȐ ȚȈȒȎȍ ȉȣȓȐ ȌȘțȎȍșȒȐȍ ȖȚȕȖȠȍȕȐȧ. Ǵȍȕȧ Ȋșȍ ȘȈȊȕȖ ȗȘȐȋȓȈșȐȓȐ ȕȈ 
ȗȘȍȏȍȕȚȈȞȐȦ Ȗ ȊȕțȚȘȍȕȕȍȔ țșȚȘȖȑșȚȊȍ Microsoft Windows, Ȑ ȧ Ȋșȍ ȍȡȍ ȗȐșȈȓ 
ȒȕȐȋȐ Ȗ ȊȕțȚȘȍȕȕȍȔ țșȚȘȖȑșȚȊȍ Windows. Ǫ ȒȖȕȞȍ ȒȖȕȞȖȊ, Ȕȍȕȧ ȕȍșȒȖȓȤȒȖ ȘȈȏ 
ȗȘȐȋȓȈȠȈȓȐ ȕȈ ȘȈȉȖȚț Ȋ Microsoft. ǶȕȐ ȗȘȐȖȉȘȍȓȐ Ȕȍȕȧ ȊȔȍșȚȍ ș ȒȖȔȗȈȕȐȧȔȐ 
Winternals Ȑ Sysinternals, Ȋ ȒȈȎȌȖȑ Ȑȏ ȒȖȚȖȘȣȝ Ȋ ȚȖ ȊȘȍȔȧ ȉȣȓȖ ȗȖ 85 
șȖȚȘțȌȕȐȒȖȊ”. ǶșȚȈȓȤȕȖȍ țȎȍ ȐșȚȖȘȐȧ.  
   ǹȍȋȖȌȕȧ ǸțșșȐȕȖȊȐȟ ȗȖȔȖȋȈȍȚ ȘȈȏȘȈȉȈȚȣȊȈȚȤ ȚȍȝȕȐȟȍșȒȖȍ ȕȈȗȘȈȊȓȍȕȐȍ 
Microsoft Azure, ȌȖȉȈȊȓȧȧ Ȋ ȥȚț ȗȓȈȚȜȖȘȔț ȕȖȊȣȍ ȊȖȏȔȖȎȕȖșȚȐ, ȌȍȓȈȧ ȍȍ ȉȣșȚȘȍȍ 
Ȑ ȉȍȏȖȗȈșȕȍȍ. Ǫ ȗȖșȓȍȌȕȍȍ ȊȘȍȔȧ Ȗȕ ȔȕȖȋȖ ȘȈȉȖȚȈȍȚ ș ȔȐȒȘȖșȍȘȊȐșȈȔȐ Ȑ 
ȒȖȕȚȍȑȕȍȘȈȔȐ. ǲȖȕȚȍȑȕȍȘȣ - ȗȈȘȈȌȐȋȔȈ ȊȐȘȚțȈȓȤȕȣȝ ȔȈȠȐȕ, 
ȗȖȗțȓȧȘȐȏȐȘȖȊȈȕȕȈȧ ȗȘȖȍȒȚȖȔ Docker (https://www.docker.com/). ǲȖȕȚȍȑȕȍȘȣ 
ȗȖȧȊȐȓȐșȤ Ȑȏ ȕȐȖȚȒțȌȈ, Ȑ ȕȍȒȖȚȖȘȣȍ ȖȗȈșȈȓȐșȤ, ȟȚȖ ȖȕȐ ȔȖȋțȚ țȋȘȖȎȈȚȤ 
“ȉȖȓȤȠȐȔ ȗȈȘȕȧȔ” Ȋ ȖȉȓȈșȚȐ ȊȐȘȚțȈȓȤȕȣȝ ȔȈȠȐȕ (ȚȈȒȐȔ, ȒȈȒ Amazon, Google, 
Microsoft Ȑ VMware). ǪȔȍșȚȖ ȥȚȖȋȖ, ȗȖȌ ȘțȒȖȊȖȌșȚȊȖȔ ǸțșșȐȕȖȊȐȟȈ,  Microsoft 
ȗȍȘȍȕȧȓȐ ȐȌȍȦ ȒȖȕȚȍȑȕȍȘȖȊ, Ȑ ȚȍȗȍȘȤ Azure ȧȊȓȧȍȚșȧ ȖȌȕȐȔ ȒȘțȗȕȍȑȠȐȝ 
ȗȖșȚȈȊȡȐȒȖȊ ȒȖȕȚȍȑȕȍȘȖȊ Ȋ ȔȐȘȍ. 
   ȇ șȗȘȖșȐȓ ȍȋȖ, ȗȖȔȖȋȈȦȚ ȓȐ ȒȖȕȚȍȑȕȍȘȣ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȐȓȐ 
ȕȈȖȉȖȘȖȚ. Ƕȕ șȒȈȏȈȓ: “ȅȚȖ ȏȈȊȐșȐȚ ȖȚ ȚȖȋȖ, ȟȚȖ Ȋȣ ȕȈȏȣȊȈȍȚȍ ȒȖȕȚȍȑȕȍȘȖȔ Ȑ ȖȚ 
șȞȍȕȈȘȐȧ șȉȖȘȒȐ ȖȉȘȈȏȈ. Ǫ ȕȍȒȖȚȖȘȣȝ șȓțȟȈȧȝ ȖȕȐ șȓȍȋȒȈ ȖșȓȈȉȓȧȦȚ 
ȐȕȜȖȘȔȈȞȐȖȕȕțȦ ȉȍȏȖȗȈșȕȖșȚȤ. ǲȖȕȚȍȑȕȍȘȣ ȥȜȜȍȒȚȐȊȕȣ Ȋ ȌȐȕȈȔȐȟȕȖȔ 
șȖșȚȖȧȕȐȐ, ȟȚȖ țșȓȖȎȕȧȍȚ ȈȚȈȒțȦȡȐȔ ȊȖȏȔȖȎȕȖșȚȤ ȏȈȒȘȍȗȐȚȤșȧ, Ț.Ȓ. Ȋșȍ Ȑȝ 
ȚȘțȌȣ, ȔȖȋțȚ ȉȣȚȤ ș ȓȍȋȒȖșȚȤȦ țȕȐȟȚȖȎȍȕȣ. ǵȖ Ȋ ȚȖ Ȏȍ ȊȘȍȔȧ, ȍșȓȐ țȧȏȊȐȔȖșȚȤ, 
ȗȖȏȊȖȓȐȊȠȈȧ ȐȔ ȗȘȖȕȐȒȕțȚȤ Ȋ ȗȍȘȊȣȑ ȘȈȏ, Ȋșȍ ȍȡȍ ȗȘȐșțȚșȚȊțȍȚ, ȚȖ ȖȕȐ ȓȍȋȒȖ 
ȔȖȋțȚ ȊȍȘȕțȚȤșȧ, ȐȓȐ, ȍșȓȐ Ȋ ȗȍȘȊȣȑ ȘȈȏ ȖȕȐ șȔȖȋȓȐ ȗȘȖȕȐȒȕțȚȤ ȟȍȘȍȏ șȚȈȚȐȟȕȣȑ 
șȍȘȊȍȘ, ȕȈȗȘȐȔȍȘ SQL-șȍȘȊȍȘ, ȚȖ ȗȍȘȍȏȈȋȘțȏȒȈ ȒȖȕȚȍȑȕȍȘȈ Ȑȝ ȕȍ ȖșȚȈȕȖȊȐȚ. ǶȌȐȕ 
Ȑȏ ȕȍȌȖșȚȈȚȒȖȊ ȒȖȕȚȍȑȕȍȘȖȊ, ȖșȖȉȍȕȕȖ Ȋ ȖȉȘȈȏȈȝ ȗȘȖȍȒȚȈ Docker, ȥȚȖ 
ȕȈșȓȈȐȊȈȕȐȍ ȒȖȕȚȍȑȕȍȘȖȊ, ȒȖȚȖȘȖȍ ȗȘȖȐșȝȖȌȐȚ ȗȘȐ șȖȏȌȈȕȐȐȐ ȖȌȕȖȋȖ 
ȗȘȐȓȖȎȍȕȐȧ ȐȓȐ șȍȘȊȐșȈ. ǰ, ȍșȓȐ ȊȈȔ ȕțȎȕȖ țșȚȈȕȖȊȐȚȤ ȗȈȚȟ ȐȓȐ ȖȉȕȖȊȐȚȤ ȒȖȌ 



66 

 

Ȋ ȖȉȘȈȏȍ Docker, ȚȖ ȔȖȋțȚ șțȡȍșȚȊȖȊȈȚȤ ȏȈȊȐșȐȔȖșȚȐ, ȒȖȚȖȘȣȔ ȗȖȚȘȍȉțȍȚșȧ, 

ȟȚȖȉȣ Ȋșȍ șȊȧȏȈȕȕȣȍ șȓȖȐ ȉȣȓȐ ȗȍȘȍșȖȉȘȈȕȣ. ǵțȎȕȖ ȗȘȖȌȍȓȈȚȤ ȒȘȈȚȕȖ ȉȖȓȤȠȍ 
ȘȈȉȖȚȣ Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ țșȚȈȕȖȊȐȚȤ ȗȈȚȟ, ȐșȗȘȈȊȐȚȤ ȐȓȐ ȗȍȘȍșȖȉȘȈȚȤ ȖȉȘȈȏ. ȅȚȖ 
ȖȌȐȕ Ȑȏ ȔȐȕțșȖȊ - țșȓȖȎȕȍȕȐȍ”. 
   Ǫ ȒȖȕȞȍ ȕȈȠȍȋȖ ȐȕȚȍȘȊȤȦ ȧ șȗȘȖșȐȓ ț ǸțșșȐȕȖȊȐȟȈ, ȟȚȖ ȉȣ Ȗȕ ȗȖȘȍȒȖȔȍȕȌȖȊȈȓ 
ȚȍȔ, ȒȚȖ ȘȈșșȔȈȚȘȐȊȈȍȚ ȒȈȘȤȍȘț Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǭȋȖ ȖȚȊȍȚ, ȗȖ 
șțȚȐ, ȗȖȓȕȖșȚȤȦ ȗȖȊȚȖȘȐȓ ȍȋȖ ȒȈȘȤȍȘț Ȑ țșȗȍȝ. Ƕȕ ȗȖȘȍȒȖȔȍȕȌȖȊȈȓ: “Ǫȣ ȌȖȓȎȕȣ 
șȚȈȚȤ ȥȒșȗȍȘȚȖȔ ȊȖ Ȋșȍȝ șȐșȚȍȔȈȝ, ȒȖȚȖȘȣȍ șȖȉȐȘȈȍȚȍșȤ ȏȈȡȐȡȈȚȤ, ȊȈȔ ȕțȎȕȖ 
ȗȖȕȧȚȤ, ȒȈȒ ȖȕȐ ȘȈȉȖȚȈȦȚ, Ȑȝ ȊȕțȚȘȍȕȕȍȍ țșȚȘȖȑșȚȊȖ, ȊȒȓȦȟȈȧ ȐȌȍȕȚȐȜȐȒȈȞȐȦ, 
ȗȘȐȕȞȐȗȣ ȘȈȉȖȚȣ, ȔȖȕȐȚȖȘȐȕȋ Ȑ șȍȋȔȍȕȚȈȞȐȦ șȍȚȐ. ǷȍȘȊȣȑ ȠȈȋ - ȥȚȖ ȋȓțȉȖȒȖ 
ȖȏȕȈȒȖȔȐȚȤșȧ ș ǷǶ ȐȓȐ ȗȓȈȚȜȖȘȔȖȑ. ǪȖ-ȊȚȖȘȣȝ, țȉȍȌȐȚȍșȤ, ȟȚȖ Ȋȣ șȔȖȚȘȐȚȍ ȕȈ 
ȐȕȚȍȘȍșțȦȡȐȑ ȊȈș ȗȘȖȌțȚ ș ȘȈȏȕȣȝ ȚȖȟȍȒ ȏȘȍȕȐȧ. ǲȈȎȌȈȧ Ȑȏ ȚȖȟȍȒ ȏȘȍȕȐȧ 
ȕȍȔȕȖȋȖ ȖȚȓȐȟȈȍȚșȧ ȌȘțȋ ȖȚ ȌȘțȋȈ, Ȑ, ȍșȓȐ Ȋȣ ȉțȌȍȚȍ ȐșȒȈȚȤ Ȑ ȗȖȕȐȔȈȚȤ 

ȘȈȏȓȐȟȕȣȍ ȚȖȟȒȐ ȏȘȍȕȐȧ, ȚȖ Ȋȣ ȉțȌȍȚȍ ȓțȟȠȍ ȘȈȏȉȐȘȈȚȤșȧ Ȋ ȚȖȔ, ȟȚȖ ȝȖȚȐȚȍ 
ȏȈȡȐȚȐȚȤ.” 
 

ǷȖȌȘȖȉȕȍȍ Ȗ ǴȈȘȒȍ ǸțșșȐȕȖȊȐȟȍ 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǴȈȘȒȍ ǸțșșȐȕȖȊȐȟȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǴȈȘȒ ǸțșșȐȕȖȊȐȟ ȕȈ ȊȐȒȐȗȍȌȐȐ: 
https://en.wikipedia.org/wiki/Mark_Russinovich 

- ǲȕȐȋȐ ǴȈȘȒȈ ǸțșșȐȕȖȊȐȟȈ: https://www.amazon.com/Mark-E.-

Russinovich/e/B001IGNICC/ 

- Ǫȍȉ-șȈȑȚ ǴȈȘȒȈ ǸțșșȐȕȖȊȐȟȈ: http://www.trojanhorsethebook.com/ 

- ǺȊȐȚȚȍȘ ǴȈȘȒȈ ǸțșșȐȕȖȊȐȟȈ:  @markrussinovich 

- Microsoft ȉȓȖȋ ǴȈȘȒȈ ǸțșșȐȕȖȊȐȟȈ: 
https://blogs.technet.microsoft.com/markrussinovich/ 

- ǲȓȈșșȕȣȍ țȚȐȓȐȚȣ Sysinternals: https://technet.microsoft.com/ru-

ru/sysinternals 
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ǫȓȈȊȈ 12. ǲȘȐȗȚȖȋȘȈȜȐȧ 

 

 

 

ǶȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȚȍȝȕȖȓȖȋȐȑ, ȒȖȚȖȘȣȍ ȧȊȓȧȦȚșȧ ȖșȕȖȊȖȑ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ, ȐșȗȖȓȤȏțȦȚ ȒȘȐȗȚȖȋȘȈȜȐȦ. ǲȘȐȗȚȖȋȘȈȜȐȦ ȗȘȐȌțȔȈȓȐ țȎȍ ȌȈȊȕȖ, 
Ȑ ȖȕȈ ȉțȌȍȚ ȍȡȍ ȌȖȓȋȖ șțȡȍșȚȊȖȊȈȚȤ ȗȖșȓȍ ȚȖȋȖ, ȒȈȒ Ȕȣ ȗȖȒȐȕȍȔ ǯȍȔȓȦ Ȑ țȑȌȍȔ 
ȕȈ ȌȘțȋȐȍ ȖȉȐȚȈȍȔȣȍ ȗȓȈȕȍȚȣ. ǳȐȟȕȖ Ȍȓȧ Ȕȍȕȧ ȒȘȐȗȚȖȋȘȈȜȐȧ - ȥȚȖ ȓȦȉȐȔȣȑ 
ȎȈȕȘ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ ȌȈȎȍ ȗȘȐ ȚȖȔ, ȟȚȖ ȧ ȗȖȟȚȐ ȚȘȐ 
ȌȍșȧȚȐȓȍȚȐȧ țȊȓȍȒȈȓșȧ ȠȐȜȘȖȊȈȕȐȍȔ, ȧ ȕȍ șȟȐȚȈȦ șȍȉȧ ȥȒșȗȍȘȚȖȔ Ȋ 
ȒȘȐȗȚȖȋȘȈȜȐȐ.  
 

ǿȚȖ ǺȈȒȖȍ ǲȘȐȗȚȖȋȘȈȜȐȧ? 

 

Ǫ ȞȐȜȘȖȊȖȔ ȔȐȘȍ, ȒȘȐȗȚȖȋȘȈȜȐȧ – ȥȚȖ ȐșȗȖȓȤȏȖȊȈȕȐȍ 0 Ȑ 1 Ȍȓȧ ȘȈșȠȐȜȘȖȊȒȐ 

ȐȓȐ ȗȘȖȊȍȘȒȐ ȞȐȜȘȖȊȖȋȖ ȒȖȕȚȍȕȚȈ. Ǫ ȒȘȐȗȚȖȋȘȈȜȐȐ ȐșȗȖȓȤȏțȦȚșȧ 
ȔȈȚȍȔȈȚȐȟȍșȒȐȍ ȜȖȘȔțȓȣ, Ȉ ȚȈȒȎȍ ȐșȗȖȓȤȏțȦȚșȧ Țȍȝ șȈȔȣȍ 0 Ȑ 1 (ȒȖȚȖȘȣȍ 
ȕȈȏȣȊȈȦȚșȧ ȒȘȐȗȚȖȋȘȈȜȐȟȍșȒȐȔȐ ȒȓȦȟȈȔȐ), ș ȗȖȔȖȡȤȦ ȒȖȚȖȘȣȝ țȌȈȍȚșȧ ȕȍ 
ȌȖȗțșȒȈȚȤ Ȓ ȗȘȖșȔȖȚȘț ȓȐȟȕȣȝ ȌȈȕȕȣȝ ȗȖșȚȖȘȖȕȕȐȝ ȓȦȌȍȑ. ǲȘȖȔȍ ȥȚȖȋȖ 
ȒȘȐȗȚȖȋȘȈȜȐȧ ȚȈȒ Ȏȍ ȐșȗȖȓȤȏțȍȚșȧ Ȍȓȧ ȗȖȌȚȊȍȘȎȌȍȕȐȧ ȓȐȟȕȖșȚȐ ȟȍȓȖȊȍȒȈ ȐȓȐ 

Ȍȓȧ ȗȖȌȚȊȍȘȎȌȍȕȐȧ ȌȖșȚȖȊȍȘȕȖșȚȐ ȐȕȜȖȘȔȈȞȐȐ. 

   ǹȈȔȣȑ ȗȘȖșȚȖȑ ȗȘȐȔȍȘ ȠȐȜȘȖȊȈȕȐȧ, ȒȖȚȖȘȣȑ ȗȘȐȝȖȌȐȚ Ȕȕȍ Ȋ ȋȖȓȖȊț - 

ȗȘȍȖȉȘȈȏȖȊȈȕȐȍ șȖȌȍȘȎȐȔȖȋȖ ȖȚȒȘȣȚȖȋȖ ȚȍȒșȚȈ (ȕȍ ȏȈȠȐȜȘȖȊȈȕȕȖȋȖ) Ȋ 
ȏȈȠȐȜȘȖȊȈȕȕȣȑ ȊȐȌ, ș ȗȖȔȖȡȤȦ șȌȊȐȋȈ ȉțȒȊ ȊȗȍȘȍȌ ȗȖ ȈȓȜȈȊȐȚț ȕȈ ȖȌȕț. (ȚȈȒ, 
ȕȈȗȘȐȔȍȘ, A șȚȈȕȖȊȐȚșȧ B, B șȚȈȕȖȊȐȚșȧ C, C șȚȈȕȖȊȐȚșȧ D, Ȑ ȚȈȒ ȌȈȓȍȍ ȌȖ Țȍȝ 
ȗȖȘ, ȗȖȒȈ Z ȕȍ șȚȈȕȍȚ A). ǺȈȒȐȔ ȖȉȘȈȏȖȔ șȓȖȊȖ FROG șȚȈȕȍȚ GSPH. Ǭȓȧ ȚȖȋȖ ȟȚȖȉȣ 
țȊȐȌȍȚȤ ȐșȝȖȌȕȣȑ ȚȍȒșȚ ȌȍȠȐȜȘȖȊȡȐȒ ȌȍȓȈȍȚ Ȋșȍ Ȋ ȖȉȘȈȚȕȖȔ ȗȖȘȧȌȒȍ. Ǫ ȥȚȖȔ 
ȗȘȐȔȍȘȍ ȠȐȜȘ (ȍșȓȐ ȍȋȖ ȔȖȎȕȖ ȚȈȒ ȕȈȏȊȈȚȤ) - ȥȚȖ ȔȈȚȍȔȈȚȐȒȈ, Ȋ ȌȈȕȕȖȔ șȓțȟȈȍ 
+ ȐȓȐ - (șȓȖȎȍȕȐȍ ȐȓȐ ȊȣȟȐȚȈȕȐȍ), Ȉ 1 - ȥȚȖ ȒȓȦȟ. ǷȖȌȖȉȕȣȍ ȠȐȜȘȣ 
ȐșȗȖȓȤȏȖȊȈȓȐ șȖȚȕȐ ȓȍȚ Ȍȓȧ ȗȍȘȍȌȈȟȐ șȍȒȘȍȚȕȣȝ șȖȖȉȡȍȕȐȑ (Ȑ Ȋ ȒȖȓȤȞȈȝ-

ȌȍȠȐȜȘȖȊȡȐȒȈȝ Ȑȏ ȒȖȘȖȉȖȒ ș ȝȓȖȗȤȧȔȐ), ȝȖȚȧ ȖȕȐ ȉȣȓȐ ȕȍȌȖșȚȈȚȖȟȕȖ șȓȖȎȕȣ ȕȍ 
ȊșȍȋȌȈ țȌȈȊȈȓȖșȤ șȒȘȣȚȤ șȖȖȉȡȍȕȐȍ ȖȚ ȗȖșȚȖȘȖȕȕȐȝ. 
   Ǫ șȖȊȘȍȔȍȕȕȖȔ ȞȐȜȘȖȊȖȔ ȔȐȘȍ ȌȓȐȕȈ ȒȓȦȟȍȑ ȠȐȜȘȖȊȈȕȐȧ șȖșȚȈȊȓȧȍȚ 128 ȉȐȚ 
(128 ȍȌȐȕȐȞ ȐȓȐ ȕțȓȍȑ), ȐȓȐ ȉȖȓȤȠȍ. Ǫ ȏȈȊȐșȐȔȖșȚȐ ȖȚ ȠȐȜȘȈ, ȌȓȐȕȈ ȒȓȦȟȈ 
ȔȖȎȍȚ ȉȣȚȤ ȉȖȓȤȠȍ, ȝȖȚȧ, ȍșȓȐ ȈȓȋȖȘȐȚȔ țșȚȖȑȟȐȊ ȒȖ ȊȏȓȖȔț, ȚȖ, ȒȈȒ ȗȘȈȊȐȓȖ, 
șȈȔȈȧ ȉȖȓȤȠȈȧ ȌȓȐȕȈ ȒȓȦȟȍȑ șȖșȚȈȊȓȧȍȚ 4096 ȉȐȚ. ǭșȓȐ Ȋȣ ȊȐȌȐȚȍ ȉȖȓȍȍ 
ȌȓȐȕȕȣȑ ȒȓȦȟ, ȚȖ ȥȚȖ, șȒȖȘȍȍ ȊșȍȋȖ, ȗȘȐȏȕȈȒ șȓȈȉȖȋȖ ȈȓȋȖȘȐȚȔȈ ȐȓȐ ȟȍȓȖȊȍȒȈ, 
ȒȖȚȖȘȣȑ ȕȍ ȖȟȍȕȤ ȝȖȘȖȠȖ ȘȈȏȉȐȘȈȍȚșȧ Ȋ ȒȘȐȗȚȖȋȘȈȜȐȐ (ȐȓȐ ȗȣȚȈȍȚșȧ ȗȘȖȌȈȚȤ 
“șȘȍȌșȚȊȖ ȖȚ Ȋșȍȝ ȉȖȓȍȏȕȍȑ” ȚȍȔ, ȒȚȖ ȕȍ ȘȈȏȉȐȘȈȍȚșȧ).  
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ǷȖȟȍȔț ǯȓȖțȔȣȠȓȍȕȕȐȒ ǵȍ ǴȖȎȍȚ ǷȘȖșȚȖ ǸȈȏȋȈȌȈȚȤ Ǫșȍ 
ǪȖȏȔȖȎȕȣȍ ǲȓȦȟȐ? 

 

ǳȦȌȐ, ȕȍȘȈȏȉȐȘȈȦȡȐȍșȧ Ȋ ȒȘȐȗȚȖȋȘȈȜȐȐ ȕȍ ȗȖȕȐȔȈȦȚ, ȗȖȟȍȔț ȏȓȖțȔȣȠȓȍȕȕȐȒ 
ȕȍ ȔȖȎȍȚ ȗȘȖșȚȖ ȗȍȘȍȗȘȖȉȖȊȈȚȤ Ȋșȍ ȊȖȏȔȖȎȕȣȍ ȒȖȔȉȐȕȈȞȐȐ Ȑȏ 1 Ȑ 0, Ȋ 
ȏȈȊȐșȐȔȖșȚȐ ȖȚ ȘȈȏȔȍȘȈ ȒȓȦȟȈ. ǸȈȏȊȍ ȕȈ șȈȔȖȔ ȉȣșȚȘȖȔ ȒȖȔȗȤȦȚȍȘȍ ȕȍȓȤȏȧ 
ȘȈȏȋȈȌȈȚȤ Ȋșȍ ȊȖȏȔȖȎȕȣȍ ȒȖȔȉȐȕȈȞȐȐ? ǭșȓȐ ȒȖȘȖȚȒȖ, ȚȖ ȕȍȚ. ǬȈȎȍ șȖȊȘȍȔȍȕȕȣȑ 
ȒȓȦȟ Ȋ 2000 ȉȐȚ țșȚȖȑȟȐȊ Ȓ “ȉȘțȚȜȖȘșț”. ǵȍ ȝȊȈȚȐȚ ȕȍ ȚȖ, ȟȚȖ ȖȌȕȖȋȖ ȔȖȡȕȖȋȖ 
ȒȖȔȗȤȦȚȍȘȈ, ȕȖ ȌȈȎȍ, ȍșȓȐ ȊȏȧȚȤ Ȋșȍ ȒȖȔȗȤȦȚȍȘȣ Ȋ ȔȐȘȍ, ȕȍ ȚȖȓȤȒȖ Țȍ, ȒȖȚȖȘȣȍ 
ȍșȚȤ șȍȑȟȈș, ȕȖ Ȑ ȒȖȚȖȘȣȍ ȉțȌțȚ Ȋ ȖȉȖȏȘȐȔȖȔ ȉțȌțȡȍȔ, Ȑȝ ȔȖȡȕȖșȚȐ Ȋșȍ ȘȈȊȕȖ 
ȉțȌȍȚ ȕȍȌȖșȚȈȚȖȟȕȖ (ȗȖ ȒȘȈȑȕȍȑ ȔȍȘȍ ȌȖ Țȍȝ ȗȖȘ, ȗȖȒȈ ȒȊȈȕȚȖȊȈȧ ȒȘȐȗȚȖȋȘȈȜȐȧ 
ȕȍ șȚȈȕȍȚ ȠȐȘȖȒȖ ȘȈșȗȘȖșȚȘȈȕȍȕȕȖȑ). ǹȓȍȌȖȊȈȚȍȓȤȕȖ, Ȋșȍ (“ȟȐșȚȣȍ”) șȓțȟȈȐ 
ȊȏȓȖȔȈ ȠȐȜȘȖȊȈȕȐȧ ȖȗȐȘȈȦȚșȧ ȕȈ ȗȖȌșȒȈȏȒȐ Ȋ șȖȌȍȘȎȐȔȖȔ ȐȓȐ șȓȈȉȖșȚȤ 
ȈȓȋȖȘȐȚȔȈ. ǲȘȐȗȚȖȋȘȈȜȐȟȍșȒȐȑ ȈȓȋȖȘȐȚȔ ȚȘțȌȕȖ (ȒȈȒ ȔȐȕȐȔțȔ) ȗȘȈȊȐȓȤȕȖ 
ȗȖȕȧȚȤ, Ȑ ȈȓȋȖȘȐȚȔ, ȒȖȚȖȘȣȑ ȗȖȕȈȟȈȓț ȒȈȎȍȚșȧ ȐȌȍȈȓȤȕȣȔ, ȔȖȎȍȚ ȉȣȚȤ ȗȖȓȖȕ 
ȕȍȌȖșȚȈȚȒȖȊ, ȒȖȚȖȘȣȍ ȏȕȈȟȐȚȍȓȤȕȖ țșȒȖȘȧȦȚ ȊȏȓȖȔ. ǪȖȚ ȗȖȟȍȔț șȚȈȕȌȈȘȚȣ 
ȠȐȜȘȖȊȈȕȐȧ Ȑ ȘȈȏȔȍȘȣ ȒȓȦȟȍȑ ȗȖșȚȖȧȕȕȖ ȔȍȕȧȦȚșȧ, șȚȈȘȣȍ ȠȐȜȘȣ șȚȈȕȖȊȐȚșȧ 
ȓȍȋȟȍ ȊȏȓȖȔȈȚȤ, Ȑ ȗȖȧȊȓȧȦȚșȧ ȕȖȊȣȍ. 
 

ǹȐȔȔȍȚȘȐȟȕȣȍ Ȑ ǨșȐȔȔȍȚȘȐȟȕȣȍ ǲȓȦȟȐ 

 

ǭșȓȐ Ȍȓȧ ȠȐȜȘȖȊȈȕȐȧ Ȑ ȘȈșȠȐȜȘȖȊȒȐ ȗȘȐȔȍȕȧȍȚșȧ ȖȌȐȕ Ȑ ȚȖȚ Ȏȍ ȒȓȦȟ (ȒȈȒ Ȋ 
ȗȘȐȔȍȘȍ ȊȣȠȍ, ș 1), ȚȖ ȚȈȒȖȑ ȒȓȦȟ ȕȈȏȣȊȈȍȚșȧ “șȐȔȔȍȚȘȐȟȕȣȔ”. ǭșȓȐ Ȍȓȧ 
ȠȐȜȘȖȊȈȕȐȧ Ȑ ȘȈșȠȐȜȘȖȊȒȐ ȗȘȐȔȍȕȧȦȚșȧ ȘȈȏȕȣȍ ȒȓȦȟȐ, ȚȖ ȥȚȖ 
“ȈșșȐȔȍȚȘȐȟȕȣȑ” ȒȓȦȟ. ǨșșȐȔȍȚȘȐȟȕȣȍ ȠȐȜȘȣ ȚȈȒȎȍ ȐȏȊȍșȚȕȣ, ȒȈȒ șȐșȚȍȔȣ ș 
ȖȚȒȘȣȚȣȔ ȒȓȦȟȖȔ, ȋȌȍ ț ȖȌȕȖȑ șȚȖȘȖȕȣ ȍșȚȤ ȏȈȒȘȣȚȣȑ ȒȓȦȟ, ȒȖȚȖȘȣȑ ȐȏȊȍșȚȍȕ 
ȚȖȓȤȒȖ ȍȑ, ȕȖ ț Ȋșȍȝ ȖșȚȈȓȤȕȣȝ ȍșȚȤ “ȖȚȒȘȣȚȣȑ” ȒȓȦȟ, Ȑ, ȗȖȒȈ ȕȐȒȚȖ ȕȍ ȏȕȈȍȚ 
ȏȈȒȘȣȚȣȑ ȒȓȦȟ, Ȋșȍ ȉȍȏȖȗȈșȕȖ. ǶȌȕȈȒȖ, șȐȔȔȍȚȘȐȟȕȖȍ ȠȐȜȘȖȊȈȕȐȍ, ȒȈȒ 
ȗȘȈȊȐȓȖ, ȉȣșȚȘȍȍ Ȑ ȉȍȏȖȗȈșȕȍȍ Ȍȓȧ ȒȓȦȟȍȑ ȖȗȘȍȌȍȓȍȕȕȖȑ ȌȓȐȕȣ. 
 

ǷȖȗțȓȧȘȕȖșȚȤ ȒȘȐȗȚȖȋȘȈȜȐȐ 

 

Ǫ ȕȈȠȐ ȌȕȐ ȔȕȖȋȐȍ șȐșȚȍȔȣ ȠȐȜȘȖȊȈȕȐȧ ȕȈșȚȖȓȤȒȖ ȝȖȘȖȠȖ Ȑȏțȟȍȕȣ Ȑ 
ȗȘȖȊȍȘȍȕȣ, ȟȚȖ ȗȘȍȊȘȈȚȐȓȐșȤ Ȋ ȞȍȓțȦ ȐȕȌțșȚȘȐȦ, ȍșȓȐ ȕȍ Ȋ ȔȐȘȖȊȖȑ șȚȈȕȌȈȘȚ. 

   ǷȖȗțȓȧȘȕȣȍ șȐȔȔȍȚȘȐȟȕȣȍ ȒȓȦȟȐ ȠȐȜȘȖȊȈȕȐȧ ȊȒȓȦȟȈȦȚ Data Encryption 

Standard (DES), 3DES (ǺȘȖȑȕȖȑ DES) Ȑ Advanced Encryption Standard (AES). 
ǷȍȘȊȣȍ ȌȊȈ ȗȘȐȔȍȘȈ ȉȖȓȤȠȍ ȕȍ ȐșȗȖȓȤȏțȦȚșȧ. ǷȖșȓȍȌȕȐȑ AES, șȟȐȚȈȍȚșȧ ȖȟȍȕȤ 
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țșȚȖȑȟȐȊȣȔ Ȑ șȈȔȣȔ ȗȖȗțȓȧȘȕȣȔ ȈȓȋȖȘȐȚȔȖȔ șȐȔȔȍȚȘȐȟȕȖȋȖ ȠȐȜȘȖȊȈȕȐȧ ȕȈ 
șȍȋȖȌȕȧȠȕȐȑ ȌȍȕȤ. ǲȈȒ ȗȘȈȊȐȓȖ, ȘȈȏȔȍȘȣ șȐȔȔȍȚȘȐȟȕȣȝ ȒȓȦȟȍȑ șȖșȚȈȊȓȧȦȚ ȖȚ 
128 ȌȖ 256 ȉȐȚ, ȕȖ șȖ ȊȘȍȔȍȕȍȔ, Ȑȝ ȌȓȐȕȈ țȊȍȓȐȟȐȊȈȍȚșȧ. ǻȊȍȓȐȟȍȕȐȍ ȕȈ ȖȌȐȕ 
ȉȐȚ, ȕȈȗȘȐȔȍȘ, șȖ 128 ȌȖ 129 ȉȐȚ, ȒȈȒ ȗȘȈȊȐȓȖ, țȌȊȈȐȊȈȍȚ ȕȈȌȍȎȕȖșȚȤ ȒȓȦȟȈ ș 
ȚȍȔ Ȏȍ ȠȐȜȘȖȔ.  
   ǷȖȗțȓȧȘȕȣȍ ȈșșȐȔȍȚȘȐȟȕȣȍ ȠȐȜȘȣ ȐșȗȖȓȤȏțȦȚ ȈȓȋȖȘȐȚȔȣ ǬȐȜȜȐ-ǽȍȓȓȔȈȕȈ 
(Ȗ ǽȍȓȓȔȈȕȍ ȗȖȑȌȍȚ ȘȍȟȤ Ȋ șȓȍȌțȦȡȍȑ ȋȓȈȊȍ), ǸȐȊȍșȚ-ȀȈȔȐȘ-ǨȌȓȍȔȈȕ (RSA), Ȑ  
ȅȓȓȐȗȚȐȟȍșȒȈȧ ȒȘȐȗȚȖȋȘȈȜȐȧ (ECC). ECC - ȥȚȖ ȕȖȊȣȑ șȗȖșȖȉ, Ȑ ȍȋȖ ȚȖȓȤȒȖ 
ȕȈȟȐȕȈȦȚ ȐșȗȖȓȤȏȖȊȈȚȤ. Ǫ ȖșȕȖȊȕȖȔ, ȌȓȐȕȈ ȈșȐȔȔȍȚȘȐȟȕȖȋȖ ȒȓȦȟȈ ȊȈȘȤȐȘțȍȚșȧ 
ȖȚ 1024 ȌȖ 4096 ȉȐȚ, ȝȖȚȧ șȍȋȖȌȕȧ ȔȐȕȐȔȈȓȤȕȖȑ ȌȓȐȕȖȑ ȒȓȦȟȈ, ȐșȗȖȓȤȏțȦȡȍȋȖ 
ȈȓȋȖȘȐȚȔȣ ǬȐȜȜȐ-ǽȍȓȓȔȈȕȈ Ȑ RSA șȟȐȚȈȍȚșȧ 2048 ȉȐȚ. ECC ȐșȗȖȓȤȏțȍȚ ȔȍȕȤȠȐȍ 
ȘȈȏȔȍȘȣ ȒȓȦȟȍȑ, ȕȈȟȐȕȈȧ ȖȚ 256 ȉȐȚ. ǹȍȋȖȌȕȧ ȌȖșȚȈȚȖȟȕȖ țșȚȖȑȟȐȊȣȔ șȟȐȚȈȍȚșȧ 
ȒȓȦȟ, ȌȓȐȕȖȑ 384 ȉȐȚȈ. Ǫ ȞȍȓȖȔ, ȈșȐȔȔȍȚȘȐȟȕȣȍ ȠȐȜȘȣ ȐșȗȖȓȤȏțȦȚșȧ, ȟȚȖȉȣ 
ȉȍȏȖȗȈșȕȖ ȗȍȘȍȌȈȊȈȚȤ șȐȔȔȍȚȘȐȟȕȣȍ ȒȓȦȟȐ, ȒȖȚȖȘȣȍ șȖșȚȈȊȓȧȦȚ ȖșȕȖȊȕțȦ 
ȟȈșȚȤ ȠȐȜȘȖȊȈȕȐȧ, ȔȍȎȌț ȐșȚȖȟȕȐȒȖȔ Ȑ ȗȖȓțȟȈȚȍȓȍȔ.  
 

ǲȘȐȗȚȖȋȘȈȜȐȟȍșȒȐȍ ǽȥȠ-ȜțȕȒȞȐȐ 

 

ǲȘȐȗȚȖȋȘȈȜȐȧ ȌȖȊȖȓȤȕȖ ȟȈșȚȖ ȐșȗȖȓȤȏțȍȚșȧ Ȍȓȧ ȗȘȖȊȍȘȒȐ ȗȖȌȓȐȕȕȖșȚȐ Ȑ Ȍȓȧ 
ȗȘȖȊȍȘȒȐ ȒȖȕȚȍȕȚȈ. Ǫ ȖȉȖȐȝ șȓțȟȈȧȝ ȐșȗȖȓȤȏțȍȚșȧ ȈȓȋȖȘȐȚȔ ȠȐȜȘȖȊȈȕȐȧ, 
ȐȏȊȍșȚȕȣȑ, ȒȈȒ ȒȘȐȗȚȖȋȘȈȜȐȟȍșȒȐȍ ȝȥȠ-ȜțȕȒȞȐȐ. ǹ ȚȈȒȐȔ ȗȖȌȝȖȌȖȔ 
ȕȍȏȈȠȐȜȘȖȊȈȕȕȣȑ ȒȖȕȚȍȕȚ, ȒȖȚȖȘȣȑ ȕțȎȕȖ ȗȘȖȊȍȘȐȚȤ, ȗȘȐȔȍȕȧȍȚșȧ Ȓ ȒȓȦȟț 
(ȒȖȚȖȘȣȑ, ȗȖȊȚȖȘȦșȤ, șȖșȚȖȐȚ Ȑȏ 1 Ȑ 0) ș ȗȖȔȖȡȤȦ ȜȖȘȔțȓȣ, Ȑ Ȋ ȘȍȏțȓȤȚȈȚȍ 
ȗȖȓțȟȈȍȚșȧ țȕȐȒȈȓȤȕȣȑ ȘȍȏțȓȤȚȈȚ (ȝȍȠ-șțȔȔȈ ȐȓȐ ȝȍȠ). ǷȖȌȓȐȕȕȖșȚȤ ȐȓȐ 
șȖȌȍȘȎȐȔȖȍ ȔȖȋțȚ ȉȣȚȤ ȝȍȠȐȘȖȊȈȕȣ Ȋ ȓȦȉȖȑ ȔȖȔȍȕȚ ȊȘȍȔȍȕȐ, Ȉ ȏȈȚȍȔ ȖȗȧȚȤ 
ȗȍȘȍȝȍȠȐȘȖȊȈȕȣ, Ȑ Ȋ ȐȚȖȋȍ șȘȈȊȕȐȊȈȦȚșȧ ȌȊȍ ȝȍȠ-șțȔȔȣ. ǭșȓȐ ȝȥȠ ȕȍ 
ȐȏȔȍȕȐȓșȧ, ȚȖ ȒȖȕȚȍȕȚ ȚȈȒ Ȏȍ ȖșȚȈȓșȧ ȉȍȏ ȐȏȔȍȕȍȕȐȑ.  
   ǵȈȐȉȖȓȍȍ ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȍ ȝȍȠ-ȜțȕȒȞȐȐ - ȥȚȖ Secure Hash Algorithm-1 (SHA-

1), SHA-2 Ȑ SHA-3. ǪȗȖșȓȍȌșȚȊȐȐ ț SHA-1 ȕȈȠȓȐ ȒȘȐȗȚȖȋȘȈȜȐȟȍșȒȐȍ țȧȏȊȐȔȖșȚȐ 
(ȒȖȚȖȘȣȍ ȚȈȒȎȍ ȍșȚȤ ț SHA-2), ȚȈȒ ȟȚȖ ȖȚ SHA-1 ȖȚȒȈȏȈȓȐșȤ. Ǫ ȌȈȕȕȣȑ ȔȖȔȍȕȚ 
ȈȓȋȖȘȐȚȔ SHA-2 șȚȈȕȖȊȐȚșȧ șȈȔȣȔ ȗȖȗțȓȧȘȕȣȔ, ȕȖ ȕȍȒȖȚȖȘȣȍ ȥȒșȗȍȘȚȣ ȗȖ 
ȠȐȜȘȖȊȈȕȐȦ țȎȍ ȘȍȒȖȔȍȕȌțȦȚ ȐșȗȖȓȤȏȖȊȈȚȤ SHA-3. 

   Ǭȓȧ ȖȉȍșȗȍȟȍȕȐȧ ȕȈȐȓțȟȠȍȑ ȏȈȡȐȚȣ, ȉȖȓȤȠȐȕșȚȊȖ șȗȖșȖȉȖȊ ȠȐȜȘȖȊȈȕȐȧ 
ȐșȗȖȓȤȏțȦȚ șȐȔȔȍȚȘȐȟȕȣȍ Ȑ ȈșȐȔȔȍȚȘȐȟȕȣȍ ȒȓȦȟȐ, Ȉ ȚȈȒȎȍ ȈȓȋȖȘȐȚȔȣ 

ȝȍȠȐȘȖȊȈȕȐȧ. ǪȖ ȔȕȖȋȐȝ șȚȘȈȕȈȝ, ȕȈȗȘȐȔȍȘ, Ȋ ǹȀǨ, ȍșȚȤ ȖȗȘȍȌȍȓȍȕȕȣȍ 
șȚȈȕȌȈȘȚȣ, ȒȖȚȖȘȣȍ ȈȕȈȓȐȏȐȘțȦȚ Ȑ ȘȈȏȘȍȠȈȦȚ ȗȘȈȊȐȚȍȓȤșȚȊț ȐșȗȖȓȤȏȖȊȈȚȤ 

ȘȈȏȓȐȟȕȣȍ șȐșȚȍȔȣ ȠȐȜȘȖȊȈȕȐȧ. ǪȖ ȔȕȖȋȐȝ șȓțȟȈȧȝ, ȖȜȐȞȐȈȓȤȕȖ ȘȈȏȘȍȠȍȕȕȣȍ 
șȐșȚȍȔȣ, ȚȈȒȎȍ ȕȈȟȐȕȈȦȚ ȐșȗȖȓȤȏȖȊȈȚȤșȧ Ȑ Ȋ ȌȘțȋȐȝ șȚȘȈȕȈȝ. Ǫ ǹȀǨ, 

ǵȈȞȐȖȕȈȓȤȕȣȑ ȐȕșȚȐȚțȚ șȚȈȕȌȈȘȚȖȊ Ȑ ȚȍȝȕȖȓȖȋȐȑ (http://www.nist.gov) ȊȔȍșȚȍ ș 
ǨȋȍȕȚșȚȊȖȔ ȕȈȞȐȖȕȈȓȤȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ (http://www.nsa.gov) ȗȘȖȊȖȌȧȚ ȖȚȒȘȣȚȣȍ 
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șȖȘȍȊȕȖȊȈȕȐȧ, Ȋ ȒȖȚȖȘȣȝ ȒȖȌȐȘȖȊȡȐȒȐ șȖ ȊșȍȋȖ ȔȐȘȈ ȗȘȍȌșȚȈȊȓȧȦȚ Ȍȓȧ ȖȚȉȖȘȈ 
șȊȖȐ șȖȉșȚȊȍȕȕȣȍ șȐșȚȍȔȣ ȠȐȜȘȖȊȈȕȐȧ. Ǫșȍ ȗȘȖȝȖȌȐȚ ȌȖșȚȈȚȖȟȕȖ ȖȚȒȘȣȚȖ, Ȑ 
ȟȈșȚȖ ȊȣȉȐȘȈȦȚ ȌȈȎȍ ȗȘȖȐȋȘȈȊȠȐȝ. ǲ șȖȎȈȓȍȕȐȦ, Ǩǵǩ Ȑ ǵǰǹǺ, ȒȈȒ ȔȐȕȐȔțȔ, 
ȌȊȈȎȌȣ ȖȉȊȐȕȧȓȐ Ȋ ȚȖȔ, ȟȚȖ ȖȕȐ ȕȈȔȍȘȍȕȕȖ ȗȘȐȕȐȔȈȦȚ ȉȖȓȍȍ șȓȈȉȣȍ șȚȈȕȌȈȘȚȣ 
(Ȋ ȟȈșȚȕȖșȚȐ ȏȈ DES Ȑ Dual_EC_DRBG, Ȋ ȗȖșȓȍȌȕȍȔ ȉȣȓȈ ȓȈȏȍȑȒȈ). Ǫ ȘȍȏțȓȤȚȈȚȍ 
șȖȏȌȈȓȖșȤ ȕȈȗȘȧȎȍȕȐȍ, Ȑ ȔȕȖȋȐȍ ȉȖȓȤȠȍ ȕȍ ȌȖȊȍȘȧȦȚ ȏȈȧȊȓȍȕȐȧȔ ǵǰǹǺ Ȑ Ǩǵǩ Ȗ 
ȕȈȌȍȎȕȣȝ șȗȖșȖȉȈȝ ȠȐȜȘȖȊȈȕȐȧ.  
 

ǰșȗȖȓȤȏȖȊȈȕȐȍ ǲȘȐȗȚȖȋȘȈȜȐȐ 

 

ǲȘȐȗȚȖȋȘȈȜȐȧ ȧȊȓȧȍȚșȧ ȖșȕȖȊȖȑ șȖȊȘȍȔȍȕȕȖȋȖ ȞȐȜȘȖȊȖȋȖ ȔȐȘȈ. ǲȘȐȗȚȖȋȘȈȜȐȧ 
ȏȈȡȐȡȈȍȚ ȕȈȠȐ ȗȈȘȖȓȐ Ȑ ȉȐȖȔȍȚȘȐȟȍșȒȐȍ ȌȈȕȕȣȍ, Ȉ ȚȈȒȎȍ ȐșȗȖȓȤȏțȍȚșȧ Ȋ 
ȞȐȜȘȖȊȣȝ șȍȘȚȐȜȐȒȈȚȈȝ. ǲȘȐȗȚȖȋȘȈȜȐȧ ȗȘȐȔȍȕȧȍȚșȧ ȒȈȎȌȣȑ ȘȈȏ, ȒȖȋȌȈ Ȕȣ 
ȊȊȖȌȐȔ țȟȍȚȕȣȍ ȌȈȕȕȣȍ ȕȈ ȒȖȔȗȤȦȚȍȘȍ Ȑ ȏȈȝȖȌȐȔ ȕȈ șȈȑȚ, ȏȈȡȐȡȍȕȕȣȑ 
ȗȘȖȚȖȒȖȓȖȔ HTTPS. ǶȕȈ ȐșȗȖȓȤȏțȍȚșȧ ȗȘȐ ȗȘȖȊȍȘȒȍ șȒȈȟȈȕȕȖȋȖ ǷǶ, Ȍȓȧ ȏȈȡȐȚȣ 
ȥȓȍȒȚȘȖȕȕȖȑ ȗȖȟȚȣ, Ȑ ȗȘȐ ȗȘȖȊȍȘȒȍ ȗȖȌȓȐȕȕȖșȚȐ ȒȖȔȗȤȦȚȍȘȖȊ. ȀȐȜȘȖȊȈȕȐȍ 
ȗȘȐȔȍȕȧȍȚșȧ Ȍȓȧ ȏȈȡȐȚȣ ȎȍșȚȒȐȝ ȌȐșȒȖȊ Ȑ ȗȖȘȚȈȚȐȊȕȣȝ ȕȖșȐȚȍȓȍȑ ȖȚ 
ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȖȋȖ ȗȘȖșȔȖȚȘȈ, Ȍȓȧ ȏȈȡȐȚȣ ȏȈȋȘțȏȖȟȕȖȋȖ șȍȒȚȖȘȈ Ƕǹ ȖȚ 
ȗȖȊȘȍȎȌȍȕȐȧ, Ȉ ȚȈȒȎȍ Ȍȓȧ ȏȈȡȐȚȣ ȉȍșȗȘȖȊȖȌȕȣȝ șȍȚȍȑ. ǶȕȖ ȐșȗȖȓȤȏțȍȚșȧ Ȍȓȧ 
ȗȖȌȗȐșȐ ȗȘȖȋȘȈȔȔ, șȞȍȕȈȘȐȍȊ Ȑ ȌȖȒțȔȍȕȚȖȊ. ǩȓȈȋȖȌȈȘȧ ȍȔț, Ȕȣ ȔȖȎȍȔ șȖȏȌȈȊȈȚȤ 
Ȋ ȐȕȚȍȘȕȍȚȍ ȟȈșȚȕȣȍ ȗȖȌȒȓȦȟȍȕȐȧ Ȓ ȐȕȚȍȘȍșțȦȡȐȔ ȕȈș ȒȖȔȗȤȦȚȍȘȈȔ Ȑ 
ȒȖȔȗȈȕȐȧȔ, ȒȘȖȔȍ ȚȖȋȖ, ȖȕȖ ȐșȗȖȓȤȏțȍȚșȧ ȗȖȟȚȐ ȊȖ Ȋșȍȝ ȒȘȍȌȐȚȕȣȝ ȒȈȘȚȈȝ Ȑ 
ȜȐȕȈȕșȖȊȣȝ ȚȘȈȕȏȈȒȞȐȧȝ. ǽȖȘȖȠȍȍ ȠȐȜȘȖȊȈȕȐȍ - ȊȘȈȋ ȠȗȐȖȕȖȊ, ȚȐȘȈȕȖȊ Ȑ 
ȈȊȚȖȘȐȚȈȘȕȣȝ ȘȍȎȐȔȖȊ. ǩȍȏ ȗȘȍțȊȍȓȐȟȍȕȐȧ ȔȖȎȕȖ șȒȈȏȈȚȤ, ȟȚȖ ȉȍȏ 
ȒȘȐȗȚȖȋȘȈȜȐȐ ț ȕȈș ȕȍ ȉȣȓȖ ȉȣ ȚȖȋȖ ȐȕȚȍȘȕȍȚȈ, ȒȖȚȖȘȣȑ ȍșȚȤ șȍȑȟȈș, Ȉ 
ȗȖȓȤȏȖȊȈȚȍȓȐ ȕȍ ȔȖȋȓȐ ȉȣ țȗȘȈȊȓȧȚȤ șȊȖȐȔȐ ȒȖȔȗȤȦȚȍȘȈȔȐ.  
 

ǨȚȈȒȐ ǵȈ ȀȐȜȘȖȊȈȕȐȍ 

 

ǹțȡȍșȚȊțȍȚ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȘȈȏȓȐȟȕȣȝ ȈȚȈȒ ȕȈ ȠȐȜȘȖȊȈȕȐȍ. Ǫ șȓȍȌțȦȡȐȍ 
ȘȈȏȌȍȓȈȝ ȉțȌțȚ ȖȗȐșȈȕȣ șȈȔȣȍ ȏȈȔȍȚȕȣȍ.  
 

ǴȈȚȍȔȈȚȐȟȍșȒȐȍ ǨȚȈȒȐ 

 

ǴȕȖȋȐȍ ȈȚȈȒȐ ȗȘȖșȚȖ șȚȈȘȈȦȚșȧ ȕȈȑȚȐ «ȔȈȚȍȔȈȚȐȟȍșȒȐȍ țȧȏȊȐȔȖșȚȐ». ǲȈȒ 
ȗȘȈȊȐȓȖ, ȠȐȜȘ ȉȍȏ ȔȈȚȍȔȈȚȐȟȍșȒȖȑ șȓȈȉȖșȚȐ ȔȖȎȍȚ ȊȣȌȍȘȎȈȚȤ ȉȘțȚȜȖȘș ȈȚȈȒț 
ȘȈȊȕțȦ ȒȖȓȐȟȍșȚȊț ȉȐȚ Ȋ ȒȓȦȟȍ ȔȐȕțș ȖȌȐȕ. ǺȈȒȐȔ ȖȉȘȈȏȖȔ, 128-ȉȐȚȕȣȑ ȠȐȜȘ 
(2ଵଶ଼), ȚȈȒȖȑ ȒȈȒ SHA-1, Ȋ șȘȍȌȕȍȔ, ȌȖȓȎȍȕ ȊȣȌȍȘȎȈȚȤ 2ଵଶ ȗȖȗȣȚȖȒ ȘȈȏȋȈȌȈȚȤ 
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ȍȋȖ ȗȍȘȍȌ ȚȍȔ, ȒȈȒ Ȗȕ ȉțȌȍȚ ȊȏȓȖȔȈȕ. ǹȍȑȟȈș, ȐșȗȖȓȤȏțȧ ȔȍȚȖȌ ȗȍȘȍȉȖȘȈ, 
ȈȚȈȒțȦȡȐȍ ȕȈȠȓȐ ȕȍȌȖșȚȈȚȒȐ Ȋ SHA-1, șțȡȍșȚȊȍȕȕȖ ȖșȓȈȉȐȊ ȥȚȖȚ ȈȓȋȖȘȐȚȔ, 
ȗȘȐȔȍȘȕȖ, ȌȖ 25 ȉȐȚ. ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ 2ଵଶ șȟȐȚȈȍȚșȧ ȈȉșȖȓȦȚȕȖ țșȚȖȑȟȐȊȣȔ 
ȏȕȈȟȍȕȐȍȔ (ȗȖ ȒȘȈȑȕȍȑ ȔȍȘȍ șȍȑȟȈș), 25 ȔȖȎȕȖ ȊȏȓȖȔȈȚȤ țȎȍ șȍȋȖȌȕȧ ȐȓȐ ȔȖȎȕȖ 
ȉțȌȍȚ ȓȍȋȒȖ ȊȏȓȖȔȈȚȤ Ȋ ȉȓȐȎȈȑȠȍȔ ȉțȌțȡȍȔ, ȉȍȏ ȐșȗȖȓȤȏȖȊȈȕȐȧ ȖȋȘȖȔȕȣȝ 
ȊȣȟȐșȓȐȚȍȓȤȕȣȝ ȔȖȡȕȖșȚȍȑ.  
 

 

 

ǨȚȈȒȈ ȕȈ ǶșȕȖȊȍ ǶȚȒȘȣȚȖȋȖ ǺȍȒșȚȈ/ȀȐȜȘȖȚȍȒșȚȈ                   

 

ǴȕȖȋȐȍ ȈȚȈȒȐ ȏȈȒȈȕȟȐȊȈȦȚșȧ țșȗȍȠȕȖ, ȗȖȚȖȔț ȟȚȖ ț ȈȚȈȒțȦȡȍȋȖ ȍșȚȤ ȏȈȞȍȗȒȈ. Ǫ 
ȏȈȞȍȗȒȍ, ȒȈȒ ȗȘȈȊȐȓȖ ȍșȚȤ ȐȕȜȖȘȔȈȞȐȧ Ȗ ȕȈȉȖȘȍ ȉȐȚ ȐȓȐ ȉȈȑȚ ȓȐȉȖ Ȋ 
ȠȐȜȘȖȚȍȒșȚȍ, ȓȐȉȖ Ȋ ȘȈșȠȐȜȘȖȊȈȕȕȖȔ ȒȖȕȚȍȕȚȍ, ȓȐȉȖ Ȋ ȏȈȒȘȣȚȖȔ ȒȓȦȟȍ. 
ǯȈȞȍȗȒȈ țȔȍȕȤȠȈȍȚ ȊȖȏȔȖȎȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȉȐȚ Ȋ ȒȓȦȟȍ. 
 

ǨȚȈȒȈ ǷȖ ǹȚȖȘȖȕȕȐȔ ǲȈȕȈȓȈȔ   

 

ǨȚȈȒȈ ȗȖ șȚȖȘȖȕȕȐȔ ȒȈȕȈȓȈȔ ȟȈșȚȖ ȐșȗȖȓȤȏțȍȚșȧ ȗȘȖȚȐȊ ȕȍȗȘȍȌȊȐȌȍȕȕȣȝ 
ȕȍȌȖșȚȈȚȒȖȊ Ȋ ȘȍȈȓȐȏȈȞȐȐ șȐșȚȍȔȣ. ǹ ȗȖȔȖȡȤȦ ȕȍȍ ȓȍȋȟȍ ȖȗȘȍȌȍȓȐȚȤ ȒȓȦȟ. ǶȌȐȕ 
Ȑȏ ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȝ ȗȘȐȔȍȘȖȊ - ȐȏȔȍȕȍȕȐȍ ȏȊțȒȈ ȘȈȉȖȚȣ ȐȓȐ 
ȥȓȍȒȚȘȖȔȈȋȕȐȚȕȖȋȖ ȐȏȓțȟȍȕȐȧ ȗȘȖȞȍșșȖȘȈ, ȗȘȐ ȏȈȔȍȕȍ 1 ȕȈ 0. ǺȈȒȐȔ ȖȉȘȈȏȖȔ, 
ȗȘȐ ȕȈȓȐȟȐȐ ȖȟȍȕȤ ȟțȊșȚȊȐȚȍȓȤȕȖȋȖ ȗȖȌșȓțȠȐȊȈȦȡȍȋȖ țșȚȘȖȑșȚȊȈ, 
ȏȓȖțȔȣȠȓȍȕȕȐȒ ȔȖȎȍȚ ȖȗȘȍȌȍȓȐȚȤ ȕțȓȐ Ȑ ȍȌȐȕȐȞȣ, ȒȖȋȌȈ ȒȖȔȗȤȦȚȍȘ ȗȖȓțȟȈȍȚ 
ȌȖșȚțȗ Ȓ ȏȈȒȘȣȚȖȔț ȒȓȦȟț. ǬȘțȋȖȑ ȗȘȐȔȍȘ: ȏȓȖțȔȣȠȓȍȕȕȐȒ ȔȖȎȍȚ ȖȗȘȍȌȍȓȐȚȤ 
ȕȈ ȒȈȒȐȍ ȒȓȈȊȐȠȐ Ȋȣ ȕȈȎȐȔȈȍȚȍ, ȒȖȋȌȈ ȗȍȟȈȚȈȍȚȍ, ȗȘȖșȚȖ ȗȖȚȖȔț, ȟȚȖ Ȗȕ 
ȏȈȗȐșȣȊȈȍȚ ȏȊțȒ ȕȈȎȈȚȐȧ ȒȓȈȊȐȠ.  
 

ǵȍȉȍȏȖȗȈșȕȈȧ ǷȘȈȒȚȐȟȍșȒȈȧ ǸȍȈȓȐȏȈȞȐȧ ǲȘȐȗȚȖșȐșȚȍȔȣ 

 

Ǫ șȖȊȘȍȔȍȕȕȖȔ ȔȐȘȍ, ȗȖȌȈȊȓȧȦȡȍȍ ȉȖȓȤȠȐȕșȚȊȖ țșȗȍȠȕȣȝ ȊȏȓȖȔȖȊ ȠȐȜȘȖȊȈȕȐȧ 
ȕȍ ȧȊȓȧȍȚșȧ ȘȍȏțȓȤȚȈȚȖȔ ȈȚȈȒ ȗȘȖȚȐȊ ȠȐȜȘȈ ȐȓȐ ȒȓȦȟȈ. ǪȔȍșȚȖ ȥȚȖȋȖ, 
ȈȚȈȒțȦȡȐȍ ȕȈȝȖȌȧȚ ȕȍȌȖșȚȈȚȒȐ ȗȘȈȒȚȐȟȍșȒȖȑ ȘȍȈȓȐȏȈȞȐȐ ȒȘȐȗȚȖșȐșȚȍȔȣ, 
ȒȖȚȖȘȣȍ ȔȖȎȕȖ șȘȈȊȕȐȚȤ ș ȒȓȦȟȖȔ ȖȚ ȌȊȍȘȐ, ȗȖȓȖȎȍȕȕȣȔ ȗȖȌ ȒȖȊȍȘ. ǬȈȎȍ 
șȚȖȑȒȐȍ ȈȓȋȖȘȐȚȔȣ ȕȍ șȗȈșțȚ ȖȚ șȓȈȉȖȑ ȗȘȈȒȚȐȟȍșȒȖȑ ȘȍȈȓȐȏȈȞȐȐ.  
   ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȌȘțȋȐȝ ȒȘȐȗȚȖȋȘȈȜȐȟȍșȒȐȝ ȈȚȈȒ, ȚȍȔ ȕȍ Ȕȍȕȍȍ, șȈȔȣȍ 
ȖșȕȖȊȕȣȍ ȗȍȘȍȟȐșȓȍȕȣ ȊȣȠȍ. ǭȌȐȕșȚȊȍȕȕȈȧ ȏȈȡȐȚȈ ȖȚ ȒȘȐȗȚȖȋȘȈȜȐȟȍșȒȐȝ ȈȚȈȒ 
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- ȥȚȖ ȕȈȌȍȎȕȣȑ ȈȓȋȖȘȐȚȔ, ȉȍȏȖȗȈșȕȈȧ ȘȍȈȓȐȏȈȞȐȧ șȐșȚȍȔȣ, Ȑ ȕȍȊȐȌȐȔȣȑ ȐȓȐ 
ȌȘțȎȍșȚȊȍȕȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤșȒȐȑ ȐȕȚȍȘȜȍȑș. Ǫșȍ ȖșȚȈȓȤȕȖȍ ȕȍ ȐȔȍȍȚ ȏȕȈȟȍȕȐȧ.  
   Ǫ ǫȓȈȊȍ 3 Ȕȣ ȋȖȊȖȘȐȓȐ Ȗ ǩȘȦșȍ ȀȕȈȑȍȘȍ, ȒȖȚȖȘȣȑ șȟȐȚȈȍȚșȧ ȖȚȞȖȔ 
șȖȊȘȍȔȍȕȕȖȑ ȒȖȔȗȤȦȚȍȘȕȖȑ ȒȘȐȗȚȖȋȘȈȜȐȐ. Ǫ ǫȓȈȊȍ 13 ȘȍȟȤ ȗȖȑȌȍȚ Ȗȉ ȖȌȕȖȔ Ȑȏ 
șȈȔȣȝ ȐȏȊȍșȚȕȣȝ ȔȐȘȖȊȣȝ ȥȒșȗȍȘȚȖȊ Ȋ ȖȉȓȈșȚȐ ȠȐȜȘȖȊȈȕȐȧ - ǴȈȘȚȐȕȍ ǽȍȓȓȔȈȕȍ, 

Ȉ Ȋ 15-ȑ ǫȓȈȊȍ ȘȍȟȤ ȗȖȑȌȍȚ Ȗ ǬȖȒȚȖȘȍ ǬȖȘȖȚȐ ȅ. ǬȍȕȕȐȕȋ, ȒȖȚȖȘȈȧ ȕȈȗȐșȈȓȈ ȖȌȕț 
Ȑȏ ȗȍȘȊȣȝ ȒȕȐȋ ȗȖ ȒȖȔȗȤȦȚȍȘȕȖȑ ȒȘȐȗȚȖȋȘȈȜȐȐ.    
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ǫȓȈȊȈ 13. ǷȘȖȜȐȓȤ: ǴȈȘȚȐȕ ǽȍȓȓȔȈȕ 

 

 

 

ȇ țȏȕȈȓ ȌȖȊȖȓȤȕȖ ȐȕȚȍȘȍșȕțȦ ȊȍȡȤ ȖȉȡȈȧșȤ ș ȥȒșȗȍȘȚȈȔȐ Ȑȏ ȖȗȘȍȌȍȓȍȕȕȣȝ 

șȜȍȘ, ȖȕȐ, ȒȈȒ ȗȘȈȊȐȓȖ, ȖȚȓȐȟȕȖ ȘȈȏȉȐȘȈȦȚșȧ ȕȍ ȚȖȓȤȒȖ Ȋ ȕȍȑ. Ǫ ȖșȕȖȊȕȖȔ, ț ȕȐȝ 
ȍșȚȤ ȝȖȉȉȐ, ȒȖȚȖȘȣȔȐ ȖȕȐ ȈȒȚȐȊȕȖ țȊȓȍȒȈȦȚșȧ, Ȑ ȖȕȐ ȗȣȚȈȦȚșȧ “ȊȏȓȖȔȈȚȤ” 
ȘȈȏȕȣȍ ȗȘȖȉȓȍȔȣ,  ȔȕȖȋȐȍ Ȑȏ ȒȖȚȖȘȣȝ ȕȍ șȊȧȏȈȕȣ ș Ȑȝ șȜȍȘȖȑ ȌȍȧȚȍȓȤȕȖșȚȐ. 
ǴȈȘȚȐȕ ǽȍȓȓȔȈȕ, ȖȌȐȕ Ȑȏ ȗȍȘȊȣȝ șȖȏȌȈȚȍȓȍȑ ȖȚȒȘȣȚȖȋȖ ȒȓȦȟȈ ȠȐȜȘȖȊȈȕȐȧ, 
ȖȚȓȐȟȕȣȑ ȚȖȔț ȗȘȐȔȍȘ. ǩțȌțȟȐ Ȋșȍ ȍȡȍ ȖȌȕȐȔ Ȑȏ ȓțȟȠȐȝ ȔȐȘȖȊȣȝ ȒȘȐȗȚȖȋȘȈȜȖȊ 
Ȑ ȌțȔȈȧ, ȒȈȒ ȘȍȠȐȚȤ ȔȕȖȋȐȍ șȖȊȘȍȔȍȕȕȣȍ ȗȘȖȉȓȍȔȣ ȠȐȜȘȖȊȈȕȐȧ, Ȗȕ ȚȈȒȎȍ 
ȓȦȉȐȚ ȗȈȘȐȚȤ ȕȈ ȋȓȈȑȌȍȘȈȝ, țȓțȟȠȈȚȤ ȖȚȕȖȠȍȕȐȧ Ȋ ȉȘȈȒȍ Ȑ ȖșȚȈȕȈȊȓȐȊȈȚȤ 
ȧȌȍȘȕȣȍ ȊȖȑȕȣ… ȕȍ ȖȉȧȏȈȚȍȓȤȕȖ Ȋ ȚȈȒȖȔ ȗȖȘȧȌȒȍ.  
   ǽȍȓȓȔȈȕ ȐȏȊȍșȚȍȕ, ȒȈȒ ȖȌȐȕ Ȑȏ ȖșȕȖȊȈȚȍȓȍȑ ȖȚȒȘȣȚȖȋȖ ȒȓȦȟȈ ȠȐȜȘȖȊȈȕȐȧ Ȋ 
1976, ȊȔȍșȚȍ șȖ șȊȖȐȔȐ ȒȖȓȓȍȋȈȔȐ ǻȐȚȜȐȓȌȖȔ ǬȐȜȜȐ Ȑ ǸȈȓȤȜȖȔ ǴȍȘȒȓȖȔ. Ǫ 
ȕȖȧȉȘȍ 1976 ȋȖȌȈ ȉȣȓȈ ȖȗțȉȓȐȒȖȊȈȕȈ ȘȈȉȖȚȈ ȗȖȌ ȕȈȏȊȈȕȐȍȔ “ǵȖȊȣȍ ȕȈȗȘȈȊȓȍȕȐȧ 
Ȋ ȒȘȐȗȚȖȋȘȈȜȐȐ” (https://ee.stanford.edu/~hellman/publications/24.pdf). 

ǷȖȓțȟȐȊȠȐȑșȧ ȈȓȋȖȘȐȚȔ ȠȐȜȘȖȊȈȕȐȧ șȚȈȓ ȐȏȊȍșȚȍȕ, ȒȈȒ ǨȓȋȖȘȐȚȔ ǬȐȜȜȐ-

ǽȍȓȓȔȈȕȈ, ȕȖ ǽȍȓȓȔȈȕ ȗȘȍȌȗȖȟȐȚȈȍȚ ȕȈȏȣȊȈȚȤ ȍȋȖ ǨȓȋȖȘȐȚȔ ǬȐȜȜȐ-ǽȍȓȓȔȈȕȈ-

ǴȍȘȒȓȈ, Ȑ ȕȈȏȣȊȈȓ ȍȋȖ ȚȈȒ ȊȖ ȊȘȍȔȧ ȕȈȠȍȋȖ ȐȕȚȍȘȊȤȦ. ǹȗțșȚȧ, ȗȘȐȔȍȘȕȖ ȋȖȌ 
ȗȖșȓȍ ȗțȉȓȐȒȈȞȐȐ “ǵȖȊȣȝ ȕȈȗȘȈȊȓȍȕȐȑ Ȋ ȒȘȐȗȚȖȋȘȈȜȐȐ”, ȖșȕȖȊȈȕȕȣȝ ȕȈ ȘȈȉȖȚȍ 
ǬȐȜȜȐ Ȑ ǽȍȓȓȔȈȕȈ, ǸȖȕ ǸȐȊȍșȚ, ǨȌȐ ȀȈȔȐȘ Ȑ ǳȍȖȕȈȘȌ ǨȌȓȍȔȈȕ, Ȋșȍ Ȑȏ 
ǴȈșșȈȟțșȍȚșȒȖȋȖ ȚȍȝȕȖȓȖȋȐȟȍșȒȖȋȖ ȐȕșȚȐȚțȚȈ, șȖȏȌȈȓȐ ȈȓȋȖȘȐȚȔ RSA, Ȉ 
ȗȖșȓȍȌȖȊȈȊȠȐȍ ȔȈȘȒȍȚȐȕȋȖȊȣȍ țșȐȓȐȧ Ȑȝ ȒȖȔȗȈȕȐȐ șȗȖșȖȉșȚȊȖȊȈȓȐ ȚȖȔț, ȟȚȖ 
ȖȚȒȘȣȚȣȑ ȒȓȦȟ ȠȐȜȘȖȊȈȕȐȧ ȔȖȔȍȕȚȈȓȤȕȖ ȏȈȊȓȈȌȍȓ ȔȐȘȖȔ, ȕȈȊșȍȋȌȈ ȖșȚȈȊȐȊ Ȑȝ 
ȐȔȍȕȈ Ȋ ȐșȚȖȘȐȐ. 

   ȇ ȘȈșșȒȈȏȣȊȈȓ Ȗ ȚȖȔ, ȒȈȒ ǽȍȓȓȔȈȕ ș ȒȖȓȓȍȋȈȔȐ șȖȏȌȈȓȐ ȖȚȒȘȣȚȣȑ ȒȓȦȟ 
ȠȐȜȘȖȊȈȕȐȧ, ȌȈȎȍ ȕȍ ȉțȌțȟȐ țȊȍȘȍȕȕȣȔ, ȟȚȖ ȔȖȧ ȊȍȘșȐȧ șȖȖȚȊȍȚșȚȊțȍȚ 
ȌȍȑșȚȊȐȚȍȓȤȕȖșȚȐ. ȅȚȖ ȕȍȊȍȘȖȧȚȕȈȧ șȒȈȏȒȈ Ȗ ȚȘȍȝ șȗȍȞȐȈȓȐșȚȈȝ, ȕȐ ț ȖȌȕȖȋȖ Ȑȏ 
ȒȖȚȖȘȣȝ ȕȍ ȉȣȓȖ șȖȖȚȊȍȚșȚȊțȦȡȍȋȖ ȒȘȐȗȚȖȋȘȈȜȐȟȍșȒȖȋȖ ȖȉȘȈȏȖȊȈȕȐȧ, Ȑ Ȋ 
ȒȖȚȖȘȣȝ ȕȍ ȊȍȘȐȓ ȗȘȈȒȚȐȟȍșȒȐ ȕȐȒȚȖ, ȒȘȖȔȍ ȕȐȝ șȈȔȐȝ. Ǫ ȔȖȍȑ ȊȍȘșȐȐ, ȗȍȘȍȌ 
ȊȕȍșȍȕȐȍȔ ȗȖȗȘȈȊȖȒ, ȧ ȘȈșșȒȈȏȣȊȈȓ Ȗ ȚȖȔ, ȒȈȒ ǬȐȜȜȐ ȊȣșȚțȗȈȓ Ȋ IBM ș 
ȕȍȖȜȐȞȐȈȓȤȕȣȔ ȌȖȒȓȈȌȖȔ Ȗȉ ȖȚȒȘȣȚȖȔ ȠȐȜȘȖȊȈȕȐȐ, Ȑ ȕȐȒȖȋȖ ȕȍ ȊȗȍȟȈȚȓȐȓ. ǷȖ 
ȌȖȘȖȋȍ Ȓ ȊȣȝȖȌț, ȒȚȖ-ȚȖ șȒȈȏȈȓ ȍȔț Ȗ ȍȡȍ ȖȌȕȖȔ “șțȔȈșȠȍȌȠȍȔ ȗȈȘȕȍ” șȖ 
șȝȖȎȐȔȐ ȐȌȍȧȔȐ, ȒȖȚȖȘȖȋȖ ȏȖȊțȚ ǽȍȓȓȔȈȕ. ǬȐȜȜȐ ȉȘȖșȐȓ Ȋșȍ ȌȍȓȈ, ȗȘȖȍȝȈȓ ȕȈ 
ȔȈȠȐȕȍ ȟȍȘȍȏ ȊșȦ șȚȘȈȕț Ȑ ȊșȚȘȍȚȐȓșȧ ș ǽȍȓȓȔȈȕȖȔ, ȒȖȚȖȘȣȑ, ȗȖȕȈȟȈȓț, 
ȐșȗțȋȈȓșȧ ȕȍȏȕȈȒȖȔȞȈ, ȗȘȖȍȝȈȊȠȍȋȖ ȟȍȘȍȏ ȊșȦ șȚȘȈȕț, ȟȚȖȉȣ ș ȕȐȔ ȊșȚȘȍȚȐȚȤșȧ, 
ȕȖ ȉȣșȚȘȖ ȗȖȕȧȓ, ȟȚȖ ț ȕȐȝ ȖȉȡȐȍ ȐȌȍȐ, Ȑ ȖȕȐ șȜȖȘȔȐȘȖȊȈȓȐ ȗȈȘȚȕȍȘșȚȊȖ, 
ȒȖȚȖȘȖȍ ȗȖȊȓȐȧȓȖ ȕȈ ȐșȚȖȘȐȦ.  
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   ȇ șȗȘȖșȐȓ ǽȍȓȓȔȈȕȈ, ȕȈșȒȖȓȤȒȖ ȗȘȈȊȌȐȊȈ ȉȣȓȈ ȔȖȧ ȐșȚȖȘȐȧ. Ƕȕ ȖȚȊȍȚȐȓ: 
“ǲȖȋȌȈ ȧ ȊȗȍȘȊȣȍ ȊșȚȘȍȚȐȓ ǻȐȚȈ, ȧ ȉȣȓ Ȋ ȊȖșȚȖȘȋȍ, Ȉ ȕȍ “ȐșȗțȋȈȕ”. ǪȖȚ, ȒȈȒ ȥȚȖ 
ȉȣȓȖ: ȇ ȘȈȉȖȚȈȓ Ȋ IBM ȏȈȌȖȓȋȖ ȌȖ ȚȖȋȖ, ȒȈȒ ȊșȚȘȍȚȐȓ ǬȐȜȜȐ, ȕȖ Ȕȕȍ ȗȘȐȠȓȖșȤ 
țȑȚȐ Ȋ ǴȈșșȈȟțșȍȚșȒȐȑ ȚȍȝȕȖȓȖȋȐȟȍșȒȐȑ ȐȕșȚȐȚțȚ, Ȉ ȏȈȚȍȔ Ȋ ǹȚȥȕȜȖȘȌșȒȐȑ 
țȕȐȊȍȘșȐȚȍȚ. Ǫ 1974-ȖȔ ȧ ȊȍȘȕțȓșȧ Ȑ ȊȣșȚțȗȐȓ ș ȌȖȒȓȈȌȖȔ Ȗ ȗȘȖȉȓȍȔȈȝ 
șȖȊȘȍȔȍȕȕȖȑ ȒȘȐȗȚȖȋȘȈȜȐȐ. Ǫ ȚȖ ȊȘȍȔȧ Ȋ IBM ȕȐȒȖȔț ȥȚȖ ȕȍ ȉȣȓȖ ȐȕȚȍȘȍșȕȖ. 
ǽȖȚȧ ȚȖȋȌȈ ȧ ȕȍ ȏȕȈȓ, ȟȚȖ ȖȕȐ ȚȖȓȤȒȖ ȟȚȖ ȘȈȏȘȈȉȖȚȈȓȐ șȐȔȔȍȚȘȐȟȕȣȑ ȈȓȋȖȘȐȚȔ 
DES, Ȑ ȕȍ ȔȖȋȓȐ ȍȋȖ ȊȏȓȖȔȈȚȤ. ǸțȒȖȊȖȌșȚȊȖ IBM șȟȐȚȈȓȖ, ȟȚȖ ȖȕȐ ȘȍȠȐȓȐ Ȋșȍ 
ȗȘȖȉȓȍȔȣ ȠȐȜȘȖȊȈȕȐȧ, Ȑ ȗȘȐȠȓȖ ȊȘȍȔȧ ȌȊȐȋȈȚȤșȧ ȌȈȓȤȠȍ. Ǫ ȚȖȔ Ȏȍ ȋȖȌț, șȗțșȚȧ 
ȕȍșȒȖȓȤȒȖ ȔȍșȧȞȍȊ, Ȋ IBM ȗȘȐȠȍȓ ǻȐȚ, ȒȖȚȖȘȖȋȖ ȧ ȚȖȋȌȈ ȕȍ ȏȕȈȓ, Ȑ ȊȣșȚțȗȈȓ ș 
ȚȈȒȐȔ Ȏȍ ȌȖȒȓȈȌȖȔ, Ȑ ȘȍȏțȓȤȚȈȚ ȉȣȓ ȚȍȔ Ȏȍ, ș ȖȌȕȐȔ ȐșȒȓȦȟȍȕȐȍȔ. ǨȓȈȕ 
ǲȖȕȝȍȑȔ, ȊȖȏȋȓȈȊȓȧȊȠȐȑ ǶȚȌȍȓ ȊȣȟȐșȓȍȕȐȑ, șȒȈȏȈȓ ȍȔț șȊȧȏȈȚȤșȧ șȖ ȔȕȖȑ, ȒȖȋȌȈ 
Ȗȕ ȊȍȘȕȍȚșȧ Ȋ ǹȈȕ-ǼȘȈȕȞȐșȒȖ. ǲ ȚȖȔț ȔȖȔȍȕȚț ǻȐȚ țȎȍ ȍȏȌȐȓ ȗȖ șȚȘȈȕȍ Ȑ ȖȉȡȈȓșȧ 
ș ȒȘȐȗȚȖȋȘȈȜȈȔȐ, Ȋ ȚȖȔ ȟȐșȓȍ, ș ǬȥȊȐȌȖȔ ǲȈȕȖȔ, ȈȊȚȖȘȖȔ ȗȖȗțȓȧȘȕȖȑ ȒȕȐȋȐ Ȗ 
ȠȐȜȘȖȊȈȕȐȐ The Codebreakers (https://www.amazon.com/Codebreakers-

Comprehensive-History-Communication-Internet/dp/0684831309). ǲȖȋȌȈ ǻȐȚ 
ȊȍȘȕțȓșȧ Ȋ ǹȈȕ-ǼȘȈȕȞȐșȒȖ, Ȗȕ ȗȖȏȊȖȕȐȓ Ȕȕȍ, Ȑ Ȕȣ ȖȘȋȈȕȐȏȖȊȈȓȐ ȊșȚȘȍȟț. Ƕȕ 
șȖȊșȍȔ Ȕȍȕȧ ȕȍ ȕȈȗțȋȈȓ, Ȑ ȊșȚȘȍȟȈ, ȒȖȚȖȘȈȧ ȌȖȓȎȕȈ ȉȣȓȈ ȌȓȐȚȤșȧ 30 - 60 ȔȐȕțȚ, 
ȘȈșȚȧȕțȓȈșȤ ȕȈ ȟȈșȣ, Ȑ ȧ ȌȈȎȍ ȗȘȐȋȓȈșȐȓ ȍȋȖ ș ȎȍȕȖȑ Ȓ șȍȉȍ, ȟȚȖȉȣ ȗȘȖȌȖȓȎȐȚȤ 
ȘȈȏȋȖȊȖȘ Ȑ ȗȖȏȕȈȒȖȔȐȚȤșȧ ș ȔȖȍȑ șȍȔȤȍȑ. ǺȖȋȌȈ Ȕȣ ȖȉȡȈȓȐșȤ ȌȖ 11 ȟȈșȖȊ ȊȍȟȍȘȈ. 
ȅȚȖ ȉȣȓȈ ȖșȍȕȤ 1974-ȋȖ. ǬȖ ȚȖȋȖ, ȒȈȒ ȧ ȊșȚȘȍȚȐȓ ǻȐȚȈ, Ȋșȍ ȔȖȐ ȒȖȓȓȍȋȐ 
țȋȖȊȈȘȐȊȈȓȐ Ȕȍȕȧ ȉȘȖșȐȚȤ ȘȈȉȖȚț ȕȈȌ ȠȐȜȘȖȊȈȕȐȍȔ. ǶȕȐ ȋȖȊȖȘȐȓȐ Ȕȕȍ, ȟȚȖ ț 
Ǩǵǩ ȖȋȘȖȔȕȣȑ ȉȦȌȎȍȚ, Ȑ ȟȚȖ ȥȚȈ ȖȘȋȈȕȐȏȈȞȐȧ țȎȍ ȕȍșȒȖȓȤȒȖ ȌȍșȧȚȐȓȍȚȐȑ 
ȘȈȉȖȚȈȍȚ Ȋ ȥȚȖȔ ȕȈȗȘȈȊȓȍȕȐȐ. ǲȈȒ ȧ ȔȖȋț ȖȉȕȈȘțȎȐȚȤ ȟȚȖ-ȚȖ, Ȗ ȟȍȔ ȖȕȐ țȎȍ ȕȍ 
ȏȕȈȦȚ? ǰ ȌȈȎȍ, ȍșȓȐ ȉȣ ț Ȕȍȕȧ ȟȚȖ-ȚȖ ȗȖȓțȟȐȓȖșȤ, ȚȖ Ȋ Ǩǵǩ șȌȍȓȈȓȐ ȉȣ Ȋșȍ, 
ȟȚȖȉȣ ȥȚȖ șȒȘȣȚȤ. ǶȉȈ ȈȘȋțȔȍȕȚȈ ȉȣȓȐ ȊȍșȖȔȣȔȐ, ȕȖ țȟȐȚȣȊȈȧ ȕȈȠȐ ȕȈȋȘȈȌȣ, 
ȉȣȓȖ ȖȟȍȕȤ ȔțȌȘȣȔ ȘȍȠȍȕȐȍȔ șȌȍȓȈȚȤ ȚȖ, ȟȚȖ ȒȈȏȈȓȖșȤ ȋȓțȗȖșȚȤȦ. ǷȘȐ ȚȖȔ, ȟȚȖ, 
ȕȍșȔȖȚȘȧ ȕȈ Ȋșȍ ȗȖȗȣȚȒȐ ȖȚȋȖȊȖȘȐȚȤ Ȕȍȕȧ, ȧ ȗȖ-ȗȘȍȎȕȍȔț ȉȣȓ ȕȈșȚȖȑȟȐȊ, ȕȖ 
ȗȖșȓȍ ȊșȚȘȍȟȐ ș ǻȐȚȖȔ ț Ȕȍȕȧ ȗȖȧȊȐȓȈșȤ ȕȈșȚȖȧȡȈȧ ȔȖȚȐȊȈȞȐȧ. ǷȓȦș, Ȋ ȚȍȟȍȕȐȍ 
șȓȍȌțȦȡȐȝ ȓȍȚ, Ȕȣ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȝȖȘȖȠȖ ȘȈȉȖȚȈȓȐ ȊȔȍșȚȍ, ȊȒȓȦȟȈȧ ȘȈȉȖȚț ȕȈȌ 
ȖȚȒȘȣȚȣȔ ȒȓȦȟȖȔ ȠȐȜȘȖȊȈȕȐȧ”. 
   ȇ șȗȘȖșȐȓ ǽȍȓȓȔȈȕȈ, ȒȖȔț Ȋ ȗȈȘȚȕȍȘșȚȊȍ ȗȘȐȕȈȌȓȍȎȈȓȐ Țȍ ȐȓȐ Ȑȕȣȍ ȐȌȍȐ. Ǵȣ 
ȏȕȈȍȔ, ȟȚȖ ǴȍȘȒȓ, ȒȖȚȖȘȣȑ ȚȖȋȌȈ țȟȐȓșȧ Ȋ ǲȈȓȐȜȖȘȕȐȑșȒȖȔ țȕȐȊȍȘșȐȚȍȚȍ Ȋ 
ǩȍȘȒȓȐ, șȈȔȖșȚȖȧȚȍȓȤȕȖ ȗȘȍȌȓȖȎȐȓ ȐȌȍȦ ȠȐȜȘȖȊȈȕȐȧ ȖȚȒȘȣȚȖȋȖ ȒȓȦȟȈ - ȥȚȖ 
ȉȣȓ ȖȉȔȍȕ ȒȓȦȟȈȔȐ ȗȖ ȕȍȏȈȡȐȡȍȕȕȖȔț ȒȈȕȈȓț ȉȍȏ ȗȘȍȌȊȈȘȐȚȍȓȤȕȖȑ ȗȖȌȋȖȚȖȊȒȐ. 
ǵȖ ȟȚȖ ȐȔȍȕȕȖ șȌȍȓȈȓȐ ǽȍȓȓȔȈȕ Ȑ ǬȐȜȜȐ? Ƕȕ ȖȚȊȍȚȐȓ: “ȇ ȕȍ ȓȦȉȓȦ ȘȈȏȌȍȓȧȚȤ 
ȏȈȚȘȈȟȍȕȕȣȍ ȕȈ ȘȈȉȖȚț țșȐȓȐȧ ȐȓȐ țșȗȍȝ. Ǵȣ ȊȔȍșȚȍ ȘȈȉȖȚȈȓȐ, ȖȉȡȈȓȐșȤ Ȑ 
ȌȍȓȐȓȐșȤ ȏȕȈȕȐȧȔȐ. ǵȖ ȐȔȍȕȕȖ ǬȐȜȜȐ ȗȍȘȊȣȔ ȗȘȍȌȓȖȎȐȓ ȐȌȍȦ ȒȘȐȗȚȖșȐșȚȍȔȣ 
ș ȖȚȒȘȣȚȣȔ ȒȓȦȟȖȔ. ǻ ȕȈș țȎȍ ȉȣȓȈ ȐȌȍȧ ȒȘȐȗȚȖșȐșȚȍȔȣ ș “ȗȖȚȈȑȕȣȔ ȝȖȌȖȔ”, 
ȋȌȍ Ȋ ȠȐȜȘȍ ȉȣȓȈ țȧȏȊȐȔȖșȚȤ (ȚȖ ȍșȚȤ, ȗȖȚȈȑȕȖȑ ȝȖȌ), ȒȖȚȖȘțȦ ȔȖȋȓȐ 
ȐșȗȖȓȤȏȖȊȈȚȤ ȚȖȓȤȒȖ Țȍ, ȒȚȖ Ȗ ȕȍȔ ȏȕȈȓ. ǬȐȜȜȐ ȗȖȠȍȓ ȌȈȓȤȠȍ Ȑ ȕȈȟȈȓ 
șȖșȚȈȊȓȧȚȤ ȒȖȕȞȍȗȞȐȦ Ȗ ȚȖȔ, ȒȈȒ ȉțȌȍȚ ȘȈȉȖȚȈȚȤ ȖȚȒȘȣȚȣȑ ȒȓȦȟ ȠȐȜȘȖȊȈȕȐȧ, Ȑ 
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ȖșȖȉȍȕȕȖ Ȗ ȚȖȔ, ȒȈȒ șȌȍȓȈȚȤ ȒȘȐȗȚȖșȐșȚȍȔț ș ȖȚȒȘȣȚȣȔ ȒȓȦȟȖȔ, Ȋ ȒȖȚȖȘȖȑ ȔȖȎȕȖ 
ȒȈȒ ȖȉȔȍȕȐȊȈȚȤșȧ ȒȓȦȟȈȔȐ, ȚȈȒ Ȑ ȌȍȓȈȚȤ ȞȐȜȘȖȊȣȍ ȗȖȌȗȐșȐ. Ƕȕ ȕȈȟȈȓ ȌțȔȈȚȤ Ȗȉ 
ȥȚȖȔ Ȋ 1975-ȖȔ. ǷȖȏȎȍ Ȕȣ țȏȕȈȓȐ, ȟȚȖ ǴȍȘȒȓ, ȕȍȏȈȊȐșȐȔȖ ȖȚ ȕȈș, ȚȈȒȎȍ ȘȈȉȖȚȈȓ 
ȕȈȌ ȖȉȔȍȕȖȔ ȖȚȒȘȣȚȣȔȐ ȒȓȦȟȈȔȐ. Ǫ 1976-ȖȔ ȧ ȖȗțȉȓȐȒȖȊȈȓ ȗȖȌȝȖȌ ȘȍȈȓȐȏȈȞȐȐ 
ȐȌȍȐ, ȒȖȚȖȘȈȧ șȍȑȟȈș ȕȈȏȣȊȈȍȚșȧ ȈȓȋȖȘȐȚȔ ǬȐȜȜȐ-ǽȍȓȓȔȈȕȈ, Ȑ ȚȈȒ ȒȈȒ ȥȚȖȚ 
ȗȖȌȝȖȌ ȉȣȓ ȉȓȐȎȍ Ȓ ȒȖȕȞȍȗȞȐȐ ǴȍȘȒȓȈ, ȟȍȔ Ȓ ȕȈȠȍȑ, ȧ ȊșȍȋȌȈ ȕȈșȚȈȐȊȈȦ, ȟȚȖȉȣ 
ȍȋȖ ȕȈȏȣȊȈȓȐ ȈȓȋȖȘȐȚȔ ǬȐȜȜȐ-ǽȍȓȓȔȈȕȈ-ǴȍȘȒȓȈ. ǰ ȗȘȧȔȖ șȍȑȟȈș, șȐȌȧ ȏȈ ȚȍȔ 
Ȏȍ șȚȖȓȖȔ, ȏȈ ȒȖȚȖȘȣȔ ȗȖȏȌȕȍȑ ȕȖȟȤȦ, Ȋ ȔȈȍ 1976-ȋȖ, ȧ ȘȈȏȘȈȉȖȚȈȓ ȥȚȖȚ 
ȈȓȋȖȘȐȚȔ, ȧ ȚȖȎȍ ȕȈ ȥȚȖȔ ȕȈșȚȈȐȊȈȦ”. 
   ȇ șȗȘȖșȐȓ, ȒȈȒ ȗȖȧȊȐȓșȧ ȈȓȋȖȘȐȚȔ RSA. Ƕȕ șȒȈȏȈȓ: “ȇ ȊȣșȚțȗȈȓ Ȋ 
ǴȈșșȈȟțșȍȚșȒȖȔ ȚȍȝȕȖȓȖȋȐȟȍșȒȖȔ ȐȕșȚȐȚțȚȍ, Ȑ Ȕȣ ȗȍȘȍȗȐșȣȊȈȓȐșȤ ș ǸȖȕȖȔ 
ǸȐȊȍșȚȖȔ. ǵȍȏȈȌȖȓȋȖ ȌȖ ȚȖȋȖ, ȒȈȒ ȉȣȓ ȖȗțȉȓȐȒȖȊȈȕ ȈȓȋȖȘȐȚȔ RSA, Ȗȕ ȖȚȗȘȈȊȐȓ 
Ȕȕȍ ȟȍȘȕȖȊȐȒ ȥȚȖȑ ȗțȉȓȐȒȈȞȐȐ. ǲȖȋȌȈ ȧ țȊȐȌȍȓ ȍȋȖ, ȔȖȍȑ ȘȍȈȒȞȐȍȑ ȉȣȓȖ: “Ǵȣ 
țȗțșȚȐȓȐ ȥȚȖ!”. ǶȕȐ țȏȕȈȓȐ, ȒȈȒ ȐșȗȖȓȤȏȖȊȈȚȤ ȜȈȒȚȖȘȐȏȈȞȐȦ ȉȖȓȤȠȐȝ Ȟȍȓȣȝ 
ȟȐșȍȓ Ȋ ȒȈȟȍșȚȊȍ ȒȘȐȗȚȖșȐșȚȍȔȣ ș ȖȚȒȘȣȚȣȔ ȒȓȦȟȖȔ. ǨȓȋȖȘȐȚȔ ǬȐȜȜȐ-

ǽȍȓȓȔȈȕȈ-ǴȍȘȒȓȈ ȐșȗȖȓȤȏȖȊȈȓ ȉȖȓȤȠȐȍ Ȟȍȓȣȍ ȟȐșȓȈ, ȕȖ ȕȍ ȐșȗȖȓȤȏȖȊȈȓ 
ȜȈȒȚȖȘȐȏȈȞȐȦ. ǸȈȉȖȚȈ, ȒȖȚȖȘțȦ ȧ ȕȈȗȐșȈȓ ȊȔȍșȚȍ șȖ șȊȖȐȔ șȚțȌȍȕȚȖȔ ǹȚȐȊȖȔ 
ǷȖȓȐȋȖȔ ȕȍșȒȖȓȤȒȐȔȐ ȋȖȌȈȔȐ ȘȈȕȍȍ, ȊȒȓȦȟȈȓȈ ȐșȗȖȓȤȏȖȊȈȕȐȍ ȈȓȋȖȘȐȚȔȈ RSA, ȕȖ 
ȚȖȋȌȈ Ȕȣ ȕȍ ȌțȔȈȓȐ Ȗ ȒȘȐȗȚȖșȐșȚȍȔȍ ș ȖȚȒȘȣȚȣȔ ȒȓȦȟȖȔ, ȚȈȒ ȟȚȖ Ȕȣ țȗțșȚȐȓȐ 
ȥȚȖȚ ȔȖȔȍȕȚ”. 
   ȇ șȗȘȖșȐȓ ǽȍȓȓȔȈȕȈ, ȟȚȖ Ȗȕ ȟțȊșȚȊȖȊȈȓ, ȊȐȌȧ, ȒȈȒ ȈȓȋȖȘȐȚȔ RSA ȕȈȉȐȘȈȍȚ 
ȗȖȗțȓȧȘȕȖșȚȤ Ȑ ȗȘȐȕȖșȐȚ ȔȐȓȓȐȖȕȣ șȊȖȐȔ șȖȏȌȈȚȍȓȧȔ, Ȋ ȚȖ ȊȘȍȔȧ, ȒȈȒ 
ȘȈȏȘȈȉȖȚȒȈ ȍȋȖ ȒȖȔȈȕȌȣ ȗȖȟȚȐ ȕȍ ȗȘȐȕȖșȐȚ ȌȖȝȖȌȈ. Ƕȕ șȒȈȏȈȓ: “ǯȈ ȗȘȖȠȍȌȠȐȍ 
ȋȖȌȣ Ȕȍȕȧ ȔȕȖȋȖ ȘȈȏ șȗȘȈȠȐȊȈȓȐ, ȟȚȖ ȧ ȟțȊșȚȊțȦ, ȏȕȈȧ, ȟȚȖ ȈȓȋȖȘȐȚȔ RSA 
ȗȖȧȊȐȓșȧ ȗȖȟȚȐ șȘȈȏț ȗȖșȓȍ ȕȈȠȍȋȖ ȖȚȒȘȣȚȐȧ, ȧ Ȑ ǬȐȜȜȐ ȉȣȓȐ țȒȈȏȈȕȣ Ȋ Ȑȝ 
ȌȖȒțȔȍȕȚȍ, ȒȈȒ șȖȏȌȈȚȍȓȐ șȐșȚȍȔȣ ș ȖȚȒȘȣȚȣȔ ȒȓȦȟȖȔ, ȕȖ Ȑȝ ȒȖȔȗȈȕȐȧ (RSA Data 
Security) ȖȚȒȈȏȣȊȈȓȈșȤ ȗȓȈȚȐȚȤ ȖȚȟȐșȓȍȕȐȧ. ǹȖ ȊȘȍȔȍȕȍȔ, ȔȖȐ ȟțȊșȚȊȈ 
ȐȏȔȍȕȐȓȐșȤ. ǹȕȈȟȈȓȈ ȧ ȌțȔȈȓ, RSA ȕȍ ȗȖȓȕȖșȚȤȦ ȗȖȒȈȏȈȓȐ șȊȧȏȤ ȔȍȎȌț șȊȖȐȔ 
ȈȓȋȖȘȐȚȔȖȔ Ȑ ȔȖȍȑ ȘȈȉȖȚȣ șȖ ǹȚȐȊȖȔ ǷȖȓȐȋȖȔ. ǵȖ, șȖ ȊȘȍȔȍȕȍȔ, ȧ șȚȈȓ șȔȖȚȘȍȚȤ 
ȕȈ ȊȍȡȐ ȗȖ-ȌȘțȋȖȔț. RSA ȚȈȒ ȝȖȘȖȠȖ ȗȖșȚȈȘȈȓȐșȤ, ȗȘȖȌȊȐȋȈȧ ȒȘȐȗȚȖșȐșȚȍȔț ș 
ȖȚȒȘȣȚȣȔ ȒȓȦȟȖȔ, ȟȚȖ șȖȏȌȈȓȐ ȞȍȓțȦ ȐȕȌțșȚȘȐȦ. ȇ ȗȖȓțȟȐȓ ȗȘȐȏȕȈȕȐȍ Ȑ 
ȊȖȏȔȖȎȕȖșȚȐ, ȒȖȚȖȘȣȝ ȉȍȏ RSA ț Ȕȍȕȧ ȔȖȋȓȖ Ȑ ȕȍ ȉȣȚȤ. ǹȍȑȟȈș Ȕȣ, ș ǸȖȕȖȔ 
ǸȐȊȍșȚȖȔ, ȝȖȘȖȠȐȍ ȌȘțȏȤȧ. ǵȈ șȈȔȖȔ Ȍȍȓȍ, ȗȍȘȍȌ ȥȚȐȔ ȐȕȚȍȘȊȤȦ, ȧ ȌȈȎȍ ȝȖȚȍȓ 
ȍȔț ȗȖȏȊȖȕȐȚȤ, Ȑ ȒȖȍ-ȟȚȖ șȗȘȖșȐȚȤ”.  
   ȇ ȗȖȐȕȚȍȘȍșȖȊȈȓșȧ ț ǽȍȓȓȔȈȕȈ, ȒȈȒ șȐȓȤȕȖ Ȗȕ șȍȑȟȈș țȊȓȍȒȈȍȚșȧ 
ȒȘȐȗȚȖȋȘȈȜȐȍȑ. Ǩ ȚȈȒȎȍ șȗȘȖșȐȓ, șȟȐȚȈȍȚ ȓȐ Ȗȕ, ȟȚȖ ȒȊȈȕȚȖȊȈȧ ȒȘȐȗȚȖȋȘȈȜȐȧ Ȋ 
ȐȚȖȋȍ ȗȖȓțȟȐȚ ȠȐȘȖȒȖȍ ȗȘȐȔȍȕȍȕȐȍ. Ƕȕ ȖȚȊȍȚȐȓ: “Ǻȣ ȋȖȊȖȘȐȠȤ Ȗ ȒȊȈȕȚȖȊȖȑ 
ȒȘȐȗȚȖȋȘȈȜȐȐ ȐȓȐ ȒȊȈȕȚȖȊȣȝ ȊȣȟȐșȓȍȕȐȧȝ? ǷȖȚȖȔț ȟȚȖ ȥȚȖ ȈȉșȖȓȦȚȕȖ ȘȈȏȕȣȍ 
ȊȍȡȐ. ǲȊȈȕȚȖȊȈȧ ȒȘȐȗȚȖȋȘȈȜȐȧ ȌȈȍȚ ȊȖȏȔȖȎȕȖșȚȤ ȉȍȏȖȗȈșȕȖ ȗȍȘȍȌȈȊȈȚȤ ȒȓȦȟȐ 
ȐȓȐ ȐȕȜȖȘȔȈȞȐȦ, ȐșȗȖȓȤȏțȧ ȒȊȈȕȚȖȊȣȍ șȊȖȑșȚȊȈ. Ǭȓȧ șȘȈȊȕȍȕȐȧ, ȒȊȈȕȚȖȊȣȍ 
ȒȖȔȗȤȦȚȍȘȣ ȔȖȋțȚ ȊȏȓȖȔȈȚȤ Ȋșȍ șțȡȍșȚȊțȦȡȐȍ șȐșȚȍȔȣ ș ȖȚȒȘȣȚȣȔ ȒȓȦȟȖȔ. ȇ 
ȕȍ țȊȍȘȍȕ, ȒȖȋȌȈ ȖȕȐ ȗȖȧȊȧȚșȧ, Ȑ ȗȖȧȊȧȚșȧ ȓȐ ȊȖȖȉȡȍ. ȅȚȖ, ȒȈȒ ȝȖȓȖȌȕȣȑ ȧȌȍȘȕȣȑ 
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șȐȕȚȍȏ, Ȗ ȒȖȚȖȘȖȔ ȏȈ ȗȖșȓȍȌȕȐȍ 50 ȓȍȚ, ȋȖȊȖȘȧȚ ȕȈ ȗȘȖȚȧȎȍȕȐȐ 20. ǵȖ ȒȖȋȌȈ-

ȕȐȉțȌȤ ȒȊȈȕȚȖȊȣȍ ȒȖȔȗȤȦȚȍȘȣ ȔȖȋțȚ ȗȖȧȊȐȚșȧ. ǰ ț Ȕȍȕȧ ȍșȚȤ ȕȍșȒȖȓȤȒȖ 
ȊȖȏȔȖȎȕȣȝ ȘȍȠȍȕȐȑ. ǵȈȔ ȕțȎȕȖ ȐșȗȖȓȤȏȖȊȈȚȤ ȌȊȈ ȔȍȚȖȌȈ ȠȐȜȘȖȊȈȕȐȧ Ȑ 
ȞȐȜȘȖȊȣȝ ȗȖȌȗȐșȍȑ, ȚȈȒȐȔ ȖȉȘȈȏȖȔ, ȍșȓȐ ȊȏȓȖȔȈȦȚ ȖȌȐȕ, ȌȘțȋȖȑ Ȋșȍ ȍȡȍ ȉțȌȍȚ 
ȘȈȉȖȚȈȚȤ. ǵȈȗȘȐȔȍȘ, ț ȕȈș ȍșȚȤ ȔȍȚȖȌ ȠȐȜȘȖȊȈȕȐȧ ș ȖȚȒȘȣȚȣȔ ȒȓȦȟȖȔ Ȑ ȞȍȕȚȘȣ 
ȘȈșȗȘȍȌȍȓȍȕȐȧ ȒȓȦȟȍȑ (KDC, ȒȖȚȖȘȣȍ ȐșȗȖȓȤȏțȦȚșȧ Ȋ PGP-ȗȘȐȓȖȎȍȕȐȧȝ). ǵțȎȕȖ 
ȐșȗȖȓȤȏȖȊȈȚȤ ȖȉȈ ȔȍȚȖȌȈ, ȚȖȋȌȈ, ȍșȓȐ ȒȊȈȕȚȖȊȣȍ ȊȣȟȐșȓȍȕȐȧ ȊȏȓȖȔȈȦȚ șȐșȚȍȔț 
ș ȖȚȒȘȣȚȣȔ ȒȓȦȟȖȔ, ȏȈȡȐȚȈ KDC ȖșȚȈȕȍȚșȧ. ǰȓȐ ȗȖȌȗȐșȣȊȈȚȤ ȌȖȒțȔȍȕȚ, 
ȐșȗȖȓȤȏțȧ ȚȘȈȌȐȞȐȖȕȕȣȑ ȖȚȒȘȣȚȣȑ ȒȓȦȟ ȗȖȌȗȐșȐ, Ȉ ȚȈȒȎȍ ȗȖȌȗȐșȤ ǴȍȘȒȓȈ 
(https://en.wikipedia.org/wiki/Merkle_signature_scheme). ǭșȓȐ ȊȈș ȌȍȑșȚȊȐȚȍȓȤȕȖ 
ȊȖȓȕțȍȚ ȠȐȜȘȖȊȈȕȐȍ, Ȑ Ȋȣ ȉȍșȗȖȒȖȐȚȍșȤ, ȟȚȖ ȐșȗȖȓȤȏțȍȔȣȑ ȊȈȔȐ șȗȖșȖȉ ȔȖȎȍȚ 
ȉȣȚȤ ȊȏȓȖȔȈȕ Ȋ ȉțȌțȡȍȔ, ȚȖ ȊȈȔ ȕțȎȕȈ ȌȊȖȑȕȈȧ șȐșȚȍȔȈ Ȍȓȧ ȗȖȌșȚȘȈȝȖȊȒȐ. Ǫ Ǩǵǩ 
ȍșȚȤ ȗȖȌȝȖȌȧȡȍȍ ȊȣȘȈȎȍȕȐȍ: “ǸȍȔȕȐ Ȑ ȗȖȌȚȧȎȒȐ”. ǭșȓȐ Ȋȣ ȕȖșȐȚȍ Ȑ ȚȖ, Ȑ ȌȘțȋȖȍ, 
ȚȖ ȊȈș ȕȐȒȖȋȌȈ ȕȍ ȗȖȑȔȈȦȚ șȖ șȗțȡȍȕȕȣȔȐ ȠȚȈȕȈȔȐ”. ǬțȔȈȦ, ȧ ȗȖȓțȟȐȓ ȖȚȊȍȚ ȕȈ 
șȊȖȑ ȊȖȗȘȖș.  
   Ǫ ȗȖșȓȍȌȕȍȑ ȟȈșȚȐ ȕȈȠȍȑ ȉȍșȍȌȣ Ȕȣ ȋȖȊȖȘȐȓȐ Ȗ ȧȌȍȘȕȖȔ șȌȍȘȎȐȊȈȕȐȐ Ȑ 
țȓțȟȠȍȕȐȐ ȖȚȕȖȠȍȕȐȑ Ȋ ȉȘȈȒȍ. ǽȍȓȓȔȈȕ ș ȎȍȕȖȑ ȕȈȗȐșȈȓȐ ȖȚȓȐȟȕțȦ ȒȕȐȋț: 
(https:/www.amazon.com/New-Map-Relationships-Creating-Planet/dp/0997492309/) 

Ȋ ȒȖȚȖȘȖȑ ȍșȚȤ Ȑ ȚȖ, Ȑ ȌȘțȋȖȍ. ǷȍȘȍȌ ȐȕȚȍȘȊȤȦ Ȗȕ ȖȚȗȘȈȊȐȓ Ȕȕȍ ȒȖȗȐȦ ȒȕȐȋȐ Ȍȓȧ 
ȖȏȕȈȒȖȔȓȍȕȐȧ, Ȑ, ȟȍșȚȕȖ ȋȖȊȖȘȧ, ȧ ȉȣȓ ȖȌȍȘȎȐȔ ȐȌȍȍȑ, ȟȚȖ ȖȌȐȕ Ȑȏ ȔȖȐȝ ȋȍȘȖȍȊ 
ȒȘȐȗȚȖȋȘȈȜȐȐ ȗȣȚȈȍȚșȧ ȖȚȊȓȍȟȤ Ȕȍȕȧ ȖȚ ȚȍȔȣ. ǷȖȚȖȔ ȧ ȗȘȖȟȐȚȈȓ ȍȍ. 
ǯȈȔȍȟȈȚȍȓȤȕȈȧ ȒȕȐȋȈ. ȇ ȒțȗȐȓ ȒȖȗȐȐ Ȍȓȧ șȊȖȐȝ ȌȍȚȍȑ, șȖșȚȖȧȡȐȝ Ȋ ȉȘȈȒȍ. ǻ 
ǽȍȓȓȔȈȕȈ ȒȈȒȐȔ-ȚȖ ȖȉȘȈȏȖȔ ȗȖȓțȟȈȍȚșȧ ȊȗȓȍșȚȐ șȊȖȑ ȒȘȐȗȚȖȋȘȈȜȐȟȍșȒȐȑ ȖȗȣȚ Ȑ 
ȘȈȏȖȟȈȘȖȊȈȕȐȧ Ȋ ȒȕȐȋț Ȗȉ țȓțȟȠȍȕȐȐ ȖȚȕȖȠȍȕȐȑ Ȋ ȉȘȈȒȍ Ȑ Ȗ ȚȖȔ ȒȈȒ ȐȏȉȍȎȈȚȤ 

ȧȌȍȘȕȖȋȖ țȕȐȟȚȖȎȍȕȐȧ. Ǫ 2015-ȖȔ ǽȍȓȓȔȈȕ Ȑ ǬȐȜȜȐ ȗȖȓțȟȐȓȐ ȗȘȍȔȐȦ ǺȤȦȘȐȕȋȈ 
(http://amturing.acm.org/award_winners/hellman_4055781.cfm), ȒȖȚȖȘȈȧ, ȗȖ șțȚȐ, 
ȗȘȍȌșȚȈȊȓȧȍȚ Ȑȏ șȍȉȧ ǵȖȉȍȓȍȊșȒțȦ ȗȘȍȔȐȦ Ȋ ȐȕȜȖȘȔȈȚȐȒȍ. ǽȍȓȓȔȈȕ Ȑ ȍȋȖ ȎȍȕȈ 
ȗȖȚȘȈȚȧȚ ȗȖȓțȟȍȕȕȣȍ $500 000 ȕȈ șȕȐȎȍȕȐȍ ȘȐșȒȈ ȧȌȍȘȕȖȋȖ țȕȐȟȚȖȎȍȕȐȧ - 

țȋȘȖȏț, ȒȖȚȖȘȈȧ șȚȈȓȈ ȗȘȐȊȓȍȒȈȚȤ ȊȕȐȔȈȕȐȍ ȗȖșȓȍ ȊȣȉȖȘȖȊ ȗȘȍȏȐȌȍȕȚȈ ǹȀǨ Ȋ 
2016-ȖȔ. ǩȘȈȊȖ! 
 

ǷȖȌȘȖȉȕȍȍ Ȗ ǴȈȘȚȐȕȍ ǽȍȓȓȔȈȕȍ 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǴȈȘȚȐȕȍ ǽȍȓȓȔȈȕȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǲȕȐȋȈ A New Map for Relationships: Creating True Love at Home and Peace 

on 

            the Planet: https://www.amazon.com/New-Map-Relationships-Creating-

Planet/dp/0997492309/ 
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- ǩȐȖȋȘȈȜȐȧ ǴȈȘȚȐȕȈ ǽȍȓȓȔȈȕȈ Ȋ ǹȚȥȕȜȖȘȌșȒȖȔ țȕȐȊȍȘșȐȚȍȚȍ: 
http://www.ee.stanford.edu/~hellman/ 

- ǸȈȉȖȚȈ ǴȈȘȚȐȕȈ ǽȍȓȓȔȈȕȈ Ȋ ȖȉȓȈșȚȐ ȠȐȜȘȖȊȈȕȐȧ: 
https://ee.stanford.edu/~hellman/crypto.html   
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ǫȓȈȊȈ 14: ǶȉȕȈȘțȎȍȕȐȍ ȊȚȖȘȎȍȕȐȧ/APT-

ȈȚȈȒȐ 

 

 

 

ǶȉȕȈȘțȎȍȕȐȍ ȊȚȖȘȎȍȕȐȧ - ȚȍȝȕȖȓȖȋȐȧ ȖȉȕȈȘțȎȍȕȐȧ ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȝ 
ȌȍȑșȚȊȐȑ. Ǫ ȒȖȔȗȤȦȚȍȘȕȖȔ ȔȐȘȍ ȥȚȖ ȖȏȕȈȟȈȍȚ ȖȉȕȈȘțȎȍȕȐȍ 
ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȝ ȗȖȌȒȓȦȟȍȕȐȑ, ȐșȗȖȓȤȏȖȊȈȕȐȧ țȟȍȚȕȣȝ ȌȈȕȕȣȝ ȐȓȐ 
ȌȖșȚțȗȈ Ȓ ȘȍșțȘșȈȔ ȐȓȐ ȖȉȕȈȘțȎȍȕȐȍ ȗȖȗȣȚȖȒ ȥȚȐȝ ȌȍȑșȚȊȐȑ. ǶȉȕȈȘțȎȍȕȐȍ 
ȊȚȖȘȎȍȕȐȑ - ȥȚȖ, ȖȚȟȈșȚȐ, ȗȘȐȟȐȕȈ ȗȖ ȒȖȚȖȘȖȑ, ȗȘȈȒȚȐȟȍșȒȐ ȕȈ ȒȈȎȌȖȔ 
ȒȖȔȗȤȦȚȍȘȍ ȐȓȐ țșȚȘȖȑșȚȊȍ ȍșȚȤ ȎțȘȕȈȓ șȖȉȣȚȐȑ. ǶȉȕȈȘțȎȍȕȐȍ ȊȚȖȘȎȍȕȐȧ Ȑ 
ȎțȘȕȈȓ șȖȉȣȚȐȑ șȚȈȓȐ ȕȍȘȈȏȌȍȓȤȕȣȔȐ ȥȓȍȔȍȕȚȈȔȐ ș Țȍȝ ȗȖȘ, ȒȈȒ Ȋ 1980-ȖȔ 
ǬȎȍȑȔș Ƿ. ǨȕȌȍȘșȖȕ ȖȗțȉȓȐȒȖȊȈȓ ȗȘȖȘȣȊȕȖȑ ȌȖȒțȔȍȕȚ, ȒȖȚȖȘȣȑ ȕȈȏȣȊȈȓșȧ 
“ǲȖȕȚȘȖȓȤ Ȑ ȕȈȉȓȦȌȍȕȐȍ ȏȈ țȋȘȖȏȈȔȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ” 
(http://csrc.nist.gov/publications/history/ande80.pdf). 

   ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ ȒȖȔȗȤȦȚȍȘȣ ȋȍȕȍȘȐȘțȦȚ ȔȕȖȎȍșȚȊȖ șȖȉȣȚȐȑ, ȓȦȌȐ, Ȑ Ȑȝ 
șȐșȚȍȔȣ ȖȞȍȕȒȐ țȋȘȖȏ, ȕȍ ȐȏȊȓȍȒȈȦȚ Ȑȏ ȥȚȖȋȖ ȗȖȓȤȏȣ. Ǭȓȧ ȉȖȓȤȠȐȕșȚȊȈ 
ȒȖȔȗȤȦȚȍȘȕȣȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ ȓȖȋ-ȜȈȑȓȣ șȓȐȠȒȖȔ șȓȖȎȕȣ Ȑ ȏȈȗțȚȈȕȕȣ, ȖȕȐ ȕȍ 
Ȋ șȖșȚȖȧȕȐȐ ȖȉȕȈȘțȎȐȚȤ Ȋ ȕȐȝ ȕȍȟȚȖ ȊȘȍȌȖȕȖșȕȖȍ. 
   ǵȈȐȉȖȓȍȍ ȕȈȋȓȧȌȕȈȧ ȐȕȜȖȘȔȈȞȐȧ Ȗ ȘȈȏȕȐȞȍ ȔȍȎȌț ȒȖȓȐȟȍșȚȊȖȔ șȓțȟȈȍȊ 
ȗȘȖȕȐȒȕȖȊȍȕȐȧ țȋȘȖȏȣ Ȑ șȓțȟȈȍȊ ȍȍ ȖȉȕȈȘțȎȍȕȐȧ ȗȘȍȌșȚȈȊȓȍȕȈ Ȋ ȍȎȍȋȖȌȕȖȔ 
ȖȚȟȍȚȍ ȒȖȔȗȈȕȐȐ Verizon “Data Breach Investigations Report” 
(http://www.verizonenterprise.com/verizon-insights-lab/dbir/). Ǫ ȖȚȟȍȚȍ 2016-ȋȖ 
ȊȐȌȕȣ șȓȍȌțȦȡȐȍ ȗȘȖȌȖȓȎȐȚȍȓȤȕȣȍ ȚȍȕȌȍȕȞȐȐ, ȊȣȏȣȊȈȦȡȐȍ ȉȍșȗȖȒȖȑșȚȊȖ: 
 

- Ǫ șȘȍȌȕȍȔ, ȖȚ ȐȏȕȈȟȈȓȤȕȖȋȖ ȊȏȓȖȔȈ, ȌȖ ȒȘȈȎȐ ȓȐȟȕȖȑ ȐȕȜȖȘȔȈȞȐȐ ȐȓȐ 
țȟȍȚȕȣȝ ȌȈȕȕȣȝ, ȝȈȒȍȘț ȕțȎȕȖ ȖȚ ȕȍșȒȖȓȤȒȐȝ ȔȐȕțȚ, ȌȖ ȕȍșȒȖȓȤȒȐȝ Ȍȕȍȑ.  

- ǩȖȓȤȠȐȕșȚȊȖ ȈȚȈȒțȦȡȐȝ (ȖȚ 70% ȌȖ 80%) ȌȖȓȋȖȍ ȊȘȍȔȧ (ȕȍșȒȖȓȤȒȖ 
ȔȍșȧȞȍȊ) ȕȈȝȖȌȧȚșȧ Ȋ șȐșȚȍȔȍ, ȗȍȘȍȌ ȚȍȔ, ȒȈȒ Ȑȝ ȖȉȕȈȘțȎȈȚ. 

- ǶȉȕȈȘțȎȍȕȐȍ ȊȏȓȖȔȈ ȊȕțȚȘȍȕȕȐȔȐ ȘȍșțȘșȈȔȐ ȗȘȖȐșȝȖȌȐȚ, ȗȘȐȔȍȘȕȖ Ȋ 
10% șȓțȟȈȍȊ. 

 

ǰ ȥȚȖ, ȕȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ, Ȋ ȉȖȓȤȠȐȕșȚȊȍ șȓțȟȈȍȊ, șȓȍȌȣ ȗȘȖȕȐȒȕȖȊȍȕȐȧ ȍșȚȤ Ȋ 
ȎțȘȕȈȓȍ șȖȉȣȚȐȑ, Ȑ Ȑȝ ȔȖȎȕȖ ȉȣȓȖ ȉȣ ȖȉȕȈȘțȎȐȚȤ, ȍșȓȐ ȉȣ ȎțȘȕȈȓ șȖȉȣȚȐȑ 
ȗȘȖșȔȈȚȘȐȊȈȓșȧ ȐȓȐ ȗȘȈȊȐȓȤȕȖ țȗȘȈȊȓȧȓșȧ. ǭșȓȐ ȉȣȚȤ ȚȖȟȕȍȍ, ȚȖ ȧ ȋȖȊȖȘȦ Ȗ 
șȐșȚȍȔȕȖȔ ȎțȘȕȈȓȍ șȖȉȣȚȐȑ Ȑ ȓȖȋ-ȜȈȑȓȈȝ ȕȈ țșȚȘȖȑșȚȊȈȝ ȉȍȏȖȗȈșȕȖșȚȐ (ȚȈȒȐȝ, 
ȒȈȒ ȜȈȑȘȊȖȓȣ, șȐșȚȍȔȣ ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ, Ȑ ȚȈȒ ȌȈȓȍȍ). 
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ǶșȖȉȍȕȕȖșȚȐ ǽȖȘȖȠȍȋȖ ǮțȘȕȈȓȈ ǹȖȉȣȚȐȑ 

 

ǲ șȖȎȈȓȍȕȐȦ, ȉȖȓȤȠȐȕșȚȊȖ șȐșȚȍȔ ȉȍȏȖȗȈșȕȖșȚȐ ȋȍȕȍȘȐȘțȍȚ ȚȣșȧȟȐ, ȍșȓȐ ȕȍ 
ȔȐȓȓȐȈȘȌȣ șȖȖȉȡȍȕȐȑ Ȋ ȎțȘȕȈȓȍ, ȒȖȚȖȘȣȍ ȕȐȒȈȒ ȕȍ țȒȈȏȣȊȈȦȚ ȕȈ ȗȘȐȏȕȈȒȐ 
ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȝ ȌȍȑșȚȊȐȑ. ǰȓȐ, ȍșȓȐ ȚȈȒȐȍ ȗȘȐȏȕȈȒȐ țȒȈȏȈȕȣ, ȚȖ 
ȏȈȗȐșȣȊȈȍȚșȧ șȖȉȣȚȐȍ, ȒȖȚȖȘȖȍ ȗȘȍȌșȚȈȊȓȧȍȚ ȖȟȍȕȤ, ȖȟȍȕȤ șȓȈȉțȦ țȋȘȖȏț 
(ȕȈȗȘȐȔȍȘ, ȒȖȋȌȈ ȜȈȑȘȊȖȓ ȘȍȋȐșȚȘȐȘțȍȚ ȏȈȉȓȖȒȐȘȖȊȈȕȕȣȑ ȗȈȒȍȚ). Ǫ ȒȖȕȍȟȕȖȔ 
ȐȚȖȋȍ, ȉȖȓȤȠȐȕșȚȊȖ ȎțȘȕȈȓȖȊ șȖȉȣȚȐȑ ȖȟȍȕȤ “ȠțȔȕȣȍ”, ȚȖ ȍșȚȤ, Ȋ ȕȐȝ ȉȖȓȤȠȍ 
ȉȍșȗȖȓȍȏȕȖȑ ȐȕȜȖȘȔȈȞȐȐ, ȟȍȔ ȗȖȓȍȏȕȖȑ. ǰșȝȖȌȧ Ȑȏ ȥȚȖȋȖ, ȎțȘȕȈȓ șȖȉȣȚȐȑ, 
șȗȖșȖȉșȚȊțȦȡȐȑ țȓțȟȠȍȕȐȦ ȉȍȏȖȗȈșȕȖșȚȐ, ȌȖȓȎȍȕ ȐȔȍȚȤ șȓȍȌțȦȡȐȍ șȊȖȑșȚȊȈ: 
 

- ǵȐȏȒȐȑ țȘȖȊȍȕȤ ȠțȔȈ 

- ǴȈȓȖȍ ȒȖȓȐȟȍșȚȊȖ ȏȈȗȐșȍȑ Ȗ ȓȖȎȕȣȝ țȋȘȖȏȈȝ, ȚȖ ȍșȚȤ țȒȈȏȣȊȈȚȤ ȚȖȓȤȒȖ ȕȈ 
ȕȈșȚȖȧȡȐȍ ȗȘȐȏȕȈȒȐ ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȝ ȌȍȑșȚȊȐȑ 

- ǷȖȕȧȚȕȖȍ ȖȗȐșȈȕȐȍ șȖȉȣȚȐȧ 

- ǲȈȒ ȔȖȎȕȖ ȉȖȓȤȠȍ ȌȍȚȈȓȍȑ, ȟȚȖȉȣ ȗȖȕȧȚȤ ȗȘȖȐșȝȖȎȌȍȕȐȍ țȋȘȖȏȣ 

- ǹȖȏȌȈȕȐȍ ȚȈȒȖȋȖ șȖȉȣȚȐȧ ȌȖȓȎȕȖ ȏȈȗțșȒȈȚȤ ȖȚȊȍȚȕȖȍ ȘȈșșȓȍȌȖȊȈȕȐȍ 

 

ǲ ȥȚȐȔ șȊȖȑșȚȊȈ ȌȖȓȎȕȣ șȚȘȍȔȐȚȤșȧ Ȋșȍ șȐșȚȍȔȣ ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ. 
 

ǸȈȏȊȐȚȈȧ ǻșȚȖȑȟȐȊȈȧ ǻȋȘȖȏȈ (ǾȍȓȍȊȈȧ ǲȐȉȍȘȈȚȈȒȈ / APT-ȈȚȈȒȐ) 

 

ǾȍȓȍȊȣȍ ȒȐȉȍȘȈȚȈȒȐ (APT-ȈȚȈȒȐ) șȖȊȍȘȠȈȦȚșȧ ȗȖȌȋȖȚȖȊȓȍȕȕȣȔȐ ȗȘȍșȚțȗȕȣȔȐ 
ȋȘțȗȗȈȔȐ, Ȑ ȏȈ ȗȖșȓȍȌȕȍȍ ȌȍșȧȚȐȓȍȚȐȍ ȚȈȒȐȍ ȈȚȈȒȐ ȗȘȐȔȍȕȧȓȐșȤ ȗȘȖȚȐȊ 
ȉȖȓȤȠȐȕșȚȊȈ ȒȖȘȗȖȘȈȞȐȑ, ȊȖȍȕȕȣȝ Ȑ ȌȘțȋȐȝ ȖȘȋȈȕȐȏȈȞȐȑ. ǵȈ șȈȔȖȔ Ȍȍȓȍ, ȔȕȖȋȐȍ 
ȥȒșȗȍȘȚȣ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ țȊȍȘȍȕȣ, ȟȚȖ Ȋșȍ ȖȘȋȈȕȐȏȈȞȐȐ, ȗȖȌȒȓȦȟȍȕȕȣȍ Ȓ 
ȐȕȚȍȘȕȍȚț, țȎȍ șȚȈȓȐ ȎȍȘȚȊȈȔȐ APT-ȈȚȈȒ, ȐȓȐ, ȗȖ ȒȘȈȑȕȍȑ ȔȍȘȍ, Ȋ șȓțȟȈȍ 
ȕȍȖȉȝȖȌȐȔȖșȚȐ, ȔȖȋțȚ Ȋ ȓȦȉȖȑ ȔȖȔȍȕȚ ȐȔȐ șȚȈȚȤ. APT-ȈȚȈȒȐ șȖȊȍȘȠȈȦȚșȧ 
ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȔȐ ȝȈȒȍȘȈȔȐ, ȒȖȚȖȘȣȍ ȖȚȓȐȟȈȦȚșȧ ȖȚ Ȗȉȣȟȕȣȝ ȝȈȒȍȘȖȊ 
șȓȍȌțȦȡȐȔȐ ȖșȖȉȍȕȕȖșȚȧȔȐ: 
 

- ǶȕȐ șȚȈȘȈȦȚșȧ ȗȖșȚȖȧȕȕȖ ȖșȚȈȊȈȚȤșȧ Ȋ șȐșȚȍȔȍ ȗȖșȓȍ ȐȏȕȈȟȈȓȤȕȖȋȖ 
ȊȏȓȖȔȈ. 

- ǭșȓȐ Ȑȝ ȖȉȕȈȘțȎȐȓȐ, ȖȕȐ ȕȍ “țȉȍȋȈȦȚ”.  
- ǻ ȕȐȝ ȍșȚȤ ȌȍșȧȚȒȐ șȖȚȍȕ șȗȖșȖȉȖȊ ȊȏȓȖȔȈ Ȑ ȥȒșȗȓȖȑȚȖȊ, ȒȖȚȖȘȣȍ ȖȕȐ ȔȖȋțȚ 

ȐșȗȖȓȤȏȖȊȈȚȤ, ȊȒȓȦȟȈȧ țȧȏȊȐȔȖșȚȐ ȕțȓȍȊȖȋȖ Ȍȕȧ.  

- ǶȕȐ ȊșȍȋȌȈ ȗȖȓțȟȈȦȚ ȈȉșȖȓȦȚȕȣȑ ȒȖȕȚȘȖȓȤ ȕȈȌ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȐȕȜȘȈșȚȘțȒȚțȘȖȑ. 
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- ǿȈșȚȖ, Ȑȝ ȞȍȓȤȦ ȧȊȓȧȍȚșȧ ȗȖșȚȖȧȕȕȈȧ ȒȘȈȎȈ ȐȕȚȍȓȓȍȒȚțȈȓȤȕȖȑ 
șȖȉșȚȊȍȕȕȖșȚȐ. 

- ǲȈȒ ȗȘȈȊȐȓȖ, ȖȕȐ ȕȈȝȖȌȧȚșȧ Ȋ “ȉȍȏȖȗȈșȕȖȑ ȋȈȊȈȕȐ” - șȚȘȈȕȍ, ȋȌȍ Ȑȝ ȕȐȒȖȋȌȈ 
ȕȍ ȗȘȐȊȓȍȒțȚ Ȓ ȖȚȊȍȚșȚȊȍȕȕȖșȚȐ ȏȈ Ȑȝ ȌȍȑșȚȊȐȧ. (Ǫșȍ ȊȍȘȕȖ, ȊȖ ȔȕȖȋȐȝ 
șȓțȟȈȧȝ Ȑȝ ȜȐȕȈȕșȐȘțȍȚ Ȑ ȗȖȖȡȘȧȍȚ ȗȘȈȊȐȚȍȓȤșȚȊȖ). 

 

ǷȘȐȟȐȕȈ, ȗȖ ȒȖȚȖȘȖȑ APT-ȈȚȈȒȐ ȖȗȐșȈȕȣ Ȋ ȥȚȖȑ ȋȓȈȊȍ, ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȚȖȔ, ȟȚȖ Ȑȝ 
ȋȖȘȈȏȌȖ șȓȖȎȕȍȍ ȖȉȕȈȘțȎȐȚȤ, ȐșȗȖȓȤȏțȧ ȚȘȈȌȐȞȐȖȕȕȣȍ șȗȖșȖȉȣ ȖȉȕȈȘțȎȍȕȐȧ 
ȊȚȖȘȎȍȕȐȧ. ǵȍ ȕȍȊȖȏȔȖȎȕȖ, Ȉ ȗȘȖșȚȖ ȖȟȍȕȤ șȓȖȎȕȖ ȉȍȏ ȗȖȌȋȖȚȖȊȒȐ Ȑ ȕȈșȚȘȖȑȒȐ 
șȐșȚȍȔ ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ. ǵȍȒȖȚȖȘȣȍ Ȑȏ ȕȖȊȍȑȠȐȝ șȐșȚȍȔ, ȖȗȐșȈȕȕȣȝ Ȋ 
ȥȚȖȑ ȋȓȈȊȍ, ȥȜȜȍȒȚȐȊȕȖ ȖȉȕȈȘțȎȐȊȈȦȚ Ȑ ȗȘȍȌȖȚȊȘȈȡȈȦȚ APT-ȈȚȈȒȐ.  
 

ǪȐȌȣ ǹȐșȚȍȔ ǶȉȕȈȘțȎȍȕȐȧ ǪȚȖȘȎȍȕȐȑ  

 

ǹțȡȍșȚȊțȍȚ ȌȊȈ ȖșȕȖȊȕȣȝ ȊȐȌȈ șȐșȚȍȔ ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ: ȖșȕȖȊȈȕȕȣȍ ȕȈ 
șȐȋȕȈȚțȘȈȝ Ȑ ȖșȕȖȊȈȕȕȣȍ ȕȈ ȗȖȊȍȌȍȕȐȐ. ǴȕȖȋȐȍ șȐșȚȍȔȣ ȖȉȕȈȘțȎȍȕȐȧ 
ȊȚȖȘȎȍȕȐȑ ȐșȗȖȓȤȏțȦȚ ȖȉȈ ȔȍȚȖȌȈ.  
 

ǹȐșȚȍȔȣ, ǶșȕȖȊȈȕȕȣȍ ȕȈ ǷȖȊȍȌȍȕȐȐ 

 

ǺȈȒȎȍ ȐȏȊȍșȚȕȣȍ, ȒȈȒ șȐșȚȍȔȣ ȖȉȕȈȘțȎȍȕȐȧ ȈȕȖȔȈȓȐȑ, șȐșȚȍȔȣ ȖȉȕȈȘțȎȍȕȐȧ 
ȊȚȖȘȎȍȕȐȑ, ȖșȕȖȊȈȕȕȣȍ ȕȈ ȗȖȊȍȌȍȕȐȐ, ȐȡțȚ ȈȕȖȔȈȓȐȐ, ȒȖȚȖȘȣȍ ȧȊȓȧȦȚșȧ 
ȗȘȐȏȕȈȒȖȔ ȈȒȚȐȊȕȖșȚȐ ȏȓȖțȔȣȠȓȍȕȕȐȒȖȊ. ǷȘȐȔȍȘȖȔ ȚȈȒȖȑ ȈȕȖȔȈȓȐȐ ȔȖȎȍȚ ȉȣȚȤ 
ȜȈȑȓ, ȒȖȚȖȘȣȑ ȗȣȚȈȍȚșȧ șȒȖȗȐȘȖȊȈȚȤ șȍȉȧ Ȋ ȌȘțȋȖȑ ȜȈȑȓ (ȒȖȔȗȤȦȚȍȘȕȣȑ ȊȐȘțș), 
ȗȘȖȋȘȈȔȔȈ, ȒȖȚȖȘȈȧ ȗȖșȚȖȧȕȕȖ ȗȍȘȍȕȈȗȘȈȊȓȧȍȚ ȗȖȓȤȏȖȊȈȚȍȓȧ ȕȈ ȌȘțȋȖȑ URL-

ȈȌȘȍș (ȘȍȒȓȈȔȕȖȍ ǷǶ, MitM-ȈȚȈȒȈ, Ȑ ȚȈȒ ȌȈȓȍȍ), ȊȕȍȏȈȗȕȖȍ ȗȖȌȒȓȦȟȍȕȐȍ Ȓ 
honeypot ȐȓȐ ȒȖȗȐȘȖȊȈȕȐȍ șȖȌȍȘȎȐȔȖȋȖ ȉȈȏȣ ȌȈȕȕȣȝ ȗȘȖȊȍȘȒȐ ȗȖȌȓȐȕȕȖșȚȐ 
(ȒȘȈȎȈ țȟȍȚȕȣȝ ȌȈȕȕȣȝ). ǶșȕȖȊȕȈȧ ȐȌȍȧ ȖȉȕȈȘțȎȍȕȐȧ ȗȖ ȗȖȊȍȌȍȕȐȦ 

ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȚȖȔ, ȟȚȖ șțȡȍșȚȊțȍȚ șȓȐȠȒȖȔ ȔȕȖȋȖ șȗȖșȖȉȖȊ ȊȏȓȖȔȈ Ȑ 
ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ, ȕȍȊȖȏȔȖȎȕȖ țșȓȍȌȐȚȤ ȏȈ ȊșȍȔ ȗȖ ȖȚȌȍȓȤȕȖșȚȐ, ȓțȟȠȍ 
ȖȚșȓȍȎȐȊȈȚȤ Ȑȝ Ȋșȍ ȗȖ ȗȖȊȍȌȍȕȐȦ. ǰ ȥȚȖ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȘȈȉȖȚȈȍȚ. ǵȈȗȘȐȔȍȘ, 
șțȡȍșȚȊțȦȚ ȌȍșȧȚȒȐ ȔȐȓȓȐȖȕȖȊ ȒȖȔȗȤȦȚȍȘȕȣȝ ȊȐȘțșȖȊ, ȉȖȓȤȠțȦ ȟȈșȚȤ Ȑȏ 
ȒȖȚȖȘȣȝ ȔȖȎȕȖ ȖȉȕȈȘțȎȐȚȤ ȗȖ ȗȖȊȍȌȍȕȐȦ, ȚȈȒ ȒȈȒ ȖȕȐ Ȋșȍ ȒȖȗȐȘțȦȚ șȍȉȧ Ȋ 
ȕȖȊȣȍ ȜȈȑȓȣ. ǬȖȒȚȖȘ ǬȖȘȖȚȐ ȅ. ǬȍȕȕȐȕȋ (ǫȓȈȊȈ 15) ȧȊȓȧȍȚșȧ ȉȖȓȤȠȐȔ 
șȚȖȘȖȕȕȐȒȖȔ șȐșȚȍȔ ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ (IDS), ȖȕȈ ȚȈȒȎȍ ȕȈȗȐșȈȓȈ ȊȈȎȕȣȑ 
ȌȖȒțȔȍȕȚ Ȗȉ ȖȉȕȈȘțȎȍȕȐȐ (https://users.ece.cmu.edu/~adrian/731-

sp04/readings/denning-ids.pdf) ȈȕȖȔȈȓȐȑ Ȋ 1986-ȖȔ. 
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ǹȐșȚȍȔȣ, ȖșȕȖȊȈȕȕȣȍ ȕȈ șȐȋȕȈȚțȘȈȝ 

 

Ǫ șȐșȚȍȔȍ ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ, ȖșȕȖȊȈȕȕȖȑ ȕȈ șȐȋȕȈȚțȘȈȝ, ȐșȗȖȓȤȏțȍȚșȧ 

ȗȘȖȚȐȊȖȗȖȓȖȎȕȣȑ ȗȖȌȝȖȌ. ǺȈȒȐȍ șȐșȚȍȔȣ ȕȍ ȖȚșȓȍȎȐȊȈȦȚ ȊȘȍȌȖȕȖșȕȖȍ 
ȗȖȊȍȌȍȕȐȍ, ȚȈȒ ȒȈȒ ȖȕȖ ȟȈșȚȖ ȔȍȕȧȍȚșȧ, Ȉ ȐșȗȖȓȤȏțȍȔȣȍ ȗȘȖȋȘȈȔȔȣ ȔȖȋțȚ 
ȊȣȏȣȊȈȚȤ ȓȖȎȕȣȍ șȘȈȉȈȚȣȊȈȕȐȧ. ǹȒȈȕȍȘȣ ȈȕȚȐȊȐȘțșȖȊ - ȐȌȍȈȓȤȕȣȑ ȗȘȐȔȍȘ 
ȗȘȖȋȘȈȔȔȣ, ȖșȕȖȊȈȕȕȖȑ ȕȈ șȐȋȕȈȚțȘȈȝ. ǶȕȐ șȖȌȍȘȎȈȚ ȔȐȓȓȐȖȕȣ țȕȐȒȈȓȤȕȣȝ 
ȗȖșȓȍȌȖȊȈȚȍȓȤȕȖșȚȍȑ ȉȈȑȚȖȊ (șȐȋȕȈȚțȘ), ȒȖȚȖȘȣȍ ȗȖȏȊȖȓȧȦȚ ȖȉȕȈȘțȎȐȚȤ 
ȊȘȍȌȖȕȖșȕȣȍ ȗȘȖȋȘȈȔȔȣ.  
 

ǰȕșȚȘțȔȍȕȚȣ Ȑ ǹȍȘȊȐșȣ ǶȉȕȈȘțȎȍȕȐȧ ǪȚȖȘȎȍȕȐȑ 

 

Ǫ ȖȉȡȍȔ șȔȣșȓȍ, ȓȦȉȖȍ ȗȘȖȋȘȈȔȔȕȖȍ ȐȓȐ ȈȗȗȈȘȈȚȕȖȍ șȘȍȌșȚȊȖ Ȍȓȧ ȖȉȕȈȘțȎȍȕȐȑ 
ȊȘȍȌȖȕȖșȕȣȝ ȌȍȑșȚȊȐȑ - ȥȚȖ ȗȘȖȋȘȈȔȔȈ ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ. ǲ ȕȐȔ ȖȚȕȖșȧȚșȧ 
ȜȈȑȘȊȖȓȣ, honeypot’ȣ, ȏȈȡȐȚȕȣȍ ȗȘȖȋȘȈȔȔȣ Ȑ șȐșȚȍȔȣ, ȊȍȌțȡȐȍ ȎțȘȕȈȓ 
șȖȉȣȚȐȑ. ǵȍȒȖȚȖȘȣȍ ȥȒșȗȍȘȚȣ ȗȘȍȌȗȖȟȐȚȈȦȚ ȐșȗȖȓȤȏȖȊȈȚȤ ȚȖȓȤȒȖ Țȍ ȗȘȖȌțȒȚȣ, 
Ȋ ȕȈȏȊȈȕȐȍ ȒȖȚȖȘȣȝ ȍșȚȤ șȓȖȊȈ “ȖȉȕȈȘțȎȍȕȐȍ ȊȚȖȘȎȍȕȐȑ”. 
 

ǹȐșȚȍȔȣ ǶȉȕȈȘțȎȍȕȐȧ/ǷȘȍȌȖȚȊȘȈȡȍȕȐȧ ǪȚȖȘȎȍȕȐȑ        

 

ǹȐșȚȍȔȣ ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ (IDS) șȖȏȌȈȕȣ ș ȞȍȓȤȦ ȖȉȕȈȘțȎȍȕȐȧ 
ȊȘȍȌȖȕȖșȕȖȑ ȈȒȚȐȊȕȖșȚȐ, Ȑ, ȒȈȒ ȗȘȈȊȐȓȖ, ȐșȗȖȓȤȏțȦȚ șȖȟȍȚȈȕȐȍ ȔȍȚȖȌȖȊ, 
ȖșȕȖȊȈȕȕȣȝ ȕȈ șȐȋȕȈȚțȘȈȝ Ȑ ȗȖȊȍȌȍȕȐȐ. ǹȐșȚȍȔȣ ȗȘȍȌȖȚȊȘȈȡȍȕȐȧ ȊȚȖȘȎȍȕȐȑ 
(IPS) ȖȉȕȈȘțȎȐȊȈȦȚ Ȑ ȗȘȍȌȖȚȊȘȈȡȈȦȚ ȊȘȍȌȖȕȖșȕțȦ ȈȒȚȐȊȕȖșȚȤ. ǴȕȖȋȐȍ IDS 
ȚȈȒȎȍ ȐșȗȖȓȤȏțȦȚ IPS Ȍȓȧ ȏȈȡȐȚȣ ȖȚ ȕȍȋȈȚȐȊȕȖȋȖ ȊȖȏȌȍȑșȚȊȐȧ, ȗȖȥȚȖȔț ȚȍȘȔȐȕ 
IDS ȔȖȎȍȚ ȚȈȒȎȍ ȖȏȕȈȟȈȚȤ IPS. ǵȍȒȖȚȖȘȣȍ ȏȈȡȐȚȕȐȒȐ ȕȍ ȘȍȠȈȦȚșȧ ȐșȗȖȓȤȏȖȊȈȚȤ 
ȈȊȚȖȔȈȚȐȟȍșȒȐȍ ȔȍȘȣ ȗȘȖȜȐȓȈȒȚȐȒȐ, ȌȈȎȍ, ȍșȓȐ ȖȕȐ ȌȖșȚțȗȕȣ, ȗȖȚȖȔț ȟȚȖ ț 
ȔȕȖȋȐȝ IDS/IPS ȟȈșȚȖ ȉȣȊȈȦȚ ȓȖȎȕȣȍ șȘȈȉȈȚȣȊȈȕȐȧ. ǵȖ ȐȕȖȋȌȈ, ȗȘȐ ȘȈȉȖȚȍ ș IPS 
ș ȔȍȕȤȠȐȔ ȘȐșȒȖȔ ȓȖȎȕȖȋȖ șȘȈȉȈȚȣȊȈȕȐȧ, ȈȊȚȖȔȈȚȐȟȍșȒțȦ ȏȈȡȐȚț ȊȒȓȦȟȈȦȚ.  
   ǬȈȓȍȍ ȥȚȐ șȐșȚȍȔȣ ȒȓȈșșȐȜȐȞȐȘțȦȚ ȕȈ ȝȖșȚȖȊȣȍ IDS/IPS (host-based IDS/IPS, 

HIDS/HIPS) Ȑ șȍȚȍȊȣȍ IDS/IPS (network-based IDS/IPS, NIDS/NIPS), Ȋ ȏȈȊȐșȐȔȖșȚȐ 
ȖȚ ȚȖȋȖ, ȐșȗȖȓȤȏțȍȚșȧ ȓȐ șȐșȚȍȔȈ ȕȈ ȖȚȌȍȓȤȕȖȔ ȒȖȔȗȤȦȚȍȘȍ ȐȓȐ ȈȕȈȓȐȏȐȘțȍȚ 
ȗȈȒȍȚȣ Ȋ șȍȚȐ.  
   ǷȍȘȊȖȑ ȗȖȗțȓȧȘȕȖȑ ȗȘȖȋȘȈȔȔȖȑ HIDS, ȒȖȚȖȘțȦ ȧ ȗȖȔȕȦ ȉȣȓȈ Tripwire 
(https://en.wikipedia.org/wiki/Tripwire_(company)), ȒȖȚȖȘȈȧ ȗȖȧȊȐȓȈșȤ Ȋ 1992-ȖȔ. 
ǭȍ șȖȏȌȈȓȐ șȚțȌȍȕȚ ǻȕȐȊȍȘșȐȚȍȚȈ ǷȍȘȌȤȦ, ǬȎȐȕ ǲȐȔ, Ȑ ȍȋȖ ȗȘȖȜȍșșȖȘ, ȆȌȎȐȕ 
ǹȗȈȜȜȖȘȌ. ǵȍ șȓțȟȈȑȕȖ, ȟȚȖ Ȋ ǻȕȐȊȍȘșȐȚȍȚȍ ǷȍȘȌȤȦ ȚȈȒȎȍ țȟȐȓȈșȤ Ȑ 
ȗȘȍȗȖȌȈȊȈȓȈ ǬȖȒȚȖȘ ǬȖȘȖȚȐ ǬȍȕȕȐȕȋ. 
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   ǷȍȘȊȖȑ șțȗȍȘȗȖȗțȓȧȘȕȖȑ ȗȘȖȋȘȈȔȔȖȑ NIDS, ȒȖȚȖȘțȦ ȧ ȗȖȔȕȦ ȉȣȓȈ ȉȍșȗȓȈȚȕȈȧ 
Snort (https://www.snort.org/). Ǵȕȍ ȗȖȊȍȏȓȖ, Ȑ ȥȚȖȑ ȗȘȖȋȘȈȔȔȖȑ Ȕȍȕȧ ȕȈțȟȐȓ 
ȗȖȓȤȏȖȊȈȚȤșȧ ȍȍ șȖȏȌȈȚȍȓȤ, ǴȈȘȚȐȕ ǸȖȍȠ, ȕȈ ȓȍȒȞȐȐ Ȋ SAN Institute, Ȋ 1990-ȖȔ. 
ǹȍȑȟȈș ȥȚȈ ȗȘȖȋȘȈȔȔȈ ȚȈȒȎȍ ȖșȚȈȍȚșȧ ȖȟȍȕȤ ȗȖȗțȓȧȘȕȣȔ ȒȖȔȔȍȘȟȍșȒȐȔ 
ȗȘȖȌțȒȚȖȔ, ț ȕȍȍ ȍșȚȤ ȉȍșȗȓȈȚȕȈȧ Ȑ ȗȓȈȚȕȈȧ ȊȍȘșȐȐ, ȘȈȏȘȈȉȖȚȈȕȕȣȍ Sourcefire. 
 

ǹȐșȚȍȔȣ ǻȗȘȈȊȓȍȕȐȧ ǹȖȉȣȚȐȧȔȐ 

 

ǯȈ ȒȈȎȌȣȔ țșȗȍȠȕȣȔ ȖȉȕȈȘțȎȍȕȐȍȔ ȗȘȖȕȐȒȕȖȊȍȕȐȧ ȐȓȐ ȘȍȠȍȕȐȍȔ Ȍȓȧ ȎțȘȕȈȓȐȘȖȊȈȕȐȧ 
șȚȖȐȚ șȐșȚȍȔȈ, ȒȖȚȖȘȈȧ ȘȈșȗȖȏȕȈȍȚ Ȑ șȖȉȐȘȈȍȚ șȖȉȣȚȐȧ ș ȗȖȔȖȡȤȦ ȖȌȕȖȋȖ ȐȓȐ 
ȕȍșȒȖȓȤȒȐȝ “șȍȕșȖȘȖȊ”. Ǫ ȓȦȉȖȑ ȖȘȋȈȕȐȏȈȞȐȐ, ȋȌȍ ȔȕȖȋȖ ȒȖȔȗȤȦȚȍȘȖȊ, Ȍȓȧ 
ȐȏȊȓȍȟȍȕȐȧ ȔȈȒșȐȔȈȓȤȕȖȑ ȗȖȓȤȏȣ, ȕȍȖȉȝȖȌȐȔ ȈȕȈȓȐȏ Ȑ șȉȖȘ Ȋșȍȝ șȖȉȣȚȐȑ Ȋ ȖȌȕȖ 
ȞȍȓȖȍ. ǹȐșȚȍȔȣ țȗȘȈȊȓȍȕȐȧ ȖșțȡȍșȚȊȓȧȦȚ șȉȖȘ, ȈȕȈȓȐȏ șȖȉȣȚȐȑ, Ȑ ȊȣȌȈȦȚ 
ȖȗȖȊȍȡȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȚ ȘȈȉȖȚȣ ȚȈȒȐȝ șȐșȚȍȔ ȏȈȊȐșȐȚ ȥȜȜȍȒȚȐȊȕȖșȚȤ ȐȓȐ 
ȕȍȥȜȜȍȒȚȐȊȕȖșȚȤ Ȋșȍȑ șȐșȚȍȔȣ. ǻ ȒȈȎȌȖȑ șȐșȚȍȔȣ țȗȘȈȊȓȍȕȐȧ șȖȉȣȚȐȧȔȐ ȍșȚȤ 
ȔȕȖȎȍșȚȊȖ ȒȖȔȗȖȕȍȕȚȖȊ Ȑ ȖșȖȉȍȕȕȖșȚȍȑ. ǹȗȍȞȐȈȓȤȕȖȍ ȐȏȌȈȕȐȍ 800-92 

ǵȈȞȐȖȕȈȓȤȕȖȋȖ ȐȕșȚȐȚțȚȈ șȚȈȕȌȈȘȚȖȊ Ȑ ȚȍȝȕȖȓȖȋȐȑ “ǸțȒȖȊȖȌșȚȊȖ ȗȖ țȗȘȈȊȓȍȕȐȦ 
ȎțȘȕȈȓȖȔ ȉȍȏȖȗȈșȕȖșȚȐ” (http://csrc.nist.gov/publications/nistpubs/800-92/SP800-

92.pdf) șȟȐȚȈȍȚșȧ ȕȈȐȉȖȓȍȍ ȗȖȓȕȣȔ ȘțȒȖȊȖȌșȚȊȖȔ ȗȖ ȥȜȜȍȒȚȐȊȕȖȔț țȗȘȈȊȓȍȕȐȦ 
ȎțȘȕȈȓȖȔ șȖȉȣȚȐȑ. ǽȖȘȖȠȐȑ ȔȍȕȍȌȎȍȘ țȗȘȈȊȓȍȕȐȧ șȖȉȣȚȐȧȔȐ șȓȖȎȍȕ Ȋ 
ȖșȊȖȍȕȐȐ Ȑ ȚȘȍȉțȍȚ ȔȕȖȋȖ ȘȍșțȘșȖȊ. ǹȖȖȚȊȍȚșȚȊȍȕȕȖ, șțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ 
ȒȖȔȔȍȘȟȍșȒȐȝ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ, ȒȖȚȖȘȣȍ ȋȖȚȖȊȣ șȌȍȓȈȚȤ ȏȈ ȊȈș ȊșȦ șȓȖȎȕțȦ 
ȘȈȉȖȚț. ǶȕȐ ȐȏȊȍșȚȕȣ, ȒȈȒ Security Information and Event Management 
(ǻȗȘȈȊȓȍȕȐȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ Ȑ șȖȉȣȚȐȧȔȐ ȉȍȏȖȗȈșȕȖșȚȐ / SIEM) 

ȒȖȔȗȈȕȐȐ ȐȓȐ șȍȘȊȐșȣ. 
 

ǶȉȕȈȘțȎȍȕȐȍ ǾȍȓȍȊȖȑ ǲȐȉȍȘȈȚȈȒȐ (APT-ȈȚȈȒȐ) 
 

ǷȘȖȜȍșșȐȖȕȈȓȤȕȣȍ APT-ȝȈȒȍȘȣ țȔȍȦȚ ȗȘȖȕȐȒȈȚȤ Ȋ ȒȖȔȗȈȕȐȐ, ȗȘȈȒȚȐȟȍșȒȐ ȕȍ 
ȖșȚȈȊȓȧȧ șȓȍȌȖȊ. ǬȖȓȋȐȍ ȋȖȌȣ Ȑȝ ȖȉȕȈȘțȎȍȕȐȍ șȟȐȚȈȓȖșȤ șȓȖȎȕȖȑ, Ȉ ȗȖȘȖȑ ȌȈȎȍ 

ȕȍȊȖȏȔȖȎȕȖȑ, ȏȈȌȈȟȍȑ. ǵȖ, Ȋ ȒȖȕȞȍ ȒȖȕȞȖȊ, șȗȖșȖȉȣ ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ 
șȚȈȓȐ ȕȈȔȕȖȋȖ ȥȜȜȍȒȚȐȊȕȍȍ, Ȑ șȍȑȟȈș șțȡȍșȚȊțȍȚ ȕȍșȒȖȓȤȒȖ ȗȘȖȌțȒȚȖȊ, șȍȘȊȐșȖȊ 
Ȑ ȒȖȔȗȈȕȐȑ, ȒȖȚȖȘȣȍ ȝȖȘȖȠȖ șȗȘȈȊȓȧȦȚșȧ ș ȏȈȌȈȟȍȑ ȖȉȕȈȘțȎȍȕȐȧ APT-ȈȚȈȒȐ.  
   ǷȘȖȐȏȊȖȌȐȚȍȓȐ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ ȊșȚȘȈȐȊȈȦȚ ȊȖȏȔȖȎȕȖșȚȐ Ȑ șȍȘȊȐșȣ, 
ȒȖȚȖȘȣȍ ȏȕȈȟȐȚȍȓȤȕȖ ȓțȟȠȍ ȖȉȕȈȘțȎȐȊȈȦȚ ȚȈȒȐȍ ȊȐȌȣ ȒȐȉȍȘȗȘȍșȚțȗȓȍȕȐȑ. 
ǷȘȐȔȍȘȣ ȚȈȒȐȝ șȍȘȊȐșȖȊ - ȥȚȖ Advanced Persistent Threat 

(https://www.microsoft.com/en-us/cloud-platform/advanced-threat-analytics) Ȑ 

Advanced Threat Protection (https://www.microsoft.com/en-

us/WindowsForBusiness/windows-atp) ȖȚ Microsoft.  
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   ǹȍȑȟȈș ȔȕȖȋȐȍ ȒȖȔȗȈȕȐȐ ȘȍȋțȓȧȘȕȖ ȗȘȍșȓȍȌțȦȚ ȌȍșȧȚȒȐ ȘȈȏȓȐȟȕȣȝ ȝȈȒȍȘșȒȐȝ 
ȋȘțȗȗ, ȒȖȚȖȘȣȍ ȗȘȖȊȖȌȧȚ ȞȍȓȍȊȣȍ ȈȚȈȒȐ. ǻȌȈȍȚșȧ ȖȗȘȍȌȍȓȐȚȤ, ȟȚȖ ȐȔȍȕȕȖ ȖȕȐ 
ȌȍȓȈȦȚ Ȑ ȋȌȍ ȐȔȍȕȕȖ. ǴȕȖȋȐȍ ȒȖȔȗȈȕȐȐ ȗȘȍȌȓȈȋȈȦȚ țșȓțȋȐ ȗȖ ȉȣșȚȘȖȔț 
ȖȉȕȈȘțȎȍȕȐȦ ȞȍȓȍȊȣȝ ȈȚȈȒ Ȑ ȖȗȖȊȍȡȍȕȐȦ Ȗȉ Ȑȝ ȗȘȐșțȚșȚȊȐȐ. ǪȍȘȖȧȚȕȖ, șȈȔȈȧ 
ȉȖȓȤȠȈȧ ȘȈȏȕȐȞȈ ȔȍȎȌț ȚȘȈȌȐȞȐȖȕȕȣȔȐ Ȑ ȕȖȊȣȔȐ șȘȍȌșȚȊȈȔȐ ȖȉȕȈȘțȎȍȕȐȧ 
ȊȚȖȘȎȍȕȐȑ ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȊȖȏȔȖȎȕȖșȚȐ ȗȖșȓȍȌȕȐȝ șȖȉȐȘȈȚȤ ȌȈȕȕȣȍ Ȗ ȔȕȖȋȐȝ 
ȒȖȔȗȈȕȐȧȝ ȗȖ ȊșȍȔț ȐȕȚȍȘȕȍȚț. ǶȌȕȐȔȐ Ȑȏ șȈȔȣȝ ȐȏȊȍșȚȕȣȝ ȒȖȔȗȈȕȐȑ Ȋ ȥȚȖȑ 
ȖȉȓȈșȚȐ ȧȊȓȧȦȚșȧ CrowdStrike (https://www.crowdstrike.com), AlienVault 

(https://www.alienvault.com) Ȑ ȌȈȊȕȐȑ ȐȋȘȖȒ ȘȣȕȒȈ TrendMicro 
(http://www.trendmicro.com). 

   ǶȟȍȊȐȌȕȖ, ȟȚȖ ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȈȔ șȚȈȕȖȊȐȚșȧ șȓȖȎȕȍȍ ȗȘȧȚȈȚȤșȧ. Ǫ 
șȓȍȌțȦȡȍȑ ȋȓȈȊȍ, ǫȓȈȊȍ 15, ȘȍȟȤ ȗȖȑȌȍȚ Ȗ ȗȐȖȕȍȘȍ ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ, 
ǬȖȒȚȖȘȍ ǬȖȘȖȚȐ ȅ. ǬȍȕȕȐȕȋ. Ǫ ǫȓȈȊȍ 16 ȘȍȟȤ ȗȖȑȌȍȚ ȗȘȖ ǴȈȑȒȓȈ ǬțȉȐȕșȒȖȋȖ, 

ȔȍȕȍȌȎȍȘȈ ȗȖ ȗȘȖȌțȒȞȐȐ ȖȌȕȖȋȖ Ȑȏ șȈȔȣȝ ȗȘȖȌȊȐȕțȚȣȝ șȍȘȊȐșȖȊ ȖȉȕȈȘțȎȍȕȐȧ 
ȊȚȖȘȎȍȕȐȑ, ȌȖșȚțȗȕȣȝ ȕȈ șȍȋȖȌȕȧȠȕȐȑ ȌȍȕȤ.           
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