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ǫȓȈȊȈ 15. ǷȘȖȜȐȓȤ: ǬȖȘȖȚȐ Э. ǬȍȕȕȐȕȋ 
 

 

 

ǯȈ ȌȍșȧȚȐȓȍȚȐȧ ȘȈȉȖȚȣ, ȧ ȕȈȟȈȓ ȊȍȘȐȚȤ, ȟȚȖ ȖȌȐȕ Ȑȏ ȔȖȐȝ ȖșȖȉȣȝ ȚȈȓȈȕȚȖȊ Ȋ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ - ȖȉȕȈȘțȎȍȕȐȍ ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȖȊ Ȑ Ȑȝ 
ȌȍȑșȚȊȐȑ. ȇ ȔȖȋț țȊȐȌȍȚȤ ȕȈȗȘȈȊȓȍȕȐȍ ȗȖȚȍȕȞȐȈȓȤȕȖȑ ȝȈȒȍȘșȒȖȑ țȋȘȖȏȣ Ȑ 
ȖȗȘȍȌȍȓȐȚȤ, ȒȈȒȐȔ șȗȖșȖȉȖȔ ȔȖȎȕȖ ȉȣșȚȘȖ ȖȉȕȈȘțȎȐȚȤ ȥȚț țȋȘȖȏț Ȑ 
șȋȍȕȍȘȐȘȖȊȈȚȤ ȖȗȖȊȍȡȍȕȐȧ. ȇ Ȋșȍ ȍȡȍ ȌțȔȈȦ, ȟȚȖ ț Ȕȍȕȧ ȥȚȖ ȗȖȓțȟȈȍȚșȧ ȓțȟȠȍ, 
ȟȍȔ ț Ȋșȍȝ ȖșȚȈȓȤȕȣȝ, ȕȖ ȉȣȓȖ ȊȘȍȔȧ, ȒȖȋȌȈ ȧ ȌțȔȈȓ, ȟȚȖ ț Ȕȍȕȧ ȖȘȐȋȐȕȈȓȤȕȖȍ 
ȗȘȍȌșȚȈȊȓȍȕȐȍ Ȗȉ ȖȉȕȈȘțȎȍȕȐȐ ȊȚȖȘȎȍȕȐȧ/ȈȕȖȔȈȓȐȐ. ȇ ȌȈȎȍ ȊȖȏȖȔȕȐȓ șȍȉȧ 
ȖșȖȉȍȕȕȣȔ. ǯȈȚȍȔ ȧ țȏȕȈȓ Ȗ ȊȣȌȈȦȡȍȔșȧ ȌȖȒțȔȍȕȚȍ ǬȖȒȚȖȘȈ ǬȖȘȖȚȐ Э. 
ǬȍȕȕȐȕȋ Ȍȓȧ IEEE (ǰȕșȚȐȚțȚȈ ȐȕȎȍȕȍȘȖȊ ȥȓȍȒȚȘȖȚȍȝȕȐȒȐ Ȑ ȥȓȍȒȚȘȖȕȐȒȐ) ȗȖ 
ȥȒșȗȍȘȚȕȣȔ șȐșȚȍȔȈȔ ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ Ȋ ȘȍȈȓȤȕȖȔ ȊȘȍȔȍȕȐ 
(https://users.ece.cmu.edu/~adrian/731-sp04/readings/denning-ids.pdf). Ǫ ȕȍȔ 
ȉȣȓȖ ȖȗȐșȈȕȖ Ȋșȍ, ȟȚȖ ȧ șȟȐȚȈȓ șȊȖȐȔ ȖȘȐȋȐȕȈȓȤȕȣȔ ȗȘȍȌșȚȈȊȓȍȕȐȍȔ, ȕȖ ȌȍȓȖ 
Ȋ ȚȖȔ, ȟȚȖ ǬȖȒȚȖȘ ǬȍȕȕȐȕȋ ȕȈȗȐșȈȓȈ ȥȚȖȚ ȌȖȒțȔȍȕȚ Ȋ 1986-ȖȔ, ȏȈȌȖȓȋȖ ȌȖ ȔȖȍȋȖ 
șȖȉșȚȊȍȕȕȖȋȖ “ȖȚȒȘȣȚȐȧ”. 
   ЭȚȖ ȉȣȓ ȗȍȘȊȣȑ Ȑȏ ȔȕȖȋȐȝ șȓțȟȈȍȊ, ȒȖȋȌȈ ȧ țȏȕȈȓ, ȟȚȖ ȔȖȍ “ȖȘȐȋȐȕȈȓȤȕȖȍ” 
ȗȘȍȌșȚȈȊȓȍȕȐȍ, ȕȈ șȈȔȖȔ Ȍȍȓȍ, șȖȊșȍȔ ȕȍ ȖȘȐȋȐȕȈȓȤȕȖȍ. Ǵȣ Ȋșȍ șȚȖȐȔ ȕȈ 
ȗȓȍȟȈȝ ȋȐȋȈȕȚȖȊ, Ȑ ǬȖȒȚȖȘ ǬȍȕȕȐȕȋ, ȖȗȘȍȌȍȓȍȕȕȖ, ȧȊȓȧȍȚșȧ ȋȐȋȈȕȚȖȔ Ȋ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ ȉȣȓȈ ȖȌȕȐȔ Ȑȏ ȗȍȘȊȣȝ ȗȐȖȕȍȘȖȊ Ȋ ȥȚȖȑ 
șȜȍȘȍ. ǶȕȈ șȒȈȏȈȓȈ: “ǲȖȋȌȈ ȧ ȕȈȟȐȕȈȓȈ, ȕȍ ȉȣȓȖ șȜȍȘȣ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǵȍ ȉȣȓȖ ȕȐ ȒȕȐȋ, ȕȐ ȎțȘȕȈȓȖȊ, ȒȖȚȖȘȣȍ ȔȖȎȕȖ ȉȣȓȖ ȗȘȖȟȐȚȈȚȤ, 
ȕȍ ȉȣȓȖ ȒȖȕȜȍȘȍȕȞȐȑ, ȗȖșȊȧȡȍȕȕȣȝ ȉȍȏȖȗȈșȕȖșȚȐ, ȕȈ ȒȖȚȖȘȣȍ ȔȖȎȕȖ ȉȣȓȖ ȉȣ 

ȗȘȐȑȚȐ. Ǫșȍ, ȟȚȖ Ȕȣ ȔȖȋȓȐ ȗȘȖȟȐȚȈȚȤ - ȥȚȖ ȌȖȒȚȖȘșȒȐȍ ȌȐșșȍȘȚȈȞȐȐ Ȑ ȕȍșȒȖȓȤȒȖ 
ȌȖȒțȔȍȕȚȖȊ, ȖȗțȉȓȐȒȖȊȈȕȕȣȝ Ȋ ȎțȘȕȈȓȈȝ ȉȖȓȍȍ ȠȐȘȖȒȖȑ ȚȍȔȈȚȐȒȐ, ȚȈȒȐȝ ȒȈȒ 
Communications of the ACM. ǵȖ Ȕȕȍ ȗȖșȟȈșȚȓȐȊȐȓȖșȤ ȖȒȈȏȈȚȤșȧ Ȋ ǻȕȐȊȍȘșȐȚȍȚȍ 
ǷȍȘȌȤȦ, ȖȌȕȖȔ Ȑȏ ȗȍȘȊȣȝ țȕȐȊȍȘșȐȚȍȚȖȊ, ȕȈȟȈȊȠȐȝ ȘȈȉȖȚț Ȋ ȖȉȓȈșȚȐ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȕȈȘȧȌț ș ǴȈșșȈȟțșȍȚșȒȐȔ ȚȍȝȕȖȓȖȋȐȟȍșȒȐȔ 
ȐȕșȚȐȚțȚȖȔ Ȑ ȕȍȒȖȚȖȘȣȔȐ ȌȘțȋȐȔȐ”. 
   ǲȖȋȌȈ ǬȖȒȚȖȘ ǬȍȕȕȐȕȋ ȚȖȓȤȒȖ ȕȈȟȐȕȈȓȈ țȟȐȚȤșȧ Ȋ ȒȖȓȓȍȌȎȍ, ȍȑ ȕȘȈȊȐȓȈșȤ 
ȔȈȚȍȔȈȚȐȒȈ, Ȑ ȖȕȈ ȊȐȌȍȓȈ șȍȉȧ ȗȘȍȗȖȌȈȊȈȚȍȓȍȔ ȔȈȚȍȔȈȚȐȒȐ Ȋ șȚȈȘȠȐȝ ȒȓȈșșȈȝ. 
ǲȖȋȌȈ ȖȕȈ ȗȖȓțȟȈȓȈ șȚȍȗȍȕȤ ȉȈȒȈȓȈȊȘȈ ȗȖ ȔȈȚȍȔȈȚȐȒȍ Ȋ ǴȐȟȐȋȈȕșȒȖȔ 
țȕȐȊȍȘșȐȚȍȚȍ, ȖȕȈ șȚȈȓȈ ȘȈȉȖȚȈȚȤ ȕȈ ȏȈȊȍȌțȦȡȍȋȖ ȘȈȌȐȖȈșȚȘȖȕȖȔȐȐ, ȒȖȚȖȘȣȑ 
ȊȌȖȝȕȖȊȐȓ ȍȍ ȐȏțȟȈȚȤ ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȍ Ȍȓȧ ȘȍȠȍȕȐȧ ȕȍȒȖȚȖȘȣȝ ȏȈȌȈȟ. ǷȖȏȎȍ, 
Ȋ ǸȖȟȍșȚȍȘșȒȖȔ țȕȐȊȍȘșȐȚȍȚȍ, ȖȕȈ șȖȏȌȈȓȈ ȚȘȈȕșȓȧȚȖȘ ȒȖȔȈȕȌȕȖȋȖ ȧȏȣȒȈ, ș 
ȗȖȔȖȡȤȦ ȒȖȚȖȘȖȋȖ șȚȈȓȖ ȓȍȋȟȍ ȏȈȗțșȒȈȚȤ ȗȘȖȋȘȈȔȔȣ ȕȈ ȔȍȑȕȜȘȍȑȔȈȝ IBM, ȖȕȈ 
ȚȈȒȎȍ ȘȈȏȘȈȉȖȚȈȓȈ Ȑ ȗȘȍȗȖȌȈȊȈȓȈ ȒțȘșȣ ȗȖ ȧȏȣȒȈȔ ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ Ȑ 
ȒȖȔȗȐȓȧȚȖȘȈȔ. ǭȍ ȓȦȉȖȊȤ Ȓ ȗȘȍȗȖȌȈȊȈȕȐȦ ȔȖȚȐȊȐȘȖȊȈȓȈ ȍȍ ȕȈ ȗȖȓțȟȍȕȐȍ 



4 

 

ȌȖȒȚȖȘșȒȖȑ șȚȍȗȍȕȐ Ȋ ǻȕȐȊȍȘșȐȚȍȚȍ ǷȍȘȌȤȦ, ȋȌȍ ȖȕȈ ȉȘȈȓȈ ȒțȘș ȗȖ 
ȖȗȍȘȈȞȐȖȕȕȣȔ șȐșȚȍȔ ț șȊȖȍȋȖ ȉțȌțȡȍȋȖ ȔțȎȈ, ǷȐȚȍȘȈ ǬȍȕȕȐȕȋȈ. ЭȚȖȚ ȒțȘș 
ȊȒȓȦȟȈȓ ȗȘȐȕȞȐȗȣ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȕȈ țȘȖȊȕȍ Ƕǹ. ǺȈȒ 
ȏȈȘȖȌȐȓȖșȤ ȍȍ ȗȖȎȐȏȕȍȕȕȖȍ șȚȘȍȔȓȍȕȐȍ Ȓ țȓțȟȠȍȕȐȦ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ ȌȈȎȍ ȉȣȓȈ ȖȌȕȐȔ Ȑȏ ȗȍȘȊȣȝ ȗȘȍȗȖȌȈȊȈȚȍȓȍȑ ȒțȘșȖȊ ȗȖ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȋ șȚȘȈȕȍ. 
 

ǷǸИǴЕЧАǵИЕ ǺȘȈȕșȓȧȚȖȘ ǬȖȒȚȖȘȈ ǬȍȕȕȐȕȋ ȗȍȘȍȊȖȌȐȓ ȒȖȔȈȕȌȣ 
ǸȖȟȍșȚȍȘșȒȖȋȖ ȧȏȣȒȈ Easy Control Language ȕȈ ȧȏȣȒ IBM Job Control Language, ș 
ȒȖȚȖȘȣȔ, ȗȖ ȔȕȍȕȐȦ ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȉȣȓȖ șȓȖȎȕȖ ȘȈȉȖȚȈȚȤ. 
 

   ǬȖȒȚȖȘ ǬȍȕȕȐȕȋ ȗȖȓțȟȐȓȈ șȊȖȦ ȌȖȒȚȖȘșȒțȦ șȚȍȗȍȕȤ Ȋ 1975-ȖȔ, șȖȏȌȈȊȈȧ 
ȘȍȠȍȚȖȟȕțȦ ȔȖȌȍȓȤ ȉȍȏȖȗȈșȕȖșȚȐ, ȒȖȚȖȘȈȧ, ȗȖ șțȚȐ, ȧȊȓȧȍȚșȧ șȚȘțȒȚțȘȖȑ 
ȒȓȈșșȐȜȐȒȈȞȐȐ ȐȕȜȖȘȔȈȞȐȐ, ȖȉȘȈȏțȦȡȍȑ ȘȍȠȍȚȒț ȚȈȒȐȔ ȖȉȘȈȏȖȔ, ȟȚȖ 
ȐȕȜȖȘȔȈȞȐȧ ȟȍȘȍȏ ȥȚț ȘȍȠȍȚȒț ȔȖȎȍȚ ȐȌȚȐ ȚȖȓȤȒȖ Ȋ ȖȌȕȖȔ ȕȈȗȘȈȊȓȍȕȐȐ, Ȑ 
ȚȖȓȤȒȖ ȖȚ ȕȐȏȠȐȝ Ȓ ȊȣșȠȐȔ ȐȓȐ ȘȈȊȕȣȔ ȒȓȈșșȐȜȐȒȈȞȐȧȔ. ǹȍȋȖȌȕȧ, ȒȖȕȞȍȗȞȐȧ 
ȖȌȕȖșȚȖȘȖȕȕȍȋȖ ȗȖȚȖȒȈ ȐȕȜȖȘȔȈȞȐȐ Ȋșȍ ȍȡȍ ȖșȚȈȍȚșȧ ȊȍȌțȡȍȑ Ȍȓȧ 
“ȖȘȐȋȐȕȈȓȤȕȖȋȖ” ȗȘȍȌșȚȈȊȓȍȕȐȧ Ȗȉ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ǫ ȖșȕȖȊȍ 
ȌȊțȝ Ȑȏ ȗȖșȓȍȌȕȐȝ ȗȘȖȍȒȚȖȊ, ȕȈȌ ȒȖȚȖȘȣȔȐ ȧ ȘȈȉȖȚȈȓ Ȋ Microsoft - ȏȈȡȐȡȍȕȕȣȍ 

ȈȌȔȐȕȐșȚȘȈȚȖȘșȒȐȍ ȘȈȉȖȟȐȍ șȚȈȕȞȐȐ (https://msdn.microsoft.com/en-

us/library/mt186538.aspx) Ȑ ȗȘȖȍȒȚ «red forest» Enhanced Security Admin 
Environment (ǻșȖȊȍȘȠȍȕșȚȊȖȊȈȕȕȈȧ șȘȍȌȈ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ ȉȍȏȖȗȈșȕȖșȚȐ) 

(https://technet.microsoft.com/windows-server-docs/security/securing-privileged-

access/securing-privileged-accessreference-material) - ȓȍȎȐȚ ȖȗȘȍȌȍȓȍȕȕȣȑ ȗȖȚȖȒ 
ȐȕȜȖȘȔȈȞȐȐ, ȒȖȚȖȘȣȑ șȓȍȌțȍȚ ȚȍȔ Ȏȍ ȗȘȈȊȐȓȈȔ. 
   ǸȈȉȖȚȈ ǬȖȒȚȖȘȈ ǬȍȕȕȐȕȋ ȗȖȏȊȖȓȐȓȈ ȗȘȐȔȍȕȐȚȤ ȔȈȚȍȔȈȚȐȟȍșȒțȦ ȘȍȠȍȚȖȟȕțȦ 
ȔȖȌȍȓȤ Ȋ șȜȍȘȍ ȏȈȡȐȚȣ ȐȕȜȖȘȔȈȞȐȐ. ǶȕȈ ȋȖȊȖȘȐȓȈ: “ȇ ȌȖȓȋȖ ȌțȔȈȓȈ Ȗ 
ȒȓȈșșȐȜȐȒȈȞȐȐ Ȑ ȏȈȡȐȚȍ ȌȈȕȕȣȝ, Ȑ, ȒȖȋȌȈ ȧ ȗȘȐȌțȔȈȓȈ ȔȖȌȍȓȤ Ȑ ȖȉȢȍȌȐȕȐȓȈ ȍȍ 
ș ȔȈȚȍȔȈȚȐȒȖȑ, ȧ ȘȍȠȐȓȈ, ȟȚȖ ȥȚȖ ȌȖȊȖȓȤȕȖ ȖȘȐȋȐȕȈȓȤȕȖ. ȇ ȗȖȌȍȓȐȓȈșȤ șȊȖȐȔȐ 
ȚȍȖȘȍȔȈȔȐ Ȑ ȌȖȒȈȏȈȚȍȓȤșȚȊȈȔȐ ș ȔțȎȍȔ, Ȑ Ȗȕ ȗȘȖȐȕȜȖȘȔȐȘȖȊȈȓ Ȕȍȕȧ, ȟȚȖ ȥȚȖ 
ȉȣȓȈ ȚȍȖȘȐȧ ȘȍȠȍȚȖȒ Ȑ șȒȈȏȈȓ Ȕȕȍ ȐȔȧ ȥȒșȗȍȘȚȈ (ǫȈȘȘȍȚ ǩȐȘȒȋȖȜ), ȒȖȚȖȘȣȑ 
ȕȈȗȐșȈȓ Ȗȉ ȥȚȖȔ ȒȕȐȋț. ǬȖ ȚȖȋȖ ȔȖȔȍȕȚȈ, ȧ ȉȣȓȈ țȊȍȘȍȕȈ, ȟȚȖ ȗȘȐȌțȔȈȓȈ ȕȖȊțȦ 
ȔȈȚȍȔȈȚȐȟȍșȒțȦ ȚȍȖȘȐȦ”. ǷȖșȓȍ ȐșȚȖȘȐȐ ǬȖȒȚȖȘȈ ǬȍȕȕȐȕȋ Ȕȕȍ șȚȈȓȖ ȓȍȋȟȍ, ȧ 
ȗȖȕȧȓ, ȟȚȖ ȧ ȕȍ ȍȌȐȕșȚȊȍȕȕȣȑ “ȗȍȘȊȖȖȚȒȘȣȊȈȚȍȓȤ”. 
   ǬȖȒȚȖȘ ǬȍȕȕȐȕȋ ȖȗțȉȓȐȒȖȊȈȓȈ șȊȖȑ ȌȖȒțȔȍȕȚ “ǸȍȠȍȚȖȟȕȈȧ ȔȖȌȍȓȤ 
ȉȍȏȖȗȈșȕȖȋȖ ȗȖȚȖȒȈ ȐȕȜȖȘȔȈȞȐȐ” 
(http://faculty.nps.edu/dedennin/publications/lattice76.pdf) Ȋ 1976 ȋȖȌț. ǺȈȒ 
ȚȍȖȘȐȧ ȘȍȠȍȚȖȒ șȚȈȓȈ ȗȘȐȔȍȕȧȚȤșȧ Ȋ șȜȍȘȍ ȏȈȡȐȚȣ ȐȕȜȖȘȔȈȞȐȐ. ǪȍșȤ ȍȍ 
ȌȖȒțȔȍȕȚ șȖșȚȖȐȚ Ȑȏ ȗȘȖșȚȣȝ ȖȉȢȧșȕȍȕȐȑ Ȑ ȔȈȚȍȔȈȚȐȟȍșȒȐȝ ȜȖȘȔțȓ, ȝȖȚȧ Ȋ ȕȍȔ 
ȕȍȚ ȚȖȟȕȖȋȖ șȗȖșȖȉȈ ȕȍȗȖșȘȍȌșȚȊȍȕȕȖȋȖ ȗȘȐȔȍȕȍȕȐȧ ȥȚȖȑ ȔȖȌȍȓȐ Ȋ 
ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȍ. ǬȈȎȍ ȗȘȐ ȚȖȔ, ȟȚȖ ȖȕȈ șȈȔȈ ȕȐȒȖȋȌȈ ȕȍ ȗȘȐȔȍȕȧȓȈ ȥȚț 
ȔȖȌȍȓȤ, ȍȍ ȚȍȏȐș Ȑ ȗȖșȓȍȌțȦȡȐȑ ȌȖȒțȔȍȕȚ 
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(http://faculty.nps.edu/dedennin/publications/CertificationProgramsSecureInfoFlow.p

df) ȖȗȐșȣȊȈȓȐ șȗȖșȖȉ ȐȏȔȍȕȍȕȐȧ ȒȖȔȗȐȓȧȚȖȘȈ ȚȈȒȐȔ ȖȉȘȈȏȖȔ, ȟȚȖȉȣ 
ȖȗȘȍȌȍȓȧȓȐșȤ ȗȖȚȖȒȐ ȗȘȖȋȘȈȔȔ. ǸȈȏȘȈȉȖȚȟȐȒȐ ȐșȗȖȓȤȏȖȊȈȓȐ ȥȚȖȚ ȌȖȒțȔȍȕȚ Ȍȓȧ 
ȘȍȈȓȐȏȈȞȐȐ ȍȍ ȔȖȌȍȓȐ. 
   ǶȌȕȖȑ Ȑȏ ȋȓȈȊȕȣȝ ȚȍȔ ȘȈȉȖȚȣ ǬȖȒȚȖȘȈ ǬȍȕȕȐȕȋ ȉȣȓȈ ȏȈȡȐȚȈ ȓȐȟȕȖȑ 

ȐȕȜȖȘȔȈȞȐȐ, ȕȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ ȗȖșȓȍȌȕȧȧ ȖȉȘȈȉȈȚȣȊȈȓȈșȤ ȕȈ ȗȘȖȋȘȈȔȔȕȖȔ 
țȘȖȊȕȍ. ǶȕȈ șȒȈȏȈȓȈ: “ȇ ȌțȔȈȦ, ȟȚȖ ȘȍȈȓȤȕȣȔ ȗȘȐȔȍȘȖȔ ȔȖȎȍȚ ȉȣȚȤ șȐȚțȈȞȐȧ, 
ȒȖȋȌȈ Ȋȣ ȖȚȗȘȈȊȓȧȍȚȍ ȕȈȓȖȋȖȊțȦ ȌȍȒȓȈȘȈȞȐȦ Ȋ șȍȘȊȐș ȗȖ ȘȈșȟȍȚț ȕȈȓȖȋȖȊ ȐȓȐ 
ȐșȗȖȓȤȏțȍȚȍ ǷǶ Ȍȓȧ ȖȉȘȈȉȖȚȒȐ ȥȚȐȝ ȌȈȕȕȣȝ. ǷǶ ȐȓȐ șȍȘȊȐș ȌȖȓȎȕȣ ȖȉȘȈȉȖȚȈȚȤ 
ȌȍȒȓȈȘȈȞȐȦ, ȕȖ ȗȘȐ ȥȚȖȔ ȓȐȟȕȈȧ ȐȕȜȖȘȔȈȞȐȧ ȕȍ ȌȖȓȎȕȈ ȗȖȗȈșȚȤ Ȋ ȘțȒȐ 
ȗȖșȚȖȘȖȕȕȐȝ”. 
   ȇ șȗȘȖșȐȓ, ȒȈȒ, ȗȖ ȍȍ ȔȕȍȕȐȦ, șȍȋȖȌȕȧ ȖȉȘȈȡȈȦȚșȧ ș ȓȐȟȕȖȑ ȐȕȜȖȘȔȈȞȐȍȑ. 
ǶȕȈ ȖȚȊȍȚȐȓȈ: “ǵț, ȕȍȌȖșȚȈȚȖȟȕȖ ȝȖȘȖȠȖ. ǷȖșȚȖȘȖȕȕȐȍ ȓȦȌȐ ȗȖșȚȖȧȕȕȖ ȒȘȈȌțȚ 
ȥȚț ȐȕȜȖȘȔȈȞȐȦ Ȑ ȗȖȓțȟȈȦȚ Ȓ ȕȍȑ ȌȖșȚțȗ. Ǫ ȌȈȕȕȣȑ ȔȖȔȍȕȚ, ȔȕȖȋȐȍ ȒȖȔȗȈȕȐȐ 
ȕȍ ȗȘȐȒȓȈȌȣȊȈȦȚ ȌȖșȚȈȚȖȟȕȖ țșȐȓȐȑ Ȍȓȧ ȏȈȡȐȚȣ ȐȕȜȖȘȔȈȞȐȐ”.  
   Ǫ 1982-ȖȔ ǬȖȒȚȖȘ ǬȍȕȕȐȕȋ ȕȈȗȐșȈȓȈ țȟȍȉȕȖȍ ȗȖșȖȉȐȍ, ȖȒȈȏȈȊȠȍȍ 
șțȡȍșȚȊȍȕȕȖȍ ȊȓȐȧȕȐȍ ȕȈ ȐȕȌțșȚȘȐȦ Cryptography and Data Security 

(https://www.amazon.com/Cryptography-Security-Dorothy-Elizabeth-

Robling/dp/0201101505). ǵȈșȚȖȧȡȈȧ ȗȘȐȟȐȕȈ, ȗȖ ȒȖȚȖȘȖȑ ȖȕȈ ȕȈȗȐșȈȓȈ ȥȚț 
ȒȕȐȋț, ȏȈȒȓȦȟȈȓȈșȤ Ȋ ȚȖȔ, ȟȚȖ ȖȕȈ ȕȍ ȔȖȋȓȈ ȕȈȑȚȐ ȕȍȖȉȝȖȌȐȔțȦ ȒȕȐȋț, Ȍȓȧ 
ȗȘȍȗȖȌȈȊȈȕȐȧ ȒțȘșȈ ȗȖ ȥȚȖȔț ȗȘȍȌȔȍȚț. ЭȚȖ ȉȣȓȈ ȗȍȘȊȈȧ Ȑȏ ȕȍșȒȖȓȤȒȐȝ ȒȕȐȋ Ȑ 
Ȑȏ ȉȖȓȍȍ, ȟȍȔ 170 șȚȈȚȍȑ, ȒȖȚȖȘȣȍ ȖȕȈ ȕȈȗȐșȈȓȈ ȏȈ șȊȖȦ ȒȈȘȤȍȘț. Ǫ 1983-ȍȔ 
ȖȕȈ ȕȈȟȈȓȈ ȘȈȉȖȚȈȚȤ Ȋ SRI International, ȕȍȒȖȔȔȍȘȟȍșȒȖȔ ȐșșȓȍȌȖȊȈȚȍȓȤșȒȖȔ 
ȐȕșȚȐȚțȚȍ, ȖșȕȖȊȈȕȕȖȔ ȟȓȍȕȈȔȐ ȗȘȈȊȓȍȕȐȧ ǹȚȥȕȜȖȘȌșȒȖȋȖ țȕȐȊȍȘșȐȚȍȚȈ. ǶȕȈ 

ȘȈȏȘȈȉȈȚȣȊȈȓȈ șȐșȚȍȔț ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ Ȍȓȧ ǪǴǼ, ȘȍȏțȓȤȚȈȚȖȔ ȟȍȋȖ 
șȚȈȓȖ țȟȍȉȕȖȍ ȗȖșȖȉȐȍ ȗȖ ȖȉȕȈȘțȎȍȕȐȦ ȊȚȖȘȎȍȕȐȑ, ȒȖȚȖȘȖȍ ȧ țȗȖȔȧȕțȓ Ȋ 
ȕȈȟȈȓȍ ȋȓȈȊȣ. 
   ǯȈȚȍȔ ȖȕȈ ȗȍȘȍȠȓȈ Ȋ Digital Equipment Corporation (DEC), Ȋ ȒȖȚȖȘȖȑ Ȋ ȚȖ 
ȊȘȍȔȧ ȝȖȚȍȓȐ ȘȈȉȖȚȈȚȤ ȔȕȖȋȐȍ șȗȍȞȐȈȓȐșȚȣ ȒȖȔȗȤȦȚȍȘȕȖȑ ȐȕȌțșȚȘȐȐ, 
ȘȍȏțȓȤȚȈȚȖȔ ȘȈȉȖȚȣ ȒȖȚȖȘȖȑ șȚȈȓȐ ȚȣșȧȟȐ ȗȈȚȍȕȚȖȊ Ȋ ȒȖȔȗȤȦȚȍȘȕȖȑ șȜȍȘȍ. Ǫ 
ȐȚȖȋȍ, ȐȔȍȕȕȖ ȊȖ ȊȘȍȔȧ ȘȈȉȖȚȣ Ȋ DEC ȖȕȈ ȉȘȈȓȈ ȐȕȚȍȘȊȤȦ ț ȋȘțȗȗȣ ȝȈȒȍȘȖȊ, 
ȖȕȈ ȝȖȚȍȓȈ ȗȖȕȧȚȤ Ȑȝ ȔȖȚȐȊȣ Ȑ ȗșȐȝȖȓȖȋȐȦ. ǰ Ȋ ȘȍȏțȓȤȚȈȚȍ ȥȚȖȑ ȘȈȉȖȚȣ 
ȗȖȧȊȐȓȖșȤ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȕȈțȟȕȣȝ ȘȈȉȖȚ. ǶȕȈ ȉȘȈȓȈ ț ȝȈȒȍȘȖȊ ȐȕȚȍȘȊȤȦ 
Ȑ ȘȈȉȖȚȈȧ ȕȈȌ ȗȘȍȌȖȚȊȘȈȡȍȕȐȍȔ Ȑȝ ȕȍȓȍȋȈȓȤȕȖȑ ȌȍȧȚȍȓȤȕȖșȚȐ. Ǫ ȚȖ ȊȘȍȔȧ 
ȚȈȒȖȑ ȗȖȌȝȖȌ șȟȐȚȈȓșȧ ȌȖȊȖȓȤȕȖ șȗȖȘȕȣȔ. ǽȖȚȧ ȗȖȐșȒ ȗȘȖȚȐȊȖȘȍȟȐȑ ȕȍ ȉȣȓ ȍȍ 
ȞȍȓȤȦ, ȖȟȍȊȐȌȕȖ, ȟȚȖ ȖȕȈ Ȑȝ ȕȍ ȉȖȐȚșȧ, ȒȖȋȌȈ ȐȡȍȚ ȘȍȠȍȕȐȧ. ǷȘȖȚȐȊȖȘȍȟȐȧ - 
ȥȚȖ ȍȡȍ ȖȌȕȈ ȚȍȔȈ, ȒȖȚȖȘȈȧ ȗȍȘȐȖȌȐȟȍșȒȐ ȗȖȧȊȓȧȍȚșȧ Ȋ ȍȍ ȘȈȉȖȚȍ, ȒȖȋȌȈ ȖȕȈ 
șȌȊȐȋȈȍȚ ȋȘȈȕȐȞȣ Ȑ ȗȖȉțȎȌȈȍȚ Ȓ ȌȐșȒțșșȐȐ. Ǫ ȖȌȕȖȔ Ȑȏ ȌȈȊȕȐȝ ȐȕȚȍȘȊȤȦ, 
ǬȖȒȚȖȘ ǬȍȕȕȐȕȋ ȊȣȘȈȏȐȓȈ șȖȎȈȓȍȕȐȍ, ȗȖ ȗȖȊȖȌț ȚȖȋȖ, ȟȚȖ ȐȕȖȋȌȈ ȥȔȖȞȐȐ 
ȌȘțȋȐȝ ȓȦȌȍȑ ȖȚȕȖșȐȚȍȓȤȕȖ ȖȗȘȍȌȍȓȍȕȕȖȑ ȗȘȖȉȓȍȔȣ, ȔȍȠȈȦȚ ȚȈȒ 
ȕȍȖȉȝȖȌȐȔȖȔț ȖȚȒȘȣȚȖȔț ȖȉșțȎȌȍȕȐȦ.  
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   ǶȕȈ țȠȓȈ Ȑȏ DEC Ȋ 1991-ȖȔ, ȟȚȖȉȣ ȊȍȘȕțȚȤșȧ Ȋ ȕȈțȟȕȖȍ șȖȖȉȡȍșȚȊȖ Ȋ 
ǬȎȖȘȌȎȚȈțȕșȒȖȔ țȕȐȊȍȘșȐȚȍȚȍ, ȋȌȍ ȖȕȈ ȗȘȍȗȖȌȈȊȈȓȈ ȒțȘș ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȊȖȑȕȍ, ȉțȌțȟȐ ȏȈȊȍȌțȦȡȐȔ Georgetown Institute of Information Assurance 
(ǰȕșȚȐȚțȚȈ ȖȉȍșȗȍȟȍȕȐȧ ȌȖșȚțȗȕȖșȚȐ, ȞȍȓȖșȚȕȖșȚȐ Ȑ ȉȍȏȖȗȈșȕȖșȚȐ 
ȐȕȜȖȘȔȈȞȐȐ). ǯȈȚȍȔ, Ȋ 2002-ȖȔ, ȖȕȈ țȠȓȈ Ȋ Naval Postgraduate School (ǪȣșȠȈȧ 
ȠȒȖȓȈ ǪǴǹ ǹȀǨ), ȉțȌțȟȐ ȗȘȖȜȍșșȖȘȖȔ ȒȈȜȍȌȘȣ ȈȕȈȓȐȏȈ ȏȈȡȐȚȣ (Department 
of Defense Analysis), ȋȌȍ Ȑ ȘȈȉȖȚȈȍȚ ȌȖ șȐȝ ȗȖȘ. ǹȊȖȦ ȗȖșȓȍȌȕȦȦ ȒȕȐȋț 
Information Warfare and Security ȖȕȈ ȕȈȗȐșȈȓȈ Ȋ ǬȎȖȘȌȎȚȈțȕșȒȖȔ țȕȐȊȍȘșȐȚȍȚȍ, 
Ȋ 1999-ȖȔ, (https://www.amazon.com/Information-Warfare-Security-Dorothy-

Denning/dp/0201433036/). ǶȕȈ șȒȈȏȈȓȈ, ȟȚȖ ȕȍ ȕȈȗȐșȈȓȈ ȗȖșȓȍ ȥȚȖȋȖ ȕȐ ȖȌȕȖȑ 
ȒȕȐȋȐ, ȗȖȚȖȔț ȟȚȖ ȍȑ șȓȐȠȒȖȔ șȓȖȎȕȖ ȉȣȚȤ Ȋ ȒțȘșȍ șȖȉȣȚȐȑ Ȋ ȥȚȖȑ șȜȍȘȍ, Ȑ ȖȕȈ 
ȕȍ ȝȖȚȍȓȈ ȗȐșȈȚȤ ȒȕȐȋț, ȒȖȚȖȘȈȧ țșȚȈȘȍȍȚ ȍȡȍ ȌȖ ȗțȉȓȐȒȈȞȐȐ. 
   ǯȈ șȊȖȦ ȒȈȘȤȍȘț, ȖȕȈ ȗȖȓțȟȐȓȈ ȔȕȖȎȍșȚȊȖ ȕȈȋȘȈȌ, ȒȖȚȖȘȣȔȐ ȋȖȘȌȐȓșȧ ȉȣ 
ȓȦȉȖȑ șȗȍȞȐȈȓȐșȚ ȗȖ ȐȕȜȖȘȔȈȚȐȒȍ, ȊȒȓȦȟȈȧ Ada Lovelace Award (http://awc-

hq.org/ada-lovelace-awards.html) Ȑ National Information Systems Security Award 

(https://www.acsac.org/ncss-winners.html). Ǫ 1995-ȖȔ ȖȕȈ șȚȈȓȈ ȓȈțȘȍȈȚȖȔ 
ȗȘȍȔȐȐ ǨșșȖȞȐȈȞȐȐ ȊȣȟȐșȓȐȚȍȓȤȕȖȑ ȚȍȝȕȐȒȐ 
(http://awards.acm.org/award_winners/denning_1239516.cfm), Ȉ Ȋ 2012-ȖȔ ȍȍ 
ȗȘȍȌșȚȈȊȐȓȐ Ȋ ȏȈȓ șȓȈȊȣ ȕȈȞȐȖȕȈȓȤȕȖȑ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ 

(http://www.cybersecurityhalloffame.com). 

   ǺȈȒ ȒȈȒ Ȋ ȒȖȕȞȍ 2016-ȋȖ ǬȖȒȚȖȘ ǬȍȕȕȐȕȋ ȖȜȐȞȐȈȓȤȕȖ ȊȣȠȓȈ ȕȈ ȗȍȕșȐȦ, ȧ 
șȗȘȖșȐȓ ȍȍ, ȉțȌȍȚ ȓȐ ȖȕȈ ȍȡȍ ȘȈȉȖȚȈȚȤ ȕȈȌ ȗȘȖȉȓȍȔȈȔȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǻȌȈȍȚșȧ ȓȐ ȍȑ ȕȍ ȘȈȉȖȚȈȚȤ ȗȖșȓȍ șȚȖȓȤȒȐȝ ȓȍȚ ȘȈȉȖȚȣ? ǶȕȈ 
șȒȈȏȈȓȈ: “ȇ ȖșȚȈȊȓȦ șȍȉȍ ȖȜȐș Ȑ Ț.Ȓ. ȧ ȥȔȍȘȐȚ – ȥȚȖ ȏȕȈȟȐȚ, ȟȚȖ ȧ ȔȖȋț ȌȍȓȈȚȤ 
Ȋșȍ, ȟȚȖ ȏȈȝȖȟț, ȕȍ ȗȖȓțȟȈȧ Ȋ ȕȈȋȘțȏȒț șȓȐȠȒȖȔ ȉȖȓȤȠȖȑ ȖȚȊȍȚșȚȊȍȕȕȖșȚȐ. ȇ 
Ȋșȍ ȍȡȍ ȈȒȚȐȊȕȖ ȘȈȉȖȚȈȦ ȕȈȌ ȕȍșȒȖȓȤȒȐȔȐ ȗȘȖȍȒȚȈȔȐ. ǹȍȑȟȈș ȧ ȋȖȚȖȊȓȦșȤ ȟȚȖ-

ȕȐȉțȌȤ ȕȈȗȐșȈȚȤ. ǵȖ Ȕȕȍ ȚȈȒȎȍ ȕȘȈȊȐȚșȧ ȏȈȕȐȔȈȚȤșȧ ȗȍȠȐȔ ȚțȘȐȏȔȖȔ. ЭȚȖ 
ȖȟȐȡȈȍȚ ȘȈȏțȔ”. ȇ ȌțȔȈȦ, ȓȦȉȖȑ ȗȘȖȜȍșșȐȖȕȈȓ ȝȖȚȍȓ ȉȣ ȐȔȍȚȤ ȚȈȒțȦ Ȏȍ 
ȗȘȖȌȖȓȎȐȚȍȓȤȕțȦ ȒȈȘȤȍȘț Ȑ ȖȒȈȏȈȚȤ ȚȈȒȖȍ Ȏȍ ȊȓȐȧȕȐȍ ȕȈ ȔȐȘ, ȒȈȒ ǬȖȒȚȖȘ 
ǬȍȕȕȐȕȋ. 
 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǬȖȒȚȖȘȍ ǬȖȘȖȚȐ Э. ǬȍȕȕȐȕȋ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǬȖȒȚȖȘȍ ǬȖȘȖȚȐ Э. ǬȍȕȕȐȕȋ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǷȖȌȒȈșȚ Silver Bullet ǫȥȘȐ ǴȈȒǫȘȖț, ȋȌȍ Ȗȕ ȉȍȘȍȚ ȐȕȚȍȘȊȤȦ ț ǬȖȒȚȖȘȈ 
ǬȖȘȖȚȐ Э. ǬȍȕȕȐȕȋ: https://www.cigital.com/podcasts/show-011/ 

- ǺȘȈȕșȒȘȐȗȞȐȧ ȐȕȚȍȘȊȤȦ ș ǬȖȒȚȖȘȖȔ ǬȍȕȕȐȕȋ ǰȕșȚȐȚțȚȈ ǿȈȘȓȤȏȈ 
ǩȥȉȉȐȌȎȈ: 
https://conservancy.umn.edu/bitstream/handle/11299/156519/oh424ded.pdf  
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ǫȓȈȊȈ 16. ǷȘȖȜȐȓȤ: ǴȈȑȒȓ ǬțȉȐȕșȒȐȑ 

 

 

 

ȇ țȎȍ ȌȈȊȕȖ ȖȟȍȕȤ ȗȘȐȌȐȘȟȐȊȖ ȖȚȕȖȠțșȤ Ȓ ȗȘȖȌțȒȚȈȔ Ȍȓȧ ȖȉȍșȗȍȟȍȕȐȧ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǹȓȖȎȕȖ ȖȚȕȖșȐȚȤșȧ Ȓ ȕȐȔ ȗȖ-ȌȘțȋȖȔț, ȏȕȈȧ, ȟȚȖ 
ȏȈ ȌȊȈ ȌȍșȧȚȐȓȍȚȐȧ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ Ȑ ȥȒșȗȓȖȑȚȣ, șțȌȧ ȗȖ ȊșȍȔț, șȚȈȓȖ ȗȘȖȡȍ 
ȗȘȐȔȍȕȧȚȤ, ȖșȖȉȍȕȕȖ, țȟȐȚȣȊȈȧ ȚȖȚ ȜȈȒȚ, ȟȚȖ ȗȖȟȚȐ ȒȈȎȌȖȍ ȕȖȊȖȍ șȘȍȌșȚȊȖ, 
ȋȈȘȈȕȚȐȘțȦȡȍȍ ȉȍȏȖȗȈșȕȖșȚȤ, ȕȈ Ȍȍȓȍ ȖȒȈȏȣȊȈȍȚșȧ șȖȊșȍȔ ȕȍ ȚȈȒȐȔ 
ȥȜȜȍȒȚȐȊȕȣȔ, ȒȈȒ ȍȋȖ ȗȖȏȐȞȐȖȕȐȘȖȊȈȓȐ. ȇ ȏȈȘȈȉȈȚȣȊȈȦ ȚȍȔ, ȟȚȖ ȗȘȖȊȍȘȧȦ 
ȚȈȒȐȍ șȘȍȌșȚȊȈ, ȟȈșȚȖ, Ȕȕȍ ȌȈȦȚ ȕȈ ȗȘȖȊȍȘȒț ȗȖ ȌȊȈȌȞȈȚȤ ȠȚțȒ Ȋ ȌȍȕȤ. ǭșȓȐ ȏȈ 
ȋȖȌ ȗȖȗȈȌȈȍȚșȧ ȝȖȚȧ ȉȣ ȖȌȕȖ, ȒȖȚȖȘȖȍ ȌȍȑșȚȊȐȚȍȓȤȕȖ țȔȍȍȚ ȌȍȓȈȚȤ ȚȖ, ȟȚȖ 
ȖȉȍȡȈȍȚ, Ȑ ȔȖȎȍȚ ȏȕȈȟȐȚȍȓȤȕȖ șȕȐȏȐȚȤ ȘȐșȒ ȊȏȓȖȔȈ, ȧ ȊȗȈȌȈȦ Ȋ ȥȒșȚȈȏ. ȇ ȟȈșȚȖ 
ȋȖȌȈȔȐ ȕȍ ȊȐȎț ȕȐȟȍȋȖ șȚȖȧȡȍȋȖ. ǺȈȒȎȍ, ȔȖȍȑ ȒȘȐȚȐȒȍ ȕȍȘȍȌȒȖ ȗȖȌȊȍȘȋȈȦȚșȧ 
ȗȘȖȌțȒȚȣ ȔȖȐȝ ȕȈȕȐȔȈȚȍȓȍȑ. 
   Ǫ șȊȧȏȐ ș ȥȚȐȔ, ȧ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȉȣȓ ȗȖȚȘȧșȍȕ ȕȖȊȣȔ șȘȍȌșȚȊȖȔ Microsoft, 

ȒȖȚȖȘȖȍ ȕȈȏȣȊȈȍȚșȧ «Advanced Threat Analytics (ATA)». ǶȕȖ ȉȣ Ȕȕȍ 
ȗȖȕȘȈȊȐȓȖșȤ, ȌȈȎȍ, ȍșȓȐ ȉȣ ȍȋȖ șȖȏȌȈȓȐ ȕȍ Microsoft. ATA ȌȍȑșȚȊȐȚȍȓȤȕȖ 
ȐșȗȖȓȤȏțȍȚ ȘȈșȠȐȘȍȕȕȣȑ ȈȕȈȓȐȏ șȖȉȣȚȐȑ Ȑ șȍȚȍȊȖȋȖ ȚȘȈȜȐȒȈ, ȟȚȖ ȗȖȏȊȖȓȧȍȚ 
ȖȉȕȈȘțȎȐȚȤ ȈȒȚȐȊȕȣȍ țȋȘȖȏȣ, ȊȒȓȦȟȈȧ Țȍ țȋȘȖȏȣ, ȒȖȚȖȘȣȍ ȔȕȖȋȐȍ ȥȒșȗȍȘȚȣ 
șȟȐȚȈȦȚ șȓȖȎȕȣȔȐ Ȍȓȧ ȖȉȕȈȘțȎȍȕȐȧ, ȚȈȒȐȍ, ȒȈȒ ȈȚȈȒȐ Pass-the-hash 

(https://en.wikipedia.org/wiki/Pass_the_hash) ȐȓȐ Golden Ticket 
(http://www.infoworld.com/article/2608877/security/fear-the-golden-ticket-attack-

.html). ǷȖșȓȍ ȕȈȉȓȦȌȍȕȐȧ ȏȈ ȘȈȉȖȚȖȑ ȥȚȖȑ ȗȓȈȚȜȖȘȔȣ, ȧ ȗȖȕȧȓ, ȟȚȖ ȖȕȈ 
ȕȈșȚȖȓȤȒȖ ȝȖȘȖȠȈ, ȟȚȖ ȧ ȝȖȟț ȉȘȖșȐȚȤ ȚȖ, ȟȍȔ ȏȈȕȐȔȈȦșȤ, Ȑ ȘȈȉȖȚȈȚȤ ȚȖȓȤȒȖ 
ȕȈȌ ȗȘȖȌȊȐȎȍȕȐȍȔ ATA. ǰ ȧ ȕȍ țȚȘȐȘțȦ. ȇ ȉȣ ȌȍȑșȚȊȐȚȍȓȤȕȖ șȔȍȕȐȓ ȘȈȉȖȚț, 
ȍșȓȐ ȉȣ Ȕȕȍ ȗȘȍȌȖșȚȈȊȐȓȐ ȊȖȏȔȖȎȕȖșȚȤ. ǵȈșȚȖȓȤȒȖ ȝȖȘȖȠȈ ȥȚȈ ȗȓȈȚȜȖȘȔȈ. 
   ATA ȗȖȧȊȐȓȈșȤ Ȋ ȘȍȏțȓȤȚȈȚȍ ȗȖȒțȗȒȐ Microsoft ȐȏȘȈȐȓȤșȒȖȋȖ șȚȈȘȚȈȗȈ Aorato, 

Ȋ ȕȖȧȉȘȍ 2014-ȋȖ. ǲȈȎȌȣȑ ȋȖȌ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ 
ȗȖȧȊȓȧȦȚșȧ ȚȣșȧȟȐ șȚȈȘȚȈȗȖȊ. Ǻȍ, ȒȚȖ ȝȖȚȤ ȘȈȏ ȘȈȉȖȚȈȓ ȕȈȌ șȚȈȘȚȈȗȖȔ, ȏȕȈȦȚ, 
ȟȚȖ ȥȚȖ ȚȘȍȉțȍȚ ȔȕȖȋȐȝ ȟȈșȖȊ ȕȈȗȘȧȎȍȕȕȖȑ ȘȈȉȖȚȣ, ȐȕȖȋȌȈ ȉȍȏ ȊȣȝȖȌȕȣȝ, Ȋ 
ȖȒȘțȎȍȕȐȐ ȒȖȓȓȍȋ, ȒȖȚȖȘȣȍ ȚȈȒȎȍ țȊȓȍȟȍȕȣ ȥȚȐȔ ȗȘȖȍȒȚȖȔ. ȇ ȏȕȈȦ ȔȕȖȋȐȝ 
ȓȦȌȍȑ, ȒȖȚȖȘȣȍ “ȗȍȘȍȋȖȘȍȓȐ”, ȘȈȉȖȚȈȧ ȕȈȌ ȚȈȒ Ȑ ȕȍ ȊȣȠȍȌȠȐȔ șȚȈȘȚȈȗȖȔ. ǶȕȐ 
ȘȐșȒȖȊȈȓȐ ȊșȍȔ, ȗȖȓțȟȈȧ ȔȈȓȍȕȤȒțȦ ȏȈȘȗȓȈȚț, ȊȒȓȈȌȣȊȈȧ ȔȕȖȋȖ șȐȓ, ȟȚȖȉȣ 
ȗȖȓțȟȐȚȤ ȐȚȖȋȖȊȖȍ ȊȖȏȕȈȋȘȈȎȌȍȕȐȍ, ȒȖȚȖȘȖȋȖ ȚȈȒ Ȑ ȕȍ ȗȖșȓȍȌȖȊȈȓȖ. ǴȖȑ 
ȌȊȖȦȘȖȌȕȣȑ ȉȘȈȚ ǸȐȟȈȘȌ Ǩ. ǫȘȈȑȔș ȟȈșȚȖ ȘȈȉȖȚȈȓ Ȋ ȘȈȕȕȐȝ ȐȕȚȍȘȕȍȚ-

șȚȈȘȚȈȗȈȝ, Ȑ, ȖȌȕȈȎȌȣ, Ȗȕ șȒȈȏȈȓ Ȕȕȍ: “ǭșȓȐ ȍȡȍ ȖȌȐȕ șȚȈȘȚȈȗ ȗȘȍȌȓȖȎȐȚ Ȕȕȍ 
ȖȗȓȈȚț ș ȉțȌțȡȍȑ ȗȘȐȉȣȓȐ, ȧ șȒȈȎț ȐȔ, ȟȚȖ ȗȖȒțȗȈȚȤ ȗȘȖȌțȒȚȣ Ȑ ȖȗȓȈȟȐȊȈȚȤ 
șȟȍȚȈ ȏȈ ȥȓȍȒȚȘȐȟȍșȚȊȖ ȕțȎȕȖ șȍȑȟȈș, Ȉ ȕȍ ș ȉțȌțȡȍȑ ȗȘȐȉȣȓȐ”.  
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  ǰȏȘȈȐȓȤȚȧȕȐȕț ǴȈȑȒȓț ǬțȉȐȕșȒȖȔț ȗȖȊȍȏȓȖ. ǿȍȘȍȏ ȗȖȓȋȖȌȈ, ȗȖșȓȍ ȚȖȋȖ, ȒȈȒ Ȗȕ 
ȗȘȐȠȍȓ Ȋ ȒȖȔȗȈȕȐȦ Aorato, ȍȍ ȒțȗȐȓȐ Microsoft. ǹȍȑȟȈș Ȗȕ ȋȓȈȊȕȣȑ 
ȘțȒȖȊȖȌȐȚȍȓȤ ȗȘȖȐȏȊȖȌșȚȊȍȕȕȖȋȖ ȕȈȗȘȈȊȓȍȕȐȧ ATA. Ƕȕ Ȋșȍ ȚȈȒȎȍ ȔȕȖȋȖ 
ȘȈȉȖȚȈȍȚ, ȕȖ ȚȍȗȍȘȤ Ȋ ȒȖȔȜȖȘȚȕȣȝ țșȓȖȊȐȧȝ ȉȖȓȤȠȖȑ ȒȖȘȗȖȘȈȞȐȐ.  
   ǰȏ-ȏȈ ȚȘțȌȕȖșȚȍȑ șțȡȍșȚȊȖȊȈȕȐȧ ǰȏȘȈȐȓȧ Ȑ ȐȏȘȈȐȓȤȚȧȕ, Ȋ ȔȈȓȍȕȤȒȖȑ șȚȘȈȕȍ 
ȗȖȧȊȐȓȐșȤ ȕȍȊȍȘȖȧȚȕȣȍ șȘȍȌșȚȊȈ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǰȏȘȈȐȓȤșȒȐȍ 
ȒȖȔȗȈȕȐȐ ȊșȍȋȌȈ ȘȈȏȘȈȉȈȚȣȊȈȦȚ ȕȖȊȣȍ Ȑ ȗȘȖȌȊȐȕțȚȣȍ șȐșȚȍȔȣ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǵȍșȒȖȓȤȒȖ ȓȍȚ ȕȈȏȈȌ, Ȕȍȕȧ ȕȈȕȧȓȐ ȗȘȍȗȖȌȈȊȈȚȤ 
ȚȍȝȕȖȓȖȋȐȦ ȘȈȉȖȚȣ honeypot Ȍȓȧ ȈȘȔȐȐ ȖȉȖȘȖȕȣ ǰȏȘȈȐȓȧ (ǾǨǽǨǳ), ȋȌȍ ȌȖȓȎȍȕ 
ȖȚșȓțȎȐȚȤ ȒȈȎȌȣȑ ȋȘȈȎȌȈȕȐȕ ǰȏȘȈȐȓȧ. ǪșȦ șȊȖȦ ȒȈȘȤȍȘț ȧ ȐșȗȖȓȤȏȖȊȈȓ 
honeypot Ȑ ȗȘȍȗȖȌȈȊȈȓ ȗȘȐȕȞȐȗ Ȑȝ ȘȈȉȖȚȣ, Ȑ ȌȈȎȍ ȕȈȗȐșȈȓ ȗȘȖ ȕȐȝ ȒȕȐȋț. ǵȖ 
ȒȖȋȌȈ ȧ ȗȘȐȠȍȓ, ȔȖȓȖȌȣȍ ȗȈȘȕȐ Ȑ ȌȍȊțȠȒȐ Ȑȏ ǾǨǽǨǳ Ȕȍȕȧ ȗȖȘȈȏȐȓȐ. ǶȕȐ țȎȍ 
ȏȕȈȓȐ ȗȖȟȚȐ Ȋșȍ, ȟȚȖ ȧ ȏȕȈȓ, Ȑ țȎȍ ȐșȗȖȓȤȏȖȊȈȓȐ șȈȔȣȍ ȒȓȈșșȕȣȍ honeypot, 
ȒȖȚȖȘȣȍ ȧ șȖȉȐȘȈȓșȧ ȐȔ ȗȖȒȈȏȈȚȤ. Ǵȕȍ ȕțȎȕȖ ȉȣȓȖ ȚȖȓȤȒȖ ȗȖȔȖȟȤ ȐȔ șȌȍȓȈȚȤ 
Ȑȝ honeypot ȍȡȍ ȉȖȓȍȍ ȘȍȈȓȐșȚȐȟȕȣȔȐ Ȑ ȗȘȐȊȓȍȒȈȚȍȓȤȕȣȔȐ. 
   ǺȖȋȌȈ ȧ țȏȕȈȓ, ȟȚȖ ȔȖȑ ȖȗȣȚ, ȚȈȒȖȑ Ȏȍ, ȒȈȒ ț ȌȘțȋȐȝ ȐȕȖșȚȘȈȕȞȍȊ, 
ȗȘȐȍȏȎȈȦȡȐȝ Ȋ ǰȏȘȈȐȓȤ ȗȘȍȗȖȌȈȊȈȚȤ ȐȕȜȖȘȔȈȞȐȖȕȕțȦ ȉȍȏȖȗȈșȕȖșȚȤ. Ǫ 
ǰȏȘȈȐȓȍ Ȗ ȏȈȡȐȚȍ șȚȘȈȕȣ ȖȚ ȒȐȉȍȘțȋȘȖȏ ȌțȔȈȦȚ ȉȖȓȤȠȍ, ȟȍȔ ȋȌȍ-ȓȐȉȖ ȍȡȍ. ǪȖ 
ȊȘȍȔȧ ȔȖȍȋȖ ȊȐȏȐȚȈ, ȗȖ ǺȍȓȤ-ǨȊȐȊț ȉȣȓȖ ȊȣȗțȡȍȕȖ ȕȍșȒȖȓȤȒȖ ȘȈȒȍȚ. Ǫ ȒȓȈșșȍ 
ȉȣȓȖ 20 ȟȍȓȖȊȍȒ, Ȑ ȧ șȗȘȖșȐȓ, șȒȖȓȤȒȖ Ȑȏ ȕȐȝ ȊȐȌȍȓȐ ȊȣȗțȡȍȕȕțȦ ȗȖ ȕȐȔ 
ȘȈȒȍȚț, ȒȖȚȖȘȈȧ, șȒȖȘȍȍ ȊșȍȋȖ, ȗȘȐȏȍȔȓȐȓȈșȤ ȉȣ ȋȌȍ-ȚȖ ȘȧȌȖȔ ș ȕȐȔȐ, ȍșȓȐ ȉȣ 
ȍȍ ȕȍ ȖșȚȈȕȖȊȐȓȐ. ǷȘȈȒȚȐȟȍșȒȐ Ȋșȍ ȗȖȌȕȧȓȐ ȘțȒț. ǮȐȏȕȤ Ȋ ȚȈȒȐȝ țșȓȖȊȐȧȝ 
ȔȍȕȧȍȚ ȗȘȐȖȘȐȚȍȚȣ Ȑ ȗȍȘșȗȍȒȚȐȊȣ. ǶȕȈ ȚȈȒȎȍ șȗȖșȖȉșȚȊțȍȚ șȖȏȌȈȕȐȦ 
ȥȜȜȍȒȚȐȊȕȣȝ șȘȍȌșȚȊ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
   ȇ șȗȘȖșȐȓ ǬțȉȐȕșȒȖȋȖ, ȗȘȖȎȐȓ ȓȐ Ȗȕ ȊșȦ ȎȐȏȕȤ Ȋ ǰȏȘȈȐȓȍ. Ƕȕ șȒȈȏȈȓ: “ȇ 
ȘȖȌȐȓșȧ Ȋ ǳȈȚȊȐȐ, ȥȚȖ Ȋ ǪȖșȚȖȟȕȖȑ ǭȊȘȖȗȍ, ǩȈȓȚȐȑșȒȐȑ ȘȍȋȐȖȕ. ǷȖșȓȍ ǪȚȖȘȖȑ 
ǴȐȘȖȊȖȑ ȥȚȖȚ ȘȍȋȐȖȕ ȉȣȓ ȟȈșȚȤȦ ǹǹǹǸ, ȗȖȒȈ ȕȍ ȗȘȖȊȖȏȋȓȈșȐȓ șȊȖȦ 
ȕȍȏȈȊȐșȐȔȖșȚȤ Ȋ 1990 ȋȖȌț. ǷȘȐȔȍȘȕȖ Ȋ ȚȖ Ȏȍ ȊȘȍȔȧ, Ȕȣ ș ȘȖȌȐȚȍȓȧȔȐ 
ȗȍȘȍȍȝȈȓȐ Ȋ ǰȏȘȈȐȓȤ. ȇ ȊȣȘȖș Ȋ ȗȘȐȋȖȘȖȌȍ, ȕȈ Ȧȋȍ ȖȚ ǺȍȓȤ-ǨȊȐȊȈ”. 
   ȇ șȗȘȖșȐȓ ǬțȉȐȕșȒȖȋȖ, ȒȈȒ Ȗȕ ȗȖȗȈȓ Ȋ șȜȍȘț ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
Ƕȕ ȖȚȊȍȚȐȓ: “Ǵȍȕȧ ș ȌȍȚșȚȊȈ ȐȕȚȍȘȍșȖȊȈȓȐ ȒȖȔȗȤȦȚȍȘȣ, Ȉ ȖȌȐȕ Ȑȏ ȔȖȐȝ șȖșȍȌȍȑ 
ȉȣȓ ȐȕȎȍȕȍȘȖȔ ǷǶ, Ȑ Ȗȕ șȐȓȤȕȖ Ȕȕȍ ȗȖȔȖȋ. ȇ ȕȈȟȈȓ ȊȖȏȐȚȤșȧ ș ȒȖȔȗȤȦȚȍȘȈȔȐ, 
ȗȘȖȋȘȈȔȔȐȘȖȊȈȓ ȕȈ BASIC Ȑ Pascal, Ȑ ȐȏțȟȈȓ ȌȐȏȈșșȍȔȉȓȍȘȣ. ǷȖȏȎȍ ȧ țȊȓȍȒșȧ 
ȚȘȖȧȕșȒȐȔȐ ȗȘȖȋȘȈȔȔȈȔȐ țȌȈȓȍȕȕȖȋȖ ȌȖșȚțȗȈ (remote access Trojans, RAT), 

ȚȈȒȐȔȐ ȒȈȒ SubSeven (https://en.wikipedia.org/wiki/Sub7). ЭȚȖ ȉȣȓȖ 
ȌȍȑșȚȊȐȚȍȓȤȕȖ ȐȕȚȍȘȍșȕȖ, Ȑ ȧ ȕȈȟȈȓ ȐșȗȖȓȤȏȖȊȈȚȤ ȥȚȐ ȗȘȖȋȘȈȔȔȣ Ȍȓȧ 
ȘȖȏȣȋȘȣȠȈ ȌȘțȏȍȑ. ǰșȗȖȓȤȏțȧ șȖȞȐȈȓȤȕțȦ ȐȕȎȍȕȍȘȐȦ ȐȓȐ ȜȐȠȐȕȋ, ȧ ȌȍȓȈȓ 
ȚȈȒ, ȟȚȖȉȣ ȔȖȐ ȌȘțȏȤȧ țșȚȈȕȈȊȓȐȊȈȓȐ Ȑȝ, Ȉ ȏȈȚȍȔ ȘȈȏȊȓȍȒȈȓșȧ, ȖȚȒȘȣȊȈȧ Ȑȝ CD-

ROM. ǷȖȏȎȍ, ȧ ȗȍȘȍȠȍȓ ȖȚ ȘȖȏȣȋȘȣȠȈ ȌȘțȏȍȑ Ȓ ȒȘȈȎȍ ȟțȎȐȝ țȟȍȚȕȣȝ ȌȈȕȕȣȝ 
Ȍȓȧ ȊȝȖȌȈ Ȋ ȐȕȚȍȘȕȍȚ. ЭȚȖ ȉȣȓȖ ȊȖ ȊȘȍȔȍȕȈ dial-up ȔȖȌȍȔȖȊ Ȑ ȌȖȘȖȋȖȋȖ 
ȐȕȚȍȘȕȍȚȈ. ǿȚȖȉȣ țȒȘȈșȚȤ ȟțȎȐȍ țȟȍȚȕȣȍ ȌȈȕȕȣȍ Ȍȓȧ ȊȝȖȌȈ Ȋ ȐȕȚȍȘȕȍȚ, ȧ 
ȐșȗȖȓȤȏȖȊȈȓ Țȍ Ȏȍ ȝȈȒȍȘșȒȐȍ ȕȈȊȣȒȐ, ȒȖȚȖȘȣȍ ȗȘȐȔȍȕȧȓ Ȍȓȧ ȘȖȏȣȋȘȣȠȈ 
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ȌȘțȏȍȑ. ȇ ȌȖȉȐȓșȧ ȞȍȓȐ, ȕȖ, ȚȈȒȎȍ, ȉȣȓ ȗȖȑȔȈȕ. ǴȖȐ ȘȖȌȐȚȍȓȐ ȉȣȓȐ ȖȟȍȕȤ 
ȘȈșșȚȘȖȍȕȣ Ȑ ȏȈȉȘȈȓȐ ț Ȕȍȕȧ ȒȖȔȗȤȦȚȍȘ. ǷȖȏȎȍ, ȒȖȋȌȈ ȧ șȓțȎȐȓ Ȋ ȈȘȔȐȐ 
ǰȏȘȈȐȓȧ, ȧ ȘȈȉȖȚȈȓ ȕȈȌ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ. ǶșȖȉȍȕȕȖ, Ȕȍȕȧ 
ȐȕȚȍȘȍșȖȊȈȓȈ ȈțȚȍȕȚȐȜȐȒȈȞȐȧ, Ȑ ȚȖ, ȒȈȒ șȌȍȓȈȚȤ ȍȍ ȔȈȒșȐȔȈȓȤȕȖ 
ȥȜȜȍȒȚȐȊȕȖȑ”.  
   ȇ șȗȘȖșȐȓ, ȒȈȒ Ȗȕ ȗȖȗȈȓ Ȋ Aorato. Ƕȕ ȖȚȊȍȚȐȓ: “Ǫ 2014 ȋȖȌț ȧ șȚȈȓ 
ȚȘȐȕȈȌȞȈȚȣȔ ȘȈȉȖȚȕȐȒȖȔ Ȋ ȒȖȔȗȈȕȐȐ, ȒȖȚȖȘȖȑ, ȕȈ ȚȖȚ ȔȖȔȍȕȚ, ȉȣȓȖ ȌȊȈ ȋȖȌȈ. ȇ 
șȘȈȏț ȕȈȟȈȓ ȘȈȉȖȚȈȚȤ ȕȈȌ ȐȕȎȍȕȍȘȕȣȔȐ ȗȘȖȉȓȍȔȈȔȐ, Ȑ Ȋȣȧșȕȧȓ, ȒȈȒ ȔȖȎȕȖ 
țȊȍȓȐȟȐȚȤ ȗȘȖȞȍȕȚ ȖȉȕȈȘțȎȍȕȐȧ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ. Ǫ ȖșȕȖȊȍ ȊșȍȋȌȈ ȉȣȓȖ ȌȊȈ 
ȕȈȗȘȈȊȓȍȕȐȧ ȌȍȧȚȍȓȤȕȖșȚȐ. Ǭȓȧ ȖȌȕȖȋȖ ȕȈȗȘȈȊȓȍȕȐȧ, ȞȍȓȤȦ ȉȣȓȖ ȊȣȧȊȐȚȤ 
ȕȖȊȣȍ șȗȖșȖȉȣ ȖȉȕȈȘțȎȍȕȐȧ, Ȍȓȧ ȌȘțȋȖȋȖ - țȓțȟȠȍȕȐȍ ȒȖȕȍȟȕȖȋȖ ȗȘȖȌțȒȚȈ, 
ȘȈșȠȐȘȧȧ ȍȋȖ ȊȖȏȔȖȎȕȖșȚȐ ȖȉȕȈȘțȎȍȕȐȧ. ȇ ȗȘȖȘȈȉȖȚȈȓ Ȋ Aorato ȊșȍȋȖ ȠȍșȚȤ 
ȔȍșȧȞȍȊ, ȗȍȘȍȌ ȚȍȔ, ȒȈȒ Ȑȝ ȒțȗȐȓȐ Microsoft. Microsoft ȖȉȍșȗȍȟȐȓȐ ȕȈȔ 100% 
ȗȖȌȌȍȘȎȒȐ Ȑ ȌȖȊȍȘȐȧ. Ǵȣ ȗȘȖȌȖȓȎȈȍȔ ȘȈȉȖȚȈȚȤ ș ȖȚȓȐȟȕȣȔȐ ȓȦȌȤȔȐ Ȑ ȌȍȓȈȍȔ 
ȒȈȟȍșȚȊȍȕȕȣȑ ȗȘȖȌțȒȚ.  
   ȇ șȗȘȖșȐȓ ǬțȉȐȕșȒȖȋȖ, ȟȚȖ, ȗȖ ȍȋȖ ȔȕȍȕȐȦ, ȧȊȓȧȍȚșȧ ȋȓȈȊȕȖȑ ȗȘȖȉȓȍȔȖȑ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ șȒȈȏȈȓ: “ǶȉȘȈȏȖȊȈȕȐȍ. Ǫ ȒȖȕȍȟȕȖȔ șȟȍȚȍ, 
ȉȖȓȤȠȐȕșȚȊȖ ȓȦȌȍȑ ȕȈ ȟȚȖ-ȚȖ ȕȈȎȐȔȈȦȚ. ǵȍȊȈȎȕȖ, ȒȈȒȐȍ ȚȍȝȕȖȓȖȋȐȐ ȏȈȡȐȚȣ 
ȗȘȐȔȍȕȧȦȚșȧ, ȓȦȌȐ Ȋșȍ ȘȈȊȕȖ ȟȚȖ-ȕȐȉțȌȤ ȕȈȎȔțȚ. ǶȉȘȈȏȖȊȈȕȐȍ - ȒȓȦȟ Ȓ 
ȗȘȍȌȖȚȊȘȈȡȍȕȐȦ ȈȚȈȒ”. 
 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǴȈȑȒȓȍ ǬțȉȐȕșȒȖȔ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǴȈȑȒȓȍ ǬțȉȐȕșȒȖȔ: 
 

- ǺȊȐȚȚȍȘ ǴȈȑȒȓȈ ǬțȉȐȕșȒȖȋȖ: https://twitter.com/michaeldubinsky 
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ǫȓȈȊȈ 17. ǼȈȑȘȊȖȓȣ 

  

 

 

ǼȈȑȘȊȖȓȣ - ȖȚȓȐȟȕȣȑ ȗȘȐȔȍȘ ȚȍȝȕȖȓȖȋȐȑ, ȒȖȚȖȘȣȍ șȚȈȓȐ ȎȍȘȚȊȈȔȐ șȊȖȍȋȖ Ȏȍ 
țșȗȍȝȈ. ǵȈ ȗȘȖȚȧȎȍȕȐȐ ȚȘȍȝ ȌȍșȧȚȐȓȍȚȐȑ ȜȈȑȘȊȖȓȣ ȚȈȒ ȝȖȘȖȠȖ șȗȘȈȊȓȧȓȐșȤ șȖ 
șȊȖȍȑ ȏȈȌȈȟȍȑ, ȟȚȖ țȋȘȖȏȣ, ȗȘȖȚȐȊ ȒȖȚȖȘȣȝ ȖȕȐ șȖȏȌȈȊȈȓȐșȤ, ȗȘȈȒȚȐȟȍșȒȐ 
ȗȍȘȍșȚȈȓȐ șțȡȍșȚȊȖȊȈȚȤ. ǷȓȖȝȐȍ ȗȈȘȕȐ șȌȈȦȚșȧ! ǷȖ ȒȘȈȑȕȍȑ ȔȍȘȍ, Ȋ ȖȌȕȖȔ 
ȕȈȗȘȈȊȓȍȕȐȐ. ǵȍȒȖȚȖȘȣȍ ȥȒșȗȍȘȚȣ ȌȈȎȍ țȚȊȍȘȎȌȈȦȚ, ȟȚȖ ȜȈȑȘȊȖȓȣ ȉȖȓȤȠȍ ȕȍ 
ȕțȎȕȣ, ȕȖ ȉȖȓȤȠȐȕșȚȊȖ ȥȒșȗȍȘȚȖȊ țȊȍȘȍȕȖ, ȟȚȖ ȜȈȑȘȊȖȓȣ, ȒȈȒ Ȑ șȒȈȕȍȘȣ 
ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ - ȥȚȖ ȕȍȖȉȝȖȌȐȔȣȑ ȥȓȍȔȍȕȚ Ȍȓȧ ȖȉȍșȗȍȟȍȕȐȧ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȋ ȓȦȉȖȑ șȐșȚȍȔȍ.  
 

ǿȚȖ ȚȈȒȖȍ ȜȈȑȘȊȖȓ? 

ǭșȓȐ ȒȘȈȚȒȖ, ȚȖ ȜȈȑȘȊȖȓ - ȥȚȖ ǷǶ ȐȓȐ ȈȗȗȈȘȈȚȕȣȑ ȒȖȔȗȖȕȍȕȚ, șȖȏȌȈȕȕȣȑ Ȍȓȧ 
ȗȘȍȌȖȚȊȘȈȡȍȕȐȧ ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȖȋȖ ȌȖșȚțȗȈ ȔȍȎȌț ȌȊțȔȧ ȐȓȐ ȉȖȓȍȍ 
ȋȘȈȕȐȞȈȔȐ ȉȍȏȖȗȈșȕȖșȚȐ. ǺȘȈȌȐȞȐȖȕȕȖ, ȍȋȖ ȘȈȉȖȚȈ ȖșȕȖȊȈȕȈ ȕȈ ȕȈȏȊȈȕȐȐ 

ȗȘȖȚȖȒȖȓȈ ȐȓȐ ȕȖȔȍȘȍ ȗȖȘȚȈ, Ȉ ȕȈ șȍȚȍȊȖȔ țȘȖȊȕȍ, ȒȈȒ ȗȘȈȊȐȓȖ, ȐșȗȖȓȤȏțȍȚșȧ 
ȜȐȓȤȚȘȈȞȐȧ ȗȈȒȍȚȖȊ. ǴȕȖȋȐȍ ȜȈȑȘȊȖȓȣ ȔȖȋțȚ ȚȈȒȎȍ ȘȈȏȘȍȠȈȚȤ ȐȓȐ ȏȈȗȘȍȡȈȚȤ 
ȗȍȘȍȌȈȟț ȚȘȈȜȐȒȈ ȕȈ ȖșȕȖȊȍ ȐȔȍȕ ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȕȈȏȊȈȕȐȐ țșȚȘȖȑșȚȊ, 
ȗȘȐȕȈȌȓȍȎȕȖșȚȐ Ȓ ȋȘțȗȗȍ Ȑ ȐȕȜȖȘȔȈȞȐȐ, ȗȖȓțȟȍȕȕȖȑ Ȑȏ ȊȍȘȝȕȐȝ țȘȖȊȕȍȑ 
ȚȘȈȜȐȒȈ ȗȘȐȓȖȎȍȕȐȑ. ǿȈșȚȖ Ȋ ȜȈȑȘȊȖȓȈȝ ȍșȚȤ ȘȈșȠȐȘȍȕȕȣȑ ȜțȕȒȞȐȖȕȈȓ Ȑ 
ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ ȊȖȏȔȖȎȕȖșȚȐ, ȚȈȒȐȍ, ȒȈȒ ȈȕȈȓȐȏ ȗȈȒȍȚȖȊ ȊȣșȖȒȖȋȖ țȘȖȊȕȧ, 

ȖȉȕȈȘțȎȍȕȐȍ/ȗȘȍȌȖȚȊȘȈȡȍȕȐȍ ȊȚȖȘȎȍȕȐȑ, ȖȉȕȈȘțȎȍȕȐȍ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ, Ȉ 
ȚȈȒȎȍ VPN. ǪȖ ȔȕȖȋȐȝ ȜȈȑȘȊȖȓȈȝ ȍșȚȤ ȗȖȌȘȖȉȕȣȍ ȓȖȋ-ȜȈȑȓȣ. ǲȈȒ ȗȘȈȊȐȓȖ, 
ȗȖșȓȍ ȊȒȓȦȟȍȕȐȧ ȜȈȑȘȊȖȓȈ, ȍȋȖ ȎțȘȕȈȓ șȖȉȣȚȐȑ ȚțȚ Ȏȍ ȏȈȗȖȓȕȧȍȚșȧ ȏȈȗȐșȧȔȐ. 

ǸȈȕȕȧȧ ȐșȚȖȘȐȧ ȜȈȑȘȊȖȓȖȊ               
ǷȘȖȋȘȈȔȔȈ, ȒȖȚȖȘțȦ ȊȗȖșȓȍȌșȚȊȐȐ șȚȈȓȐ șȟȐȚȈȚȤ ȘȈȕȕȐȔ ȜȈȑȘȊȖȓȖȔ ȕȈ țȘȖȊȕȍ 
ȗȘȐȓȖȎȍȕȐȑ, ȉȣȓȈ șȖȏȌȈȕȈ Ȋ 1987-ȖȔ, ȈȌȔȐȕȐșȚȘȈȚȖȘȈȔȐ AT&T Bell Labs ǬȥȑȊȖȔ 
ǷȘȍșȖȚȚȖ Ȑ ǫȖȊȈȘȌȖȔ ǺȘȐȒȐ ȕȈ ȒȖȔȗȤȦȚȍȘȍ VAX, ȗȖȌ țȗȘȈȊȓȍȕȐȍȔ BSD, ș ȌȊțȔȧ 
șȍȚȍȊȣȔȐ ȐȕȚȍȘȜȍȑșȈȔȐ. ǶȕȈ ȉȣȓȈ ȕȍȖȉȝȖȌȐȔȈ Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ ȏȈȡȐȚȐȚȤ 
ȊȕțȚȘȍȕȕȐȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȑ ȒȖȔȗȤȦȚȍȘȣ. ǰȝ ȗȘȖȋȘȈȔȔȈ ȗȖȏȊȖȓȧȓȈ ȊȕțȚȘȍȕȕȐȔ 
ȗȖȓȤȏȖȊȈȚȍȓȧȔ ȗȖȓțȟȈȚȤ ȌȖșȚțȗ Ȋ ȐȕȚȍȘȕȍȚ, ȕȖ ȏȈȗȘȍȡȈȓȈ 
ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȍ ȊȝȖȌȧȡȐȍ ȗȖȌȒȓȦȟȍȕȐȧ. ǶȕȐ ȐșȗȖȓȤȏȖȊȈȓȐ șȖȉșȚȊȍȕȕȣȑ 
ȠȓȦȏ șȍȈȕșȖȊȖȋȖ țȘȖȊȕȧ, ȒȖȚȖȘȣȑ ȗȖȧȊȐȓșȧ, ȗȘȐȔȍȘȕȖ ȕȈ șȍȔȤ ȓȍȚ ȘȈȕȤȠȍ, ȟȍȔ 
Ȋ ȗȘȖȚȖȒȖȓȍ SOCKS-ȗȘȖȒșȐ, șȚȈȊȠȍȔ, Ȋ ȐȚȖȋȍ, ȖȟȍȕȤ ȗȖȗțȓȧȘȕȣȔ. ǷȖȏȎȍ, Ȋ 
ȕȈȟȈȓȍ 1988-ȋȖ, ǻȐȓȤȧȔ ǿȍșȊȐȒ ȐșȗȖȓȤȏȖȊȈȓ ȚȈȒȖȑ Ȏȍ ȠȓȦȏ. 
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ǷǸИǴЕЧАǵИЕ ǹȓȖȊȖ “ȜȈȑȘȊȖȓ” ȐșȗȖȓȤȏȖȊȈȓȖșȤ Ȋ ȜȐȓȤȔȍ ǽȈȒȍȘȣ 1983 ȋȖȌȈ, 
ȖȌȕȈȒȖ Ȋ ȜȐȓȤȔȍ ȕȍ ȉȣȓȖ ȟȍȚȒȖȋȖ ȖȗȘȍȌȍȓȍȕȐȧ. 
   Ǫ ȚȍȝȕȐȟȍșȒȖȑ ȌȖȒțȔȍȕȚȈȞȐȐ ȜȈȑȘȊȖȓ ȊȗȍȘȊȣȍ țȗȖȔȐȕȈȓșȧ Ȋ 1987-ȖȔ, ȕȈ 
ȗȘȍȏȍȕȚȈȞȐȐ ǬȎȍȜȜȘȐ ǴȖȋțȓȈ (ȓȈțȘȍȈȚȈ ȗȘȍȔȐȐ ǨșșȖȞȐȈȞȐȐ ȊȣȟȐșȓȐȚȍȓȤȕȖȑ 
ȚȍȝȕȐȒȐ, ȒȖȚȖȘȣȑ ȕȈ ȌȈȕȕȣȑ ȔȖȔȍȕȚ ȘȈȉȖȚȈȍȚ Ȋ Google 
[https://research.google.com/pubs/JeffreyMogul.html]), ǸȐȟȈȘȌȈ Ǽ. ǸȈȠȐȌȈ Ȑ 
ǴȈȑȒȓȈ ǬȎ. ǨȟȍȚȚȈ, ȒȖȚȖȘȈȧ ȕȈȏȣȊȈȓȈșȤ “The Packet Filter: An Efficient 
Mechanism for User-level Network Code (ǼȐȓȤȚȘ ȗȈȒȍȚȖȊ: ȥȜȜȍȒȚȐȊȕȣȑ ȔȍȝȈȕȐȏȔ 
ȘȍȋțȓȐȘȖȊȈȕȐȧ șȍȚȍȊȖȋȖ ȒȖȌȈ ȕȈ țȘȖȊȕȍ ȗȖȓȤȏȖȊȈȚȍȓȧ) Ȑ ȗȘȖȠȓȈ ȕȈ șȐȔȗȖȏȐțȔȍ 
ACM, ȗȖșȊȧȡȍȕȕȖȔț ȖșȕȖȊȈȔ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ.  
  Ǫ ȕȖȧȉȘȍ 1988-ȋȖ, șȍȚȤ, ȏȈȡȐȡȍȕȕȈȧ ȜȈȑȘȊȖȓȖȔ ǿȍșȊȐȒȈ, ȗȖȌȊȍȘȋȓȈșȤ ȈȚȈȒȍ 
ȕȈȠțȔȍȊȠȍȋȖ ǿȍȘȊȧ ǴȖȘȘȐșȈ (https://en.wikipedia.org/wiki/Morris_worm). 

ǩȓȈȋȖȌȈȘȧ țȌȈȟȕȖȔț șȚȍȟȍȕȐȦ ȖȉșȚȖȧȚȍȓȤșȚȊ Ȑ ȗȘȍȌȊȈȘȐȚȍȓȤȕȖȔț ȐȏȔȍȕȍȕȐȦ 
ȕȈșȚȘȖȍȒ, ȜȈȑȘȊȖȓ Ȑ ȒȖȔȗȤȦȚȍȘȣ ȗȖȌ ȍȋȖ ȏȈȡȐȚȖȑ, ȖșȚȈȓȐșȤ ȕȍȚȘȖȕțȚȣȔȐ, Ȋ ȚȖ 
ȊȘȍȔȧ, ȒȈȒ șȖȚȕȐ ȌȘțȋȐȝ șȍȚȍȑ Ȑ ȚȣșȧȟȐ ȌȘțȋȐȝ ȒȖȔȗȤȦȚȍȘȖȊ ȉȣȓȐ ȏȈȘȈȎȍȕȣ. 

ЭȚȖ ȉȣȓ ȖȌȐȕ Ȑȏ ȗȍȘȊȣȝ șȓțȟȈȍȊ, ȒȖȋȌȈ ȜȈȑȘȊȖȓ ȌȖȒȈȏȈȓ șȊȖȦ ȞȍȕȕȖșȚȤ Ȍȓȧ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȗȘȐ ȘȍȈȓȤȕȖȔ ȐșȗȖȓȤȏȖȊȈȕȐȐ. ǿȍșȊȐȒȈ 
ȉȍșȗȖȒȖȐȓ ȔȖȔȍȕȚ ș țȌȈȟȕȣȔ șȚȍȟȍȕȐȍȔ ȖȉșȚȖȧȚȍȓȤșȚȊ, Ȗȕ ȖȉȕȖȊȐȓ 
ȖȘȐȋȐȕȈȓȤȕțȦ ȒȖȕȜȐȋțȘȈȞȐȦ ȜȈȑȘȊȖȓȈ, ȌȖȉȈȊȐȊ ȍȡȍ ȖȌȕț ȋȘȈȕȐȞț ȏȖȕȣ 
ȉȍȏȖȗȈșȕȖșȚȐ ȔȍȎȌț ȊȕțȚȘȍȕȕȐȔ Ȑ ȊȕȍȠȕȐȔ ȐȕȚȍȘȜȍȑșȈȔȐ. ǪȗȖșȓȍȌșȚȊȐȐ, Ȗȕ 
ȕȈȏȊȈȓ ȥȚț ȒȖȕȜȐȋțȘȈȞȐȦ ȗȘȖȒșȐ, Ȑ ȥȚȖ ȉȣȓ ȗȍȘȊȣȑ șȓțȟȈȑ, ȒȖȋȌȈ șȓȖȊȖ 
“ȗȘȖȒșȐ” ȉȣȓȖ ȐșȗȖȓȤȏȖȊȈȕȖ Ȋ ȚȈȒȖȔ ȒȖȕȚȍȒșȚȍ.  
   ǿȍșȊȐȒ ȖȗȐșȣȊȈȓ ȜȈȑȘȊȖȓȣ Ȋ ȚȘțȌȈȝ USENIX Ȋ 1990-ȖȔ, Ȉ ȚȈȒȎȍ Ȋ 1994-ȖȔ Ȋ 
ȖșȕȖȊȖȗȖȓȈȋȈȦȡȍȑ ȒȕȐȋȍ Ȗ ȜȈȑȘȊȖȓȈȝ Firewalls and Internet Security: Repelling 

the Wily Hacker, Ȋ șȖȈȊȚȖȘșȚȊȍ șȖ ǹȚȐȊȍȕȖȔ ǩȍȓȓȖȊȐȕȖȔ. ǿȍșȊȐȒ ȚȈȒ ȊșȗȖȔȐȕȈȍȚ 
țȌȐȊȐȚȍȓȤȕțȦ ȗȖȗțȓȧȘȕȖșȚȤ ȥȚȖȑ ȒȕȐȋȐ: “ǼȈȑȘȊȖȓ Checkpoint Firewall Zone 1 
(ȒȖȚȖȘȣȑ, Ȋ ȐȚȖȋȍ, ȉȣȓ ȗȍȘȍȐȔȍȕȖȊȈȕ Ȋ Checkpoint Firewall) ȊȗȍȘȊȣȍ ȗȖȧȊȐȓșȧ 
ȊȍșȕȖȑ 1994-ȋȖ, ȕȈ ȒȖȕȜȍȘȍȕȞȐȐ Interop Ȋ ǳȈș-ǪȍȋȈșȍ, ȚȖ ȍșȚȤ, ȗȘȐȔȍȘȕȖ, ȟȍȘȍȏ 
ȕȍȌȍȓȦ ȗȖșȓȍ ȗțȉȓȐȒȈȞȐȐ ȕȈȠȍȑ ȒȕȐȋȐ. ǵȈȠ ȐȏȌȈȚȍȓȤ ȖȎȐȌȈȓ, ȟȚȖ ȚȐȘȈȎ ȒȕȐȋȐ 
șȖșȚȈȊȐȚ 8 000 - 12 000 ȒȖȗȐȑ. ǷȍȘȊȈȧ ȗȈȘȚȐȧ Ȋ 10 000 ȒȖȗȐȑ ȉȣȓȈ ȗȘȖȌȈȕȈ ȏȈ 
ȕȍȌȍȓȦ, Ȑ ȖȕȐ ȚȈȒ ȉȣșȚȘȖ ȊȣȗțșȚȐȓȐ ȊȚȖȘțȦ ȗȈȘȚȐȦ Ȋ 20 000, ȟȚȖ Ȕȣ ȕȍ țșȗȍȓȐ 
ȐșȗȘȈȊȐȚȤ ȕȍȌȖȘȈȉȖȚȒȐ. ǪșȍȋȖ ȉȣȓȖ ȗȘȖȌȈȕȖ ȖȒȖȓȖ 100 000 ȒȖȗȐȑ, 
ȗȍȘȍȊȍȌȍȕȕȣȝ, ȗȘȐȔȍȘȕȖ, ȕȈ ȌȍșȧȚȖȒ ȧȏȣȒȖȊ. ЭȚȈ ȒȕȐȋȈ ȊȣȠȓȈ Ȋ șȈȔȣȑ 
ȗȖȌȝȖȌȧȡȐȑ ȔȖȔȍȕȚ”. 
   ǩȘȈȑȈȕ ǸȐȌ ȊȔȍșȚȍ ș ȌȘțȋȐȔȐ șȖȚȘțȌȕȐȒȈȔȐ Digital Equipment Corporation 
(DEC) ȚȈȒȎȍ ȘȈȉȖȚȈȓ ȕȈȌ ȜȈȑȘȊȖȓȈȔȐ, țșȚȈȕȈȊȓȐȊȈȧ șȊȧȏȤ ȔȍȎȌț 
ȒȖȘȗȖȘȈȚȐȊȕȖȑ șȍȚȤȦ DECnet Ȑ ȐȕȚȍȘȕȍȚȖȔ. ǶȌȕȈȒȖ, Ȑȝ ȜȈȑȘȊȖȓ ȉȖȓȤȠȍ 
ȜȖȒțșȐȘȖȊȈȓșȧ ȕȈ ȉȓȖȒȐȘȖȊȒȍ ȐșȝȖȌȧȡȍȋȖ ȌȖșȚțȗȈ, ȚȈȒ ȒȈȒ ȘȈȕȤȠȍ DEC 
ȗȖȚȍȘȧȓȐ ȊȈȎȕȖȍ ǷǶ Ȋ ȘȍȏțȓȤȚȈȚȍ țȚȍȟȒȐ ȌȈȕȕȣȝ.  
   ǴȈȘȒțș ǸȈȕțȔ ȕȈȗȐșȈȓ ȗȍȘȊȣȑ șȍȘȤȍȏȕȣȑ ȒȖȔȔȍȘȟȍșȒȐȑ ȜȈȑȘȊȖȓ Ȍȓȧ DEC Ȋ 
1990-ȖȔ, Ȉ ȍȋȖ șȓȍȌțȦȡȈȧ ȊȍȘșȐȧ ȕȈȏȣȊȈȓȈșȤ Screening External Access Link 
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(SEAL) Ȑ ȉȣȓȈ ȕȈȗȐșȈȕȈ șȖȊȔȍșȚȕȖ ș ǬȎȍȜȜȖȔ ǴțȓȓȐȋȈȕȖȔ Ȋ 1991-ȖȔ. Ǫ ȚȖ Ȏȍ 
ȊȘȍȔȧ, ǬȎȍȜȜȘȐ ǴȖȋțȓ ȊȣȗțșȚȐȓ screend, ȖȌȐȕ Ȑȏ ȗȍȘȊȣȝ ȜȈȑȘȊȖȓȖȊ 
(https://www.researchgate.net/publication/2443301_Using_screend_to_Implement_

IPTCP_Security_Policies). ǯȈȚȍȔ ȗȖșȓȍȌȖȊȈȓȐ ȒȖȔȔȍȘȟȍșȒȐȍ ȜȈȑȘȊȖȓȣ ȖȚ ȔȕȖȋȐȝ 
ȌȘțȋȐȝ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ, ȊȒȓȦȟȈȧ TIS Gauntlet, Checkpoint, Raptor Eagle ȖȚ 
DuPont. Ǫ 1993-ȍȔ ǸȈȕțȔ șȖȏȌȈȓ ȉȍșȗȓȈȚȕȣȑ Firewall Toolkit, ȒȈȒ ȟȈșȚȤ ȗȘȖȍȒȚȈ 
Ȍȓȧ DARPA (ȖȘȋȈȕȐȏȈȞȐȐ, ȒȖȚȖȘȈȧ ȖȚȊȍȟȈȓȈ ȏȈ ȜȐȕȈȕșȐȘȖȊȈȕȐȍ ȘȈȏȘȈȉȖȚȒȐ 
ȘȈȕȕȍȑ ȊȍȘșȐȐ ȐȕȚȍȘȕȍȚȈ) Ȑ ǩȍȓȖȋȖ ǬȖȔȈ. 
   Ǫșȍ ȥȚȐ ȌȍȑșȚȊȐȧ ȗȘȐȊȍȓȐ Ȓ ȚȖȔț, ȟȚȖ ȜȈȑȘȊȖȓȣ șȚȈȓȐ ȕȍȖȚȢȍȔȓȍȔȣȔ 
ȒȖȔȗȖȕȍȕȚȖȔ Ȋ ȓȦȉȖȑ ȗȖȗțȓȧȘȕȖȑ ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȍ. Ǫ 2001 ȋȖȌț Microsoft 
șȖȏȌȈȓȐ șȊȖȑ ȜȈȑȘȊȖȓ, ȒȖȚȖȘȣȑ ȕȈȏȣȊȈȓșȧ Windows Firewall, Ȑ ȗȖȧȊȐȓșȧ ȕȈ 
Windows XP. ǷȖșȓȍ țșȚȈȕȖȊȒȐ ȊȚȖȘȖȋȖ ȗȈȒȍȚȈ ȖȉȕȖȊȓȍȕȐȑ, ȊȣȠȍȌȠȍȋȖ Ȋ 2004-

ȖȔ, Ȗȕ ȉȣȓ ȊȒȓȦȟȍȕ ȗȖ țȔȖȓȟȈȕȐȦ. Ǫ ȘȍȏțȓȤȚȈȚȍ ȥȚȖȋȖ ȐȏȔȍȕȍȕȐȧ, ȖȋȘȖȔȕȖȍ 
ȒȖȓȐȟȍșȚȊȖ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ ȕȍ șȔȖȋȓȐ ȗȘȖȕȐȒȕțȚȤ Ȋ ȖȗȍȘȈȞȐȖȕȕȣȍ 
șȐșȚȍȔȣ ȕȈ ȉȈȏȍ Windows. ǹȍȋȖȌȕȧ, ȊȖ ȔȕȖȋȐȝ țșȚȘȖȑșȚȊȈȝ, ȊȒȓȦȟȈȧ ȊȈȠ 
ȒȖȔȔțȚȈȚȖȘ, Wi-Fi-ȘȖțȚȍȘ Ȑ ǺǪ-ȗȘȐșȚȈȊȒț, ȍșȚȤ ȕȈșȚȘȈȐȊȈȍȔȣȑ ȜȈȑȘȊȖȓ. 

ǷȘȈȊȐȓȈ Ȍȓȧ ȜȈȑȘȊȖȓȖȊ 

ǻ Ȋșȍȝ ȜȈȑȘȊȖȓȖȊ ȍșȚȤ ȗȘȈȊȐȓȈ (ȐȓȐ ȗȖȘȧȌȖȒ ȌȍȑșȚȊȐȑ). ǹȈȔȖȍ Ȗȉȡȍȍ ȗȘȈȊȐȓȖ 
Ȍȓȧ ȜȈȑȘȊȖȓȖȊ ȊȣȋȓȧȌȐȚ ȚȈȒ: ȗȖ țȔȖȓȟȈȕȐȦ ȘȈȏȘȍȠȍȕ ȊȍșȤ ȐșȝȖȌȧȡȐȑ ȚȘȈȜȐȒ, 
ȕȖ ȏȈȗȘȍȡȍȕȣ ȓȦȉȣȍ ȕȍȖȗȘȍȌȍȓȍȕȕȣȍ ȊȝȖȌȧȡȐȍ ȗȖȌȒȓȦȟȍȕȐȧ, ȒȖȚȖȘȣȍ ȕȍ 
ȉȣȓȐ ȗȘȍȌȊȈȘȐȚȍȓȤȕȖ ȐȕȐȞȐȐȘȖȊȈȕȣ ȐșȝȖȌȧȡȐȔȐ șȖȍȌȐȕȍȕȐȍȔ. ǹȈȔȣȍ 
ȉȍȏȖȗȈșȕȣȍ ȕȈșȚȘȖȑȒȐ ȜȈȑȘȊȖȓȖȊ ȚȈȒȎȍ ȏȈȗȘȍȡȈȦȚ ȐșȝȖȌȧȡȐȑ ȚȘȈȜȐȒ, 
ȕȍȖȗȘȍȌȍȓȍȕȕȣȑ ȘȈȕȍȍ. ǲ șȖȎȈȓȍȕȐȦ, ȐșȗȖȓȤȏȖȊȈȕȐȍ șȈȔȣȝ șȚȘȖȋȐȝ ȗȘȈȊȐȓ 
ȟȈșȚȖ ȊȣȏȣȊȈȍȚ ȏȈȚȘțȌȕȍȕȐȧ Ȋ ȘȈȉȖȚȍ, ȗȖȥȚȖȔț, Ȋ ȉȖȓȤȠȐȕșȚȊȍ șȓțȟȈȍȊ 
ȗȘȐȔȍȕȧȦȚșȧ ȗȘȈȊȐȓȈ ȗȖ țȔȖȓȟȈȕȐȦ. 

ǲțȌȈ țșȚȈȕȈȊȓȐȊȈȦȚșȧ ȜȈȑȘȊȖȓȣ?       
ǼȈȑȘȊȖȓȣ ȔȖȋțȚ ȉȣȚȤ țșȚȈȕȖȊȓȍȕȣ ȕȈ șȍȚȍȊȖȔ țȘȖȊȕȍ ȐȓȐ, ȕȍȗȖșȘȍȌșȚȊȍȕȕȖ, ȕȈ 
ȒȖȔȗȤȦȚȍȘȍ. 

ǴȍȎșȍȚȍȊȖȑ ȥȒȘȈȕ  

ǺȘȈȌȐȞȐȖȕȕȖ, ȉȖȓȤȠȐȕșȚȊȖ ȜȈȑȘȊȖȓȖȊ - ȥȚȖ șȍȚȍȊȣȍ țșȚȘȖȑșȚȊȈ, 
ȘȈșȗȖȓȖȎȍȕȕȣȍ ȔȍȎȌț ȌȊțȔȧ (ȐȓȐ ȉȖȓȍȍ) șȍȋȔȍȕȚȈȔȐ șȍȚȐ. ǭȌȐȕșȚȊȍȕȕȖȍ, ȟȚȖ 
ȐȏȔȍȕȐȓȖșȤ - țȊȍȓȐȟȐȓȖșȤ ȒȖȓȐȟȍșȚȊȖ ȒȖȕȚȘȖȓȐȘțȍȔȣȝ șȍȋȔȍȕȚȖȊ, Ȑ 
țȊȍȓȐȟȐȓȖșȤ ȕȈșȚȖȓȤȒȖ, ȟȚȖ șȍȑȟȈș ȜȈȑȘȊȖȓȣ ȔȖȋțȚ ȖȌȕȖȊȘȍȔȍȕȕȖ 
ȒȖȕȚȘȖȓȐȘȖȊȈȚȤ ȌȍșȧȚȒȐ șȍȋȔȍȕȚȖȊ. ǷȖȧȊȓȧȦȡȐȍșȧ șȍȋȖȌȕȧ ȗȘȖȋȘȈȔȔȕȖ-

ȖȗȘȍȌȍȓȧȍȔȣȍ șȍȚȐ (software-defined networks, SDN) șȖȌȍȘȎȈȚ ȒȖȔȗȖȕȍȕȚȣ 
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ȗȍȘȍȌȈȟȐ ȗȈȒȍȚȖȊ, ȒȖȚȖȘȣȍ ȔȖȋțȚ ȖȚșȓȍȎȐȊȈȚȤ ȗȘȖȐșȝȖȎȌȍȕȐȍ ȗȈȒȍȚȖȊ Ȑ 
șȖȖȉȡȈȚȤ Ȗ ȕȍȔ ȚȘȈȌȐȞȐȖȕȕȣȔ ȜȈȑȘȊȖȓȈȔ. 

ǷȍȘșȖȕȈȓȤȕȣȑ ȜȈȑȘȊȖȓ 

ǴȕȖȋȐȍ țȊȍȘȍȕȣ, ȟȚȖ ȕȍȓȤȏȧ ȌȖȊȍȘȧȚȤ ȌȈȎȍ ȚȖȑ șȍȚȐ, ȋȌȍ țșȚȈȕȖȊȓȍȕ ȜȈȑȘȊȖȓ. 
ǬȈȎȍ ǿȍșȊȐȒ ȒȈȒ-ȚȖ șȒȈȏȈȓ, ȟȚȖ ȊȕțȚȘȐ șȍȚȐ, ȏȈȡȐȡȍȕȕȖȑ ȜȈȑȘȊȖȓȖȔ, ȍșȚȤ 
“ȔȧȋȒȖȍ, țȧȏȊȐȔȖȍ ȔȍșȚȖ”. Ƕȕ ȐȔȍȓ Ȋ ȊȐȌț, ȟȚȖ Ȋșȍ ȒȖȔȗȤȦȚȍȘȣ ȊȕțȚȘȐ șȍȚȐ 
ȌȖȓȎȕȣ ȉȣȚȤ ȗȘȈȊȐȓȤȕȖ Ȑ ȉȍȏȖȗȈșȕȖ ȕȈșȚȘȖȍȕȣ, ȟȚȖȉȣ ȏȈȡȐȚȐȚȤșȧ ȖȚ țȋȘȖȏ, 
ȒȖȚȖȘȣȍ ȔȖȋțȚ ȖȉȖȑȚȐ ȏȈȡȐȚț ȜȈȑȘȊȖȓȈ.  
   Ǫ ȥȚȖȔ șȓțȟȈȍ ȕȈ ȗȖȔȖȡȤ ȗȘȐȝȖȌȧȚ ȗȍȘșȖȕȈȓȤȕȣȍ ȜȈȑȘȊȖȓȣ. ǲȈȒ ȗȘȈȊȐȓȖ, 
ȖȕȐ ȚȈȒȎȍ ȜȐȓȤȚȘțȦȚ șȍȚȍȊȖȑ ȚȘȈȜȐȒ, ȕȖ ȟȈșȚȖ ț ȕȐȝ ȍșȚȤ Ȑ ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ 
șȊȖȑșȚȊȈ, ȚȈȒ ȒȈȒ ȖȕȐ ȘȈȉȖȚȈȦȚ ȕȍȗȖșȘȍȌșȚȊȍȕȕȖ ș ȝȖșȚȖȔ Ȑ ȍȋȖ ȖȗȍȘȈȞȐȖȕȕȖȑ 
șȐșȚȍȔȖȑ. ǵȈȗȘȐȔȍȘ, ȜȈȑȘȊȖȓ Windows ȔȖȎȕȖ ȓȍȋȒȖ ȕȈșȚȘȖȐȚȤ, Ȋ ȏȈȊȐșȐȔȖșȚȐ 
ȖȚ țșȓȖȊȐȑ ȘȈȉȖȚȣ, Ȍȓȧ ȖȌȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ ȐȓȐ ȋȘțȗȗȣ. Ǫ Windows ȍșȚȤ 
ȊșȚȘȖȍȕȕȣȑ ȜȈȑȘȊȖȓ ș ȉȖȓȍȍ, ȟȍȔ 100 ȗȘȈȊȐȓȈȔȐ, ȒȖȚȖȘȣȍ ȊȒȓȦȟȈȦȚșȧ 
ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȖȑ, ȌȈȎȍ ȍșȓȐ ȖȚȒȓȦȟȐȚȤ ȗȘȐȓȖȎȍȕȐȍ Ȍȓȧ ȕȈșȚȘȖȑȒȐ.  
   ǴȕȖȋȐȍ ȗțȘȐșȚȣ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ țȊȍȘȍȕȣ, ȟȚȖ ȒȈȎȌȣȑ 
ȒȖȔȗȤȦȚȍȘ ȌȖȓȎȍȕ ȖȉȡȈȚȤșȧ ȚȖȓȤȒȖ ș ȚȖȟȕȖ ȖȗȘȍȌȍȓȍȕȕȣȔȐ ȒȖȔȗȤȦȚȍȘȈȔȐ, 
șȓȍȌțȧ șȈȔȣȔ ȉȍȏȖȗȈșȕȣȔ, șȚȘȖȋȐȔ ȗȘȈȊȐȓȈȔ ȜȈȑȘȊȖȓȈ, ȒȖȚȖȘȣȍ ȟȍȚȒȖ 
ȖȗȘȍȌȍȓȧȦȚ, ȒȈȒȖȑ ȚȘȈȜȐȒ ȔȍȎȌț ȥȚȐȔȐ ȒȖȔȗȤȦȚȍȘȈȔȐ ȔȖȎȍȚ ȉȣȚȤ ȘȈȏȘȍȠȍȕ, Ȉ 
ȒȈȒȖȑ ȕȍȚ. ǺȈȒȖȑ șȊȍȘȝȌȍȚȈȓȤȕȣȑ ȒȖȕȚȘȖȓȤ șȟȐȚȈȍȚșȧ ǹȊȧȚȣȔ ǫȘȈȈȓȍȔ Ȋ 
ȖȉȓȈșȚȐ ȗȘȐȔȍȕȍȕȐȧ ȜȈȑȘȊȖȓȖȊ. ǲ șȖȎȈȓȍȕȐȦ, șȓȖȎȕȖșȚȤ țȗȘȈȊȓȍȕȐȧ ȚȈȒȐȔȐ 
ȜȈȑȘȊȖȓȈȔȐ ȕȍ ȌȈȍȚ ȐȔ șȚȈȚȤ ȠȐȘȖȒȖ ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȔȐ, ȏȈ ȐșȒȓȦȟȍȕȐȍȔ 
ȘȍȌȒȐȝ șȓțȟȈȍȊ, ȒȖȋȌȈ ȕțȎȕȖ ȖȉȍșȗȍȟȐȚȤ șȊȍȘȝȕȈȌȍȎȕțȦ ȉȍȏȖȗȈșȕȖșȚȤ. 

ǸȈșȠȐȘȍȕȕȣȍ ȜȈȑȘȊȖȓȣ 

ǼȈȑȘȊȖȓȣ ș ȘȈșȠȐȘȍȕȕȣȔ ȜțȕȒȞȐȖȕȈȓȖȔ șțȡȍșȚȊțȦȚ țȎȍ ȕȍșȒȖȓȤȒȖ 
ȌȍșȧȚȐȓȍȚȐȑ, Ȑ, ȒȈȒ ȗȘȈȊȐȓȖ, ȚȈȒȎȍ ȐșȗȖȓȤȏțȦȚ ȚȘȈȌȐȞȐȖȕȕțȦ ȜȐȓȤȚȘȈȞȐȦ 
ȗȈȒȍȚȖȊ, ȕȖ ȗȘȐ ȥȚȖȔ, ȗȘȍȌȓȈȋȈȦȚ ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ ȊȖȏȔȖȎȕȖșȚȐ. 
ǺȘȈȌȐȞȐȖȕȕȣȑ ȜȈȑȘȊȖȓ ȔȖȎȍȚ ȉȓȖȒȐȘȖȊȈȚȤ ȚȘȈȜȐȒ ȗȖ ȗȘȖȚȖȒȖȓț (ȐȔȍȕȐ ȐȓȐ 
ȕȖȔȍȘț ȗȖȘȚȈ), Ȋ ȚȖ ȊȘȍȔȧ, ȒȈȒ ȜȈȑȘȊȖȓ ș ȘȈșȠȐȘȍȕȕȣȔ ȜțȕȒȞȐȖȕȈȓȖȔ ȔȖȎȍȚ 
ȖșțȡȍșȚȊȓȧȚȤ ȉȓȖȒȐȘȖȊȒț, ȖșȕȖȊȣȊȈȧșȤ ȕȈ ȖȚȌȍȓȤȕȖȔ ȒȖȔȗȖȕȍȕȚȍ ȗȘȖȚȖȒȖȓȈ (ȚȖ 
ȍșȚȤ ȜȐȓȤȚȘȖȊȈȚȤ ȗȈȒȍȚȣ ȕȈ ȖșȕȖȊȍ Ȑȝ șȖȌȍȘȎȐȔȖȋȖ, ȥȚȖ ȕȈȏȣȊȈȍȚșȧ “deep 
packet inspection”). ǺȈȒȎȍ, ȚȈȒȖȑ ȜȈȑȘȊȖȓ ȔȖȎȍȚ șȖȉȐȘȈȚȤ ȔȕȖȎȍșȚȊȖ ȗȈȒȍȚȖȊ 
Ȍȓȧ ȖȗȘȍȌȍȓȍȕȐȧ ȖȚȌȍȓȤȕȖȋȖ ȊȐȌȈ ȈȚȈȒȐ. ǺȘȈȌȐȞȐȖȕȕȣȑ ȜȈȑȘȊȖȓ ȔȖȎȍȚ 
ȏȈȉȓȖȒȐȘȖȊȈȚȤ ȖȗȘȍȌȍȓȍȕȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȗȈȒȍȚȖȊ, ȕȖ ȚȖȓȤȒȖ ȜȈȑȘȊȖȓ ș 
ȘȈșȠȐȘȍȕȕȣȔ ȜțȕȒȞȐȖȕȈȓȖȔ ȔȖȎȍȚ șȖȖȉȡȐȚȤ, ȟȚȖ ȕȈ ȊȈș șȖȊȍȘȠȈȍȚșȧ DDoS-

ȈȚȈȒȈ. ǼȈȑȘȊȖȓȣ ȗȘȐȒȓȈȌȕȖȋȖ țȘȖȊȕȧ ȖȚșȓȍȎȐȊȈȦȚ ȚȘȈȜȐȒ ȗȘȐȓȖȎȍȕȐȑ, 

ȖȉȕȈȘțȎȐȊȈȦȚ ȊȘȍȌȖȕȖșȕțȦ ȈȒȚȐȊȕȖșȚȤ ȐȓȐ ȗȘȍȌȖȚȊȘȈȡȈȦȚ ȍȍ ȊȓȐȧȕȐȍ ȕȈ 
ȒȖȔȗȤȦȚȍȘ. ǵȈȗȘȐȔȍȘ, ȘȈșȠȐȘȍȕȕȣȑ ȜȈȑȘȊȖȓ ȔȖȎȍȚ ȏȈȉȓȖȒȐȘȖȊȈȚȤ 
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ȗȍȘȍȗȖȓȕȍȕȐȍ ȉțȜȍȘȈ ȗȘȐ ȗȖȌȒȓȦȟȍȕȐȐ Ȓ șȍȘȊȍȘț. ǸȈșȠȐȘȍȕȕȣȍ ȜȈȑȘȊȖȓȣ 
ȕȈșȚȖȓȤȒȖ ȘȈșȗȘȖșȚȘȈȕȍȕȣ, ȟȚȖ ȗȖȟȚȐ Ȋșȍ ȜȈȑȘȊȖȓȣ ȔȖȎȕȖ ȕȈȏȊȈȚȤ 
ȘȈșȠȐȘȍȕȕȣȔȐ. 

ǶȚ ȟȍȋȖ ȏȈȡȐȡȈȦȚ ȜȈȑȘȊȖȓȣ         
ǼȈȑȘȊȖȓȣ ȏȈȡȐȡȈȦȚ ȖȚ ȈȚȈȒ, ȖșȕȖȊȈȕȕȣȝ ȕȈ ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȖȑ ȗȍȘȍȌȈȟȐ 
ȚȘȈȜȐȒȈ. ǲȈȒ ȗȘȈȊȐȓȖ, șȈȔȖȑ ȋȓȈȊȕȖȑ țȋȘȖȏȖȑ, ȒȖȚȖȘțȦ ȗȘȍȌȖȚȊȘȈȡȈȓȐ 
ȜȈȑȘȊȖȓȣ, ȉȣȓȐ țȌȈȓȍȕȕȣȍ ȈȚȈȒȐ ȗȍȘȍȗȖȓȕȍȕȐȧ ȉțȜȍȘȈ țȧȏȊȐȔȣȝ șȍȘȊȐșȖȊ. 
ǵȖ, șȖ ȊȘȍȔȍȕȍȔ, șȍȘȊȐșȣ șȚȈȓȐ ȕȈȌȍȎȕȍȍ (Ȋ ȖșȕȖȊȕȖȔ, ȉȓȈȋȖȌȈȘȧ ȚȖȔț, ȟȚȖ Ȑȝ 
ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ șȚȈȓȐ ȉȍȏȖȗȈșȕȍȍ ȗȖ țȔȖȓȟȈȕȐȦ), Ȉ ȕȈȓȐȟȐȍ ȜȈȑȘȊȖȓȖȊ 
ȏȕȈȟȐȚȍȓȤȕȖ șȕȐȏȐȓȖ ȥȜȜȍȒȚȐȊȕȖșȚȤ ȚȈȒȐȝ ȈȚȈȒ. ǺȈȒȐȔ ȖȉȘȈȏȖȔ, șȍȋȖȌȕȧ 
ȜȈȑȘȊȖȓ ȔȖȎȍȚ ȏȈȡȐȚȐȚȤ ȓȐȠȤ ȖȚ ȕȍșȒȖȓȤȒȐȝ ȊȐȌȖȊ ȈȚȈȒ. ǵȈȗȘȐȔȍȘ, ȍșȓȐ 
ȗȖșȓȍ ȗȖȓțȟȍȕȐȧ ȥȓȍȒȚȘȖȕȕȖȋȖ ȗȐșȤȔȈ ȗȖȓȤȏȖȊȈȚȍȓȤ ȏȈȗțșȚȐȚ ȚȘȖȧȕșȒțȦ 
ȗȘȖȋȘȈȔȔț, ȚȖ ȜȈȑȘȊȖȓ țȎȍ ȕȍ ȗȖȔȖȎȍȚ. ǺȍȔ ȕȍ Ȕȍȕȍȍ, ȉȖȓȤȠȐȕșȚȊȖ ȓȦȌȍȑ 
țȊȍȘȍȕȣ, ȟȚȖ ȜȈȑȘȊȖȓȣ ȌȖȓȎȕȣ ȉȣȚȤ Ȋ ȒȈȎȌȖȑ șȍȚȐ Ȑ ȕȈ ȒȈȎȌȖȔ țșȚȘȖȑșȚȊȍ, 
ȚȈȒ ȒȈȒ ȖȕȐ ȌȖșȚțȗȕȣ (ȟȈșȚȖ ȉȍșȗȓȈȚȕȣȍ, Ȑ țșȚȈȕȖȊȓȍȕȣ ȗȖ țȔȖȓȟȈȕȐȦ) Ȑ ȔȖȋțȚ 
ȏȈȡȐȚȐȚȤ ȖȚ ȖȗȘȍȌȍȓȍȕȕȣȝ ȈȚȈȒ. Ǫ ȓȦȉȖȔ șȓțȟȈȍ, ȥȚȖ țȉȍȎȌȍȕȐȍ ȌȖȒȈȏȣȊȈȍȚ 
ȊȣșȖȒțȦ ȥȜȜȍȒȚȐȊȕȖșȚȤ ȜȈȑȘȊȖȓȖȊ. 
   Ǫ ǫȓȈȊȍ 18 ȗȘȍȌșȚȈȊȓȍȕ ȖȌȐȕ Ȑȏ ȗȍȘȊȣȝ șȖȏȌȈȚȍȓȍȑ ȜȈȑȘȊȖȓȈ. 
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ǫȓȈȊȈ 18. ǷȘȖȜȐȓȤ: ǻȐȓȤȧȔ ǿȍșȊȐȒ 

 

 

 

ǲȈȒ țȎȍ ȋȖȊȖȘȐȓȖșȤ Ȋ ȗȘȍȌȣȌțȡȍȑ ȋȓȈȊȍ, ǻȐȓȤȧȔ ǿȍșȊȐȒ - ȖȌȐȕ Ȑȏ ȗȍȘȊȣȝ 
șȖȏȌȈȚȍȓȍȑ șȖȊȘȍȔȍȕȕȣȝ ȜȈȑȘȊȖȓȖȊ. Ƕȕ Ȋȏȧȓ ȏȈ ȖșȕȖȊț ȗȘȐȕȞȐȗ ȘȈȉȖȚȣ 
ȗȍȘȊȖȋȖ ȜȈȑȘȊȖȓȈ, ȜȈȑȘȊȖȓȈ ȒȈȕȈȓȤȕȖȋȖ țȘȖȊȕȧ. Ǫ ȚȖ Ȏȍ ȊȘȍȔȧ țȗȖȚȘȍȉȓȍȕȐȍ 
șȓȖȊȈ “ȗȘȖȒșȐ” Ȋ ȒȖȕȚȍȒșȚȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ șȚȈȓȖ ȊȖȏȔȖȎȕȣȔ 
ȉȓȈȋȖȌȈȘȧ ȍȔț. ǿȍșȊȐȒ - ȖȉȓȈȌȈȚȍȓȤ ȉȖȓȍȍ ȌȍșȧȚȒȈ ȗȈȚȍȕȚȖȊ, Ȉ ȚȈȒȎȍ șȖȈȊȚȖȘ 
ȗȍȘȊȖȑ ȒȕȐȋȐ, ȖȗȐșȣȊȈȦȡȍȑ ȜȈȑȘȊȖȓȣ Firewalls and Internet Security: Repelling 

the Wily Hacker (https://www.amazon.com/Firewalls-Internet-Security-Repelling-

Hacker/dp/020163466X), ȒȖȚȖȘțȦ Ȗȕ ȕȈȗȐșȈȓ ȊȔȍșȚȍ șȖ ǹȚȐȊȍȕȖȔ ǩȍȓȓȖȊȐȕȖȔ Ȋ 
1994-ȖȔ. ȇ ȐȕȚȍȘȍșȖȊȈȓșȧ ȜȈȑȘȊȖȓȈȔȐ ȍȡȍ ȌȖ ȗȘȖȟȚȍȕȐȧ ȥȚȖȑ ȒȕȐȋȐ, ȖȌȕȈȒȖ, 
ȐȔȍȕȕȖ ȉȓȈȋȖȌȈȘȧ ȕȍȑ ȧ ȗȖȓțȟȐȓ ȉȖȓȤȠțȦ ȟȈșȚȤ șȊȖȐȝ ȏȕȈȕȐȑ Ȗ ȜȈȑȘȊȖȓȈȝ, Ȉ 
ȗȖȚȘȍȗȈȕȕȣȑ ȥȒȏȍȔȗȓȧȘ ȗȖȟȚȐ ȌȊȈȌȞȈȚȤ ȓȍȚ șȚȖȧȓ ț Ȕȍȕȧ ȕȈ ȗȖȓȒȍ. 
   ǭȋȖ ȕȈȠțȔȍȊȠȈȧ ȘȈȉȖȚȈ “An Evening with Berferd in which a Cracker Is Lured, 

Endured, and Studied” (ǪȍȟȍȘ ș ǩȍȘȜȍȘȌȖȔ Ȋ ȒȖȚȖȘȖȔ ȊȏȓȖȔȡȐȒ ȏȈȔȈȕȐȊȈȍȚșȧ, 
ȌȖȗȘȈȠȐȊȈȍȚșȧ Ȑ ȐȏțȟȈȍȚșȧ) (http://www.cheswick.com/ches/papers/berferd.pdf) 

ȗȖȏȕȈȒȖȔȐȓȈ ȔȕȖȋȐȝ Ȑȏ ȕȈș ș honeypots. ǩȓȈȋȖȌȈȘȧ ǿȍșȊȐȒț ȚȍȘȔȐȕ “jail” – ȥȚȖ 
ȗȘȧȔȈȧ ȒȖȔȈȕȌȈ Ȋ șȐșȚȍȔȍ FreeBSD, Ȉ “chroot jail” - ȖȌȐȕ Ȑȏ șȈȔȣȝ ȓȍȋȒȐȝ Ȑ 
ȗȖȗțȓȧȘȕȣȝ șȗȖșȖȉȖȊ ȐȏȖȓȐȘȖȊȈȚȤ ȖȗȘȍȌȍȓȍȕȕțȦ ȗȖȌșȐșȚȍȔț Ȋ Unix Ȑ Linux. 
ǴȈȓȖ ȒȚȖ ȖȒȈȏȈȓ ȚȈȒȖȍ Ȏȍ ȏȕȈȟȐȚȍȓȤȕȖȍ ȊȓȐȧȕȐȍ ȕȈ ȐȕȜȖȘȔȈȞȐȖȕȕțȦ 
ȉȍȏȖȗȈșȕȖșȚȤ, ȒȈȒ Ȗȕ. ǺȈȒȎȍ, șȘȍȌȐ ȥȒșȗȍȘȚȖȊ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ, Ȗȕ - ȖȌȐȕ Ȑȏ ȖȗȚȐȔȐșȚȖȊ, ȒȖȚȖȘȣȍ, ȗȘȐ ȥȚȖȔ ȗȖȕȐȔȈȦȚ, ȟȚȖ ȍȡȍ 
ȔȕȖȋȖȍ ȕțȎȕȖ șȌȍȓȈȚȤ.  
   ȇ șȗȘȖșȐȓ ǿȍșȊȐȒȈ, ȒȈȒ Ȗȕ ȗȖȗȈȓ Ȋ AT&T Bell Labs, ȋȌȍ ȘȈȉȖȚȈȓȐ ȔȕȖȋȐȍ 
ȚȈȓȈȕȚȣ Ȋ ȖȉȓȈșȚȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ șȒȈȏȈȓ: “Ǫ 1968-ȖȔ ȧ 
ȐȕȚȍȘȍșȖȊȈȓșȧ ȝȐȔȐȍȑ, ȕȖ țȊȐȌȍȓ șȈȔȣȍ ȗȍȘȊȣȍ ȒȖȔȗȤȦȚȍȘȣ Ȑ ȗȖȕȧȓ, ȟȚȖ Ȋ 
ȉțȌțȡȍȔ ȖȕȐ ȉțȌțȚ ȉȖȓȍȍ ȗȖȗțȓȧȘȕȣ, ȚȈȒ ȟȚȖ ȐȔȐ ȧ ȚȖȎȍ ȏȈȐȕȚȍȘȍșȖȊȈȓșȧ. ǰ Ȋ 

ȒȖȕȞȍ ȒȖȕȞȖȊ ȐȔȐ ȧ ȏȈȐȕȚȍȘȍșȖȊȈȓșȧ ȉȖȓȤȠȍ, ȟȍȔ ȝȐȔȐȍȑ. Ǫ ȐȚȖȋȍ, ȧ ȖȒȈȏȈȓșȧ Ȋ 
ȒȖȕșȈȓȚȐȕȋȖȊȖȑ ȒȖȔȗȈȕȐȐ SET, Ȋ ȒȈȟȍșȚȊȍ șȗȍȞȐȈȓȐșȚȈ ȚȍȝȕȐȟȍșȒȖȋȖ ȗȘȖȜȐȓȧ. 
Ǵȣ ȖșțȡȍșȚȊȓȧȓȐ ȚȍȝȕȐȟȍșȒȐȍ ȘȈȉȖȚȣ Ȍȓȧ ȌȘțȋȐȝ ȒȖȔȗȈȕȐȑ. ǷȖșȓȍ ȌȍȊȧȚȐ ȓȍȚ 
ȘȈȉȖȚȣ, ȧ ȗȖȏȕȈȒȖȔȐȓșȧ ș ȓȦȌȤȔȐ Ȋ Bell Labs. Ǵȕȍ ȗȖȕȘȈȊȐȓȐșȤ Ȑ ȓȦȌȐ, Ȑ 
ȔȍșȚȖ, ȋȌȍ ȖȕȐ ȘȈȉȖȚȈȦȚ. ǬȈȎȍ, ȍșȓȐ ȉȣ Ȕȍȕȧ ȊȏȧȓȐ țȉȖȘȡȐȒȖȔ, ȧ Ȋșȍ ȘȈȊȕȖ 
ȉȣȓ ȉȣ șȟȈșȚȓȐȊ. ǺȈȒ ȟȚȖ ȖșȍȕȤȦ 1987-ȋȖ ȧ ȗȘȖȝȖȌȐȓ șȖȉȍșȍȌȖȊȈȕȐȍ, ȟȚȖȉȣ 
ȚțȌȈ țșȚȘȖȐȚȤșȧ. ǹȖȉȍșȍȌȖȊȈȕȐȍ șȖ ȔȕȖȑ ȗȘȖȊȖȌȐȓȐ ȋȐȋȈȕȚȣ - ȉȖȋȐ Ȋ șȊȖȍȑ 
ȖȉȓȈșȚȐ, ȚȈȒȐȍ, ȒȈȒ ǬȍȕȕȐș ǸȐȚȟȐ (șȖȏȌȈȚȍȓȤ ȧȏȣȒȈ ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ C) Ȑ ǲȍȕ 
ǺȖȔȗșȖȕ (ȖȌȐȕ Ȑȏ șȖȏȌȈȚȍȓȍȑ Unix, ȒȈȒ Ȑ ǸȐȚȟȐ). ȇ ȉȣȓ țȎȍ ȉȍȏȔȍȘȕȖ șȟȈșȚȓȐȊ, 
ȌȈȎȍ ȍșȓȐ ȉȣ Ȋșȍ ȏȈȒȖȕȟȐȓȖșȤ ȚȖȓȤȒȖ ȥȚȐȔ șȖȉȍșȍȌȖȊȈȕȐȍȔ, ȕȖ, ȗȖ ȒȈȒȖȑ-ȚȖ 
ȗȘȐȟȐȕȍ, ȧ ȐȔ ȗȖȕȘȈȊȐȓșȧ Ȑ șȚȈȓ ȟȈșȚȤȦ Ȑȝ ȒȖȔȈȕȌȣ. Ǫ ȖȌȐȕ Ȑȏ ȗȍȘȊȣȝ Ȍȕȍȑ 
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ȘȈȉȖȚȣ, ȧ ȗȖȌȖȠȍȓ Ȓ ǬȥȑȊț ǷȘȍșȖȚȚȖ (șȖȏȌȈȚȍȓȦ ȗȍȘȊȖȋȖ ȜȈȑȘȊȖȓȈ) Ȑ ȗȖȗȘȖșȐȓ 
ȗȖșȔȖȚȘȍȚȤ ȕȈ ȘȈȉȖȚț ȜȈȑȘȊȖȓȈ. ǰ Ȗȕ șȖȋȓȈșȐȓșȧ.” 
   ȇ ȗȖȗȘȖșȐȓ ț șȖȏȌȈȚȍȓȧ ȜȈȑȘȊȖȓȈ ȒȈȕȈȓȤȕȖȋȖ țȘȖȊȕȧ ȖȉȢȧșȕȐȚȤ, ȟȚȖ ȥȚȖ. Ƕȕ 
ȖȚȊȍȚȐȓ: “ǺȈȒȖȑ ȜȈȑȘȊȖȓ ȉțȒȊȈȓȤȕȖ ȊȖșșȖȏȌȈȍȚ ȚȘȈȜȐȒ, ȉȐȚ, ȏȈ ȉȐȚȖȔ, ȔȍȎȌț 
ȌȊțȔȧ (ȐȓȐ ȉȖȓȍȍ) ȐȕȚȍȘȜȍȑșȈȔȐ. ǲȈȎȌȣȑ ȗȈȒȍȚ ȗȍȘȍșȖȏȌȈȍȚșȧ Ȑ ȐȏȔȍȕȧȍȚșȧ 
ȚȈȒȐȔ ȖȉȘȈȏȖȔ, ȟȚȖ Ȍȓȧ Ȋșȍȝ ȖșȚȈȓȤȕȣȝ țȟȈșȚȕȐȒȖȊ șȍȚȐ, ȐșȚȖȟȕȐȒȖȔ ȥȚȐȝ 
ȗȈȒȍȚȖȊ ȧȊȓȧȍȚșȧ ȐȔȍȕȕȖ ȜȈȑȘȊȖȓ. ǺȖ ȍșȚȤ, Ȋȕȍ șȍȚȐ, ȏȈȡȐȡȍȕȕȖȑ ȥȚȐȔ 
ȜȈȑȘȊȖȓȖȔ, ȐșȚȖȟȕȐȒȖȔ ȚȘȈȜȐȒȈ ȧȊȓȧȍȚșȧ ȐȔȍȕȕȖ ȜȈȑȘȊȖȓ. ǩȍȏ ȍȋȖ 
ȐșȗȖȓȤȏȖȊȈȕȐȧ, ȐșȚȖȟȕȐȒȖȔ ȚȘȈȜȐȒȈ ȉțȌȍȚ șȈȔ ȒȖȔȗȤȦȚȍȘ”. ǹȍȋȖȌȕȧ, ț ȒȈȎȌȖȋȖ 
ȜȈȑȘȊȖȓȈ ȥȚȈ ȜțȕȒȞȐȧ ȘȈȉȖȚȈȍȚ ȗȖ țȔȖȓȟȈȕȐȦ.  
   ȇ șȗȘȖșȐȓ ț ǿȍșȊȐȒȈ, ȒȈȒ Ȗȕ ȊșȚȘȍȚȐȓșȧ șȖ șȊȖȐȔ ȉțȌțȡȐȔ șȖȈȊȚȖȘȖȔ, 
ǹȚȐȊȍȕȖȔ ǩȍȓȓȖȊȐȕȖȔ. Ƕȕ șȒȈȏȈȓ: “ǹȚȐȊȍȕ ȘȈȉȖȚȈȓ Ȋ Bell Labs ȍȡȍ ȌȖ ȔȖȍȋȖ 
ȗȘȐȝȖȌȈ. ǬȥȑȊ ǷȘȍșȖȚȚȖ Ȋȍȓ ȓȍȒȞȐȐ ȗȖ TCP/IP, ȕȈ ȒȖȚȖȘȣȝ ȚȈȒȎȍ ȗȘȐșțȚșȚȊȖȊȈȓ 
ǹȚȐȊȍȕ. Ǵȣ șȚȈȓȐ ȌȘțȏȤȧȔȐ, Ȑ Ȋșȍ ȊȘȍȔȧ ȖȉșțȎȌȈȓȐ ȜȈȑȘȊȖȓȣ Ȑ ȘȈȏȓȐȟȕȣȍ 
țȋȘȖȏȣ. Ǫ ȐȚȖȋȍ Ȕȣ șȖȏȌȈȓȐ “ȗȈȒȍȚȕȣȑ ȚȍȓȍșȒȖȗ” (ȖȌȐȕ Ȑȏ ȗȍȘȊȣȝ șȕȐȜȜȍȘȖȊ). 
Ǫ AT&T ț ȕȈș ȉȣȓȈ ȉȖȓȤȠȈȧ șȍȚȤ, ȒȓȈșșȈ Ǩ, Ȑ Ȋ ȕȍȑ ȉȣȓȖ șȚȖȓȤȒȖ IP-ȈȌȘȍșȖȊ, 
ȟȚȖ Ȕȣ ȕȍ ȔȖȋȓȐ ș ȕȐȔȐ șȗȘȈȊȐȚȤșȧ. Ǫ ȚȖ ȊȘȍȔȧ, ȘȈȏȌȍȓȍȕȐȍ ȚȈȒȖȑ șȍȚȐ ȕȈ 
ȗȖȌșȍȚȐ, ȕȍ ȌȈȊȈȓȖ ȕțȎȕȖȋȖ ȘȍȏțȓȤȚȈȚȈ. ǷȖȥȚȖȔț ȧ ȈȕȖȕșȐȘȖȊȈȓ «12-Ȧ șȍȚȤ», Ȑ 
ȘȍȠȐȓ ȗȖșȔȖȚȘȍȚȤ, ȟȚȖ ȗȘȖȐȏȖȑȌȍȚ. ǶȟȍȕȤ șȒȖȘȖ Ȕȣ șȚȈȓȐ ȗȖȓțȟȈȚȤ ȗȖ 25 
ȔȍȋȈȉȐȚ ȊȝȖȌȧȡȍȋȖ ȚȘȈȜȐȒȈ ȒȈȎȌȣȑ ȌȍȕȤ. ǩȖȓȤȠȈȧ ȟȈșȚȤ ȉȣȓȈ “șȔȍȘȚȍȓȤȕȣȔ 
ȚȘȈȜȐȒȖȔ” ș ȌȘțȋȐȝ ȊȏȓȖȔȈȕȕȣȝ ȒȖȔȗȤȦȚȍȘȖȊ. Ǵȣ ȔȕȖȋȖȍ țȏȕȈȓȐ. ǹȚȐȊȍȕ 
ȘȈșșȒȈȏȈȓ Ȗȉ ȥȚȖȔ Ȋ șȊȖȍȑ ȗțȉȓȐȒȈȞȐȐ “There Be Dragons” (ǺȈȔ ȉțȌțȚ ȌȘȈȒȖȕȣ) 
(https://academiccommons.columbia.edu/catalog/ac:126916). ǩȓȈȋȖȌȈȘȧ 
ȗȖȓțȟȍȕȕȣȔ ȏȕȈȕȐȧȔ, Ȕȣ, Ȋ ȐȚȖȋȍ, șȌȍȓȈȓȐ ȗȍȘȊȣȑ DNS-ȗȘȖȒșȐ. Ǩ ȗȖșȓȍ ȥȚȖȋȖ 
ȕȈȗȐșȈȓȐ ȕȈȠț ȒȕȐȋț. ǶȕȈ ȊȣȠȓȈ Ȋ șȈȔȣȑ ȗȖȌȝȖȌȧȡȐȑ ȔȖȔȍȕȚ, ȗȖȚȖȔț ȟȚȖ 
ȌȘțȋȐȝ ȒȕȐȋ ȗȘȖ ȜȈȑȘȊȖȓȣ ȕȍ ȉȣȓȖ, Ȉ șȈȔȐ ȜȈȑȘȊȖȓȣ țȎȍ ȉȣȓȐ ȗȖȗțȓȧȘȕȣ. Ǵȣ 
ȗȘȖȌȈȓȐ ȔȕȖȋȖ ȒȖȗȐȑ, Ȑ ȏȈȘȈȉȖȚȈȓȐ ȕȍȔȈȓȖ Ȍȍȕȍȋ”.  
   ȇ șȗȘȖșȐȓ Ȗ ȍȋȖ ȗȈȚȍȕȚȈȝ. ȇ șȈȔ ȗȣȚȈȓșȧ ȗȖȓțȟȐȚȤ ȕȍșȒȖȓȤȒȖ, Ȑ ȥȚȖ ȖȟȍȕȤ 
șȓȖȎȕȖ. Ƕȕ șȒȈȏȈȓ: “ǻ Ȕȍȕȧ ȉȣȓȖ ȉȣ ȋȖȘȈȏȌȖ ȉȖȓȤȠȍ ȗȈȚȍȕȚȖȊ, ȍșȓȐ ȉȣ ȧ ȏȕȈȓ, 
ȟȚȖ ȚȖ, ȟȚȖ Ȕȣ ȌȍȓȈȍȔ, ȔȖȎȕȖ ȏȈȗȈȚȍȕȚȖȊȈȚȤ. ǷȖȕȈȟȈȓț Ȋșȍ ȒȈȏȈȓȖșȤ 
“ȖȟȍȊȐȌȕȣȔ” (“ȖȟȍȊȐȌȕȣȑ” - ȥȚȖ ȌȍȑșȚȊțȦȡȐȑ ȚȍȘȔȐȕ, ȖȏȕȈȟȈȍȚ “ȕȍȓȤȏȧ 
ȏȈȗȈȚȍȕȚȖȊȈȚȤ”), ȚȖȟȕȍȍ, ȧ ȚȈȒ ȌțȔȈȓ. ǺȖ, ȟȚȖ Ȕȣ ȌȍȓȈȓȐ, Ȋ ȖȉȡȍȔ șȔȣșȓȍ, 
ȒȈȏȈȓȖșȤ ȖȟȍȊȐȌȕȣȔ Ȍȓȧ Ȕȍȕȧ Ȑ 12-ȚȐ ȌȘțȋȐȝ ȘȍȉȧȚ, ș ȒȖȚȖȘȣȔȐ ȧ ȥȚȖ ȖȉșțȎȌȈȓ. 
ǻ Ȕȍȕȧ ȌȈȎȍ ȉȣȓȐ ȗȈȚȍȕȚȕȣȍ ȗȖȊȍȘȍȕȕȣȍ, ȒȖȚȖȘȣȍ șȗȘȈȠȐȊȈȓȐ, ȔȖȎȕȖ ȓȐ 
ȏȈȗȈȚȍȕȚȖȊȈȚȤ ȚȖ, ȕȈȌ ȟȍȔ ȧ ȘȈȉȖȚȈȓ. ȇ șȒȈȏȈȓ ȕȍȚ, ȗȖȚȖȔț ȟȚȖ ȥȚȖ ȖȟȍȊȐȌȕȖ. 
ǶȋȓȧȌȣȊȈȧșȤ ȕȈȏȈȌ, ȍșȓȐ ȉȣ ȧ ȚȖȋȌȈ ȏȈȚȒȕțȓșȧ, ȚȖ șȍȑȟȈș ț Ȕȍȕȧ ȉȣȓȖ ȉȣ 
ȋȖȘȈȏȌȖ ȉȖȓȤȠȍ ȜțȕȌȈȔȍȕȚȈȓȤȕȣȝ ȗȈȚȍȕȚȖȊ. ǹȗțșȚȧ ȔȕȖȋȖ ȓȍȚ ȒȚȖ-ȚȖ ȗȈȚȍȕȚțȍȚ 
ȚȊȖȦ ȘȈȉȖȚț, ȕȈ ȒȖȚȖȘțȦ, ȋȖȘȈȏȌȖ ȘȈȕȤȠȍ, Țȣ ȗȖȚȘȈȚȐȓ ȔȕȖȋȖ ȊȘȍȔȍȕȐ Ȑ șȐȓ. ǻ 
Ȕȍȕȧ ȌȈȎȍ ȍșȚȤ ȕȍșȒȖȓȤȒȖ ȗȈȚȍȕȚȖȊ Ȑ ȈȊȚȖȘșȒȐȝ ȗȘȈȊ, ȒȖȚȖȘȣȍ ȟȈșȚȖ 
ȐȋȕȖȘȐȘțȦȚ, ȕȈȗȘȐȔȍȘ ȒȈȘȚȣ ȐȕȚȍȘȕȍȚȈ (http://cheswick.com/ches/map/), 

ȒȖȚȖȘȣȍ ȧ șȌȍȓȈȓ. ǺȖȋȌȈ, ȥȚȖ ȉȣȓȈ ȘȍȊȖȓȦȞȐȧ. Ǵȣ ȌȈȎȍ șȜȖȘȔȐȘȖȊȈȓȐ 
ȒȖȔȗȈȕȐȦ Lumeta Ȍȓȧ șȖȏȌȈȕȐȧ ȒȈȘȚ. ǹȍȑȟȈș ȧ ȊȍȏȌȍ ȊȐȎț șȊȖȐ ȐȕȚȍȘȕȍȚ-
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ȒȈȘȚȣ, Ȑ ȕȐȋȌȍ ȕȍ țȒȈȏȈȕ, ȒȈȒ șȖȏȌȈȚȍȓȤ. ǵȍȌȈȊȕȖ, ȧ ȉȣȓ ȕȈ ȒȖȕȜȍȘȍȕȞȐȐ, Ȑ 
ȖȌȐȕ Ȑȏ ȊȣșȚțȗȈȦȡȐȝ ȗȖȒȈȏȈȓ ȔȖȦ ȒȈȘȚț ȐȕȚȍȘȕȍȚȈ, ȕȈ ȒȖȚȖȘȖȑ ȧ, ȒȖȕȍȟȕȖ Ȏȍ, 
ȕȍ ȉȣȓ țȒȈȏȈȕ, Ȑ, ȗȘȐȔȍȘȕȖ, ȗȖȓȖȊȐȕȈ ȈțȌȐȚȖȘȐȐ ȗȖșȔȖȚȘȍȓȈ ȕȈ Ȕȍȕȧ, ȗȖȚȖȔț 
ȟȚȖ ȖȕȐ ȏȕȈȓȐ, ȟȚȖ ȥȚȖ ȖȌȕȈ Ȑȏ ȔȖȐȝ ȒȈȘȚ. ǬȘțȋȖȑ ȗȘȐȔȍȘ - DNS ȗȘȖȒșȐ. ǻ Ȕȍȕȧ 
ȍșȚȤ ȕȈ ȕȐȝ ȗȈȚȍȕȚ, ȕȖ șțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ DNS ȗȘȖȒșȐ, Ȑ ȖȕȐ ȐȋȕȖȘȐȘțȦȚ 
ȔȖȑ ȗȈȚȍȕȚ”. 
   ȇ șȗȘȖșȐȓ ǿȍșȊȐȒȈ, ȟȚȖ ȍȋȖ ȉȖȓȤȠȍ ȊșȍȋȖ ȊȖȓȕțȍȚ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ ȖȚȊȍȚȐȓ: “ǷȘȖȉȓȍȔȣ ȖșȚȈȦȚșȧ Ȋșȍ Țȍ Ȏȍ. ǷȖȟȚȐ ȕȐȟȍȋȖ ȕȍ 
ȔȍȕȧȍȚșȧ. ǸȈȏȊȍ ȟȚȖ Stuxnet, ȕȖ șȚȈȘȣȍ ȗȘȖȉȓȍȔȣ ȕȐȒțȌȈ ȕȍ ȌȍȓȐșȤ. ǭȡȍ ș 
1979-ȋȖ Ȕȣ ȏȕȈȓȐ, ȟȚȖ ȗȈȘȖȓȐ ȕȍȕȈȌȍȎȕȣ, ȚȈȒ ȗȖȟȍȔț Ȑȝ ȌȖ șȐȝ ȗȖȘ 
ȐșȗȖȓȤȏțȦȚ? ǹȍȑȟȈș ȧ ȗȘȖȘȈȉȈȚȣȊȈȦ ȒȖȍ-ȟȚȖ ȕȖȊȖȍ ȖȚȕȖșȐȚȍȓȤȕȖ ȗȈȘȖȓȍȑ Ȑ 
ȈțȚȍȕȚȐȜȐȒȈȞȐȐ. ǭȡȍ ȖȌȐȕ ȗȘȐȔȍȘ - ȕȍȌȈȊȕȐȍ DDoS-ȈȚȈȒȐ ȕȈ Dyn 
(http://dyn.com/blog/dyn-analysis-summary-offriday-october-21-attack/). ǶȕȐ șȚȈȓȐ 
ȊȖȏȔȖȎȕȣ Ȑȏ-ȏȈ ȕȈȓȐȟȐȧ root-ȗȈȘȖȓȍȑ șȖȝȘȈȕȍȕȕȣȝ Ȋ ȗȘȖȠȐȊȒȍ țșȚȘȖȑșȚȊ Ȑȏ 
ȐȕȚȍȘȕȍȚȈ Ȋȍȡȍȑ. ǯȈ ȕȈȗȐșȈȕȕȣȑ Ȋ ȖȚȒȘȣȚȖȔ ȊȐȌȍ ȗȈȘȖȓȤ, ȧ ȉȣ ȖȚȗȘȈȊȐȓ 
șȚțȌȍȕȚȈ ȕȈ ȗȍȘȍșȌȈȟț. ǷȘȖȐȏȊȖȌȐȚȍȓȐ ȌȈȎȍ ȕȍ șȚȈȘȈȦȚșȧ”.   
   ǺȍȔ ȕȍ Ȕȍȕȍȍ, ǿȍșȊȐȒ șȟȐȚȈȍȚ, ȟȚȖ Ȋ ȉțȌțȡȍȔ ȐȕȜȖȘȔȈȞȐȖȕȕȈȧ ȉȍȏȖȗȈșȕȖșȚȤ 
șȚȈȕȍȚ ȏȕȈȟȐȚȍȓȤȕȖ ȓțȟȠȍ. Ƕȕ șȒȈȏȈȓ: “ȇ ȔȕȖȋȖ ȊȣșȚțȗȈȦ ȗȖ ȊșȍȔț ȔȐȘț, Ȑ 
ȖȌȕȈ Ȑȏ ȔȖȐȝ Șȍȟȍȑ Ȍȓȧ ȊȣșȚțȗȓȍȕȐȧ ȕȈȏȣȊȈȍȚșȧ “ǩȍȏȖȗȈșȕȖșȚȤ Ȋ ȐȕȚȍȘȕȍȚȍ: ȇ 
ȌțȔȈȦ Ȕȣ ȗȖȉȍȌȐȔ”. ǪȖȚ ȗȘȐȔȍȘ ȥȚȖȑ ȗȘȍȏȍȕȚȈȞȐȐ: 
https://cacr.iu.edu/events/2016/bill-cheswick-comp-sec-we-can-win.php. ǹȍȑȟȈș Ȕȣ 
ȕȈȝȖȌȐȔșȧ ȕȈ țȘȖȊȕȍ Model T Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ǵȣ ȌȈȎȍ ȕȍ 
șȚȈȘȈȍȔșȧ ȟȚȖ-ȚȖ țȓțȟȠȐȚȤ, ȕȖ ȉțȌȍȔ șȚȈȘȈȚȤșȧ. ǹȍȑȟȈș Ȕȣ ȊȐȌȐȔ 
ȕȍșȖșȚȖȧȚȍȓȤȕȖșȚȤ ȘȣȕȒȈ, ȕȖ ȘȣȕȖȒ ȘȍȠȐȚ ȥȚț ȗȘȖȉȓȍȔț. Ǫ ȉțȌțȡȍȔ, 
ȉȍȏȖȗȈșȕȖșȚȤ Ȋ ȐȕȚȍȘȕȍȚȍ ȏȕȈȟȐȚȍȓȤȕȖ țȓțȟȠȐȚȤșȧ. ǴȕȖȋȐȍ ȕȍ ȊȍȘȧȚ ȔȖȐȔ 
șȓȖȊȈȔ, ȕȖ ȥȚȖ ȗȘȖȐȏȖȑȌȍȚ. ǷȖȕȈȟȈȓț, Țȍ Ȏȍ ȗȘȖȉȓȍȔȣ ȉȣȓȐ Ȋ ȌȘțȋȐȝ 
ȐȕȌțșȚȘȐȧȝ, ȕȖ ȖȕȐ ȊȣȘȖșȓȐ Ȑ șȚȈȓȐ ȓțȟȠȍ. ǺȖ Ȏȍ șȈȔȖȍ ȗȘȖȐȏȖȑȌȍȚ ș 
ȐȕȚȍȘȕȍȚȖȔ”. 
   ȇ șȗȘȖșȐȓ, ȋȌȍ ȗȘȖȐȏȖȑȌțȚ șȈȔȣȍ ȏȕȈȟȐȔȣȍ țȓțȟȠȍȕȐȧ. Ƕȕ ȖȚȊȍȚȐȓ: “Ǵȍȕȧ 
Ȋșȍ ȍȡȍ ȗȖȘȈȎȈȍȚ, ȟȚȖ ȕȈ ȒȖȔȗȤȦȚȍȘȍ ȔȖȎȕȖ ȏȈȗțșȚȐȚȤ șȓțȟȈȑȕȖȍ ǷǶ. ǬȈȎȍ, 
ȗȘȐ ȕȈȓȐȟȐȐ ȈȕȚȐȊȐȘțșȈ, ȥȚȖ ȒȈȒ țșȚȈȕȖȊȐȚȤ ȒȈȔȍȘț Ȋ ȊȈȕȕȖȑ, ȟȚȖȉȣ ȕȈȉȓȦȌȈȚȤ 
ȏȈ ȉȘȖȌȧȋȈȔȐ, ȒȖȚȖȘȣȝ Ȋȣ ȚțȌȈ ȗțșȚȐȓȐ. ǶȗȍȘȈȞȐȖȕȕȖȍ șȐșȚȍȔȣ ȌȖȓȎȕȣ 
ȘȈȏȘȍȠȈȚȤ ȘȈȉȖȚț ȚȖȓȤȒȖ ȗȘȖȊȍȘȍȕȕȣȝ ȗȘȐȓȖȎȍȕȐȑ, Ȑ ȥȚȖ ȗȘȖȐșȝȖȌȐȚ. 
ǶȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ țȎȍ ȕȈȟȈȓȐ ȌȊȐȋȈȚȤșȧ Ȋ ȥȚȖȔ ȕȈȗȘȈȊȓȍȕȐȐ”. 
   ȇ șȗȘȖșȐȓ, ȗȖȟȍȔț ȗȖȕȈȌȖȉȐȓȖșȤ șȚȖȓȤȒȖ ȊȘȍȔȍȕȐ, ȟȚȖȉȣ țȓțȟȠȐȚȤ 
ȐȕȜȖȘȔȈȞȐȖȕȕțȦ ȉȍȏȖȗȈșȕȖșȚȤ. Ƕȕ ȖȚȊȍȚȐȓ: “ǭșȚȤ ȔȕȖȋȖ ȗȘȐȟȐȕ, ȕȖ ȖȌȕȈ Ȑȏ 
ȋȓȈȊȕȣȝ - ȗȖȌȌȍȘȎȒȈ șȚȈȘȖȋȖ ǷǶ. ЭȚȖ ȒȈȒ ș ȋȖȘȖȌȈȔȐ. ǪȖ Ȋșȍȝ ȋȖȘȖȌȈȝ ȍșȚȤ 
ȗȘȖȉȓȍȔȣ ș ȗȖȌȌȍȘȎȒȖȑ șȚȈȘȣȝ ȏȌȈȕȐȑ Ȑ țȓȐȞ, ȗȖșȚȘȖȍȕȕȣȝ ȘȈȕȍȍ, ȒȖȚȖȘȣȍ 
ȕȍȓȤȏȧ ȐȋȕȖȘȐȘȖȊȈȚȤ”. 
   ȇ șȗȘȖșȐȓ ǿȍșȊȐȒȈ, ȟȚȖ, ȗȖ ȍȋȖ ȔȕȍȕȐȦ, ȗȘȖȐșȝȖȌȐȚ Ȋ ȗȖșȓȍȌȕȍȍ ȊȘȍȔȧ. Ƕȕ 
șȒȈȏȈȓ: “ǶȌȕȈ Ȑȏ ȋȓȈȊȕȣȝ ȗȘȖȉȓȍȔ ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȖȚșțȚșȚȊȐȐ ȚȖȟȕȖȋȖ șȗȖșȖȉȈ 
ȐȏȔȍȘȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ ǷǶ. ǩȣȓȖ ȔȕȖȋȖ ȗȖȗȣȚȖȒ ȗȘȐȌțȔȈȚȤ ȚȈȒȖȑ șȗȖșȖȉ. ǲȈȒ 
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ȊȖȖȉȡȍ ȌȖȓȎȕȈ ȊȣȋȓȧȌȍȚȤ ȚȖȟȕȈȧ șȐșȚȍȔȈ ȐȏȔȍȘȍȕȐȑ? ǷȘȖșȚȖȑ ȗȘȐȔȍȘ - 

ȐȏȔȍȘȍȕȐȍ ȒȖȓȐȟȍșȚȊȈ Ȋșȍȝ șȍȘȊȐșȖȊ Ȋ ȊȈȠȍȑ șȍȚȐ, ȋȌȍ ȒȈȎȌȣȑ șȍȘȊȐș ȧȊȓȧȍȚșȧ 
ȗȖȚȍȕȞȐȈȓȤȕȣȔ ȊȍȒȚȖȘȖȔ ȈȚȈȒȐ, șȖȖȚȊȍȚșȚȊȍȕȕȖ, țȔȍȕȤȠȐȊ ȒȖȓȐȟȍșȚȊȖ 
șȍȘȊȐșȖȊ, Ȋȣ țȔȍȕȤȠȈȍȚȍ ȘȐșȒ. ǵȖ ȥȚȖ șȓȐȠȒȖȔ ȗȘȖșȚȖȑ ȗȘȐȔȍȘ. ǺȈȒȎȍ, ȔȖȎȕȖ 
ȗȖșȟȐȚȈȚȤ ȒȖȓȐȟȍșȚȊȖ ȜȖȕȖȊȣȝ ȗȘȖȋȘȈȔȔ (“ȌȍȔȖȕȣ” Ȋ UNIX), ș ȗȘȈȊȈȔȐ 
șțȗȍȘȗȖȓȤȏȖȊȈȚȍȓȧ (setuid root, ȚȖ ȍșȚȤ, ț ȗȘȖȋȘȈȔȔȣ ȗȖȧȊȓȧȦȚșȧ șȈȔȣȍ 
ȊȣșȖȒȐȍ ȗȘȈȊȈ). ǲȈȒ Ȑ Ȋ ȗȘȍȌȣȌțȡȍȔ ȗȘȐȔȍȘȍ, ȟȍȔ Ȑȝ ȔȍȕȤȠȍ, ȚȍȔ ȓțȟȠȍ. ǵȖ 
ȥȚȖ ȚȈȒȎȍ șȓȐȠȒȖȔ ȗȘȖșȚȖȑ ȗȘȐȔȍȘ. ǭȡȍ ȖȌȐȕ șȗȖșȖȉ ȐȏȔȍȘȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ, 
ȌȖȗțșȚȐȔ, ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȣ - ȥȚȖ șȚȖȐȔȖșȚȤ ȕțȓȍȊȖȋȖ Ȍȕȧ ȕȈ ȖȚȒȘȣȚȖȔ 
ȘȣȕȒȍ. Ǫ 2012-ȖȔ Ȋ ȎțȘȕȈȓȍ Forbes ȉȣȓȈ ȖȗțȉȓȐȒȖȊȈȕȈ șȚȈȚȤȧ ȕȈ ȥȚț ȚȍȔț 
(http://www.forbes.com/sites/andygreenberg/2012/03/23/shopping-for-zero-

daysan-price-list-for-hackers-secret-software-exploits/#43f3035e6033). ǾȍȕȈ ȥȚȖȋȖ 
ȥȒșȗȓȖȑȚȈ ȧȊȓȧȍȚșȧ ȜȈȒȚȖȘȖȔ, ȖȗȘȍȌȍȓȧȦȡȐȔ șȓȖȎȕȖșȚȤ Ȑ ȞȍȓȍșȖȖȉȘȈȏȕȖșȚȤ 
ȊȏȓȖȔȈ ȗȘȖȋȘȈȔȔȣ ȐȓȐ Ƕǹ. ǵȈȗȘȐȔȍȘ, ȞȍȕȈ ȥȒșȗȓȖȑȚȈ Ȍȓȧ Ƕǹ ȔȖȎȍȚ șȖșȚȈȊȓȧȚȤ 
$500 000, ȕȖ ȞȍȕȈ ȥȒșȗȓȖȑȚȈ Ȍȓȧ ȗȘȖȋȘȈȔȔȣ, ȒȖȚȖȘțȦ ȟȈșȚȖ ȊȏȓȈȔȣȊȈȦȚ - ȊșȍȋȖ 
$50 000. ǿȍȔ ȊȣȠȍ ȞȍȕȈ, ȚȍȔ ȓțȟȠȍ ȗȘȖȐȏȊȖȌȐȚȍȓȤ ȘȈȉȖȚȈȍȚ ȕȈȌ 
ȉȍȏȖȗȈșȕȖșȚȤȦ. 
   Ǫșȍ, ȊȒȓȦȟȈȧ ȋȍȕȍȘȈȓȈ, ș ȒȖȚȖȘȣȔ ȧ ȕȍȌȈȊȕȖ ȘȈȏȋȖȊȈȘȐȊȈȓ, ȝȖȚȧȚ ȗȖȓțȟȐȚȤ 
ȉȖȓȍȍ ȚȖȟȕțȦ șȐșȚȍȔț ȖȞȍȕȒȐ șȊȖȐȝ ȌȍȑșȚȊȐȑ ȗȖ țȓțȟȠȍȕȐȦ ȉȍȏȖȗȈșȕȖșȚȐ. ǰȔ 
ȕțȎȕȣ ȒȖȕȒȘȍȚȕȣȍ ȞȐȜȘȣ. ǰȔ ȕțȎȕȈ ȊȖȏȔȖȎȕȖșȚȤ ȗȖȒȈȏȈȚȤ, ȟȚȖ Ȋ ȗȘȖȠȓȖȔ 
ȋȖȌț ț ȕȐȝ ȉȣȓȖ 27, Ȉ Ȋ ȥȚȖȔ - țȎȍ 63, Ȑ ȖȕȐ ȌȍȓȈȦȚ ȉȖȓȤȠȐȍ țșȗȍȝȐ. ǹȈȔȖȑ 
ȘȍȈȓȐșȚȐȟȕȖȑ ȉȣȓȈ ȉȣ ȚȈ șȐșȚȍȔȈ ȐȏȔȍȘȍȕȐȑ, ȒȖȚȖȘȈȧ ȉȣ ȖȉȢȍȌȐȕȧȓȈ Ȋ șȍȉȍ 
Ȋșȍ ȊȖȏȔȖȎȕȣȍ ȗȈȘȈȔȍȚȘȣ, ȒȖȚȖȘȣȍ ȔȖȎȕȖ ȐȏȔȍȘȐȚȤ, ȟȚȖȉȣ ȗȖȓțȟȐȚȤ ȐȚȖȋȖȊțȦ 
ȒȈȘȚȐȕț. ЭȚȖ ȕțȎȕȖ ȒȈȎȌȖȔț ȘțȒȖȊȖȌȐȚȍȓȦ, ȊȒȓȦȟȈȧ ȚȖȋȖ ȋȍȕȍȘȈȓȈ. ǹȍȑȟȈș, ȧ 
ȔȕȖȋȖ ȌțȔȈȦ Ȗȉ ȥȚȖȑ ȗȘȖȉȓȍȔȍ. ǬȈȎȍ ȎȈȓȖȉȣ ǼǩǸ ȕȈ ȚȖ, ȟȚȖ ȖȕȐ ȕȍ ȔȖȋțȚ ȟȚȖ-

ȚȖ ȊȏȓȖȔȈȚȤ - ȥȚȖ ȝȖȘȖȠȐȑ ȏȕȈȒ. ǰȕȜȖȘȔȈȞȐȖȕȕȈȧ ȉȍȏȖȗȈșȕȖșȚȤ șȚȈȕȖȊȐȚșȧ 
ȓțȟȠȍ”. 
 

ǷȖȌȘȖȉȕȍȍ Ȗ ǻȐȓȤȧȔȍ ǿȍșȊȐȒȍ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǻȐȓȤȧȔȍ ǿȍșȊȐȒȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- Ǫȍȉ-șȈȑȚ ǻȐȓȤȧȔȈ ǿȍșȊȐȒȈ: http://www.cheswick.com/ches/index.html 

- ǲȕȐȋȈ Firewalls and Internet Security: Repelling the Wily Hacker (Ȋ 

șȖȈȊȚȖȘșȚȊȍ șȖ ǹȚȐȊȍȕȖȔ ǩȍȓȓȖȊȐȕȖȔ): 

https://www.amazon.com/Firewalls-Internet-Security-Repelling-

Hacker/dp/020163466X 

- ǸȈȉȖȚȈ “An Evening with Berferd in which a Cracker Is Lured, Endured, and 

Studied”: http://www.cheswick.com/ches/papers/berferd.pdf 
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ǫȓȈȊȈ 19. Honeypots  

 

 

 

Honeypot’ȣ ȏȈȐȕȚȍȘȍșȖȊȈȓȐ Ȕȍȕȧ Ȋ 1989-Ȕ, ȒȖȋȌȈ ȧ ȗȘȖȟȐȚȈȓ ȒȕȐȋț ǲȓȐȜȜȖȘȌȈ 
ǹȚȖȓȓȈ The Cuckoo’s Egg (https://www.amazon.com/Cuckoos-Egg-Tracking-

Computer-Espionage/dp/1416507787), Ȋ ȒȖȚȖȘȖȑ Ȗȕ ȌȈȓ ȐȔ ȖȗȘȍȌȍȓȍȕȐȍ Ȑ 
ȖȗȐșȈȓ ȗȖȐȔȒț ȐȕȖșȚȘȈȕȕȖȋȖ ȠȗȐȖȕȈ. ǹ Țȍȝ ȗȖȘ, ȧ ȖȌȕȖȊȘȍȔȍȕȕȖ ȐșȗȖȓȤȏțȦ 8 
honeypot’ȖȊ Ȍȓȧ ȖȚșȓȍȎȐȊȈȕȐȧ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ Ȑ ȌȍȑșȚȊȐȑ ȝȈȒȒȍȘȖȊ. ȇ 
ȕȍȘȍȌȒȖ țȟȈșȚȊțȦ Ȋ ȘȈȏȘȈȉȖȚȒȍ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȝ honeypot’ȖȊ, Ȑ ȌȈȎȍ ȕȈȗȐșȈȓ 
ȗȘȖ ȕȐȝ ȒȕȐȋț, ȒȖȚȖȘȈȧ ȕȈȏȣȊȈȍȚșȧ «Honeypots for Windows» (Honeypot’ȣ Ȍȓȧ 
Windows) (https://www.amazon.com/Honeypots-Windows-Books-

Professionals/dp/1590593359/). ȇ ȌțȔȈȦ, ȟȚȖ Ȋșȍ ȒȖȔȗȈȕȐȐ ȌȖȓȎȕȣ ȐșȗȖȓȤȏȖȊȈȚȤ 
honeypot’ȣ Ȍȓȧ țȓțȟȠȍȕȐȧ ȏȈȡȐȚȣ.  
 

ǿȚȖ ȚȈȒȖȍ Honeypot?        

Honeypot - ȥȚȖ “ȗȖȌȌȍȓȤȕȈȧ” șȐșȚȍȔȈ, ȒȖȚȖȘȈȧ șȖȏȌȈȍȚșȧ șȗȍȞȐȈȓȤȕȖ Ȍȓȧ 
ȖȉȕȈȘțȎȍȕȐȧ ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȝ ȌȍȑșȚȊȐȑ. Ǫ ȏȈȊȐșȐȔȖșȚȐ ȖȚ ȞȍȓȐ 

ȈȌȔȐȕȐșȚȘȈȚȖȘȈ, honeypot ȔȖȎȍȚ ȊȣșȚțȗȈȚȤ Ȋ ȘȖȓȐ ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȣ, 
țșȚȘȖȑșȚȊȈ, șȍȚȍȊȖȋȖ ȔȈȘȠȘțȚȐȏȈȚȖȘȈ, ȉȍșȗȘȖȊȖȌȕȖȑ ȚȖȟȒȐ ȌȖșȚțȗȈ, ȗȘȐȕȚȍȘȈ, 
Ȑ ȚȈȒ ȌȈȓȍȍ. Honeynet - ȥȚȖ ȖȉȢȍȌȐȕȍȕȐȍ honeypot’ȖȊ. Honeypot ȔȖȎȕȖ 
ȐșȗȖȓȤȏȖȊȈȚȤ, ȘȈȏȊȍȘȕțȊ ȍȋȖ ȕȈ ȘȍȈȓȤȕȖȑ șȐșȚȍȔȍ, ȒȖȚȖȘțȦ ȕȍ ȐșȗȖȓȤȏțȦȚ Ȋ 
ȒȖȔȗȈȕȐȐ, ȓȐȉȖ ȘȈȏȊȍȘȕțȊ șȗȍȞȐȈȓȤȕȖȍ ȗȘȖȋȘȈȔȔȕȖȍ ȖȉȍșȗȍȟȍȕȐȍ, ȒȖȚȖȘȖȍ 
ȥȔțȓȐȘțȍȚ ȘȈȉȖȚț șȐșȚȍȔ. 
   ЭȔțȓȧȞȐȧ ȔȖȎȍȚ ȘȈȉȖȚȈȚȤ ȕȈ ȓȦȉȖȔ țȘȖȊȕȍ ȔȖȌȍȓȐ OSI (Open Systems 
Interconnection): ȜȐȏȐȟȍșȒȖȔ, șȍȚȍȊȖȔ, ȚȘȈȕșȗȖȘȚȕȖȔ, șȍȈȕșȖȊȖȔ, 
ȗȘȍȌșȚȈȊȐȚȍȓȤșȒȖȔ, ȒȈȕȈȓȤȕȖȔ ȐȓȐ ȗȘȐȒȓȈȌȕȖȔ, Ȉ ȚȈȒȎȍ ȕȈ ȕȍșȒȖȓȤȒȐȝ țȘȖȊȕȧȝ 
ȖȌȕȖȊȘȍȔȍȕȕȖ. ǹțȡȍșȚȊțȍȚ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȉȍșȗȓȈȚȕȣȝ Ȑ ȒȖȔȔȍȘȟȍșȒȐȝ 
ȊȈȘȐȈȕȚȖȊ honeypot’ȖȊ, ȒȈȎȌȣȑ ȗȘȍȌȓȈȋȈȍȚ ȘȈȏȓȐȟȕȣȍ ȊȖȏȔȖȎȕȖșȚȐ Ȑ țȘȖȊȍȕȤ 
ȘȍȈȓȐȏȔȈ. ǶȌȕȈȒȖ, ȗȖȒțȗȈȚȍȓȤ ȌȖȓȎȍȕ ȊȣȉȐȘȈȚȤ ȖșȚȖȘȖȎȕȖ. ǵȈ ȘȣȕȒȍ ȍșȚȤ 
ȊȈȘȐȈȕȚȣ, ȒȖȚȖȘȣȍ ȗȘȖȌȈȦȚșȧ țȎȍ ȉȖȓȍȍ ȌȍșȧȚȐ ȓȍȚ, ȝȖȚȧ ȉȖȓȤȠȐȕșȚȊȖ 
honeypot’ȖȊ, ȗȓȈȚȕȣȝ Ȑ ȉȍșȗȓȈȚȕȣȝ, ȗȖȧȊȐȓȖșȤ ȊșȍȋȖ ȕȍșȒȖȓȤȒȖ ȓȍȚ ȕȈȏȈȌ, șȚȖȐȚ 
ȐȏȉȍȋȈȚȤ ȘȍȠȍȕȐȑ, ȒȖȚȖȘȣȍ șțȡȍșȚȊțȦȚ țȎȍ ȌȈȊȕȖ. 
 

ǪȏȈȐȔȖȌȍȑșȚȊȐȍ          

“ǻȘȖȊȍȕȤ ȊȏȈȐȔȖȌȍȑșȚȊȐȧ” honeypot’Ȉ ȏȈȊȐșȐȚ ȖȚ ȚȖȋȖ, ȒȈȒ Ȗȕ ȥȔțȓȐȘțȍȚ șȐșȚȍȔț 
ȐȓȐ ȘȈȉȖȚȈȍȚ ȕȈ ȘȈȏȓȐȟȕȣȝ țȘȖȊȕȧȝ ȔȖȌȍȓȐ OSI. Honeypot “ȕȐȏȒȖȋȖ 
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ȊȏȈȐȔȖȌȍȑșȚȊȐȧ” ȗȘȖșȚȖ ȗȖȊȚȖȘȧȍȚ șȈȔȣȍ ȗȘȖșȚȣȍ ȗȖȌȒȓȦȟȍȕȐȧ Ȓ ȗȖȘȚȈȔ Ȑ 
ȏȈȗȐșȣȊȈȍȚ ȓȖȋ-ȜȈȑȓȣ. ǷȘȐ ȗȖȌȒȓȦȟȍȕȐȐ ȗȖȓȤȏȖȊȈȚȍȓȦ ȔȖȎȍȚ ȉȣȚȤ ȗȖȒȈȏȈȕȖ 
ȖȒȕȖ Ȍȓȧ ȊȝȖȌȈ Ȋ șȐșȚȍȔț, ȕȖ, ȒȈȒ ȗȘȈȊȐȓȖ, ȊȖȑȚȐ Ȋ șȐșȚȍȔț ȕȍȓȤȏȧ. Honeypot 
“șȘȍȌȕȍȋȖ ȊȏȈȐȔȖȌȍȑșȚȊȐȧ” ȗȖȏȊȖȓȧȍȚ ȗȖȓȤȏȖȊȈȚȍȓȦ ȊȖȑȚȐ Ȋ șȐșȚȍȔț, Ȉ ȚȈȒȎȍ 
ȟȈșȚȐȟȕȖ ȥȔțȓȐȘțȍȚ ȘȈȉȖȚț ȘȍȈȓȤȕȖȑ șȐșȚȍȔȣ. Ǫ șȓțȟȈȍ ș Ȋȍȉ-șȈȑȚȈȔȐ, 
honeypot’ȣ, ȒȈȒ ȗȘȈȊȐȓȖ, ȥȔțȓȐȘțȦȚ ȝȖȘȖȠȐȑ, ȕȖ șȚȈȚȐȟȕȣȑ Ȋȍȉ-șȈȑȚ. ǭșȓȐ ȥȚȖ 
ȥȔțȓȧȞȐȧ FTP, ȚȖ ȕȈ șȍȘȊȍȘ FTP ȔȖȎȕȖ ȊȖȑȚȐ ș ȗȖȓȤȏȖȊȈȚȍȓȤșȒȐȔȐ ȌȈȕȕȣȔȐ, 
șȒȈȟȈȚȤ ȜȈȑȓȣ Ȑ ȐșȗȖȓȤȏȖȊȈȚȤ ȘȈȏȓȐȟȕȣȍ ȒȖȔȈȕȌȣ. Honeypot “ȊȣșȖȒȖȋȖ 
ȊȏȈȐȔȖȌȍȑșȚȊȐȧ” ȕȈșȚȖȓȤȒȖ ȗȖȊȚȖȘȧȦȚ ȘȈȉȖȚț ȘȍȈȓȤȕȖȑ șȐșȚȍȔȣ, ȟȚȖ ȝȈȒȍȘ, ȕȍ 
șȔȖȎȍȚ țȊȐȌȍȚȤ ȘȈȏȕȐȞț ȔȍȎȌț ȘȍȈȓȤȕȖȑ șȐșȚȍȔȖȑ Ȑ ȥȔțȓȧȞȐȍȑ. ǲȖȕȍȟȕȖ, 
ȘȍȈȓȤȕȣȍ șȐșȚȍȔȣ ȓțȟȠȍ ȓȦȉȖȑ ȥȔțȓȧȞȐȐ, ȕȖ, Ȋ ȌȖȓȋȖșȘȖȟȕȖȑ ȗȍȘșȗȍȒȚȐȊȍ, Ȑȝ 
șȓȖȎȕȍȍ ȕȈșȚȘȈȐȊȈȚȤ Ȑ ȒȖȕȚȘȖȓȐȘȖȊȈȚȤ. 
 

Ǭȓȧ ȟȍȋȖ ȐșȗȖȓȤȏțȦȚ honeypot’ȣ?                 

ǭșȚȤ ȔȕȖȎȍșȚȊȖ ȗȘȐȟȐȕ ȐșȗȖȓȤȏȖȊȈȚȤ honeypot’ȣ:  

 

- Ǫ ȒȈȟȍșȚȊȍ șȐșȚȍȔȣ ȘȈȕȕȍȋȖ ȖȗȖȊȍȡȍȕȐȧ Ȗȉ ȖȉȕȈȘțȎȍȕȕȣȝ ȊȘȍȌȖȕȖșȕȣȝ 
ȗȘȖȋȘȈȔȔȈȝ Ȑ ȝȈȒȍȘșȒȐȝ ȌȍȑșȚȊȐȧȝ 

- ǿȚȖȉȣ țȏȕȈȚȤ ȕȈȔȍȘȍȕȐȧ ȝȈȒȍȘȈ 

- ǿȚȖȉȣ ȐșșȓȍȌȖȊȈȚȤ ȌȍȑșȚȊȐȧ ȝȈȒȍȘȖȊ Ȑ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ 

- Ǭȓȧ ȗȘȖȊȍȌȍȕȐȧ ȥȒșȗȍȘȚȕȖȋȖ ȈȕȈȓȐȏȈ 

 

ǷȘȈȊȐȓȤȕȖ ȕȈșȚȘȖȍȕȕȣȑ honeypot - ȥȚȖ ȕȍȊȍȘȖȧȚȕȖ ȗȖȓȍȏȕȣȑ ȐȕșȚȘțȔȍȕȚ, Ȋ 
ȒȖȚȖȘȖȔ ȕȍȚ ȕȐȟȍȋȖ ȓȐȠȕȍȋȖ, ȖșȖȉȍȕȕȖ ȥȚȖ ȒȈșȈȍȚșȧ ȗȘȖșȔȖȚȘȈ ȓȖȋ-ȜȈȑȓȖȊ ȐȓȐ 
șȖȏȌȈȕȐȧ ȖȗȖȊȍȡȍȕȐȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǵȈȗȘȐȔȍȘ, ȓȖȋ-ȜȈȑȓȣ ȜȈȑȘȊȖȓȖȊ 
ȏȈȗȖȓȕȍȕȣ ȌȍșȧȚȒȈȔȐ Țȣșȧȟ șȖȖȉȡȍȕȐȑ Ȗȉ ȖȚȉȘȖȠȍȕȕȣȝ ȗȈȒȍȚȈȝ, ȉȖȓȤȠȐȕșȚȊȖ 
Ȑȏ ȒȖȚȖȘȣȝ, șȖȊșȍȔ ȕȍ ȊȘȍȌȖȕȖșȕȣȍ. Ǩ ȌȈȎȍ, ȍșȓȐ ȚȈȔ Ȑ ȍșȚȤ ȊȘȍȌȖȕȖșȕȣȑ 
ȗȈȒȍȚ, ȗȖȗȘȖȉțȑȚȍ ȘȈȏȖȉȘȈȚȤ, ȒȈȒȖȑ Ȑȏ ȉȍșȒȖȕȍȟȕȖȋȖ ȒȖȓȐȟȍșȚȊȈ ȥȚȐȝ ȗȈȒȍȚȖȊ, 
ȊȈȔ ȕțȎȍȕ.  
   Honeypot - ȥȚȖ ȓȖȎȕȈȧ șȐșȚȍȔȈ, Ȑ ȍȍ șțȚȤ Ȋ ȚȖȔ, ȟȚȖ ȕȐȒȚȖ (ȐȓȐ ȕȐȟȚȖ) ȕȍ 
ȌȖȓȎȍȕ Ȓ ȕȍȑ ȗȖȌȒȓȦȟȈȚȤșȧ. ǵȈ ȕȈșȚȘȖȑȒț ȕțȎȕȖ ȗȖȚȘȈȚȐȚȤ ȕȍȔȕȖȋȖ ȊȘȍȔȍȕȐ, 
ȖȚȜȐȓȤȚȘȖȊȈȚȤ Ȗȉȣȟȕȣȑ ȚȘȈȜȐȒ ș ȠȐȘȖȒȖȊȍȡȈȚȍȓȤȕȣȝ ȒȈȕȈȓȖȊ Ȑ ȗȖȗȣȚȒȐ 
ȗȖȌȒȓȦȟȍȕȐȧ ȖȚ ȌȍȑșȚȊȐȚȍȓȤȕȣȝ ȐșȚȖȟȕȐȒȖȊ (ȕȈȗȘȐȔȍȘ, ȖȚ ȗȘȖȋȘȈȔȔȣ 
ȖȉȕȖȊȓȍȕȐȧ ȈȕȚȐȊȐȘțșȈ, ȘȈȏȓȐȟȕȖȋȖ ǷǶ Ȑ ȌȘțȋȐȝ ȐȕșȚȘțȔȍȕȚȖȊ țȗȘȈȊȓȍȕȐȧ 
șȐșȚȍȔȖȑ). ǵȖ, ȒȖȋȌȈ ȕȈșȚȘȖȑȒȈ honeypot ȏȈȊȍȘȠȍȕȈ (ȒȈȒ ȗȘȈȊȐȓȖ, ȥȚȖ ȏȈȕȐȔȈȍȚ 
ȖȚ ȌȊțȝ ȟȈșȖȊ ȌȖ ȌȊțȝ Ȍȕȍȑ), ȓȦȉȈȧ ȗȖȗȣȚȒȈ ȗȖȌȒȓȦȟȍȕȐȧ, ȗȖ ȖȗȘȍȌȍȓȍȕȐȦ, 
ȧȊȓȧȍȚșȧ ȊȘȍȌȖȕȖșȕȖȑ. 

   Honeypot - ȥȚȖ, ȉȍȏ șȖȔȕȍȕȐȧ, ȓțȟȠȐȑ șȗȖșȖȉ ȗȖȑȔȈȚȤ ȏȓȖțȔȣȠȓȍȕȕȐȒȈ, 
ȒȖȚȖȘȣȑ ȖȉȖȠȍȓ Ȋșȍ ȖșȚȈȓȤȕȣȍ șȗȖșȖȉȣ ȏȈȡȐȚȣ. ЭȚȖ ȓȖȊțȠȒȈ, ȒȖȚȖȘȈȧ ȗȘȖșȚȖ 
ȖȎȐȌȈȍȚ ȗȖȗȣȚȒȐ ȗȖȌȒȓȦȟȍȕȐȧ. ǯȈ ȌȍșȧȚȒȐ ȓȍȚ ȘȈȉȖȚȣ, ȧ ȊȣșȓȍȌȐȓ ȔȕȖȋȐȝ 
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ȝȈȒȍȘȖȊ Ȑ ȗȍȕȚȍșȚȍȘȖȊ, ȜȈȒȚ Ȋ ȚȖȔ, ȟȚȖ ȗȖșȓȍ ȗȖȓțȟȍȕȐȧ ȗȍȘȊȖȕȈȟȈȓȤȕȖȋȖ 
ȌȖșȚțȗȈ, ȖȕȐ ȊșȍȋȌȈ ȌȊȐȎțȚșȧ ȗȖ șȍȚȐ. ǵȍȔȕȖȋȐȍ ȝȈȒȍȘȣ ȔȖȋțȚ ȖȚȓȐȟȐȚȤ 
honeypot ȖȚ ȕȈșȚȖȧȡȍȑ șȐșȚȍȔȣ, Ȑ, ȒȖȋȌȈ ȖȕȐ ȗȍȘȍȔȍȡȈȦȚșȧ ȖȚ țșȚȘȖȑșȚȊȈ Ȓ 
țșȚȘȖȑșȚȊț Ȑ ȗȘȖșȚȖ “ȒȈșȈȦȚșȧ” honeypot’a, Ȋȣ țȎȍ ȏȕȈȍȚȍ Ȗȉ Ȑȝ ȗȘȐșțȚșȚȊȐȐ. 
   ǵȈȋȓȧȌȕȣȑ ȗȘȐȔȍȘ: ȖȌȕȈ Ȑȏ șȈȔȣȝ ȖȗȈșȕȣȝ ȈȚȈȒ - ȥȚȖ APT-ȈȚȈȒȈ (advanced 

persistent threat), ȖȗȐșȈȕȕȈȧ Ȋ ǫȓȈȊȍ 14. ǽȈȒȍȘȣ, ȒȖȚȖȘȣȍ ȍȍ șȖȊȍȘȠȈȦȚ, ȓȍȋȒȖ 
ȗȘȖȌȖȓȎȈȦȚ ȊȍȘȚȐȒȈȓȤȕȖȍ ȐȓȐ ȋȖȘȐȏȖȕȚȈȓȤȕȖȍ ȌȊȐȎȍȕȐȍ, ȒȈȒ ȗȘȈȊȐȓȖ, ȕȍ 
ȉțȌțȟȐ ȖȉȕȈȘțȎȍȕȕȣȔȐ. ǵȖ, ȍșȓȐ țșȚȈȕȖȊȐȚȤ ȖȌȐȕ ȐȓȐ ȕȍșȒȖȓȤȒȖ honeypot’ȖȊ, Ȋ 
ȒȈȟȍșȚȊȍ Ȋȍȉ-șȍȘȊȍȘȈ, șȍȘȊȍȘȈ ȉȈȏȣ ȌȈȕȕȣȝ ȐȓȐ șȍȘȊȍȘȈ ȗȘȐȓȖȎȍȕȐȑ, ȚȖ ȕȍ 
ȖȉȕȈȘțȎȐȚȤ APT-ȈȚȈȒț ȉțȌȍȚ ȗȘȈȒȚȐȟȍșȒȐ ȕȍȊȖȏȔȖȎȕȖ.  
   ǲȖȕȍȟȕȖ, ȍșȚȤ ȝȈȒȍȘȣ, ȒȖȚȖȘȣȍ ȗȖșȓȍ ȗȍȘȊȖȕȈȟȈȓȤȕȖȋȖ ȊȏȓȖȔȈ ȗȍȘȍȝȖȌȧȚ Ȓ 
ȖȗȘȍȌȍȓȍȕȕȖȔț ȖȉȢȍȒȚț ȐȓȐ ȋȘțȗȗȍ ȖȉȢȍȒȚȖȊ, ȕȖ ȥȚȖ ȘȍȌȒȐȑ șȓțȟȈȑ. ǲȈȒ 
ȗȘȈȊȐȓȖ, ȗȖșȓȍ ȊȏȓȖȔȈ șȊȖȍȑ ȋȓȈȊȕȖȑ ȞȍȓȐ, ȖȕȐ ȉțȌțȚ ȖșȔȈȚȘȐȊȈȚȤ Ȋșȍ 
țșȚȘȖȑșȚȊȈ Ȋ șȍȚȐ. ǰ, ȒȈȒ ȚȖȓȤȒȖ, ȖȕȐ ȗȖȗȈȌțȚ Ȋ honeypot, ȉțȔ, ȖȕȐ ț ȊȈș. ǰȓȐ, 
ȗȖ ȒȘȈȑȕȍȑ ȔȍȘȍ, Ȋȣ ȏȕȈȍȚȍ Ȗȉ Ȑȝ ȗȘȐșțȚșȚȊȐȐ. ȇ ȉȖȓȤȠȖȑ ȗȖȒȓȖȕȕȐȒ țșȚȈȕȖȊȒȐ 
Ȋ ȐȕȜȘȈșȚȘțȒȚțȘȍ honeypot’ȖȊ ș ȕȐȏȒȐȔ - șȘȍȌȕȐȔ țȘȖȊȕȍȔ ȊȏȈȐȔȖȌȍȑșȚȊȐȧ. ЭȚȖ 
ȗȖȏȊȖȓȧȍȚ șȘȈȏț țȏȕȈȚȤ Ȗ ȊȏȓȖȔȍ.  
 

ǴȖȑ ȓȐȟȕȣȑ ȗȘȐȔȍȘ ȗȖȐȔȒȐ ǸțșșȒȖȋȖ ȠȗȐȖȕȈ                 

ǯȈ ȋȖȌȣ ȘȈȉȖȚȣ ȧ țșȚȈȕȖȊȐȓ ȌȍșȧȚȒȐ honeypot-șȐșȚȍȔ, ȕȖ ȖȌȐȕ Ȑȏ ȔȖȐȝ ȓȦȉȐȔȣȝ 
șȓțȟȈȍȊ - țșȚȈȕȖȊȒȈ honeynet’Ȉ Ȍȓȧ ȏȈȡȐȚȣ ȖȘȋȈȕȐȏȈȞȐȐ ȏȈȒȈȏȟȐȒȈ. ǭȋȖ 
ȉȍșȗȖȒȖȐȓ ȊȏȓȖȔ ȐȏȊȕȍ, ȕȖ ȕȈȠȐ honeypot’ȣ ȉȣșȚȘȖ ȖȉȕȈȘțȎȐȓȐ 
ȕȍȈȊȚȖȘȐȏȖȊȈȕȕțȦ ȈȚȈȒț ȐȏȕțȚȘȐ. 
   Ǵȣ ȖȚșȓȍȌȐȓȐ, ȟȚȖ ȥȚȖ ȉȣȓ ȟȍȓȖȊȍȒ Ȑȏ ȘȈșȟȍȚȕȖȋȖ ȖȚȌȍȓȈ Ȋ ǸȖșșȐȐ. ǻ ȕȈș țȎȍ 
ȉȣȓȈ ȒȈȔȍȘȈ Ȋ ȥȚȖȔ Ȍȍȓȍ, ȗȖȥȚȖȔț Ȕȣ ȊȐȌȍȓȐ Ȋșȍ, ȟȚȖ ȖȕȈ ȌȍȓȈȍȚ. ǶȕȈ 
țșȚȈȕȈȊȓȐȊȈȓȈ Ȋ șȊȖȑ ȒȖȔȗȤȦȚȍȘ ȉȍșȗȘȖȊȖȌȕȖȑ ȈȌȈȗȚȍȘ, ȟȚȖȉȣ șȖȏȌȈȚȤ “ȔȖșȚ” 
ȔȍȎȌț ȌȊțȔȧ șȍȚȧȔȐ ș “ȊȖȏȌțȠȕȣȔ ȏȈȏȖȘȖȔ” Ȑ, Ȋ ȖȋȘȖȔȕȣȝ ȒȖȓȐȟȍșȚȊȈȝ, 
ȗȍȘȍȌȈȊȈȚȤ ȟȈșȚȕțȦ ȐȕȜȖȘȔȈȞȐȦ șȊȖȍȔț ȗȈȘȚȕȍȘț. ǷȖșȓȍ ȌȊțȝ Ȍȕȍȑ 
ȕȈȉȓȦȌȍȕȐȧ, Ȕȣ ȊȣȧșȕȐȓȐ ȍȍ ȕȈȔȍȘȍȕȐȧ (ȍȍ ȖȗȘȍȌȍȓȍȕȕȖ ȐȕȚȍȘȍșȖȊȈȓȐ șȈȔȣȍ 
șȍȒȘȍȚȕȣȍ ȗȘȖȍȒȚȣ) Ȑ ȗȘȐȠȓȐ Ȋ ȍȍ ȖȜȐș ȊȔȍșȚȍ ș ȖȝȘȈȕȖȑ. ǶȕȈ ȚțȚ Ȏȍ 
ȉȘȖșȐȓȈșȤ Ȋ șȓȍȏȣ, Ȑ ȉȣȓȈ ȕȈșȚȖȓȤȒȖ ȝȖȘȖȠȍȑ ȈȒȚȘȐșȖȑ, ȟȚȖ ȍșȓȐ ȉȣ Ȕȣ ȕȍ 
ȕȈȉȓȦȌȈȓȐ ȏȈ ȕȍȑ ȥȚȐ ȌȕȐ, ȚȖ ȧ ȉȣ ȍȑ ȗȖȊȍȘȐȓ. ǶȕȈ ȉȣȓȈ șțȗȍȘȝȈȒȍȘȖȔ, ȕȖ Ȋ 
ȘȈșȟȍȚȕȖȔ ȖȚȌȍȓȍ Ȋșȍ ȉȣȓȐ țȊȍȘȍȕȣ, ȟȚȖ ȖȕȈ ȊȖȖȉȡȍ ȕȍ ȌȘțȎȐȚ ș 
ȒȖȔȗȤȦȚȍȘȈȔȐ, Ȑ ȖȚȗȘȈȊȓȧȓȐ ȍȍ ȕȈ țȘȖȒȐ ȗȍȟȈȚȐ ȕȈ ȒȓȈȊȐȈȚțȘȍ.  
   ǶȕȈ ȉȣȓȈ ȖȌȕȐȔ Ȑȏ ȔȕȖȋȐȝ șȖȚȘțȌȕȐȒȖȊ Ȑȏ ǸȖșșȐȐ, ȒȖȚȖȘȣȝ ȊȏȧȓȐ Ȑȏ 
ȈȋȍȕȚșȚȊȈ ȗȖ ȊȘȍȔȍȕȕȖȔț ȚȘțȌȖțșȚȘȖȑșȚȊț. Ǫ ȒȖȕȞȍ ȒȖȕȞȖȊ, Ȋșȍ ȖȕȐ ȖȒȈȏȈȓȐșȤ 
ȠȗȐȖȕȈȔȐ, Ȑ ȗȖȓțȟȐȓȐ șȖȖȚȊȍȚșȚȊțȦȡȍȍ ȕȈȒȈȏȈȕȐȍ.  
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ǸȍșțȘșȣ Ȍȓȧ ȐȏțȟȍȕȐȧ Honeypot           

ǷȘȖȍȒȚ Honeynet (http://www.honeynet.org) - ȥȚȖ ȖȚȓȐȟȕȣȑ ȘȍșțȘ Ȋ ȒȖȚȖȘȖȔ 

șȖȉȘȈȕȈ ȗȖȌȘȖȉȕȈȧ ȐȕȜȖȘȔȈȞȐȧ Ȗ honeypot’Ȉȝ Ȑ ȜȖȘȍȕȏȐȒȍ. ǰȝ ȏȈȋȘțȏȖȟȕȣȑ 

ȖȉȘȈȏ Honeywall (http://www.honeynet.org/project/HoneywallCDROM) - ȥȚȖ 
ȖȚȓȐȟȕȖȍ, ȉȍșȗȓȈȚȕȖȍ, ȔȕȖȋȖȜțȕȒȞȐȖȕȈȓȤȕȖȍ ǷǶ Ȍȓȧ Țȍȝ, ȒȚȖ ȕȍ ȉȖȐȚșȧ 
ȐșȗȖȓȤȏȖȊȈȚȤ Linux. Ǫ Honeywall ȍșȚȤ țȌȖȉȕȖȍ ȔȍȕȦ ș ȔȕȖȎȍșȚȊȖȔ ȕȈșȚȘȖȍȒ, Ȑ 
ȍȋȖ ȗȘȖȡȍ ȖșȊȖȐȚȤ, ȟȍȔ ȕȖȊȣȑ Honeyd.  
   Honeyd (http://www.honeyd.org) - ȥȚȖ ȋȐȉȒȈȧ, ȉȍșȗȓȈȚȕȈȧ, ȜțȕȒȞȐȖȕȈȓȤȕȈȧ 
ȗȘȖȋȘȈȔȔȈ Ȍȓȧ șȖȏȌȈȕȐȧ honeypot, ȖȌȕȈȒȖ, ȖȕȈ ȚȘȍȉțȍȚ șȍȘȤȍȏȕȖȋȖ țȘȖȊȕȧ 
ȏȕȈȕȐȑ Linux Ȑ șȍȚȍȑ, ȒȈȒ Ȍȓȧ țșȚȈȕȖȊȒȐ, ȚȈȒ Ȑ Ȍȓȧ ȐșȗȖȓȤȏȖȊȈȕȐȧ. ǶȕȈ 
ȗȘȍȒȘȈșȕȖ ȥȔțȓȐȘțȍȚ ȉȖȓȍȍ 100 ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ, Ȑ ȍȍ ȔȖȎȕȖ ȓȍȋȒȖ 
ȐșȗȖȓȤȏȖȊȈȚȤ Ȋ șȊȧȏȒȍ ș ȌȘțȋȐȔȐ ȗȘȖȌțȒȚȈȔȐ Ȑ șȒȘȐȗȚȈȔȐ. ǴȐȕțș Ȋ ȚȖȔ, ȟȚȖ ȍȍ 
ȋȖȌȈȔȐ ȕȍ ȖȉȕȖȊȓȧȓȐ. ȇ ȌțȔȈȦ, ȥȚȖ ȖȚȓȐȟȕȣȑ ȊȈȘȐȈȕȚ Ȍȓȧ Țȍȝ, ȒȚȖ ȝȖȟȍȚ 
țȊȐȌȍȚȤ Ȋșȍ ȊȖȏȔȖȎȕȣȍ șȗȖșȖȉȣ ȐșȗȖȓȤȏȖȊȈȕȐȧ honeypot’ȖȊ.  

   ǴȖȧ ȓȦȉȐȔȈȧ ȗȘȖȋȘȈȔȔȈ Ȍȓȧ șȖȏȌȈȕȐȧ honeypot’ȖȊ - Kfsensor 

(www.keyfocus.net). ЭȚȖ ȒȖȔȔȍȘȟȍșȒȐȑ ȗȘȖȌțȒȚ, ȒȖȚȖȘȣȑ ȘȈȉȖȚȈȍȚ ȚȖȓȤȒȖ ȕȈ 

Windows, ȕȖ Ȗȕ ȗȖșȚȖȧȕȕȖ ȖȉȕȖȊȓȧȍȚșȧ Ȑ țȓțȟȠȈȍȚșȧ. ǻ Kfsensor ȍșȚȤ Ȑ 
ȕȍȌȖșȚȈȚȒȐ, ȕȖ ȥȚȈ ȗȘȖȋȘȈȔȔȈ ȗȘȍȌȖșȚȈȊȓȧȍȚ ȉȖȓȤȠȖȑ ȕȈȉȖȘ ȊȖȏȔȖȎȕȖșȚȍȑ, Ȑ 
ȍȍ ȓȍȋȒȖ ȕȈșȚȘȖȐȚȤ. Ǫ ȕȍȑ ȍșȚȤ șȖȚȕȐ ȖȗȞȐȑ, Ȋ ȚȖȔ ȟȐșȓȍ ȊȖȏȔȖȎȕȖșȚȤ 
ȈȊȚȖȘȐȏȈȞȐȐ, Ȑ ȊȖȏȔȖȎȕȖșȚȤ ȖȗȖȊȍȡȍȕȐȧ ȟȍȘȍȏ ȉȈȏȣ ȌȈȕȕȣȝ Ȑ ȓȖȋȐ. ǺȈȒȎȍ 
ȌȖșȚțȗȕȈ ȗȘȖȉȕȈȧ ȊȍȘșȐȧ.  
   Ǫ ȞȍȓȖȔ, șțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ (ȉȖȓȍȍ șȚȈ) ȘȍȠȍȕȐȑ Ȍȓȧ șȖȏȌȈȕȐȧ 
honeypot’ȖȊ. ǲȈȎȌȣȑ ȋȖȌ, Ȋ ȐȕȚȍȘȕȍȚȍ ȗȖȧȊȓȧȍȚșȧ ȕȖȊȖȍ ȘȍȠȍȕȐȍ. ǭșȓȐ ȊȈȔ 
ȐȕȚȍȘȍșȕȣ honeypot’ȣ, ȗȖȗȘȖȉțȑȚȍ ȕȍȒȖȚȖȘȣȍ Ȑȏ ȥȚȐȝ ȗȘȖȋȘȈȔȔ. ǩȍȏ șȖȔȕȍȕȐȧ, 
Ȋ ȒȈȎȌȖȑ ȖȘȋȈȕȐȏȈȞȐȐ, ȏȈȐȕȚȍȘȍșȖȊȈȕȕȖȑ Ȋ ȘȈȕȕȍȔ ȖȉȕȈȘțȎȍȕȐȐ ȝȈȒȍȘșȒȖȑ 
ȈȚȈȒȐ ȐȓȐ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ ȌȖȓȎȕȈ ȉȣȚȤ șȍȚȤ honeynet’ȖȊ.  

   Ǫ ǫȓȈȊȍ 20 Ȕȣ ȗȖȋȖȊȖȘȐȔ Ȗ ǳȥȕșȍ ȀȗȐȚȞȕȍȘȍ, ȒȖȚȖȘȣȑ, ȘȈȉȖȚȈȓ ș 
honeypot’ȈȔȐ ȉȖȓȤȠȍ, ȟȍȔ ȒȚȖ-ȓȐȉȖ ȍȡȍ. 
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ǫȓȈȊȈ 20. ǷȘȖȜȐȓȤ: ǳȥȕș ȀȗȐȚȞȕȍȘ 

 

 

 

“ǵȐȟȍȋȖ ȕȍ ȘȈșșȚȘȈȐȊȈȍȚ Ȕȍȕȧ ȉȖȓȤȠȍ, ȟȍȔ șȓȖȊȈ ȜȈȕȈȚȖȊ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȗ ȚȖȔ, ȟȚȖ «ȕȍȓȤȏȧ 
ȗȘȖȗȈȚȟȐȚȤ ȋȓțȗȖșȚȤ»” - ǳȥȕș ȀȗȐȚȞȕȍȘ 

 

Ǫ ȕȈȟȈȓȍ 1980-ȣȝ ȧ ȗȘȖȟȐȚȈȓ ȒȕȐȋț ǲȓȐȜȜȖȘȌȈ ǹȚȖȓȓȈ, ȒȖȚȖȘȈȧ ȕȈȏȣȊȈȍȚșȧ 
«The Cuckoo’s Egg» (https://www.amazon.com/Cuckoos-Egg-Tracking-Computer-

Espionage/dp/B0051CSCG6/). ЭȚȖ ȐșȚȖȘȐȧ Ȗ ȚȖȔ, ȒȈȒ ȖȠȐȉȒȈ Ȋ $0.75 ȗȖȏȊȖȓȐȓȈ 
ȈȔȍȘȐȒȈȕșȒȖȔț ȈșȚȘȖȕȖȔț ȖȉȕȈȘțȎȐȚȤ ȔȍȎȌțȕȈȘȖȌȕțȦ ȠȗȐȖȕșȒțȦ șȍȚȤ. 
ǫȓȈȊȕȣȔ ȐȕșȚȘțȔȍȕȚȖȔ Ȋ ȘȈșșȓȍȌȖȊȈȕȐȐ ǹȚȖȓȓȈ ȉȣȓ honeypot. ǩȓȈȋȖȌȈȘȧ ȥȚȖȑ 
ȒȕȐȋȍ, ȧ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȕȈȟȈȓ ȐȕȚȍȘȍșȖȊȈȚȤșȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ 
Ȑ ȉȖȘȤȉȖȑ ș ȝȈȒȍȘȈȔȐ. 
   ǷȘȖȠȓȖ ȌȍșȧȚȤ ȓȍȚ, ȗȍȘȍȌ ȚȍȔ, ȒȈȒ ȧ țȏȕȈȓ ȍȡȍ ȖȌȕȖȋȖ ȉȖȓȤȠȖȋȖ șȚȖȘȖȕȕȐȒȈ 
honeypot’ȖȊ, ǳȥȕșȈ ȀȗȐȚȞȕȍȘȈ. ǹȍȋȖȌȕȧ ȔȕȖȋȐȍ șȟȐȚȈȦȚ ȀȗȐȚȞȕȍȘȈ ȖȚȞȖȔ 
șȖȊȘȍȔȍȕȕȣȝ honeypot’ȖȊ. Ǫ 2000-ȝ Ȗȕ ȕȈȗȐșȈȓ Ȑ ȖȗțȉȓȐȒȖȊȈȓ șȚȖȓȤȒȖ ȚȘțȌȖȊ Ȗ 
ȕȐȝ, Ȋ ȚȖȔ ȟȐșȓȍ ȒȕȐȋț (https://www.amazon.com/Honeypots-Tracking-Hackers-

Lance-Spitzner/dp/0321108957), ȟȚȖ ȌȈȎȍ șȗțșȚȧ ȌȍșȧȚȤ ȓȍȚ, ȕȐȒȚȖ ȕȍ ȕȈȗȐșȈȓ 
ȉȖȓȤȠȍ. ǩȓȈȋȖȌȈȘȧ șȊȍȎȍȔț ȊȏȋȓȧȌț ȀȗȐȚȞȕȍȘȈ ȕȈ ȥȚț ȚȍȝȕȖȓȖȋȐȦ, ȧ ȐȏțȟȈȦ 
honeypot’ȣ țȎȍ ȕȍșȒȖȓȤȒȖ ȌȍșȧȚȐȓȍȚȐȑ, Ȑ ȌȈȎȍ ȕȈȗȐșȈȓ Ȗ ȕȐȝ șȖȉșȚȊȍȕȕțȦ 
ȒȕȐȋț (https://www.amazon.com/Honeypots-Windows-Books-

Professionals/dp/1590593359/). 

   ǾȍȓȤȦ ȀȗȐȚȞȕȍȘȈ ȉȣȓȖ ȗȖȓȕȖșȚȤȦ ȐȏȔȍȕȐȚȤ ȖȚȕȖȠȍȕȐȍ Ȓ honeypot’ȈȔ, ȟȚȖȉȣ 
Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ șȜȍȘȍ Ȑȝ șȚȈȓȐ ȘȈșșȔȈȚȘȐȊȈȚȤ ȕȍ ȗȘȖșȚȖ ȒȈȒ ȐȋȘțȠȒȐ, Ȉ ȒȈȒ 
ȖȟȍȕȤ ȗȖȓȍȏȕȣȑ ȐȕșȚȘțȔȍȕȚ. ǩȖȓȤȠȍ ȊșȍȋȖ ȍȔț ȉȣȓȖ ȐȕȚȍȘȍșȕȖ țȏȕȈȚȤ, ȒȈȒ Ȑ 
ȗȖȟȍȔț ȝȈȒȍȘȣ ȊȏȓȈȔȣȊȈȦȚ ȖȘȋȈȕȐȏȈȞȐȐ, Ȗȕ ȕȈȏȣȊȈȓ ȥȚȖ “ǯȕȈȑ șȊȖȍȋȖ ȊȘȈȋȈ”. 
Ƕȕ ȚȈȒȎȍ șȖȏȌȈȓ ȖȗȘȍȌȍȓȍȕȐȧ, ȟȚȖȉȣ ȒȓȈșșȐȜȐȞȐȘȖȊȈȚȤ Ȑ ȖȗȐșȈȚȤ ȘȈȏȓȐȟȕȣȍ 
ȊȐȌȣ honeypot’ȖȊ, ȗȘȖȊȍȘȧȧ ȕȈ Ȍȍȓȍ, ȟȚȖ ȘȈȉȖȚȈȍȚ, Ȉ ȟȚȖ ȕȍȚ. ȀȗȐȚȞȕȍȘ - 

ȟȍȓȖȊȍȒ ȌȍȑșȚȊȐȧ, Ȗȕ țȟȐȓșȧ Ȑ ȗȖȏȕȈȊȈȓ ȕȈ ȗȘȈȒȚȐȒȍ.  
   Ƕȕ ȚȈȒȎȍ ȕȈȋȓȧȌȕȖ ȗȖȒȈȏȈȓ, ȟȚȖ ȟȍȓȖȊȍȒ, ȟȤȍȑ ȖșȕȖȊȕȖȑ șȗȍȞȐȈȓȤȕȖșȚȤȦ ȕȍ 
ȉȣȓȐ ȒȖȔȗȤȦȚȍȘȣ, ȔȖȎȍȚ ȗȖșȚȘȖȐȚȤ ȒȈȘȤȍȘț Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ ȗȖșȚțȗȐȓ Ȋ ȒȖȓȓȍȌȎ Ȑ șȚȈȓ ȐȏțȟȈȚȤ ȐșȚȖȘȐȦ. ǯȈȚȍȔ ȊșȚțȗȐȓ Ȋ 
ǲȖȘȗțș ȗȖȌȋȖȚȖȊȒȐ ȖȜȐȞȍȘȖȊ ȏȈȗȈșȈ (Reserve Officer Training Corps, ROTC), 

ȟȚȖȉȣ ȖȗȓȈȟȐȊȈȚȤ ȖȉțȟȍȕȐȍ, Ȑ ȗȖșȓȍ ȗȖȌȋȖȚȖȊȒȐ ȟȍȚȣȘȍ ȋȖȌȈ ȖȚșȓțȎȐȓ Ȋ ȈȘȔȐȐ 
ȕȈ ȚȈȕȒȍ M1A1 Abrams.  
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   ȀȗȐȚȞȕȍȘ ȈȉșȖȓȦȚȕȖ țȊȍȘȍȕ, ȟȚȖ ȕȍ ȖȉȧȏȈȚȍȓȤȕȖ ȐȔȍȚȤ ȗȘȖȜȐȓȤȕȖȍ 
ȒȖȔȗȤȦȚȍȘȕȖȍ 

ȖȉȘȈȏȖȊȈȕȐȍ, ȟȚȖȉȣ șȌȍȓȈȚȤ ȒȈȘȤȍȘț Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
Ƕȕ șȒȈȏȈȓ: “ǵȍ ȖȉȧȏȈȚȍȓȤȕȖ țȟȐȚȤșȧ ȐȓȐ ȕȈȟȐȕȈȚȤ ȖȉțȟȍȕȐȍ Ȋ ȥȚȖȑ șȜȍȘȍ, 

ȟȚȖȉȣ ȗȖșȚȘȖȐȚȤ ȝȖȘȖȠțȦ ȒȈȘȤȍȘț Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǬȊȈȌȞȈȚȤ 
ȐȓȐ ȚȘȐȌȞȈȚȤ ȓȍȚ ȕȈȏȈȌ ȚȈȒțȦ ȒȈȘȤȍȘț ȉȣȓȖ ȗȘȖȡȍ ȗȖșȚȘȖȐȚȤ, ȗȖȚȖȔț ȟȚȖ ȕȍ 
ȉȣȓȖ șȚȈȕȌȈȘȚȕȖȑ ȒȈȘȤȍȘȕȖȑ ȓȍșȚȕȐȞȣ, ȒȈȒ șȍȑȟȈș. ǹȍȑȟȈș Ȕȍȕȧ ȉȍșȗȖȒȖȐȚ, ȟȚȖ 
Ȋ ȖȉȓȈșȚȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȘȈȉȖȚȈȍȚ șȓȐȠȒȖȔ ȔȕȖȋȖ 
șȗȍȞȐȈȓȐșȚȖȊ ș ȗȘȖȜȐȓȤȕȣȔ ȖȉȘȈȏȖȊȈȕȐȍȔ. Ǫ ȕȈȠȍȑ ȗȘȖȜȍșșȐȐ ȕțȎȕȖ ȉȖȓȤȠȍ 
Țȍȝ ȓȦȌȍȑ, ț ȒȖȚȖȘȣȝ ȍșȚȤ ȊȣȘȈȎȍȕȕȣȍ “ȓȐȟȕȣȍ ȒȈȟȍșȚȊȈ”, Ȉ ȕȍ Țȍȝ, ȒȖȚȖȘȣȍ 
ȗȘȖșȚȖ ȘȈȏȉȐȘȈȦȚșȧ Ȋ ȉȐȚȈȝ Ȑ ȉȈȑȚȈȝ. ǹȍȋȖȌȕȧ, ȔȕȖȋȐȍ ȖșȕȖȊȕȣȍ ȗȘȖȉȓȍȔȣ, 
ȒȖȚȖȘȣȍ ȕȈȔ ȕțȎȕȖ ȘȍȠȈȚȤ, ȌȈȎȍ ȕȍ șȊȧȏȈȕȣ ș ȚȍȝȕȖȓȖȋȐȧȔȐ”. 
   ǬȖȓȎȕȖ ȉȣȚȤ ț ȚȈȕȒȐșȚȖȊ Ȑ șȗȍȞȐȈȓȐșȚȖȊ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ 

ȍșȚȤ ȟȚȖ-ȚȖ Ȗȉȡȍȍ, ȗȖȚȖȔț ȟȚȖ ȏȈ Ȋșȍ ȥȚȐ ȋȖȌȣ, ȧ ȏȕȈȓ ȓȐȠȤ ȕȍșȒȖȓȤȒȖ 
ȗȘȍȌșȚȈȊȐȚȍȓȍȑ ȥȚȐȝ șȜȍȘ, ȒȖȚȖȘȣȍ ȉȣ ȖȚȓȐȟȕȖ șȗȘȈȊȓȧȓȐșȤ șȖ șȊȖȍȑ ȘȈȉȖȚȖȑ. 
Ƕȕ șȒȈȏȈȓ: “Ǫ ȈȘȔȐȐ ȗȖșȚȖȧȕȕȖ țȟȈȚ ȚȖȔț, ȟȚȖ ȕțȎȕȖ ȏȕȈȚȤ șȊȖȍȋȖ ȊȘȈȋȈ. Ǵȍȕȧ 
ȖȉțȟȈȓȐ ȊȍșȚȐ ȉȖȑ ȕȍ ȚȖȓȤȒȖ ȕȈ ȔȖȍȔ ȚȈȕȒȍ, ȕȖ Ȑ ȕȈ ȊȘȈȎȍșȒȐȝ, Ȑ ȖȉțȟȈȓȐ ȚȖȔț, 
ȒȈȒ ȖȕȐ ȔȖȋțȚ ȕȈș ȈȚȈȒȖȊȈȚȤ. ǺȈȒ ȒȈȒ ȕȈș ȋȖȚȖȊȐȓȐ Ȓ ȚȖȔț, ȟȚȖ Ȕȣ ȌȖȓȎȕȣ ȏȕȈȚȤ 
Ȋșȍ Ȗ ȗȓȖȝȐȝ ȗȈȘȕȧȝ, ȧ ȉȣȓ țȌȐȊȓȍȕ, ȟȚȖ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ ȚȈȒ ȗȓȖȝȖ ȏȕȈȦȚ șȊȖȍȋȖ ȊȘȈȋȈ. ЭȚȖ ȉȣȓ 1997-Ȗȑ ȐȓȐ 1998-Ȗȑ, Ȑ 
ȚȖȋȌȈ ȍȡȍ ȕȐȒȚȖ, ȕȈ șȈȔȖȔ Ȍȍȓȍ, Ȗ ȕȍȑ ȕȍ ȉȍșȗȖȒȖȐȓșȧ”. 
   ȇ ȗȖȗȘȖșȐȓ ȍȋȖ ȗȖȌȘȖȉȕȍȍ ȘȈșșȒȈȏȈȚȤ Ȗ ȚȖȔ, ȒȈȒ Ȗȕ ȗȖȗȈȓ Ȋ șȜȍȘț 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȗȖșȓȍ șȓțȎȉȣ ȚȈȕȒȐșȚȖȔ. Ƕȕ ȖȚȊȍȚȐȓ: “Ǵȍȕȧ 
ȏȈșȖșȈȓȖ Ȋ ȔȐȘ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȒȖȋȌȈ, ȗȖșȓȍ ȈȘȔȐȐ, ȧ ȗȖȓțȟȈȓ 
șȚȍȗȍȕȤ ȔȈȋȐșȚȘȈ ȗȖ ȔȍȕȍȌȎȔȍȕȚț. ǷȖșȓȍ șȓțȎȉȣ ȕȈ ȚȈȕȒȍ ȥȚȖ ȉȣȓȖ 
ȍșȚȍșȚȊȍȕȕȣȔ ȎȍȓȈȕȐȍȔ. ǵȈȔ ȕțȎȕȖ ȉȣȓȖ țșȚȈȕȖȊȐȚȤ ȕȍșȒȖȓȤȒȖ ȜȈȑȘȊȖȓȖȊ, Ȉ 
ȚȈȒ ȒȈȒ ȧ ȉȣȓ ȕȖȊȍȕȤȒȐȔ, ȊșȦ ȘȈȉȖȚț șȊȈȓȐȓȐ ȕȈ Ȕȍȕȧ. Ǵȕȍ ȥȚȖ ȕȘȈȊȐȓȖșȤ. ǻ 
Ȕȍȕȧ ȉȣȓȈ ȊȖȏȔȖȎȕȖșȚȤ ȐȏțȟȈȚȤ ȜȈȑȘȊȖȓȣ, ȗȘȈȒȚȐȒȖȊȈȚȤ Ȑȝ țșȚȈȕȖȊȒț Ȑ 
ȖșȚȈȕȈȊȓȐȊȈȚȤ ȗȓȖȝȐȝ ȗȈȘȕȍȑ. ЭȚȖ ȉȣȓȖ ȖȚȓȐȟȕȖȍ ȊȘȍȔȧ. ǷȖșȓȍ ȥȚȖȋȖ ȧ ȟȍȚȣȘȍ 
ȋȖȌȈ ȘȈȉȖȚȈȓ Ȋ ȒȖȔȈȕȌȍ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ Ȋ Sun Microsystems, ȏȈȡȐȡȈȧ ȒȓȐȍȕȚȖȊ 
ȗȖ ȊșȍȔț ȔȐȘț”.  
   ȇ șȗȘȖșȐȓ, ȒȈȒ ȍȋȖ ȓȦȉȖȊȤ Ȓ ȜȈȑȘȊȖȓȈȔ ȗȍȘȍȘȖșȓȈ Ȋ ȓȦȉȖȊȤ Ȓ honeypot’ȈȔ. 

Ƕȕ ȖȚȊȍȚȐȓ: “ȇ ȗȘȖȟȐȚȈȓ ȚȘȐ ȘȈȉȖȚȣ ȗȖ honeypot’ȈȔ. ǷȍȘȊȣȔ ȉȣȓ ȌȖȒțȔȍȕȚ 
ǬȖȒȚȖȘȈ ǼȘȍȌȈ ǲȖȥȕȈ, ȒȖȚȖȘȖȋȖ șȟȐȚȈȦȚ ȐȏȖȉȘȍȚȈȚȍȓȍȔ ȗȘȐȍȔȖȊ ȏȈȡȐȚȣ ȖȚ 
ȒȖȔȗȤȦȚȍȘȕȣȝ ȊȐȘțșȖȊ (https://en.wikipedia.org/wiki/Fred_Cohen). ǯȈȚȍȔ ȉȣȓȈ 
ȒȕȐȋȈ ǲȓȐȜȜȖȘȌȈ ǹȚȖȓȓȈ The Cuckoo’s Egg. Ǩ ȚȘȍȚȤȍȑ ȉȣȓȈ ȗțȉȓȐȒȈȞȐȧ ǩȐȓȓȈ 

ǿȍșȊȐȒȈ (“An Evening with Berferd in Which a Cracker Is Lured, Endured, and 
Studied” (http://www.cheswick.com/ches/papers/berferd.pdf). ǩȐȓȓ ǿȍșȊȐȒ 
(ȗȘȍȌșȚȈȊȓȍȕȕȣȑ Ȋ ǫȓȈȊȍ 18) ȉȣȓ ȖȌȕȐȔ Ȑȏ ȗȍȘȊȣȝ șȖȏȌȈȚȍȓȍȑ ȜȈȑȘȊȖȓȖȊ Ȑ 
ȖȌȕȐȔ Ȑȏ ȗȍȘȊȣȝ ȐșȗȖȓȤȏȖȊȈȓ honeypot’ȣ. ǲȓȐȜȜȖȘȌ ǹȚȖȓȓ ȕȈȟȈȓ ȐșȗȖȓȤȏȖȊȈȚȤ 
honeypot’ȣ Ȋ 1986-ȖȔ. ǩȐȓȓ ǿȍșȊȐȒ - Ȋ 1991-ȖȔ. ǬȖȓȋȖȍ ȊȘȍȔȧ, ȥȚȐ ȌȊȈ 
ȐșȚȖȟȕȐȒȈ ȉȣȓȐ ȍȌȐȕșȚȊȍȕȕȖȑ ȐȕȜȖȘȔȈȞȐȍȑ Ȗ honeypot’Ȉȝ”. 



25 

 

   ȀȗȐȚȞȕȍȘ ȗȘȖȌȖȓȎȐȓ: “ǬȖȓȋȖȍ ȊȘȍȔȧ ȕȍ șțȡȍșȚȊȖȊȈȓȖ Ȑ ȝȖȘȖȠȐȝ 
honeypot’ȖȊ. ȇ ȗȖȟȚȐ ȕȍ țȔȍȓ ȗȘȖȋȘȈȔȔȐȘȖȊȈȚȤ, ȗȖȥȚȖȔț ȕȍ ȔȖȋ ȕȈȗȐșȈȚȤ șȊȖȦ 
honeypot-ȗȘȖȋȘȈȔȔț. ǺȈȒ ȟȚȖ ȧ ȘȍȠȐȓ ȐșȗȖȓȤȏȖȊȈȚȤ ȕȈșȚȖȧȡȐȍ ȒȖȔȗȤȦȚȍȘȣ Ȋ 
ȒȈȟȍșȚȊȍ honeypot’ȖȊ. ȇ ȗȘȖșȚȖ țșȚȈȕȖȊȐȓ ȜȈȑȘȊȖȓ, ȒȖȚȖȘȣȑ ȧ ȝȖȘȖȠȖ ȏȕȈȓ, ȕȈ 
ȘȍȈȓȤȕȣȍ șȐșȚȍȔȣ. Ǫșȍ ȖșȚȈȓȤȕȖȍ, Ȗ ȟȍȔ ȧ ȗȐșȈȓ, ȉȣȓȖ ȖșȕȖȊȈȕȖ ȕȈ ȥȚȖȔ 
ȖȗȣȚȍ”. 
   ǹȈȔȣȍ ȗȘȖȌțȒȚȐȊȕȣȍ ȋȖȌȣ ȀȗȐȚȞȕȍȘȈ ȉȣȓȐ ș 2004-ȋȖ ȗȖ 2009-ȣȑ, ȒȖȋȌȈ Ȗȕ 
ȗȖșȊȧȚȐȓ Ȋșȍ șȊȖȍ ȊȘȍȔȧ ȘȈȉȖȚȍ ȕȈȌ ȕȈ ȗȘȖȍȒȚȖȔ Honeynet 

(http://www.honeynet.org). ǷȘȖȍȒȚ Honeynet ȜȐȕȈȕșȐȘȖȊȈȓșȧ ǵȈȞȐȖȕȈȓȤȕȣȔ 
ȘȈȏȊȍȌȣȊȈȚȍȓȤȕȣȔ șȖȊȍȚȖȔ ǹȀǨ (National Intelligence Council 
(https://www.dni.gov/index.php/about/organization/nationalintelligence- 

council-who-we-are). ǵȈȞȐȖȕȈȓȤȕȣȑ ȘȈȏȊȍȌȣȊȈȚȍȓȤȕȣȑ șȖȊȍȚ (NIC) ȉȣȓ ȖșȕȖȊȈȕ 
Ȋ 1979-ȖȔ Ȋ ȒȈȟȍșȚȊȍ șȚȘȈȚȍȋȐȟȍșȒȖȋȖ ȞȍȕȚȘȈ ȈȕȈȓȐȏȈ ȌȈȕȕȣȝ. Ǫ ȕȍȔ ȘȈȉȖȚȈȦȚ 
ȓțȟȠȐȍ țȔȣ Ȑȏ ȕȈțȟȕȖȋȖ șȖȖȉȡȍșȚȊȈ, ȗȘȈȊȐȚȍȓȤșȚȊȈ Ȑ ȟȈșȚȕȖȋȖ ȉȐȏȕȍșȈ.  

   NIC țȎȍ ȌȖȓȋȖȍ ȊȘȍȔȧ ȗȘȍȌȖșȚȈȊȓȧȍȚ ȒȖȕșțȓȤȚȈȞȐȐ ȥȒșȗȍȘȚȖȊ Ȑ ȗȘȍȌȓȈȋȈȍȚ 
șȖȚȘțȌȕȐȟȍșȚȊȖ ȗȖ ȊȖȗȘȖșȈȔ ȘȈȏȊȍȌȒȐ, Ȉ ȚȈȒȎȍ ȊȖȏȋȓȈȊȓȧȍȚ ȕȍșȒȖȓȤȒȖ 
ȔȈșȠȚȈȉȕȣȝ Ȑ ȏȕȈȟȐȔȣȝ ȗȘȖȍȒȚȖȊ. 
   Ǫșȍ, ȒȚȖ ȏȈȐȕȚȍȘȍșȖȊȈȕ Ȋ honeypot’Ȉȝ ȏȕȈȦȚ, ȟȚȖ ȖșȕȖȊȕȈȧ ȟȈșȚȤ ȈȒȚțȈȓȤȕȖȑ 
ȐȕȜȖȘȔȈȞȐȐ Ȑ ȐȕșȚȘțȔȍȕȚȖȊ Ȍȓȧ ȘȈȉȖȚȣ ș ȕȐȔȐ ȉȣȓȐ ȕȈ șȈȑȚȍ NIC, Ȑ ȌȖ șȐȝ 
ȗȖȘ ȚȈȒ Ȑ ȖșȚȈȍȚșȧ. ǰȝ șȈȑȚ Ȋșȍ ȍȡȍ ȘȈȉȖȚȈȍȚ. ǭșȓȐ Ȋȣ ȐȕȚȍȘȍșțȍȚȍșȤ 
honeypot’ȈȔȐ, ȚȖ ȊȈȔ ȕțȎȕȖ, ȒȈȒ șȓȍȌțȍȚ, ȐȏțȟȐȚȤ șȈȑȚ ȗȘȖȍȒȚȈ Honeynet. 
ǰȔȍȕȕȖ ȊȖ ȊȘȍȔȧ ȘȈȉȖȚȣ ȕȈȌ ȗȘȖȍȒȚȖȔ Honeynet, ȀȗȐȚȞȕȍȘ ȕȈȗȐșȈȓ ȉȖȓȤȠțȦ 
ȟȈșȚȤ șȊȖȐȝ ȗțȉȓȐȒȈȞȐȑ Ȑ ȗȖȔȖȋȈȓ ȊșȍȔ, ȒȚȖ ȏȈȌȈȊȈȓ ȊȖȗȘȖșȣ (ȊȒȓȦȟȈȧ Ȕȍȕȧ). 
   ǲ șȖȎȈȓȍȕȐȦ, Ȋ ȒȖȕȞȍ ȒȖȕȞȖȊ, ȀȗȐȚȞȕȍȘ ȗȖȒȐȕțȓ ȗȘȖȍȒȚ Honeynet Ȑ ȉȖȓȤȠȍ 
ȕȍ ȘȈȉȖȚȈȍȚ ș honeypot’ȈȔȐ. ȇ șȗȘȖșȐȓ ȍȋȖ ȗȖȟȍȔț, Ȑ Ȗȕ ȖȚȊȍȚȐȓ: “ǷȖȒȈ ȧ 
ȘȈȉȖȚȈȓ Ȋ ȗȘȖȍȒȚȍ Honeynet, ȧ ȝȖȘȖȠȖ ȗȖȕȧȓ, ȒȈȒ ȌȍȑșȚȊțȍȚ ȊȘȈȋ. ǺȈȒ ȒȈȒ 
ȚȍȝȕȖȓȖȋȐȐ, ȗȘȐȏȊȈȕȕȣȍ ȏȈȡȐȡȈȚȤ ȚȍȝȕȖȓȖȋȐȐ, șȚȈȓȐ ȏȕȈȟȐȚȍȓȤȕȖ ȓțȟȠȍ, ȧ 
țȊȐȌȍȓ, ȟȚȖ ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȐ ȉȣșȚȘȖ ȈȌȈȗȚȐȘȖȊȈȓȐșȤ Ȑ ȗȍȘȍȒȓȦȟȐȓȐșȤ ȕȈ 
ȓȦȌȍȑ. ǹȍȋȖȌȕȧ ȝȈȒȍȘȣ ȔȈȒșȐȔȈȓȤȕȖ ȐșȗȖȓȤȏțȦȚ șȖȞȐȈȓȤȕțȦ ȐȕȎȍȕȍȘȐȦ. 
ǲȖȋȌȈ Ȋȣ ȗȖșȓȍȌȕȐȑ ȘȈȏ șȓȣȠȈȓȐ Ȗȉ ȥȗȐȌȍȔȐȐ șȍȚȍȊȖȋȖ ȟȍȘȊȧ? ǪȖ ȊȘȍȔȍȕȈ 

Conficker (ǷȐȒ ȥȚȖȋȖ ȟȍȘȊȧ ȉȣȓ Ȋ 2009-ȖȔ). ǭșȚȤ ȗȘȐȟȐȕȈ, ȗȖ ȒȖȚȖȘȖȑ Ȕȣ ȉȖȓȤȠȍ 
ȕȍ șȓȣȠȐȔ Ȗȉ ȥȗȐȌȍȔȐȐ șȍȚȍȊȣȝ ȟȍȘȊȍȑ. ǺȍȝȕȖȓȖȋȐȐ, șȈȔȐ ȗȖ șȍȉȍ, șȚȈȓȐ 
ȓțȟȠȍ, Ȑ ȚȍȗȍȘȤ ȏȓȖțȔȣȠȓȍȕȕȐȒȐ ȗȍȘȍȒȓȦȟȐȓȐșȤ ȕȈ șȈȔȖȍ șȓȈȉȖȍ ȏȊȍȕȖ - 

ȟȍȓȖȊȍȒȈ. ȇ țȊȐȌȍȓ ȥȚȖ Ȑ șȖȏȌȈȓ șȖȉșȚȊȍȕȕțȦ ȒȖȔȗȈȕȐȦ, ȋȌȍ Ȕȣ ȗȖȔȖȋȈȍȔ 
țȒȘȍȗȐȚȤ ȒțȓȤȚțȘț ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ǫ ȒȖȕȞȍ ȒȖȕȞȖȊ, Ȋ 2010-ȖȔ 
ȔȖȦ ȒȖȔȗȈȕȐȦ ȒțȗȐȓȐ SANS Institute (http://www.sans.org), Ȑ ȚȍȗȍȘȤ ȕȈȠȍ 
ȗȖȌȘȈȏȌȍȓȍȕȐȍ ȕȈȏȣȊȈȍȚșȧ «SANS Securing the Human» 

(https://securingthehuman.sans.org/). ǻ ȕȈș ȉȖȓȍȍ 1000 ȒȓȐȍȕȚȖȊ. Ǵȣ ȗȖȔȖȋȈȍȔ 
ȐȔ șȖȏȌȈȊȈȚȤ ȥȜȜȍȒȚȐȊȕȣȍ ȗȘȖȋȘȈȔȔȣ Ȍȓȧ țȒȘȍȗȓȍȕȐȧ ȒțȓȤȚțȘȣ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ȇ ȈȒȚȐȊȕȖ ȘȈȉȖȚȈȦ ș ȒȓȐȍȕȚȈȔȐ, Ȑ, ȒȈȒ ȊșȍȋȌȈ, 
ȘȈȉȖȚȈȦ Ȋ ȗȖȓȍ, Ȉ ȚȈȒȎȍ ȊȍȌț ȓȍȒȞȐȐ Ȑ ȊȣșȚțȗȈȦ ȕȈ ȒȖȕȜȍȘȍȕȞȐȧȝ”.  
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   Ǫ ȏȈȊȍȘȠȍȕȐȐ ȐȕȚȍȘȊȤȦ, ȧ șȗȘȖșȐȓ ȀȗȐȚȞȕȍȘȈ, ȒȈȒțȦ ȗȘȖȉȓȍȔț 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȗȕ șȟȐȚȈȍȚ șȈȔȖȑ ȊȈȎȕȖȑ. Ƕȕ ȖȚȊȍȚȐȓ: “ǵț, 
ȗȖȌȋȖȚȖȊȒȍ ȓȦȌȍȑ Ȋșȍ ȍȡȍ țȌȍȓȧȍȚșȧ ȔȈȓȖ ȊȕȐȔȈȕȐȧ. ǺȍȝȕȖȓȖȋȐȧȔ Ȋșȍ ȍȡȍ 
țȌȍȓȧȍȚșȧ ȐȏȓȐȠȕȍȍ ȊȕȐȔȈȕȐȍ, Ȋ ȚȖ ȊȘȍȔȧ, ȒȈȒ ȗȖȌȋȖȚȖȊȒȖȑ ȓȦȌȍȑ ȗȖȟȚȐ ȕȐȒȚȖ 
ȕȍ ȏȈȕȐȔȈȍȚșȧ. ǪȖȚ ȗȖȟȍȔț ȧ ȘȈȉȖȚȈȦ Ȋ ȥȚȖȑ ȖȉȓȈșȚȐ. Ǵȕȍ ȕȘȈȊȐȚșȧ ȚȖ, ȟȚȖ ȧ 
ȌȍȓȈȦ, Ȑ ȧ ȊȍȘȦ, ȟȚȖ ȥȚȖ ȗȘȐȕȍșȍȚ ȗȓȖȌȣ. ǷȓȖȝȐȍ ȗȈȘȕȐ ȚȈȒ ȝȖȘȖȠȖ ȕȈțȟȐȓȐșȤ 

ȌȍȓȈȚȤ ȚȖ, ȟȚȖ ȌȍȓȈȦȚ, ȟȚȖ șȍȑȟȈș ȕȍȟȍȋȖ ȖȉȕȈȘțȎȐȊȈȚȤ, ȕȍȚ ȏȈȘȈȎȍȕȕȣȝ 
ȊȓȖȎȍȕȐȑ, ȕȍȚ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ, ȕȍȚ ȘțȚȒȐȚȖȊ. ǶȕȐ ȗȘȖșȚȖ ȕȈȝȖȌȧȚ ȞȍȓȤ 

ȖȚȗȘȈȊȓȧȧ ȜȐȠȐȕȋȖȊȣȍ ȥȓȍȒȚȘȖȕȕȣȍ ȗȐșȤȔȈ ȐȓȐ ȊȣșȚȈȊȓȧȧ ȗȖȌȌȍȓȤȕȣȍ șȟȍȚȈ 
ȕȈ ȖȗȓȈȚț, Ȑ ȐȔ țȌȈȍȚșȧ ȖȉȔȈȕțȚȤ ȞȍȓȤ. ǶȕȐ ȚȈȒ Ȏȍ ȐșȗȖȓȤȏțȦȚ Ȗȉȣȟȕȣȍ 

ȐȕșȚȘțȔȍȕȚȣ, ȚȈȒȐȍ ȒȈȒ PowerShell, ȟȚȖȉȣ ȗȍȘȍȔȍȡȈȚȤșȧ ȗȖ șȍȚȐ Ȑ șȖȊȍȘȠȈȚȤ 
ȏȈȌțȔȈȕȕȖȍ. ǨȕȚȐȊȐȘțșȣ Ȑ ȌȘțȋȐȍ șȘȍȌșȚȊȈ ȏȈȡȐȚȣ ȕȍ ȔȖȋțȚ Ȑȝ ȖȉȕȈȘțȎȐȚȤ. 
ǰȘȖȕȐȧ Ȋ ȚȖȔ, ȟȚȖ ȏȈȟȈșȚțȦ, ȟȍȓȖȊȍȟȍșȒȖȔț ȜȈȒȚȖȘț țȌȍȓȧȍȚșȧ ȔȍȕȤȠȍ ȊșȍȋȖ 
ȊȕȐȔȈȕȐȧ Ȑȏ-ȏȈ ȊȏȋȓȧȌȖȊ ȌȘțȋȐȝ șȗȍȞȐȈȓȐșȚȖȊ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǺȍȝȕȖȓȖȋȐȧȔ țȌȍȓȧȍȚșȧ șȚȖȓȤȒȖ ȊȕȐȔȈȕȐȧ, ȟȚȖ ȔȕȖȋȐȍ 
șȗȍȞȐȈȓȐșȚȣ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ țȊȍȘȍȕȣ, ȟȚȖ ȏȈȡȐȡȈȚȤ 
ȔȖȎȕȖ ȚȖȓȤȒȖ ȉȐȚȣ Ȑ ȉȈȑȚȣ. ǵȐȟȚȖ ȕȍ ȘȈșșȚȘȈȐȊȈȍȚ Ȕȍȕȧ ȉȖȓȤȠȍ, ȟȍȔ șȓȖȊȈ 
ȜȈȕȈȚȖȊ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȗ ȚȖȔ, ȟȚȖ ȕȍȓȤȏȧ ȗȘȖȗȈȚȟȐȚȤ ȋȓțȗȖșȚȤ, 
ȚȖ ȍșȚȤ ȕȍȓȤȏȧ ȗȖȊȓȐȧȚȤ ȕȈ ȟȍȓȖȊȍȟȍșȒȐȑ ȜȈȒȚȖȘ. Ǫ ȘȍȏțȓȤȚȈȚȍ ȗȖȌȋȖȚȖȊȒȍ 
ȓȦȌȍȑ ȗȖȟȚȐ ȕȍ țȌȍȓȧȍȚșȧ ȊȕȐȔȈȕȐȧ, ȕȖ ȗȘȐ ȥȚȖȔ, ȐȔȍȕȕȖ Ȑȝ Ȕȣ ȖȉȊȐȕȧȍȔ Ȋ 
ȚȖȔ, ȟȚȖ ȖȕȐ șȈȔȖȍ șȓȈȉȖȍ ȏȊȍȕȖ. ЭȚȖ ȉȍȏțȔȐȍ”.  
 

 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǳȥȕșȍ ȀȗȐȚȞȕȍȘȍ  

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǳȥȕșȍ ȀȗȐȚȞȕȍȘȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǲȕȐȋȈ Honeypots: Tracking Hackers: https://www.amazon.com/Honeypots-

Tracking-Hackers-Lance-Spitzner/dp/0321108957 

- ǺȊȐȚȚȍȘ ǳȥȕșȈ ȀȗȐȚȞȕȍȘȈ: https://twitter.com/lspitzner 

- ǳȍȒȞȐȐ ǳȥȕșȈ ȀȗȐȚȞȕȍȘȈ Ȋ SANS: https://www.sans.org/instructors/lance-

spitzner 

- ǷțȉȓȐȒȈȞȐȧ “ǯȕȈȑ șȊȖȍȋȖ ȊȘȈȋȈ”: http://old.honeynet.org/papers/enemy/ 

- ǹȍȘȐȧ ȗțȉȓȐȒȈȞȐȑ “ǯȕȈȑ șȊȖȍȋȖ ȊȘȈȋȈ”: http://www.honeynet.org/papers 
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ǫȓȈȊȈ 21. ǪȏȓȖȔ ǷȈȘȖȓȍȑ 

 

 

 

ǪȏȓȖȔ ȗȈȘȖȓȍȑ ȊșȍȋȌȈ ȠȐȘȖȒȖ ȗȘȐȔȍȕȧȓșȧ ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȈȔȐ, ȖȌȕȈȒȖ șȍȑȟȈș 
ȥȚȖ țȎȍ ȕȍ ȗȘȖșȚȖȑ ȗȖȌȉȖȘ ȗȈȘȖȓȍȑ. Ǫ ȗȘȍȌșȚȈȊȓȍȕȐȐ ǫȖȓȓȐȊțȌȈ ȝȈȒȍȘ - ȥȚȖ 
ȚȖȚ, ȒȚȖ ȕȈ ȥȒȘȈȕȍ ȊȝȖȌȈ Ȋ șȐșȚȍȔț ȔȖȎȍȚ ȗȘȖșȚȖ “ș ȗȖȚȖȓȒȈ” țȏȕȈȚȤ 
ȗȘȈȊȐȓȤȕȣȑ ȗȈȘȖȓȤ. ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ ȚȈȒȐȍ șȓțȟȈȐ ȌȍȑșȚȊȐȚȍȓȤȕȖ 
ȗȘȖȐșȝȖȌȧȚ, ȥȚȖ ȉȖȓȤȠȈȧ ȘȍȌȒȖșȚȤ. ǲȈȒ ȗȘȈȊȐȓȖ, ȘȍȈȓȤȕȣȑ ȊȏȓȖȔ ȗȈȘȖȓȧ 
ȚȘȍȉțȍȚ ȋȖȘȈȏȌȖ ȉȖȓȤȠȍ ȗȖȗȣȚȖȒ, ȐȓȐ ȊȖȖȉȡȍ ȕȍ ȐșȗȖȓȤȏțȍȚ ȔȍȚȖȌ 
ȖȚȋȈȌȣȊȈȕȐȧ.  
 

ЭȓȍȔȍȕȚȣ șȐșȚȍȔȣ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ   

ǿȚȖȉȣ ȗȖȕȧȚȤ, ȒȈȒ ȘȈȉȖȚȈȦȚ ȗȈȘȖȓȐ, ȖȟȍȕȤ ȊȈȎȕȖ șȕȈȟȈȓȈ ȘȈȏȖȉȘȈȚȤșȧ, ȒȈȒ, Ȋ 
ȞȍȓȖȔ, țșȚȘȖȍȕȣ șȐșȚȍȔȣ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ. ǷȖȓȤȏȖȊȈȚȍȓȤ (ȐȓȐ țșȚȘȖȑșȚȊȖ), 
ȚȈȒȎȍ ȐȏȊȍșȚȕȣȑ, ȒȈȒ țȟȈșȚȕȐȒ ȐȓȐ șțȉȢȍȒȚ, ȌȖȓȎȍȕ ȗȘȍȌȖșȚȈȊȐȚȤ ȌȈȕȕȣȍ 
(ȕȈȗȘȐȔȍȘ, ȚȍȒșȚȖȊțȦ ȗȖȌȗȐșȤ, șȍȘȚȐȜȐȒȈȚ Ȑ ȚȈȒ ȌȈȓȍȍ), ȗȖ ȒȖȚȖȘȣȔ șȐșȚȍȔȈ 
ȈțȚȍȕȚȐȜȐȒȈȞȐȐ șȔȖȎȍȚ ȚȖȟȕȖ ȖȗȘȍȌȍȓȐȚȤ ȗȖȓȤȏȖȊȈȚȍȓȧ Ȑ ȗȖȗȣȚȒț ȊȝȖȌȈ Ȋ 
șȐșȚȍȔț. ǲȈȒ ȗȘȈȊȐȓȖ, Ȋ ȉȖȓȤȠȐȕșȚȊȍ șȓțȟȈȍȊ, ȚȍȒșȚȖȊȈȧ ȗȖȌȗȐșȤ - ȥȚȖ ȐȔȧ 
ȗȖȓȤȏȖȊȈȚȍȓȧ. 
   ǯȈȚȍȔ șțȉȢȍȒȚ ȌȖȓȎȍȕ ȗȖȌȚȊȍȘȌȐȚȤ, ȟȚȖ Ȗȕ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȊȓȈȌȍȓȍȞ 
ȚȍȒșȚȖȊȖȑ ȗȖȌȗȐșȐ, ȗȘȍȌȖșȚȈȊȐȊ ȌȘțȋțȦ ȟȈșȚȤ ȐȕȜȖȘȔȈȞȐȐ, șȊȧȏȈȕȕȖȑ ș ȥȚȖȑ 
ȗȖȌȗȐșȤȦ, Ȗ ȒȖȚȖȘȖȑ ȏȕȈȦȚ ȚȖȓȤȒȖ șțȉȢȍȒȚ Ȑ șȐșȚȍȔȈ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ. ЭȚȖ Ȑ 
ȍșȚȤ ȗȈȘȖȓȤ. ǭșȓȐ ȐȔȧ ȗȖȓȤȏȖȊȈȚȍȓȧ Ȑ ȗȈȘȖȓȤ ȊȍȘȕȣ, ȥȚȖ ȖȏȕȈȟȈȍȚ, ȟȚȖ șțȉȢȍȒȚț 
ȌȍȑșȚȊȐȚȍȓȤȕȖ ȗȘȐȕȈȌȓȍȎȐȚ ȌȈȕȕȖȍ ȐȔȧ ȗȖȓȤȏȖȊȈȚȍȓȧ, Ȑ șȐșȚȍȔȈ 
ȗȘȍȌȖșȚȈȊȓȧȍȚ ȌȖșȚțȗ Ȓ ȈȒȒȈțȕȚț (ȌȘțȋȐȔȐ șȓȖȊȈȔȐ, ȈțȚȍȕȚȐȜȐȒȈȞȐȧ ȗȘȖȑȌȍȕȈ, 
authenticated), Ȑ șȐșȚȍȔȈ ȔȖȎȍȚ ȖȚșȓȍȎȐȊȈȚȤ ȌȍȑșȚȊȐȧ șțȉȢȍȒȚȈ ȊȖ ȊȘȍȔȧ 
șȍȈȕșȈ (ȖȚșȓȍȎȐȊȈȚȤ Ȑ șȖȗȘȖȊȖȎȌȈȚȤ, auditing and accounting). ǴȕȖȋȐȍ 
ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ ȚȈȒȎȍ ȖȉȍșȗȍȟȐȊȈȦȚ șțȉȢȍȒȚț ȌȖșȚțȗ Ȓ ȕȍȖȉȝȖȌȐȔȣȔ 
ȖȉȢȍȒȚȈȔ (ȒȖȕȚȘȖȓȤ ȌȖșȚțȗȈ, access control). Ǫ șȊȧȏȐ ș ȥȚȐȔ Ȋȣ, ȊȖȏȔȖȎȕȖ Ȋȣ 
șȓȣȠȈȓȐ, ȟȚȖ ȊȍșȤ ȗȘȖȞȍșș ȈțȚȍȕȚȐȜȐȒȈȞȐȐ șȖșȚȖȐȚ Ȑȏ «ȟȍȚȣȘȍȝ Ǩ» 

(authentication, access, auditing and accounting). Ǫșȍ ȥȚȐ ȥȚȈȗȣ șȊȧȏȈȕȣ, ȕȖ, ȒȈȒ 
ȗȘȈȊȐȓȖ, ȖȞȍȕȐȊȈȦȚșȧ ȗȖ ȖȚȌȍȓȤȕȖșȚȐ. 

ǷȈȘȖȓȐ              
ǷȈȘȖȓȍȔ ȔȖȎȍȚ ȉȣȚȤ ȕȈȉȖȘ ȓȦȉȣȝ șȐȔȊȖȓȖȊ, ȒȖȚȖȘȣȍ ȗȘȐȕȐȔȈȍȚ șȐșȚȍȔȈ 
ȈțȚȍȕȚȐȜȐȒȈȞȐȐ. ǵȈȗȘȐȔȍȘ, Ȋ Microsoft Windows ȓȖȒȈȓȤȕȈȧ ȉȈȏȈ ȌȈȕȕȣȝ SAM 
(Security Accounts Management) ȐȓȐ șȍȚȍȊȈȧ ȉȈȏȈ ȌȈȕȕȣȝ NTDS (Active Directory 



28 

 

authentication system) ȔȖȋțȚ ȗȘȐȕȐȔȈȚȤ ȚȣșȧȟȐ ȘȈȏȓȐȟȕȣȝ șȐȔȊȖȓȖȊ, ȔȕȖȋȐȍ Ȑȏ 
ȒȖȚȖȘȣȝ ȚȘȍȉțȦȚ șȗȍȞȐȈȓȤȕȣȝ ȒȖȔȉȐȕȈȞȐȑ ȒȓȈȊȐȠ (ȕȈȗȘȐȔȍȘ, Alt+0128).  
 

ǩȈȏȣ ȌȈȕȕȣȝ ȗȘȖȊȍȘȒȐ ȗȖȌȓȐȕȕȖșȚȐ    
ǷȈȘȖȓȐ ȝȘȈȕȧȚșȧ Ȋ ȓȖȒȈȓȤȕȖȑ Ȑ/ȐȓȐ șȍȚȍȊȖȑ ȉȈȏȍ ȌȈȕȕȣȝ ȗȖȌ ȕȈȏȊȈȕȐȍȔ «ȉȈȏȈ 
ȌȈȕȕȣȝ ȗȘȖȊȍȘȒȐ ȗȖȌȓȐȕȕȖșȚȐ». ǺȈȒȈȧ ȉȈȏȈ ȌȈȕȕȣȝ, ȒȈȒ ȗȘȈȊȐȓȖ, ȏȈȡȐȡȍȕȈ 
ȐȓȐ ȏȈȠȐȜȘȖȊȈȕȈ, Ȑ Ȗȉȣȟȕȣȍ ȗȖȓȤȏȖȊȈȚȍȓȐ ȕȍ ȔȖȋțȚ ȗȖȓțȟȐȚȤ Ȓ ȕȍȑ ȌȖșȚțȗ. 
ǺȈȒȎȍ, ȗȈȘȖȓȐ ȟȈșȚȖ ȝȘȈȕȧȚșȧ Ȋ ȓȖȒȈȓȤȕȖȔ Ȑ/ȐȓȐ țȌȈȓȍȕȕȖȔ ȝȘȈȕȐȓȐȡȍ (ȍșȓȐ 
ȥȚȖ șȍȚȍȊȈȧ ȉȈȏȈ ȌȈȕȕȣȝ), ȗȖȒȈ ȗȖȓȤȏȖȊȈȚȍȓȤ ȐȓȐ țșȚȘȖȑșȚȊȖ ȕȈȝȖȌȧȚșȧ Ȋ 
șȐșȚȍȔȍ.  

ǽȍȠȐ ȗȈȘȖȓȍȑ   
Ǫ Ȟȍȓȧȝ ȉȍȏȖȗȈșȕȖșȚȐ, ȗȈȘȖȓȐ ȖȉȣȟȕȖ ȗȘȍȖȉȘȈȏțȦȚșȧ Ȋ ȗȘȖȔȍȎțȚȖȟȕțȦ ȜȖȘȔț. 
Ǫ ȉȖȓȤȠȐȕșȚȊȍ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ, ȗȈȘȖȓȐ ȗȘȍȖȉȘȈȏțȦȚșȧ Ȋ 
ȒȘȐȗȚȖȋȘȈȜȐȟȍșȒȐȑ ȝȍȠ. ǹȈȔ ȝȍȠ ȔȖȎȍȚ ȐșȗȖȓȤȏȖȊȈȚȤșȧ ȊȖ ȊȘȍȔȧ 
ȈțȚȍȕȚȐȜȐȒȈȞȐȐ. ǹȈȔȣȍ ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȍ ȝȍȠ-ȜțȕȒȞȐȐ Ȍȓȧ ȓȖȒȈȓȤȕȖȋȖ 
ȝȘȈȕȍȕȐȧ ȗȘȍȖȉȘȈȏȖȊȈȕȕȣȝ ȗȈȘȖȓȍȑ ȕȈ șȐșȚȍȔȈȝ Windows - ȥȚȖ LANManager 
(LM), NTLANManager (NT) Ȑ PBKDF2. ǵȈ șȐșȚȍȔȈȝ Linux ȟȈșȚȖ ȐșȗȖȓȤȏțȦȚșȧ MD5, 
Blowfish (ȝȍȠ-ȜțȕȒȞȐȧ, șȖȏȌȈȕȕȈȧ ǩȘȦșȖȔ ȀȕȈȑȍȘȖȔ, ȗȘȍȌșȚȈȊȓȍȕȕȣȔ Ȋ ǫȓȈȊȍ 
3), SHA-256 ȐȓȐ SHA-512. ǹȈȔȣȍ ȕȈȌȍȎȕȣȍ ȝȍȠ-ȜțȕȒȞȐȐ ȐșȗȖȓȤȏțȦȚ șȓțȟȈȑȕȖȍ 
ȏȕȈȟȍȕȐȍ (“șȖȓȤ”) ȗȘȐ șȖȏȌȈȕȐȐ Ȑ ȝȘȈȕȍȕȐȐ ȝȍȠȈ ȗȈȘȖȓȧ. ǺȈȒȐȔ ȖȉȘȈȏȖȔ 
ȝȈȒȍȘț, ȗȖȓțȟȐȊȠȍȔț ȝȍȠ ȗȈȘȖȓȧ șȓȖȎȕȍȍ ȗȘȍȖȉȘȈȏȖȊȈȚȤ ȍȋȖ ȖȉȘȈȚȕȖ Ȋ 
ȖȚȒȘȣȚȣȑ ȚȍȒșȚ. 

ǪȣȏȖȊ-ȖȚȊȍȚ            
ЭȚȖ ȉȍȏȖȗȈșȕȣȑ șȗȖșȖȉ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ, ȒȖȚȖȘȣȑ ȕȍ ȗȖȌȘȈȏțȔȍȊȈȍȚ ȗȍȘȍȌȈȟț 
ȗȈȘȖȓȧ ȐȓȐ ȍȋȖ ȝȍȠȈ ȗȖ ȒȈȕȈȓț șȊȧȏȐ. ǪȔȍșȚȖ ȥȚȖȋȖ, ȗȘȖȐșȝȖȌȐȚ ȊȣȏȖȊ-ȖȚȊȍȚ. 
ǲȈȒ ȗȘȈȊȐȓȖ, țȌȈȓȍȕȕȣȑ șȍȘȊȍȘ, ȒȖȚȖȘȖȔț țȎȍ ȐȏȊȍșȚȍȕ ȗȈȘȖȓȤ ȐȓȐ ȝȍȠ ȗȈȘȖȓȧ 
ȒȓȐȍȕȚȈ, șȖȏȌȈȍȚ șȓțȟȈȑȕȖȍ ȏȕȈȟȍȕȐȍ Ȑ șȖȊȍȘȠȈȍȚ ȒȘȐȗȚȖȋȘȈȜȐȟȍșȒțȦ 
ȖȗȍȘȈȞȐȦ, ȕȈ ȒȖȚȖȘțȦ ȔȖȎȍȚ ȖȚȊȍȚȐȚȤ ȚȖȓȤȒȖ ȕȈșȚȖȧȡȐȑ ȗȖȓȤȏȖȊȈȚȍȓȤ, ț 
ȒȖȚȖȘȖȋȖ ȍșȚȤ ȕȈșȚȖȧȡȐȑ ȗȈȘȖȓȤ ȐȓȐ ȍȋȖ ȝȍȠ. ǹȍȘȊȍȘ ȖȚȗȘȈȊȓȧȍȚ ȒȓȐȍȕȚț 
șȓțȟȈȑȕȖȍ ȏȕȈȟȍȕȐȍ, Ȑ ȗȖșȓȍȌȕȐȑ ȐșȗȖȓȤȏțȍȚ ȗȈȘȖȓȤ (ȐȓȐ ȍȋȖ ȗȘȖȔȍȎțȚȖȟȕțȦ 
ȊȍȘșȐȦ), ȟȚȖȉȣ șȌȍȓȈȚȤ ȕȍȖȉȝȖȌȐȔȣȍ ȊȣȟȐșȓȍȕȐȧ Ȑ ȖȚȗȘȈȊȐȚȤ ȘȍȏțȓȤȚȈȚ 
șȍȘȊȍȘț. ǹȍȘȊȍȘ șȘȈȊȕȐȊȈȍȚ ȗȖȓțȟȍȕȕȖȍ Ȑ șȖȉșȚȊȍȕȕȖȍ ȏȕȈȟȍȕȐȍ Ȍȓȧ ȌȈȕȕȖȋȖ 
ȗȖȓȤȏȖȊȈȚȍȓȧ, Ȑ, ȍșȓȐ ȘȍȏțȓȤȚȈȚ șȖȊȗȈȌȈȍȚ, ȚȖ ȈțȚȍȕȚȐȜȐȒȈȞȐȧ ȗȘȖȑȌȍȕȈ. 
ǺȈȒȐȔ ȖȉȘȈȏȖȔ, ȍșȓȐ, ȊȖ ȊȘȍȔȧ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ Ȋ șȍȚȐ, ȏȓȖțȔȣȠȓȍȕȕȐȒ 
ȗȍȘȍȝȊȈȚȣȊȈȍȚ ȗȈȒȍȚȣ, ȚȖ Ȗȕ ȕȍ șȔȖȎȍȚ șȘȈȏț ȗȖȓțȟȐȚȤ ȗȈȘȖȓȤ ȐȓȐ ȍȋȖ ȝȍȠ, 
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ȚȍȔ ȕȍ Ȕȍȕȍȍ, ȊȖ ȔȕȖȋȐȝ șȓțȟȈȧȝ, ȊȖȏȔȖȎȕȖ ȘȈșȠȐȜȘȖȊȈȚȤ șȈȔ ȗȈȘȖȓȤ ȐȓȐ ȍȋȖ 
ȝȍȠ, ȐșȗȖȓȤȏțȧ ȒȘȐȗȚȖȈȕȈȓȐȏ. 

ǼȈȒȚȖȘȣ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ                    
ǰȏ-ȏȈ ȚȖȋȖ, ȟȚȖ ȗȈȘȖȓȐ ȔȖȎȕȖ ȓȍȋȒȖ țȒȘȈșȚȤ (Ȉ ȐȕȖȋȌȈ ȗȖȌȖȉȘȈȚȤ), Ȋ șȐșȚȍȔȈȝ 
ȈțȚȍȕȚȐȜȐȒȈȞȐȐ Ȋșȍ ȟȈȡȍ ȗȘȐȔȍȕȧȦȚșȧ ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ “ȜȈȒȚȖȘȣ”, 
ȗȖȌȚȊȍȘȎȌȈȦȡȐȍ, ȟȚȖ șțȉȢȍȒȚ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȧȊȓȧȍȚșȧ ȊȓȈȌȍȓȤȞȍȔ țȟȍȚȕȖȑ 
ȏȈȗȐșȐ. ǹțȡȍșȚȊțȍȚ ȚȘȐ ȖșȕȖȊȕȣȝ ȊȐȌȈ ȥȚȐȝ ȜȈȒȚȖȘȖȊ: ȚȖ, ȟȚȖ Ȕȣ ȏȕȈȍȔ 
(ȕȈȗȘȐȔȍȘ, ȗȈȘȖȓȤ, PIN-ȒȖȌ, ȗȘȖȊȍȘȖȟȕȖȍ șȓȖȊȖ ȐȓȐ ȋȘȈȜȐȟȍșȒȐȑ ȒȓȦȟ), ȚȖ, ȟȚȖ 
Ȕȣ ȐȔȍȍȔ (ȚȖȒȍȕ ȉȍȏȖȗȈșȕȖșȚȐ, ȚȍȓȍȜȖȕ ȐȓȐ șȔȈȘȚ-ȒȈȘȚȈ) ȐȓȐ ȚȖ, ȟȚȖ ȧȊȓȧȍȚșȧ 
ȟȈșȚȤȦ ȕȈș (ȕȈȗȘȐȔȍȘ, ȉȐȖȔȍȚȘȐȟȍșȒȐȍ ȌȈȕȕȣȍ, ȚȈȒȐȍ ȒȈȒ ȖȚȗȍȟȈȚȖȒ ȗȈȓȤȞȈ, 
ȘȐșțȕȖȒ șȍȚȟȈȚȒȐ ȋȓȈȏȈ ȐȓȐ ȖȚȗȍȟȈȚȖȒ ȓȈȌȖȕȐ).  
   Ǫ ȞȍȓȖȔ, ȟȍȔ ȉȖȓȤȠȍ ȜȈȒȚȖȘȖȊ ȐșȗȖȓȤȏțȍȚșȧ Ȍȓȧ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ, ȚȍȔ ȓțȟȠȍ. 
ǹțȚȤ Ȋ ȚȖȔ, ȟȚȖ ȏȓȖțȔȣȠȓȍȕȕȐȒț șȓȖȎȕȍȍ țȒȘȈșȚȤ ȌȊȈ (ȐȓȐ ȉȖȓȍȍ) ȜȈȒȚȖȘȈ, ȟȍȔ 
țȒȘȈșȚȤ ȖȌȐȕ. ǰșȗȖȓȤȏȖȊȈȕȐȍ ȌȊțȝ ȜȈȒȚȖȘȖȊ ȕȈȏȣȊȈȍȚșȧ «ȌȊțȝȜȈȒȚȖȘȕȖȑ 
ȈțȚȍȕȚȐȜȐȒȈȞȐȍȑ (2FA)», Ȉ ȍșȓȐ ȐșȗȖȓȤȏțȍȚșȧ ȉȖȓȤȠȍ, ȚȖ ȥȚȖ ȕȈȏȣȊȈȍȚșȧ 
«ȔȕȖȋȖȜȈȒȚȖȘȕȖȑ ȈțȚȍȕȚȐȜȐȒȈȞȐȍȑ (MFA)». ǰșȗȖȓȤȏȖȊȈȕȐȍ ȌȊțȝ (ȐȓȐ ȉȖȓȍȍ) 
ȖȌȐȕȈȒȖȊȣȝ ȜȈȒȚȖȘȖȊ Ȕȍȕȍȍ ȥȜȜȍȒȚȐȊȕȖ, ȟȍȔ ȐșȗȖȓȤȏȖȊȈȕȐȍ ȘȈȏȓȐȟȕȣȝ 
ȜȈȒȚȖȘȖȊ.  
 

ǪȏȓȖȔ ȗȈȘȖȓȍȑ       

ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ șȗȖșȖȉȖȊ ȊȏȓȖȔȈȚȤ ȗȈȘȖȓȤ, ȊȒȓȦȟȈȧ Țȍ, ȟȚȖ 
ȗȍȘȍȟȐșȓȍȕȣ ȕȐȎȍ.  

ǷȖȌȉȖȘ ȗȈȘȖȓȧ       
ǷȘȧȔȖ ȒȈȒ Ȋ ȒȐȕȖ, ȝȈȒȍȘ ȔȖȎȍȚ ȗȘȖșȚȖ ȗȖȌȖȉȘȈȚȤ ȗȘȈȊȐȓȤȕȣȑ ȗȈȘȖȓȤ. ǭșȓȐ 
ȐșȗȖȓȤȏțȍȚșȧ ȗȘȖșȚȖȑ ȗȈȘȖȓȤ, Ȑ ȝȈȒȍȘ ȒȖȍ-ȟȚȖ ȏȕȈȍȚ Ȗ șȈȔȖȔ ȟȍȓȖȊȍȒȍ, ȚȖ Ȗȕ 
ȔȖȎȍȚ ȗȖȗȘȖȉȖȊȈȚȤ ȗȖȌȖȉȘȈȚȤ ȗȈȘȖȓȤ, ȖșȕȖȊȣȊȈȧșȤ ȕȈ ȐȕȚȍȘȍșȈȝ ȥȚȖȋȖ 
ȟȍȓȖȊȍȒȈ. ǰȏȊȍșȚȕȖ, ȟȚȖ ȗȖȓȤȏȖȊȈȚȍȓȐ ȟȈșȚȖ șȖȏȌȈȦȚ ȗȈȘȖȓȐ ȕȈ ȖșȕȖȊȍ șȊȖȍȋȖ 
ȐȔȍȕȐ, ȐȔȍȕȐ ȓȦȉȐȔȖȋȖ ȟȍȓȖȊȍȒȈ ȐȓȐ șȊȖȐȝ ȝȖȉȉȐ. ǵȈ ȥȒȘȈȕȍ ȊȝȖȌȈ Ȋ șȐșȚȍȔț, 
ȝȈȒȍȘ ȔȖȎȍȚ ȗȖȗȘȖȉȖȊȈȚȤ ȊȘțȟȕțȦ ȗȖȌȖȉȘȈȚȤ ȗȈȘȖȓȤ ȐȓȐ ȐșȗȖȓȤȏȖȊȈȚȤ ȖȌȐȕ Ȑȏ 
ȔȕȖȋȐȝ ȐȕșȚȘțȔȍȕȚȖȊ ȈȊȚȖȔȈȚȐȟȍșȒȖȋȖ ȗȖȌȉȖȘȈ ȗȈȘȖȓȍȑ. ǭșȓȐ ȗȘȖȋȘȈȔȔȈ Ȍȓȧ 
ȗȖȌȉȖȘȈ ȗȈȘȖȓȍȑ “ȊșȓȍȗțȦ” ȗȍȘȍȉȐȘȈȍȚ Ȋșȍ ȊȖȏȔȖȎȕȣȍ ȒȖȔȉȐȕȈȞȐȐ, ȚȖ ȥȚȖ 
ȕȈȏȣȊȈȍȚșȧ “ȉȘțȚȜȖȘș”. ǭșȓȐ ȖȕȈ ȐșȗȖȓȤȏțȍȚ ȖȗȘȍȌȍȓȍȕȕȣȑ ȕȈȉȖȘ ȏȕȈȟȍȕȐȑ, 
ȒȈȒ ȗȘȈȊȐȓȖ, ȥȚȖ șȓȖȊȈȘȤ, ȚȖ ȚȈȒȖȑ ȔȍȚȖȌ ȕȈȏȣȊȈȍȚșȧ “ȗȍȘȍȉȖȘ ȗȖ șȓȖȊȈȘȦ”. 
ǩȖȓȤȠȐȕșȚȊȖ ȐȕșȚȘțȔȍȕȚȖȊ Ȍȓȧ ȗȖȌȉȖȘȈ ȗȈȘȖȓȍȑ șȕȈȟȈȓȈ ȐșȗȖȓȤȏțȦȚ șȓȖȊȈȘȤ, 
Ȉ ȏȈȚȍȔ ȌȖȉȈȊȓȧȦȚ Ȓ ȖȉȣȟȕȣȔ șȓȖȊȈȔ ȘȈȏȓȐȟȕȣȍ ȒȖȔȉȐȕȈȞȐȐ ȟȐșȍȓ Ȑ 
șȗȍȞȐȈȓȤȕȣȝ șȐȔȊȖȓȖȊ, ȟȚȖȉȣ ȊȏȓȖȔȈȚȤ ȉȖȓȍȍ șȓȖȎȕȣȑ ȗȈȘȖȓȤ.  
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ǷǸИǴЕЧАǵИЕ ǯȈ ȊșȦ șȊȖȦ ȎȐȏȕȤ, ȧ ȚȖȓȤȒȖ ȖȌȕȈȎȌȣ, ȉțȒȊȈȓȤȕȖ ȕȈȖȉțȔ, șȘȈȏț 
ȗȖȌȖȉȘȈȓ ȗȈȘȖȓȤ ȗȖȓȤȏȖȊȈȚȍȓȧ, Ȗ ȒȖȚȖȘȖȔ ȕȐȟȍȋȖ ȕȍ ȏȕȈȓ. ǷȈȘȖȓȤ ȉȣȓ 
“rosebud”, ȧ ȊȣȉȘȈȓ ȍȋȖ, ȚȈȒ, ȒȈȒ ȚȖȓȤȒȖ ȟȚȖ ȗȖșȔȖȚȘȍȓ ȜȐȓȤȔ ǶȘșȖȕȈ ǻȥȓȓșȈ 
ǫȘȈȎȌȈȕȐȕ ǲȍȑȕ, ȋȌȍ ȊȍșȤ șȦȎȍȚ ȗȖșȚȘȖȍȕ ȊȖȒȘțȋ ȥȚȖȋȖ ȏȈȋȈȌȖȟȕȖȋȖ șȓȖȊȈ. ǵȖ 
ȥȚȖ ȉȣȓȖ ȍȌȐȕșȚȊȍȕȕȣȑ ȘȈȏ ȏȈ ȊșȦ ȔȖȦ ȒȈȘȤȍȘț. 

ǼȐȠȐȕȋ               
ǽȈȒȍȘȣ ȚȈȒȎȍ ȔȖȋțȚ ȐșȗȖȓȤȏȖȊȈȚȤ ȔȖȠȍȕȕȐȟȍșȒȐȑ, ȕȖ ȗȖȝȖȎȐȑ ȕȈ ȕȈșȚȖȧȡȐȑ, 
ȖȕȓȈȑȕ ȏȈȗȘȖș (ȟȍȘȍȏ Ȋȍȉ-șȈȑȚ ȐȓȐ ȥȓȍȒȚȘȖȕȕțȦ ȗȖȟȚț), ȟȚȖȉȣ ȖȉȔȈȕȖȔ 
ȏȈșȚȈȊȐȚȤ ȗȖȓȤȏȖȊȈȚȍȓȧ ȊȊȍșȚȐ șȊȖȑ ȗȈȘȖȓȤ. ЭȚȖ ȕȈȏȣȊȈȍȚșȧ “ȜȐȠȐȕȋ”. ǭșȓȐ 
ȗȘȐ ȗȖȗȣȚȒȍ ȜȐȠȐȕȋȈ ȐșȗȖȓȤȏțȦȚșȧ ȓȐȟȕȣȍ ȌȈȕȕȣȍ ȐȓȐ ȊȕțȚȘȍȕȕȧȧ 
ȐȕȜȖȘȔȈȞȐȧ ȖȘȋȈȕȐȏȈȞȐȐ, ȚȖ ȥȚȖ ȕȈȏȣȊȈȍȚșȧ “ȞȍȓȍȊȖȑ ȜȐȠȐȕȋ”. ǺȈȒȎȍ ȝȈȒȍȘȣ 
ȔȖȋțȚ ȐșȗȖȓȤȏȖȊȈȚȤ ȚȍȓȍȜȖȕȕȣȑ ȏȊȖȕȖȒ ȐȓȐ ȗȖȗȘȖȉȖȊȈȚȤ ȖȉȔȈȕțȚȤ 
ȗȖȓȤȏȖȊȈȚȍȓȧ ȓȐȟȕȖ. ЭȚȖ ȘȈȉȖȚȈȍȚ ȋȖȘȈȏȌȖ ȟȈȡȍ, ȟȍȔ Ȋȣ ȌțȔȈȍȚȍ.  

 

ǯȈȗȐșȤ ȕȈȎȈȚȐȧ ȒȓȈȊȐȠ (ǲȐȓȖȋȋȐȕȋ)                
ǭșȓȐ ȝȈȒȍȘ țȎȍ ȗȖȓțȟȐȓ ȌȖșȚțȗ Ȓ ȒȖȔȗȤȦȚȍȘț ȎȍȘȚȊȣ, ȚȖ Ȗȕ ȔȖȎȍȚ țșȚȈȕȖȊȐȚȤ 
ȕȈ ȕȍȔ “ȒȐȓȖȋȋȍȘ”, ȗȘȖȋȘȈȔȔț, ȏȈȗȐșȣȊȈȦȡțȦ ȕȈȎȈȚȐȍ ȒȓȈȊȐȠ ȕȈ ȒȓȈȊȐȈȚțȘȍ. 

ǲȐȓȖȋȋȍȘȣ ȖȚȓȐȟȕȖ ȗȍȘȍȝȊȈȚȣȊȈȦȚ ȗȈȘȖȓȐ, Ȑ ȐȔ Ȋșȍ ȘȈȊȕȖ ȕȈșȒȖȓȤȒȖ ȌȓȐȕȕȣȑ 
ȐȓȐ șȓȖȎȕȣȑ ȗȈȘȖȓȤ. 

ǪȏȓȖȔ ȝȍȠȈ ȗȈȘȖȓȧ             
ǭșȓȐ ȝȈȒȍȘ ȗȖȓțȟȈȍȚ ȌȖșȚțȗ Ȓ ȉȈȏȍ ȌȈȕȕȣȝ ȗȘȖȊȍȘȒȐ ȗȖȌȓȐȕȕȖșȚȐ, ȚȖ Ȗȕ ȚȈȒȎȍ 
ȔȖȎȍȚ ȗȖȓțȟȐȚȤ ȌȖșȚțȗ Ȓ șȖȝȘȈȕȍȕȕȣȔ Ȋ ȕȍȑ ȗȈȘȖȓȧȔ, Ȉ ȚȖȟȕȍȍ Ȓ Ȑȝ ȝȍȠȈȔ. 
ǹȐȓȤȕȣȍ ȝȍȠ-ȜțȕȒȞȐȐ, ȒȈȒ ȗȘȈȊȐȓȖ, țșȚȖȑȟȐȊȣ Ȓ ȒȘȐȗȚȖȈȕȈȓȐȏț. ǶȉȢȍȒȚȖȔ Ȍȓȧ 
“ȊȏȓȖȔȈ ȝȍȠȈ” ȧȊȓȧȦȚșȧ ȉȖȓȍȍ șȓȈȉȣȍ ȝȍȠ-ȜțȕȒȞȐȐ, ȕȍ ȐșȗȖȓȤȏțȦȡȐȍ “șȖȓȤ”, Ȉ 
ȚȈȒȎȍ ȝȍȠȐ ȒȖȘȖȚȒȐȝ ȗȈȘȖȓȍȑ. ǪȏȓȖȔȡȐȒ ȗȍȘȍȉȐȘȈȍȚ (ȐșȗȖȓȤȏțȧ ȔȍȚȖȌȣ 
ȉȘțȚȜȖȘșȈ ȐȓȐ șȓȖȊȈȘȧ) Ȋșȍ ȊȖȏȔȖȎȕȣȍ ȗȈȘȖȓȐ, ȗȘȍȖȉȘȈȏțȍȚ Ȑȝ Ȋ ȝȍȠ, Ȉ ȏȈȚȍȔ 
șȘȈȊȕȐȊȈȍȚ ȊȕȖȊȤ șȖȏȌȈȕȕȣȑ ȝȍȠ ș țȒȘȈȌȍȕȕȣȔ. ǭșȓȐ ȖȕȐ șȖȊȗȈȌȈȦȚ, ȚȖ ȝȈȒȍȘ 
ȗȖȓțȟȈȍȚ ȗȈȘȖȓȤ Ȋ ȖȚȒȘȣȚȖȔ ȊȐȌȍ. ǲȈȒ ȗȘȈȊȐȓȖ, Ȍȓȧ ȊȏȓȖȔȈ ȝȍȠȍȑ 
ȐșȗȖȓȤȏțȦȚșȧ “ȘȈȌțȎȕȣȍ ȚȈȉȓȐȞȣ”, ȒȖȚȖȘȣȍ ȗȖȏȊȖȓȧȦȚ șȖȝȘȈȕȧȚȤ 
ȗȘȖȔȍȎțȚȖȟȕȣȍ ȜȖȘȔȣ ȗȈȘȖȓȍȑ, ȐȓȐ, ȍșȓȐ ȊȣȘȈȏȐȚȤșȧ ȚȖȟȕȍȍ, ȗȘȖȊȖȌȐȚȤ 
șȘȈȊȕȍȕȐȍ ȝȍȠȍȑ, ȟȚȖ ȏȕȈȟȐȚȍȓȤȕȖ țșȒȖȘȧȍȚ ȗȘȖȞȍȌțȘț ȊȏȓȖȔȈ. Ǫ ȐȕȚȍȘȕȍȚȍ 
ȔȖȎȕȖ ȕȈȑȚȐ ȔȕȖȎȍșȚȊȖ ȉȍșȗȓȈȚȕȣȝ ȗȘȖȋȘȈȔȔ Ȍȓȧ ȗȖȌȉȖȘȈ ȐȓȐ ȊȏȓȖȔȈ 
ȗȈȘȖȓȍȑ. ǭșȓȐ ȊȈș ȐȕȚȍȘȍșțȍȚ ȊȏȓȖȔ ȝȍȠȍȑ, ȗȖȗȘȖȉțȑȚȍ ȕȈȟȈȚȤ ș John the Ripper 
(http://www.openwall.com/john/), ȥȚȖ ȖȚȓȐȟȕȣȑ, ȉȍșȗȓȈȚȕȣȑ ȐȕșȚȘțȔȍȕȚ.  
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ǷȖȊȚȖȘȕȖȍ ȐșȗȖȓȤȏȖȊȈȕȐȍ țȟȍȚȕȣȝ ȌȈȕȕȣȝ            
ǭșȓȐ ȝȈȒȍȘ țȎȍ ȗȖȓțȟȐȓ ȌȖșȚțȗ, ȚȖ Ȗȕ ȔȖȎȍȚ țȒȘȈșȚȤ ȝȍȠ ȗȈȘȖȓȧ ȐȓȐ ȌȘțȋȐȍ 
ȊȐȌȣ țȟȍȚȕȣȝ ȌȈȕȕȣȝ Ȑȏ ȗȈȔȧȚȐ ȒȖȔȗȤȦȚȍȘȈ ȐȓȐ ȉȈȏȣ ȌȈȕȕȣȝ ȗȘȖȊȍȘȒȐ 
ȗȖȌȓȐȕȕȖșȚȐ, Ȉ ȏȈȚȍȔ ȗȖȊȚȖȘȕȖ ȊȖșȗȘȖȐȏȊȍșȚȐ Ȑȝ ȕȈ ȌȘțȋȐȝ ȒȖȔȗȤȦȚȍȘȈȝ, 
ȟȚȖȉȣ ȗȘȖȑȚȐ ȈțȚȍȕȚȐȜȐȒȈȞȐȦ. ǯȈ ȗȖșȓȍȌȕȍȍ ȌȍșȧȚȐȓȍȚȐȍ ȚȈȒȖȑ ȊȐȌ ȈȚȈȒ șȚȈȓ 
ȖȟȍȕȤ ȗȖȗțȓȧȘȍȕ, Ȉ ȐȔȍȕȕȖ ȈȚȈȒȈ “Pass-the-hash” (ȐȓȐ PtH). ǲȈȒ ȗȘȈȊȐȓȖ, ȊȖ 
ȊȘȍȔȧ PtH-ȈȚȈȒȐ ȏȓȖțȔȣȠȓȍȕȕȐȒ ȊȏȓȈȔȣȊȈȍȚ ȒȖȔȗȤȦȚȍȘ ȖȌȕȖȋȖ ȐȓȐ ȕȍșȒȖȓȤȒȐȝ 
Ȗȉȣȟȕȣȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȕȈȝȖȌȐȚ ȝȍȠȐ ȈȒȒȈțȕȚȖȊ, Ȉ ȏȈȚȍȔ ȐșȗȖȓȤȏțȍȚ 
ȗȖȓțȟȍȕȕȣȍ ȌȈȕȕȣȍ, ȟȚȖȉȣ, Ȋ ȒȖȕȍȟȕȖȔ șȟȍȚȍ, ȗȖȓțȟȐȚȤ ȌȖșȚțȗ Ȓ ȝȘȈȕȐȓȐȡț 
Ȋșȍȝ țȟȍȚȕȣȝ ȌȈȕȕȣȝ Ȋ șȍȚȐ ȐȓȐ ȕȈ ȓȖȒȈȓȤȕȖȑ ȔȈȠȐȕȍ, ȗȖ șțȚȐ, ȊȏȓȈȔȣȊȈȧ ȊșȦ 
IT-ȐȕȜȘȈșȚȘțȒȚțȘț. ǯȈ ȗȖșȓȍȌȕȐȍ ȌȍșȧȚȤ ȓȍȚ, ȗȘȈȒȚȐȟȍșȒȐ Ȋșȍ ȒȖȔȗȈȕȐȐ Ȑ 
ȖȘȋȈȕȐȏȈȞȐȐ, ȗȖȌȒȓȦȟȍȕȕȣȍ Ȓ ȐȕȚȍȘȕȍȚț, ȗȖȌȊȍȘȋȓȐșȤ PtH-ȈȚȈȒȈȔ.  

ǪȏȓȖȔ șȍȘȊȐșȈ ȊȖșșȚȈȕȖȊȓȍȕȐȧ ȗȈȘȖȓȧ     
ǪȖ ȔȕȖȋȐȝ șȓțȟȈȧȝ, ȊȏȓȖȔ șȍȘȊȐșȈ ȊȖșșȚȈȕȖȊȓȍȕȐȧ ȗȈȘȖȓȧ - ȥȚȖ șȈȔȣȑ ȉȣșȚȘȣȑ 
șȗȖșȖȉ ȊȏȓȖȔȈȚȤ ȗȈȘȖȓȤ. ǴȕȖȋȐȍ șȐșȚȍȔȣ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ, ȖșȖȉȍȕȕȖ ȉȖȓȤȠȐȍ 
ȖȕȓȈȑȕ-șȐșȚȍȔȣ, ȗȖȏȊȖȓȧȦȚ ȒȖȕȍȟȕȖȔț ȗȖȓȤȏȖȊȈȚȍȓȦ șȉȘȖșȐȚȤ ȗȈȘȖȓȤ, ȖȚȊȍȚȐȊ 
ȕȈ ȕȍșȒȖȓȤȒȖ ȖȗȘȍȌȍȓȍȕȕȣȝ ȊȖȗȘȖșȖȊ. ǽȈȒȍȘȣ ȗȖȕȧȓȐ, ȟȚȖ ȕȈȔȕȖȋȖ ȓȍȋȟȍ 
ȗȖȌȖȉȘȈȚȤ ȐȓȐ ȊȣȧșȕȐȚȤ ȚȖȟȕȣȑ ȖȚȊȍȚ ȕȈ ȚȈȒȖȑ ȊȖȗȘȖș (ȕȈȗȘȐȔȍȘ, “ǬȍȊȐȟȤȧ 
ȜȈȔȐȓȐȧ ȔȈȚȍȘȐ”, “ǵȖȔȍȘ ȕȈȟȈȓȤȕȖȑ ȠȒȖȓȣ”, “ǴȈȘȒȈ ȗȍȘȊȖȋȖ ȈȊȚȖȔȖȉȐȓȧ”, 
“ǳȦȉȐȔȣȑ ȞȊȍȚ” Ȑ ȚȈȒ ȌȈȓȍȍ), ȟȍȔ ȗȖȌȉȐȘȈȚȤ șȈȔ ȗȈȘȖȓȤ. ǴȕȖȋȐȍ ȏȕȈȔȍȕȐȚȖșȚȐ 
ȉȣȓȐ ȊȏȓȖȔȈȕȣ ȐȔȍȕȕȖ ȚȈȒȐȔ șȗȖșȖȉȖȔ. 
 

ǯȈȡȐȚȈ ȗȈȘȖȓȧ        

ǹȗȖșȖȉȖȊ ȏȈȡȐȚȣ ȗȈȘȖȓȧ șțȡȍșȚȊțȍȚ ȕȍ ȔȍȕȤȠȍ, ȟȍȔ șȗȖșȖȉȖȊ ȍȋȖ ȊȏȓȖȔȈ. 

ǹȓȖȎȕȖșȚȤ Ȑ ȌȓȐȕȈ                       
ǬȓȐȕȕȣȍ Ȑ șȓȖȎȕȣȍ ȗȈȘȖȓȐ ȕȈȔȕȖȋȖ ȔȍȕȤȠȍ ȗȖȌȊȍȘȎȍȕȣ ȊȏȓȖȔț. ǬȓȐȕȈ 
ȗȈȘȖȓȧ ȌȈȍȚ ȉȖȓȤȠțȦ ȏȈȡȐȚț, ȟȍȔ șȓȖȎȕȖșȚȤ (ȍșȓȐ, ȒȖȕȍȟȕȖ, ț ȊȈș ȕȍ 
ȗȖȓțȟȐȚșȧ ȗȘȐȌțȔȈȚȤ ȕȈșȚȖȓȤȒȖ șȓȖȎȕȣȑ ȗȈȘȖȓȤ, ȟȚȖ ȍȋȖ ȉțȌȍȚ ȗȘȈȒȚȐȟȍșȒȐ 
ȕȍȊȖȏȔȖȎȕȖ ȊȏȓȖȔȈȚȤ). ǹȍȋȖȌȕȧ, ȉȖȓȤȠȐȕșȚȊȖ ȥȒșȗȍȘȚȖȊ șȖȊȍȚțȦȚ ȐșȗȖȓȤȏȖȊȈȚȤ 
Ȋ ȗȈȘȖȓȍ ȕȍ Ȕȍȕȍȍ 12 șȐȔȊȖȓȖȊ, Ȑ ȥȚȖ ȚȖȓȤȒȖ Ȍȓȧ Ȗȉȣȟȕȣȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ. Ǫ 
ȈȒȒȈțȕȚȈȝ ș ȉȖȓȤȠȐȔȐ ȗȘȐȊȐȓȍȋȐȧȔȐ, ȌȖȓȎȕȖ ȉȣȚȤ, ȒȈȒ ȔȐȕȐȔțȔ, 16 șȐȔȊȖȓȖȊ. 
ǴȐȕȐȔȈȓȤȕȈȧ ȌȓȐȕȈ ȗȈȘȖȓȧ ȗȖșȚȖȧȕȕȖ țȊȍȓȐȟȐȊȈȍȚșȧ. ǶȌȕȈȒȖ, ȥȚȖȚ șȗȖșȖȉ ȕȍ 
ȥȜȜȍȒȚȐȊȍȕ ȗȘȖȚȐȊ ȈȚȈȒ ȗȖȊȚȖȘȕȖȋȖ ȐșȗȖȓȤȏȖȊȈȕȐȧ țȟȍȚȕȣȝ ȌȈȕȕȣȝ, ȚȈȒȐȝ ȒȈȒ 
PtH-ȈȚȈȒȐ.  
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ǿȈșȚȖȍ ȐȏȔȍȕȍȕȐȍ ȗȈȘȖȓȧ ȉȍȏ ȗȖȊȚȖȘȍȕȐȑ   
ǶȋȘȈȕȐȟȍȕȐȍ ȔȈȒșȐȔȈȓȤȕȖȋȖ ȒȖȓȐȟȍșȚȊȈ Ȍȕȍȑ ȐșȗȖȓȤȏȖȊȈȕȐȧ ȖȌȕȖȋȖ ȗȈȘȖȓȧ (Ȋ 
ȖșȕȖȊȕȖȔ, 90 Ȍȕȍȑ ȐȓȐ Ȕȍȕȍȍ) șȚȈȕȖȊȐȚșȧ ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȔ 
ȚȘȍȉȖȊȈȕȐȍȔ/ȘȍȒȖȔȍȕȌȈȞȐȍȑ Ȍȓȧ ȏȈȡȐȚȣ ȗȈȘȖȓȧ. ǰȌȍȧ Ȋ ȚȖȔ, ȟȚȖ Ȍȓȧ ȊȏȓȖȔȈ 
ȌȓȐȕȕȖȋȖ Ȑ șȓȖȎȕȖȋȖ ȗȈȘȖȓȧ, ȏȓȖțȔȣȠȓȍȕȕȐȒț ȕțȎȕȖ ȔȕȖȋȖ ȊȘȍȔȍȕȐ, ȖȌȕȈȒȖ, 
ȍșȓȐ ț ȕȍȋȖ ȉțȌȍȚ Ȑ ȊȘȍȔȧ Ȑ ȌȖșȚȈȚȖȟȕȖ ȊȣȟȐșȓȐȚȍȓȤȕȣȝ ȔȖȡȕȖșȚȍȑ, ȚȖ, Ȋ 
ȒȖȕȞȍ ȒȖȕȞȖȊ, Ȗȕ ȊȏȓȖȔȈȍȚ ȗȈȘȖȓȤ. ǶȋȘȈȕȐȟȍȕȐȍ ȗȍȘȐȖȌȈ ȐșȗȖȓȤȏȖȊȈȕȐȧ 
șȕȐȎȈȍȚ ȘȐșȒ ȊȏȓȖȔȈ ȗȈȘȖȓȧ ȌȖ ȚȖȋȖ ȔȖȔȍȕȚȈ, ȒȈȒ ȉțȌȍȚ ȐșȗȖȓȤȏȖȊȈȚȤșȧ ȕȖȊȣȑ. 
 

ǷǸИǴЕЧАǵИЕ ǵȍșȒȖȓȤȒȖ ȕȍȌȈȊȕȐȝ ȗțȉȓȐȒȈȞȐȑ ȗȖșȊȧȡȍȕȣ ȊȖȗȘȖșț Ȗȉ 
ȥȜȜȍȒȚȐȊȕȖșȚȐ ȚȘȈȌȐȞȐȖȕȕȣȝ șȗȖșȖȉȖȊ ȏȈȡȐȚȣ ȗȈȘȖȓȧ, ȚȈȒȐȝ ȒȈȒ ȌȓȐȕȈ, 
șȓȖȎȕȖșȚȤ, ȟȈșȚȈȧ șȔȍȕȈ Ȑ țȕȐȒȈȓȤȕȖșȚȤ. ǽȖȚȧ, ȕȈ ȗȍȘȊȣȑ ȊȏȋȓȧȌ, ȥȚȐ șȗȖșȖȉȣ 
ȔȖȋțȚ ȗȖȒȈȏȈȚȤșȧ ȥȜȜȍȒȚȐȊȕȣȔȐ, șȚȈȚȐșȚȐȒȈ ȗȖȒȈȏȣȊȈȍȚ ȖȉȘȈȚȕȖȍ. ǷȖșȔȖȚȘȐȚȍ 
ȗțȉȓȐȒȈȞȐȦ ǸȖȉȐȕȈ ǽȐȒȖȒȈ Ȋ Microsoft, ȗȖȌ ȕȈȏȊȈȕȐȍȔ “Password Guidance” 
(https://www.microsoft.com/en-us/research/publication/passwordguidance/), Ȉ 
ȚȈȒȎȍ ȗțȉȓȐȒȈȞȐȐ ǬȖȒȚȖȘȈ ǲȖȘȔȈȒȈ ǽȍȘȓȐ, ȗȘȍȌșȚȈȊȓȍȕȕȖȋȖ Ȋ șȓȍȌțȦȡȍȑ 
ȋȓȈȊȍ, Ȋ ȒȖȚȖȘȣȝ ȖșȗȈȘȐȊȈȍȚșȧ ȥȜȜȍȒȚȐȊȕȖșȚȤ ȚȘȈȌȐȞȐȖȕȕȣȝ ȘȍȒȖȔȍȕȌȈȞȐȑ 
Ȍȓȧ ȏȈȡȐȚȣ ȗȈȘȖȓȧ. 

ǸȈȏȕȣȍ ȗȈȘȖȓȐ Ȍȓȧ ȘȈȏȕȣȝ șȐșȚȍȔ                                     
ЭȚȖ ȖȌȐȕ Ȑȏ ȓțȟȠȐȝ șȗȖșȖȉȖȊ ȏȈȡȐȚȣ, ȖȌȕȈȒȖ ȊȕȍȌȘȐȚȤ ȍȋȖ ȒȘȈȑȕȍ șȓȖȎȕȖ 
(ȔȖȎȍȚ ȉȣȚȤ ȌȈȎȍ ȕȍȊȖȏȔȖȎȕȖ). ǻ ȗȖȓȤȏȖȊȈȚȍȓȧ ȌȖȓȎȕȣ ȉȣȚȤ ȘȈȏȕȣȍ ȗȈȘȖȓȐ 
Ȍȓȧ ȒȈȎȌȖȑ șȐșȚȍȔȣ șȖ șȊȖȍȑ ȉȈȏȖȑ ȌȈȕȕȣȝ ȗȘȖȊȍȘȒȐ ȗȖȌȓȐȕȕȖșȚȐ. 
ǰșȗȖȓȤȏȖȊȈȕȐȍ ȖȌȕȐȝ Ȑ Țȍȝ Ȏȍ țȟȍȚȕȣȝ ȌȈȕȕȣȝ Ȍȓȧ ȘȈȏȕȣȝ șȐșȚȍȔ ȗȖȊȣȠȈȍȚ 
ȊȍȘȖȧȚȕȖșȚȤ, ȟȚȖ ȝȈȒȍȘ ȗȖȓțȟȐȊȠȐȑ ȌȖșȚțȗ Ȓ ȌȈȕȕȣȔ ȖȌȕȖȑ șȐșȚȍȔȣ, 
ȐșȗȖȓȤȏțȍȚ Ȑȝ Ȍȓȧ ȌȘțȋȖȑ. 
 

ǩȓȖȒȐȘȖȊȒȈ țȟёȚȕȖȑ ȏȈȗȐșȐ                       
ЭȚȖȚ șȗȖșȖȉ ȏȈȡȐȚȣ ȟȈșȚȖ ȐșȗȖȓȤȏțȍȚșȧ ȗȘȖȚȐȊ ȗȖȌȉȖȘȈ ȗȈȘȖȓȍȑ. ǭșȓȐ ȝȈȒȍȘ 
ȗȣȚȈȍȚșȧ ȗȖȓțȟȐȚȤ ȌȖșȚțȗ ȕȈ ȥȒȘȈȕȍ ȊȝȖȌȈ Ȋ șȐșȚȍȔț, ȚȖ ȗȖșȓȍ ȖȗȘȍȌȍȓȍȕȕȖȋȖ 
ȒȖȓȐȟȍșȚȊȈ ȕȍȊȍȘȕȣȝ ȗȖȗȣȚȖȒ șȐșȚȍȔȈ ȉȓȖȒȐȘțȍȚ ȐȓȐ “ȏȈȔȖȘȈȎȐȊȈȍȚ” ȈȒȒȈțȕȚ. 
ǩȓȖȒȐȘȖȊȒȈ ȔȖȎȍȚ ȈȊȚȖȔȈȚȐȟȍșȒȐ șȕȐȔȈȚȤșȧ șȖ ȊȘȍȔȍȕȍȔ, ȐȓȐ ȚȘȍȉȖȊȈȚȤ ȖȚ 
ȒȖȕȍȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ ȖȉȘȈȚȐȚȤșȧ Ȋ șȓțȎȉț ȚȍȝȕȐȟȍșȒȖȑ ȗȖȌȌȍȘȎȒȐ, ȟȚȖȉȣ 
ȗȖȊȚȖȘȕȖ ȊȊȍșȚȐ ȌȈȕȕȣȍ ȐȓȐ ȐȏȔȍȕȐȚȤ Ȑȝ, ȐșȗȖȓȤȏțȧ șȍȘȊȐș ȊȖșșȚȈȕȖȊȓȍȕȐȧ 
ȗȈȘȖȓȧ. ǺȈȒȖȑ ȔȍȝȈȕȐȏȔ ȏȈȡȐȚȣ ȝȖȘȖȠȖ ȘȈȉȖȚȈȍȚ ȗȘȖȚȐȊ ȔȍȚȖȌȖȊ ȗȍȘȍȉȖȘȈ, ȕȖ 
ȚȈȒȎȍ ȐȔȍȍȚ șȊȖȐ ȔȐȕțșȣ, ȚȈȒ ȒȈȒ ȝȈȒȍȘȣ ȔȖȋțȚ ȐșȗȖȓȤȏȖȊȈȚȤ ȍȋȖ Ȍȓȧ 

șȖȊȍȘȠȍȕȐȧ ȔȈșȠȚȈȉȕȖȑ DoS-ȈȚȈȒȐ, Ȑ ȏȈȉȓȖȒȐȘȖȊȈȚȤ ȈȒȒȈțȕȚȣ Ȋșȍȝ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ. 
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ǻșȚȖȑȟȐȊȣȍ ȝȍȠ-ȜțȕȒȞȐȐ      
ǻȧȏȊȐȔȣȍ ȝȍȠ-ȜțȕȒȞȐȐ ȕȍ ȌȖȓȎȕȣ ȐșȗȖȓȤȏȖȊȈȚȤșȧ Ȋ șȐșȚȍȔȈȝ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ. 
ǴȕȖȋȐȍ ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ, ȗȖ țȔȖȓȟȈȕȐȦ, ȐșȗȖȓȤȏțȦȚ țșȚȖȑȟȐȊȣȍ ȝȍȠȐ, 
ȖȌȕȈȒȖ Ȋ Ȟȍȓȧȝ ȖȉȘȈȚȕȖȑ șȖȊȔȍșȚȐȔȖșȚȐ, ȔȖȋțȚ ȌȖȗțșȒȈȚȤ ȐșȗȖȓȤȏȖȊȈȕȐȍ Ȕȍȕȍȍ 
șȚȖȑȒȐȝ ȈȓȋȖȘȐȚȔȖȊ. Ǫ șȐșȚȍȔȈȝ Microsoft Windows țȧȏȊȐȔȣȔȐ șȟȐȚȈȦȚșȧ LM-

ȝȍȠȐ. Ǫ Linux - MD5 Ȑ SHA-1. 

ǵȍ ȐșȗȖȓȤȏțȑȚȍ ȗȈȘȖȓȐ  
Ǫ ȕȈȠȐ ȌȕȐ, ȕȈȘȖȌȕȈȧ ȔțȌȘȖșȚȤ ȋȓȈșȐȚ, ȟȚȖ ȚȘȍȉȖȊȈȕȐȧ Ȓ ȗȈȘȖȓȧȔ șȚȈȕȖȊȧȚșȧ 
ȕȈșȚȖȓȤȒȖ șȓȖȎȕȣȔȐ, ȟȚȖ ȓțȟȠȍ ȊȖȖȉȡȍ ȕȍ ȐșȗȖȓȤȏȖȊȈȚȤ ȗȈȘȖȓȐ. ǪȔȍșȚȖ ȕȐȝ 
ȔȖȎȕȖ ȗȘȐȔȍȕȧȚȤ ȌȊțȝȜȈȒȚȖȘȕțȦ ȈțȚȍȕȚȐȜȐȒȈȞȐȦ, ȞȐȜȘȖȊȣȍ șȍȘȚȐȜȐȒȈȚȣ, 
ȚȖȒȍȕȣ, ȉȐȖȔȍȚȘȐȟȍșȒțȦ ȈțȚȍȕȚȐȜȐȒȈȞȐȦ Ȑ Ȋșȍ, ȟȚȖ șȓȖȎȕȍȍ Ȗȉȣȟȕȣȝ ȐȔȍȕȐ 
ȗȖȓȤȏȖȊȈȚȍȓȧ Ȑ ȗȈȘȖȓȧ. ЭȚȐ ȘȍȒȖȔȍȕȌȈȞȐȐ șțȡȍșȚȊțȦȚ țȎȍ ȌȍșȧȚȒȐ ȓȍȚ, ȕȖ 
ȐȔȍȕȕȖ șȍȑȟȈș ȐȔ ȕȈȟȐȕȈȦȚ șȓȍȌȖȊȈȚȤ ȔȕȖȋȐȍ ȒȖȔȗȈȕȐȐ Ȑ ȗȖȗțȓȧȘȕȣȍ ȖȕȓȈȑȕ-

șȐșȚȍȔȣ. ǭșȓȐ Ȋȍȉ-șȈȑȚ ȗȘȍȌȖșȚȈȊȓȧȍȚ ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ șȘȍȌșȚȊȈ ȉȍȏȖȗȈșȕȖșȚȐ, 
ȗȖȔȐȔȖ ȗȈȘȖȓȧ, ȚȖ Ȑȝ ȕțȎȕȖ ȐșȗȖȓȤȏȖȊȈȚȤ.  
 

ǷǸИǴЕЧАǵИЕ ǶșȕȖȊȕȖȑ ȌȊȐȎțȡȍȑ șȐȓȖȑ Ȋ ȥȚȖȔ ȕȈȗȘȈȊȓȍȕȐȐ șȚȈȕȖȊȐȚșȧ 
șȍȘȊȐș FIDO Alliance (https://fidoalliance.org), ȕȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ ȌȖ ȥȚȖȋȖ 
ȔȕȖȋȐȍ ȒȖȔȗȈȕȐȐ ȉȍȏțșȗȍȠȕȖ ȗȣȚȈȓȐșȤ ȗȘȖȌȊȐȕțȚȤ ȖȚȒȈȏ ȖȚ ȗȈȘȖȓȍȑ.  

ǯȈȡȐȚȈ ȖȚ ȒȘȈȎȐ țȟȍȚȕȣȝ ȌȈȕȕȣȝ 

ǰȏ-ȏȈ ȚȖȋȖ, ȟȚȖ Ȋ ȗȖșȓȍȌȕȍȍ ȊȘȍȔȧ șȚȈȓȐ ȠȐȘȖȒȖ ȗȘȐȔȍȕȧȚȤșȧ PtH-ȈȚȈȒȐ, ȊȖ 
ȔȕȖȋȐȝ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔȈȝ ȍșȚȤ ȊșȚȘȖȍȕȕȣȍ șȘȍȌșȚȊȈ ȏȈȡȐȚȣ ȖȚ ȒȘȈȎȐ 
țȟȍȚȕȣȝ ȌȈȕȕȣȝ. ǲȈȒ ȗȘȈȊȐȓȖ, ȖȕȐ ȕȍ ȌȖȗțșȒȈȦȚ ȝȘȈȕȍȕȐȧ ȗȈȘȖȓȍȑ ȐȓȐ Ȑȝ 
ȝȍȠȍȑ Ȋ ȗȈȔȧȚȐ, ȟȚȖ țșȓȖȎȕȧȍȚ Ȑȝ ȒȘȈȎț, ȓȐȉȖ ȖȕȐ ȕȍ ȗȍȘȍȌȈȦȚ ȗȈȘȖȓȤ ȐȓȐ ȍȋȖ 
ȝȍȠ ȗȖ șȍȚȐ. 

 

ǯȈȡȐȚȈ șȍȘȊȐșȖȊ ȊȖșșȚȈȕȖȊȓȍȕȐȧ ȗȈȘȖȓȧ             
ǿȈșȚȖ șȈȔȣȔ șȓȈȉȣȔ ȏȊȍȕȖȔ Ȋ șȐșȚȍȔȍ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ ȧȊȓȧȦȚșȧ șȍȘȊȐșȣ 
ȊȖșșȚȈȕȖȊȓȍȕȐȧ ȗȈȘȖȓȧ. ǶȕȐ ȌȖȓȎȕȣ ȌȈȊȈȚȤ ȗȖȓȤȏȖȊȈȚȍȓȦ ȊȖȏȔȖȎȕȖșȚȤ 
ȗȘȐȌțȔȈȚȤ șȓȖȎȕȣȍ ȊȖȗȘȖșȣ Ȑ ȖȚȊȍȚȣ, ȒȖȚȖȘȣȍ ȉțȌțȚ ȥȜȜȍȒȚȐȊȕȣ ȗȘȖȚȐȊ 
ȔȍȚȖȌȈ ȗȍȘȍȉȖȘȈ. ǭșȓȐ ȚȈȒȖȑ ȊȖȏȔȖȎȕȖșȚȐ ȕȍȚ, ȔȖȎȕȖ ȗȘȐȌțȔȈȚȤ “ȗșȍȊȌȖȖȚȊȍȚ” 
ȕȈ Ȗȉȣȟȕȣȍ ȊȖȗȘȖșȣ Ȑ șȖȝȘȈȕȐȚȤ ȍȋȖ Ȋ ȉȍȏȖȗȈșȕȖȔ ȔȍșȚȍ. ǵȈȗȘȐȔȍȘ, ȖȚȊȍȚȖȔ 
ȕȈ ȊȖȗȘȖș “ǬȍȊȐȟȤȧ ȜȈȔȐȓȐȧ ȔȈȚȍȘȐ” ȔȖȎȍȚ ȉȣȚȤ “ȎȐȘȈȜșȖȉȈȒȈȘȣȉȈ”. ǷȖ șțȚȐ, 
ȖȚȊȍȚ ȕȈ șȍȒȘȍȚȕȣȑ ȊȖȗȘȖș ȗȘȍȊȘȈȡȈȍȚșȧ Ȋ ȍȡȍ ȖȌȐȕ ȗȈȘȖȓȤ.  
   Ǫ ǫȓȈȊȍ 22 ȗȘȍȌșȚȈȊȓȍȕ ǬȖȒȚȖȘ ǲȖȘȔȈȒ ǽȍȘȓȐ, ȟȤȐ ȐșșȓȍȌȖȊȈȕȐȧ șȚȈȊȧȚ ȗȖȌ 
șȖȔȕȍȕȐȍ ȥȜȜȍȒȚȐȊȕȖșȚȤ ȚȘȈȌȐȞȐȖȕȕȣȝ șȗȖșȖȉȖȊ ȏȈȡȐȚȣ ȗȈȘȖȓȧ.  
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ǫȓȈȊȈ 22. ǬȖȒȚȖȘ ǲȖȘȔȈȒ ǽȍȘȓȐ 

                         

 

   

ǬȖȒȚȖȘ ǲȖȘȔȈȒ ǽȍȘȓȐ – ȕȍțȔȣȠȓȍȕȕȣȑ ȊȘȍȌȐȚȍȓȤ. ǭȋȖ ȊȣșȒȈȏȣȊȈȕȐȧ 
ȖȗȘȖȊȍȘȋȈȦȚ ȌȈȊȕȖ șțȡȍșȚȊțȦȡȐȍ ȌȖȋȔȣ, Ȑ ȔȕȖȋȐȍ ȕȍ ȝȖȚȧȚ Ȑȝ șȓȣȠȈȚȤ, 
ȖșȖȉȍȕȕȖ, ȍșȓȐ ȖȕȐ ȗȖȚȘȈȚȐȓȐ ȔȐȓȓȐȖȕȣ ȌȖȓȓȈȘȖȊ Ȑ ȌȍșȧȚȒȐ ȓȍȚ ȘȈȉȖȚȣ 
ȐȔȍȕȕȖ ȕȈ ȚȖ, ȟȚȖ Ȗȕ ȖȗȘȖȊȍȘȋȈȍȚ. Ǫ ȗȖȐșȒȈȝ ȗȘȈȊȌȣ, ǬȖȒȚȖȘ ǽȍȘȓȐ 
ȈȕȈȓȐȏȐȘțȍȚ ȘȈȏȓȐȟȕȣȍ ȌȈȕȕȣȍ. ǰ Ȗȕ ȗȘȍȒȘȈșȕȖ ȗȖȕȐȔȈȍȚ, ȟȚȖ ȗȖȕȈȌȖȉȧȚșȧ 
ȌȍșȧȚȐȓȍȚȐȧ, Ȉ, ȊȖȏȔȖȎȕȖ, Ȑ ȉȖȓȤȠȍ, ȟȚȖȉȣ ȍȋȖ ȉțȕȚȈȘșȒȐȍ ȊȣșȒȈȏȣȊȈȕȐȧ, 
ȗȖȌȒȘȍȗȓȍȕȕȣȍ ȘȍȈȓȤȕȣȔȐ ȌȈȕȕȣȔȐ, ȝȖȚȧ ȉȣ ȕȈȟȈȓȐ șȓțȠȈȚȤ. 
   ǶȌȐȕ Ȑȏ ȗȘȐȔȍȘȖȊ ȍȋȖ ȐșșȓȍȌȖȊȈȕȐȑ - ȗȈȘȖȓȐ. ǵȈȘȖȌȕȈȧ ȔțȌȘȖșȚȤ ȋȓȈșȐȚ, ȟȚȖ 
ȗȈȘȖȓȐ ȌȖȓȎȕȣ ȉȣȚȤ șȓȖȎȕȣȔȐ, ȌȓȐȕȕȣȔȐ, Ȑ ȗȖșȚȖȧȕȕȖ ȔȍȕȧȚȤșȧ. 
ǰșșȓȍȌȖȊȈȕȐȍ ǬȖȒȚȖȘȈ ǽȍȘȓȐ (https://www.microsoft.com/en-

us/research/wpcontent/uploads/2016/09/pushingOnString.pdf) ȗȖȒȈȏȈȓȖ, ȟȚȖ 
șȚȈȕȌȈȘȚȣ Ȑ ȚȘȍȉȖȊȈȕȐȧ Ȓ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȗȘȐȕȧȚȣȍ ȗȖ ȊșȍȔț 
ȔȐȘț, Ȑ ȗȖȌȌȍȘȎȐȊȈȍȔȣȍ ȗȘȈȒȚȐȟȍșȒȐ ȊșȍȔȐ ȥȒșȗȍȘȚȈȔȐ, ȗȖ ȒȘȈȑȕȍȑ ȔȍȘȍ, ȕȍ 
ȥȜȜȍȒȚȐȊȕȣ, Ȑ șȒȖȘȍȍ ȊșȍȋȖ, ȚȖȓȤȒȖ țșțȋțȉȓȧȦȚ ȗȘȖȉȓȍȔț. ǺȈȒȎȍ ȍȋȖ 
ȐșșȓȍȌȖȊȈȕȐȍ ȗȖȒȈȏȈȓȖ, ȟȚȖ, Ȋ ȕȈȠȐ ȌȕȐ, ȌȓȐȕȈ Ȑ șȓȖȎȕȖșȚȤ ȗȈȘȖȓȧ ȕȍ ȚȖȓȤȒȖ 
ȕȍ șȕȐȎȈȦȚ ȘȐșȒ ȍȋȖ ȊȏȓȖȔȈ, ȕȖ Ȑ ȌȖșȚȈȊȓȧȦȚ ȕȍțȌȖȉșȚȊȈ ȒȖȕȍȟȕȖȔț 
ȗȖȓȤȏȖȊȈȚȍȓȦ, Ȑ Ȋ ȘȍȏțȓȤȚȈȚȍ ȔȖȋțȚ șȚȈȚȤ ȐșȚȖȟȕȐȒȖȔ ȍȡȍ ȉȖȓȤȠȐȝ ȗȘȖȉȓȍȔ 
(ȚȈȒ ȒȈȒ ȗȖȓȤȏȖȊȈȚȍȓȦ ȕțȎȕȖ ȉțȌȍȚ ȋȌȍ-ȚȖ ȏȈȗȐșȈȚȤ ȚȈȒȖȑ ȗȈȘȖȓȤ ȐȓȐ 
ȐșȗȖȓȤȏȖȊȈȚȤ ȍȋȖ ȕȈ ȘȈȏȕȣȝ șȈȑȚȈȝ). 
   ǭȔț ȌȈȎȍ ȝȊȈȚȐȓȖ ȕȈȋȓȖșȚȐ șȒȈȏȈȚȤ, ȟȚȖ “ȉȖȓȤȠȐȕșȚȊȖ ȘȍȒȖȔȍȕȌȈȞȐȑ ȗȖ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ - ȥȚȖ ȗțșȚȈȧ ȚȘȈȚȈ ȊȘȍȔȍȕȐ” 
(https://www.microsoft.com/en-us/research/wp-

content/uploads/2016/02/SoLongAndNoThanks.pdf). ǰ Ȗȕ ȋȖȊȖȘȐȚ ȥȚȖ, ȐȔȍȧ ȕȈ 
ȘțȒȈȝ ȌȈȕȕȣȍ ȐșșȓȍȌȖȊȈȕȐȑ Ȑ ȌȖȒȈȏȈȚȍȓȤșȚȊȈ. Ǭȓȧ Ȕȍȕȧ ǬȖȒȚȖȘ ǽȍȘȓȐ - ȥȚȖ 
șȊȖȑ ȟȍȓȖȊȍȒ. 

   ǬȖȒȚȖȘșȒțȦ șȚȍȗȍȕȤ ǽȍȘȓȐ ȗȖȓțȟȐȓ Ȋ ǲȖȓțȔȉȐȑșȒȖȔ țȕȐȊȍȘșȐȚȍȚȍ, ȌȐȗȓȖȔ 
ȐȕȎȍȕȍȘȈ (MSEE) - Ȋ ǺȍȝȕȖȓȖȋȐȟȍșȒȖȔ ȐȕșȚȐȚțȚȍ ǬȎȖȘȌȎȐȐ, Ȉ șȚȍȗȍȕȤ 
ȉȈȒȈȓȈȊȘȈ ȚȍȝȕȐȟȍșȒȐȝ ȕȈțȒ - Ȋ ǰȘȓȈȕȌșȒȖȔ ȕȈȞȐȖȕȈȓȤȕȖȔ țȕȐȊȍȘșȐȚȍȚȍ ǲȖȘȒȈ. 
ǹȍȑȟȈș Ȗȕ ȋȓȈȊȕȣȑ ȕȈțȟȕȣȑ șȖȚȘțȌȕȐȒ Ȋ Microsoft Research’s Redmond Machine 
Learning Department. ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ Ȗȕ ȘȈȉȖȚȈȍȚ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ ȚȖȓȤȒȖ 10 ȓȍȚ, Ȗȕ țȎȍ ȖȗțȉȓȐȒȖȊȈȓ “ȚȖȕȕț” ȘȍȏțȓȤȚȈȚȖȊ 
ȐșșȓȍȌȖȊȈȕȐȑ, Ȉ ȖșȕȖȊȕȣȍ ǹǴǰ (ȚȈȒȐȍ ȒȈȒ The New York Times, The Wall Street 

Journal, Bloomberg Ȑ NPR) ȞȐȚȐȘțȦȚ ȍȋȖ ȊȣșȒȈȏȣȊȈȕȐȧ Ȑ ȉȍȘțȚ ȐȕȚȍȘȊȤȦ. 
   ȇ șȗȘȖșȐȓ ǬȖȒȚȖȘȈ ǽȍȘȓȐ, ȒȈȒ Ȗȕ ȗȖȗȈȓ Ȋ șȜȍȘț ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ ȖȚȊȍȚȐȓ: “ȇ ȌțȔȈȦ, ȟȚȖ ȗȖ șȟȈșȚȓȐȊȖȑ șȓțȟȈȑȕȖșȚȐ. ǸȈȕȤȠȍ, ȧ 
ȏȈȕȐȔȈȓșȧ ȖȉȘȈȉȖȚȒȖȑ ȈțȌȐȖ- Ȑ ȊȐȌȍȖșȐȋȕȈȓȖȊ Ȑ ȞȐȜȘȖȊȖȑ ȜȖȚȖȋȘȈȜȐȍȑ. ЭȚȈ 
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șȜȍȘȈ ȖȟȍȕȤ șȐȓȤȕȖ șȊȧȏȈȕȈ ș ȌȈȕȕȣȔȐ. ǵțȎȕȖ șȖȉȐȘȈȚȤ ȉȖȓȤȠȖȍ ȒȖȓȐȟȍșȚȊȖ 
ȌȈȕȕȣȝ, ȈȕȈȓȐȏȐȘȖȊȈȚȤ Ȑȝ, ȗȖȓțȟȈȚȤ șȚȈȚȐșȚȐȒț Ȑ ȐșȒȈȚȤ ȗȘȈȊȌț. ЭȚȖ ȌȈȓȖ Ȕȕȍ 
ȖȚȓȐȟȕțȦ ȉȈȏț Ȍȓȧ ȘȈȉȖȚȣ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȝȖȚȧ ȧ 
șȐȓȤȕȖ țȌȐȊȐȓșȧ, ȒȖȋȌȈ țȏȕȈȓ, ȟȚȖ Ȋ ȥȚȖȑ ȖȉȓȈșȚȐ ȕȍ ȗȘȖȐșȝȖȌȐȚ ȕȐȟȍȋȖ Ȑȏ 
ȊȣȠȍȗȍȘȍȟȐșȓȍȕȕȖȋȖ. ȇ ȌțȔȈȦ, ȧ șȚȈȓ ȐȕȚȍȘȍșȖȊȈȚȤșȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȤȦ, ȒȖȋȌȈ Ȕȕȍ ȗȘȐșȓȈȓȐ ȕȈ ȗȘȖȊȍȘȒț ȕȖȊȖȍ șȘȍȌșȚȊȖ ȏȈȡȐȚȣ ȖȚ 
ȜȐȠȐȕȋȈ, ȘȈȉȖȚȈȦȡȍȍ ȕȈ ȖșȕȖȊȍ ȈȕȈȓȐȏȈ ȓȖȋȖȚȐȗȈ, ȋȌȍ ȉȣȓȐ ȈșȗȍȒȚȣ, ȕȈ 
ȒȖȚȖȘȣȝ ȧ șȗȍȞȐȈȓȐȏȐȘȖȊȈȓșȧ. ǺȈȔ ȉȣȓȖ ȔȕȖȋȖ țȧȏȊȐȔȖșȚȍȑ. ǶȕȖ ȕȍ ȉȣȓȖ 
ȌȖșȚȈȚȖȟȕȖ ȕȈȌȍȎȕȣȔ. Ǫ ȒȖȕȞȍ ȒȖȕȞȖȊ, Ȕȍȕȧ ȏȈȐȕȚȍȘȍșȖȊȈȓȐ ȗȈȘȖȓȐ Ȑ 
ȐȕȜȖȘȔȈȞȐȖȕȕȈȧ ȉȍȏȖȗȈșȕȖșȚȤ. ȇ ȊȐȌȍȓ ȔȕȖȎȍșȚȊȖ ȏȈȧȊȓȍȕȐȑ Ȗ ȚȖȔ, ȒȈȒȐȔȐ 
ȌȖȓȎȕȣ ȉȣȚȤ ȗȈȘȖȓȐ, ȕȖ ȕȐ ȖȌȕȖ Ȑȏ ȕȐȝ ȕȍ ȉȣȓȖ ȗȖȌȒȘȍȗȓȍȕȖ ȜȈȒȚȈȔȐ, ȟȚȖ ȥȚȐ 
ȘȍȒȖȔȍȕȌȈȞȐȐ ȕȈ șȈȔȖȔ Ȍȍȓȍ ȘȈȉȖȚȈȦȚ. Ǭȓȧ Ȕȍȕȧ ȉȣȓȖ ȖȟȍȕȤ șȚȘȈȕȕȖ, ȟȚȖ 
ȕȐȒȚȖ ȕȍ ȌȍȓȈȓ ȚȖȋȖ, ȟȚȖ țȎȍ ȌȈȊȕȖ ȕțȎȕȖ ȉȣȓȖ șȌȍȓȈȚȤ, ȚȖ ȍșȚȤ, ȕȍ șȖȉȐȘȈȓȐ 

ȌȈȕȕȣȍ, ȕȍ ȗȘȖȊȖȌȐȓȐ ȥȒșȗȍȘȐȔȍȕȚȣ ș ȌȊțȔȧ ȋȘțȗȗȈȔȐ (ȊȒȓȦȟȈȧ ȒȖȕȚȘȖȓȤȕțȦ 
ȋȘțȗȗț) Ȑ ȕȍ ȈȕȈȓȐȏȐȘȖȊȈȓȐ ȘȍȏțȓȤȚȈȚȣ. ǪȔȍșȚȖ ȥȚȖȋȖ, ȉȣȓȐ ȚȖȓȤȒȖ ȏȈȧȊȓȍȕȐȧ, 
ȒȖȚȖȘȣȍ, ȌȈȎȍ șȗțșȚȧ ȌȍșȧȚȐȓȍȚȐȧ, ȕȍ ȗȖȌȒȘȍȗȓȍȕȣ ȌȈȕȕȣȔȐ. ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, 
ȟȚȖ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȉȣȊȈȍȚ ȚȘțȌȕȖ ȗȖȓțȟȐȚȤ ȌȈȕȕȣȍ, ȧ 
ȖȗȐȘȈȦșȤ ȚȖȓȤȒȖ ȕȈ ȕȐȝ. ǰȔȍȕȕȖ ȚȈȒ ȕțȎȕȖ ȖȚȊȍȟȈȚȤ ȕȈ ȊȖȗȘȖșȣ. Ǫșȍ ȖșȚȈȓȤȕȖȍ 
- ȗȘȖșȚȖ ȖȞȍȕȖȟȕȖȍ șțȎȌȍȕȐȍ ȐȓȐ ȍȡȍ ȝțȎȍ.  
   ǻ ȕȈș ȍșȚȤ ȖșȕȖȊȣ Ȍȓȧ ȏȈȡȐȚȣ șȈȔȣȝ ȊȈȎȕȣȝ ȖȉȢȍȒȚȖȊ, ȒȖȚȖȘȣȍ ȋȓȈșȧȚ, ȟȚȖ 
Ȕȣ ȌȖȓȎȕȣ șȌȍȓȈȚȤ Ȋșȍ ȊȖȏȔȖȎȕȖȍ, ȕȖ ȟȚȖ ȌȍȓȈȚȤ ș ȖȉȣȟȕȣȔȐ ȘȍȠȍȕȐȧȔȐ Ȍȓȧ 
ȉȐȏȕȍșȈ? ǶȟȍȊȐȌȕȖ, ȟȚȖ ȕȈȔ ȕțȎȕȖ ȘȈșșȚȈȊȐȚȤ ȗȘȐȖȘȐȚȍȚȣ. Ǵȣ ȕȍ ȔȖȎȍȔ 
ȌȍȓȈȚȤ Ȋșȍ ȖȌȕȖȊȘȍȔȍȕȕȖ. ЭȚȖ ȕȍȊȍȘȖȧȚȕȖ șȓȖȎȕȖ, ȕȖ ȚȖȋȌȈ ȕțȎȕȖ țȚȖȟȕȐȚȤ, 
ȟȍȔ ȔȖȎȕȖ ȗȘȍȕȍȉȘȍȟȤ. ǹȖȏȌȈȑȚȍ șȗȐșȖȒ ȖȉȢȍȒȚȖȊ ȗȖ ȗȖȘȧȌȒț ȊȈȎȕȖșȚȐ ȐȓȐ 
ȌȈȑȚȍ Ȕȕȍ ȊȖȏȔȖȎȕȖșȚȤ șȖȏȌȈȚȤ ȚȈȒȖȑ șȗȐșȖȒ. ǵȈ șȈȔȣȍ șȓȖȎȕȣȍ ȊȖȗȘȖșȣ 
ȔȖȎȕȖ ȚȖȟȕȖ ȖȚȊȍȚȐȚȤ ȚȖȓȤȒȖ ȗȘȐ ȕȈȓȐȟȐȐ ȌȈȕȕȣȝ, Ȋ ȗȘȖȚȐȊȕȖȔ șȓțȟȈȍ - ȥȚȖ 
ȝȖȌȤȉȈ ȊȖȒȘțȋ ȌȈ ȖȒȖȓȖ”. 
   Ǫ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȔȕȖȋȖ ȓȦȌȍȑ, ȒȖȚȖȘȣȍ ȓȐȉȖ 
ȐȋȕȖȘȐȘțȦȚ ȘȈȉȖȚț ǬȖȒȚȖȘȈ ǽȍȘȓȐ, ȓȐȉȖ ȖȉȍșȗȖȒȖȍȕȣ ȍȑ. ȇ șȗȘȖșȐȓ, ȟȚȖ Ȗȕ Ȗȉ 
ȥȚȖȔ ȌțȔȈȍȚ, Ȑ Ȗȕ ȖȚȊȍȚȐȓ: “ȇ ȕȍ Ȍȓȧ ȚȖȋȖ ȕȈȟȈȓ ȘȈȉȖȚȈȚȤ Ȋ ȖȉȓȈșȚȐ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȟȚȖȉȣ șȚȈȘȈȚȍȓȤȕȖ, ȕȈȔȍȘȍȕȕȖ ȊȣșȚȈȊȓȧȚȤ 
ȒȖȋȖ-ȚȖ ȊȘȈȋȖȔ. ǵȖ, ȚȈȒ ȒȈȒ ȧ ȕȍȌȈȊȕȖ ȗȘȐȠȍȓ Ȋ ȥȚț ȖȉȓȈșȚȤ, ȧ ȕȍ ȗȖȌȊȍȘȎȍȕ 
ȚȖȔț ȌȖȓȋȖȔț ȊȓȐȧȕȐȦ țȉȍȎȌȍȕȐȑ, ȒȖȚȖȘȖȔț ȗȖȌȊȍȘȎȍȕȣ ȔȕȖȋȐȍ ȌȘțȋȐȍ 
șȗȍȞȐȈȓȐșȚȣ. ǻ Ȕȍȕȧ ȌȘțȋȖȍ ȗȘȖȠȓȖȍ, ȖșȕȖȊȈȕȕȖȍ ȕȈ ȗȖȓțȟȍȕȐȐ Ȑ 
ȗȖȌȚȊȍȘȎȌȍȕȐȐ ȌȈȕȕȣȝ. ǷȖșȓȍ ȚȖȋȖ, ȒȈȒ ȧ ȕȍ țȊȐȌȍȓ ȌȖșȚȈȚȖȟȕȖ 
ȗȖȌȚȊȍȘȎȌȈȦȡȐȝ ȌȈȕȕȣȝ, ȧ șȔȖȋ ȏȈȌȈȚȤ ȜțȕȌȈȔȍȕȚȈȓȤȕȣȍ ȊȖȗȘȖșȣ Ȗ ȚȖȔ, ȟȚȖ 
ȌȈȊȕȖ șȟȐȚȈȍȚșȧ ȐșȚȐȕȖȑ. ȇ ȝȖȚȍȓ ȗȖȓțȟȐȚȤ ȌȈȕȕȣȍ, ȗȘȖȊȖȌȐȚȤ ȚȍșȚȣ, 
ȥȔȗȐȘȐȟȍșȒȐȑ ȈȕȈȓȐȏ… ȘȈșȟȍȚȣ. ЭȚȖ ȕȍ ȔȖȧ ȓȐȟȕȈȧ ȗȘȐȝȖȚȤ, Ȉ ȕȍȖȉȝȖȌȐȔȖșȚȤ. 
ǻ ȊȈș ȔȖȎȍȚ ȉȣȚȤ ȔȖȌȍȓȤ ȚȖȋȖ, ȒȈȒ ȉțȌțȚ ȊȍșȚȐ șȍȉȧ 2 ȔȐȓȓȐȈȘȌȈ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȕȖ ȗȖȊȍȌȍȕȐȍ ȌȊțȝ ȔȐȓȓȐȈȘȌȖȊ ȗȖȓȤȏȖȊȈȚȍȓȍȑ ȕȍ 
ȖȋȘȈȕȐȟȐȊȈȍȚșȧ ȊȈȠȍȑ ȔȖȌȍȓȤȦ. ǴȖȎȕȖ ȕȈȌȍȧȚȤșȧ, ȟȚȖ ȉȖȓȤȠȐȕșȚȊȖ Ȑȏ ȕȐȝ 
ȉțȌȍȚ ȌȍȓȈȚȤ ȖȌȕȖ Ȑ ȚȖ Ȏȍ, ȕȖ, ȚȍȔ ȕȍ Ȕȍȕȍȍ, ȕȍȖȉȝȖȌȐȔȖ ȗȘȖȊȍșȚȐ 
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ȐșșȓȍȌȖȊȈȕȐȧ, ȟȚȖȉȣ țȉȍȌȐȚȤșȧ, ȟȚȖ ȊȈȠȈ ȔȖȌȍȓȤ șȖȖȚȊȍȚșȚȊțȍȚ 
ȌȍȑșȚȊȐȚȍȓȤȕȖșȚȐ. ǰ ȍșȓȐ ȖȕȈ ȕȍ șȖȖȚȊȍȚșȚȊțȍȚ, ȍȍ ȕȍȖȉȝȖȌȐȔȖ ȐȏȔȍȕȐȚȤ”. 
   ǰșșȓȍȌȖȊȈȕȐȧ ǬȖȒȚȖȘȈ ǽȍȘȓȐ țȎȍ ȗȖȌȕȧȓȐ ȕȈ țȠȐ ȊșȦ șȜȍȘț 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ȇ ȗȖȐȕȚȍȘȍșȖȊȈȓșȧ, ȟȚȖ Ȗȕ ȟțȊșȚȊțȍȚ, ȏȕȈȧ, ȟȚȖ 
ȗȖȕȈȌȖȉȐȚșȧ ȕȍ Ȕȍȕȍȍ ȌȍșȧȚȐ ȓȍȚ, ȟȚȖȉȣ ȍȋȖ ȘȍȏțȓȤȚȈȚȣ ȐșșȓȍȌȖȊȈȕȐȑ 
ȉȍȏȖȗȈșȕȖșȚȐ ȗȈȘȖȓȍȑ Ȑ șȖȖȚȊȍȚșȚȊțȦȡȐȍ ȗȘȍȌȓȖȎȍȕȐȧ, ȗȖȓțȟȐȓȐ ȠȐȘȖȒȖȍ 
ȘȈșȗȘȖșȚȘȈȕȍȕȐȍ. Ƕȕ șȒȈȏȈȓ: “ǵț, NIST (www.nist.org) șȚȈȓȐ ȒȘȐȚȐȒȖȊȈȚȤ ȏȈ Ȑȝ 
ȘȍȒȖȔȍȕȌȈȞȐȐ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ ȗȈȘȖȓȍȑ, ȧ ȖȚȊȍȚȐȓ ȕȈ ȥȚȐ ȒȖȔȔȍȕȚȈȘȐȐ, Ȑ ȖȕȐ 
ȘȈȏȊȍȘȕțȓȐ șȊȖȐ ȖȘțȌȐȧ. ȇ ȗȘȍȒȘȈșȕȖ ȗȖȕȐȔȈȦ, ȗȖȟȍȔț ȥȚȖ ȘȈșșȚȘȈȐȊȈȍȚ 
ȖȘȋȈȕȐȏȈȞȐȐ Ȑ șȗȍȞȐȈȓȐșȚȖȊ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǰȔ 30 ȓȍȚ 
ȋȖȊȖȘȐȓȐ, ȒȈȒ ȗȘȈȊȐȓȤȕȖ ȌȍȓȈȚȤ, Ȉ șȍȑȟȈș ȕȍșȒȖȓȤȒȖ ȟȍȓȖȊȍȒ țȚȊȍȘȎȌȈȦȚ, ȟȚȖ 
ȥȚȖ ȕȍ ȘȈȉȖȚȈȍȚ. ǷȘȐ ȥȚȖȔ ȚȣșȧȟȐ ȌȘțȋȐȝ șȗȍȞȐȈȓȐșȚȖȊ ȋȖȊȖȘȧȚ ȖȉȘȈȚȕȖȍ, Ȑ, 
ȌȈȎȍ ȍșȓȐ ȊȣșȒȈȏȣȊȈȕȐȧ ȕȍșȒȖȓȤȒȐȝ ȟȍȓȖȊȍȒ ȗȖȌȒȘȍȗȓȍȕȣ ȘȍȈȓȤȕȣȔȐ 
ȌȈȕȕȣȔȐ, ȧ ȗȖȕȐȔȈȦ ȕȈșȒȖȓȤȒȖ ȥȚȖ șȓȖȎȕȖ, ȖșȖȉȍȕȕȖ Ȍȓȧ ȘțȒȖȊȖȌȐȚȍȓȍȑ 
ȖȚȌȍȓȈ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ IT-ȌȐȘȍȒȚȖȘȖȊ. ǻ Ȕȍȕȧ ȉȣȓȈ ȊȖȏȔȖȎȕȖșȚȤ Ȑ ȔȕȖȋȖ 
șȊȖȉȖȌȕȖȋȖ ȊȘȍȔȍȕȐ, ȟȚȖȉȣ ȗȘȖȊȖȌȐȚȤ ȐșșȓȍȌȖȊȈȕȐȧ, șȖȉȐȘȈȚȤ ȌȈȕȕȣȍ Ȑ 
țȟȐȚȣȊȈȚȤ ȈȓȤȚȍȘȕȈȚȐȊȕȣȍ ȊȈȘȐȈȕȚȣ ȘȈȏȊȐȚȐȧ șȖȉȣȚȐȑ. ǵȖ ț ȘțȒȖȊȖȌȐȚȍȓȍȑ 
ȖȚȌȍȓȈ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ IT-ȌȐȘȍȒȚȖȘȖȊ ȕȍȚ ȚȈȒȖȑ ȘȖșȒȖȠȐ, ȒȈȒ șȊȖȉȖȌȕȖȍ ȊȘȍȔȧ 
ȕȈ ȐșșȓȍȌȖȊȈȕȐȍ ȖȌȕȖȑ ȗȘȖȉȓȍȔȣ. ǶȕȐ ȊȐȌȧȚ ȕȍșȒȖȓȤȒȖ țȚȊȍȘȎȌȍȕȐȑ, ȒȖȚȖȘȣȍ 
ȗȘȖȚȐȊȖȘȍȟȈȚ ȌȘțȋ ȌȘțȋț, Ȑ ȗȣȚȈȦȚșȧ ȗȖȕȧȚȤ, ȟȚȖ Ȑȏ ȥȚȖȋȖ ȗȘȈȊȌȈ. Ǫ ȒȈȎȌȖȑ 
șȐȚțȈȞȐȐ ȐȔ ȕȍȖȉȝȖȌȐȔȖ ȌȍȓȈȚȤ Ȋșȍ ȊȖȏȔȖȎȕȖȍ Ȑ ȐșȗȖȓȤȏȖȊȈȚȤ șȊȖȦ ȔțȌȘȖșȚȤ”. 
   ȇ șȗȘȖșȐȓ ǬȖȒȚȖȘȈ ǽȍȘȓȐ, ȟȚȖ, ȗȖ ȍȋȖ ȔȕȍȕȐȦ, ȧȊȓȧȍȚșȧ șȈȔȖȑ ȋȓȈȊȕȖȑ 
ȗȘȖȉȓȍȔȖȑ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ ȖȚȊȍȚȐȓ: “Ǵȣ ȖȚȓȐȟȕȖ ȏȕȈȍȔ, 
ȒȈȒ ȏȈȡȐȚȐȚȤ șȈȔȣȍ ȊȈȎȕȣȍ ȖȉȢȍȒȚȣ, ȚȈȒȐȍ ȒȈȒ ȒȖȌȣ ȏȈȗțșȒȈ ȧȌȍȘȕȣȝ ȘȈȒȍȚ. 
ǪȏȓȖȔ ȚȈȒȖȋȖ ȖȉȢȍȒȚȈ ȈȉșȖȓȦȚȕȖ ȕȍȌȖȗțșȚȐȔ, ȗȖȥȚȖȔț Ȕȣ ȌȍȓȈȍȔ Ȋșȍ 
ȊȖȏȔȖȎȕȖȍ, ȟȚȖȉȣ ȍȋȖ ȏȈȡȐȚȐȚȤ. Ǫ șȓțȟȈȍ ș Ȕȍȕȍȍ ȊȈȎȕȣȔȐ ȖȉȢȍȒȚȈȔȐ, ȕȈȔ 
ȕțȎȕȖ ȘȍȠȈȚȤ, ȟȚȖ ȌȍȓȈȚȤ, Ȉ ȟȚȖ ȕȍ ȌȍȓȈȚȤ. ǰ Ȋ ȚȈȒȐȝ șȓțȟȈȧȝ, ȖȞȍȕȒȈ 
ȌȖșȚȈȚȖȟȕȖȋȖ ȒȖȓȐȟȍșȚȊȈ țșȐȓȐȑ ȌȈȓȍȒȈ ȖȚ ȐȌȍȈȓȈ. ǻ ȕȈș ȌȍȑșȚȊȐȚȍȓȤȕȖ ȔȈȓȖ 
ȐȕșȚȘțȔȍȕȚȖȊ Ȑ ȌȈȕȕȣȝ, ȟȚȖȉȣ ȚȖȟȕȖ ȖȗȘȍȌȍȓȐȚȤ ȕȍȖȉȝȖȌȐȔȣȑ ȕȈȉȖȘ ȔȍȘ 
ȏȈȡȐȚȣ. Ǫ ȘȍȏțȓȤȚȈȚȍ ȓȦȌȐ ȌȍȓȈȦȚ Ȋșȍ ȊȖȏȔȖȎȕȖȍ, ȗȘȖȌȐȘȈȧșȤ ȟȍȘȍȏ Ȋșȍ 
ȊȖȏȔȖȎȕȣȍ ȊȈȘȐȈȕȚȣ, Ȑ ȗȖ șțȚȐ ȕȈȖȉțȔ ȗȘȐȕȐȔȈȦȚ ȘȍȠȍȕȐȧ, ȒȖȚȖȘȣȝ ȖȚ ȕȐȝ 
ȎȌțȚ. ǹ ȕȈȐȉȖȓȍȍ ȊȈȎȕȣȔȐ ȖȉȢȍȒȚȈȔȐ Ȋșȍ ȗȘȖȡȍ. Ǵȣ ȖȚȟȍȚȓȐȊȖ ȖșȖȏȕȈȍȔ ȘȐșȒ, 
ȐȏȔȍȘȧȍȔ ȍȋȖ Ȑ șȖȏȌȈȍȔ ȔȍȘȣ ȉȍȏȖȗȈșȕȖșȚȐ. Ǫ șȓțȟȈȍ ș Ȕȍȕȍȍ ȊȈȎȕȣȔȐ 
ȖȉȢȍȒȚȈȔȐ, ȕȈȐȉȖȓȤȠȍȍ ȊȕȐȔȈȕȐȍ, ȒȈȒ ȗȘȈȊȐȓȖ, țȌȍȓȧȍȚșȧ ȚȍȔ ȔȖȔȍȕȚȈȔ, ȋȌȍ 
țȋȘȖȏȈ ȒȈȎȍȚșȧ ȕȈȐȉȖȓȍȍ ȖȟȍȊȐȌȕȖȑ, Ȑ ȊȖȏȔȖȎȕȣȍ ȘȐșȒȐ ȓȍȋȟȍ ȗȘȖșȟȐȚȈȚȤ, ȕȖ 
ȗȘȐ ȥȚȖȔ, țȗțșȒȈȦȚșȧ ȉȖȓȍȍ șțȡȍșȚȊȍȕȕȣȍ ȔȖȔȍȕȚȣ. ǵȈȗȘȐȔȍȘ, ȧ ȕȍ țȊȍȘȍȕ, 
ȟȚȖ ȉȍȏȖȗȈșȕȖșȚȤ ȗȈȘȖȓȧ ȌȖȓȎȕȈ ȉȣȚȤ Ȋ șȗȐșȒȍ ȌȍșȧȚȐ ȊȈȎȕȍȑȠȐȝ ȏȈȌȈȟ, ȕȖ ȍȑ, 
șȖȊȍȘȠȍȕȕȖ ȚȖȟȕȖ, țȌȍȓȧȍȚșȧ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȊȕȐȔȈȕȐȧ Ȑ ȘȍșțȘșȖȊ”. ǰ, Ȋ 
ȒȖȕȍȟȕȖȔ șȟȍȚȍ, ȥȚȖ ȊȘȍȌȐȚ ȕȈȔ ȊșȍȔ.  
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ǷȖȌȘȖȉȕȍȍ Ȗ ǬȖȒȚȖȘȍ ǲȖȘȔȈȒȍ ǽȍȘȓȐ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǬȖȒȚȖȘȍ ǲȖȘȔȈȒȍ ǽȍȘȓȐ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- Ǫȍȉ-șȈȑȚ ǬȖȒȚȖȘȈ ǲȖȘȔȈȒȈ ǽȍȘȓȐ: http://cormac.herley.org/ 

- ǺȊȐȚȚȍȘ ǬȖȒȚȖȘȈ ǲȖȘȔȈȒȈ ǽȍȘȓȐ: https://twitter.com/cormacherley 

- ǷȘȖȜȐȓȤ ǬȖȒȚȖȘȈ ǲȖȘȔȈȒȈ ǽȍȘȓȐ Ȋ Microsoft: 
https://www.microsoft.com/en-us/research/people/cormac/  

- ǹșȣȓȒȐ ȕȈ ȘȈȉȖȚȣ ǬȖȒȚȖȘȈ ǲȖȘȔȈȒȈ ǽȍȘȓȐ Ȋ ǨȒȈȌȍȔȐȐ Google: 
https://scholar.google.com/citations?user=1FwhEVYAAAAJ&hl=en&oi=ao       
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ǫȓȈȊȈ 23. ǪȏȓȖȔ ȉȍșȗȘȖȊȖȌȕȣȝ șȍȚȍȑ   

   

       

 

ǹȍȋȖȌȕȧ ȐȕȜȖȘȔȈȞȐȖȕȕȣȑ ȔȐȘ șȖșȚȖȐȚ Ȑȏ ȉȍșȗȘȖȊȖȌȕȣȝ șȍȚȍȑ. ǹȍȚȍȊȖȑ ȒȈȉȍȓȤ 
ȘȍȌȒȖ ȗȖȌȒȓȦȟȈȦȚ Ȓ ȕȈșȚȖȓȤȕȖȔț ȒȖȔȗȤȦȚȍȘț, ȕȖțȚȉțȒț, Ȑ ȚȍȔ ȉȖȓȍȍ, ȍȋȖ ȕȍ 
ȗȖȌȒȓȦȟȈȦȚ Ȓ ȚȍȓȍȜȖȕȈȔ Ȑ ȌȘțȋȐȔ țșȚȘȖȑșȚȊȈȔ, ȝȖȚȧ ȔȐȘ ȗȘȖȊȖȌȕȣȝ 
ȚȍȝȕȖȓȖȋȐȑ ȉȣșȚȘȍȍ Ȑ ȉȍȏȖȗȈșȕȍȍ. ǴȐȘ ȉȍșȗȘȖȊȖȌȕȣȝ ȚȍȝȕȖȓȖȋȐȑ ȗȖșȚȖȧȕȕȖ 
ȗȖȌȊȍȘȋȈȍȚșȧ ȝȈȒȍȘșȒȐȔ ȈȚȈȒȈȔ.  
 

ǴȐȘ ȉȍșȗȘȖȊȖȌȕȣȝ ȚȍȝȕȖȓȖȋȐȑ  

ǴȐȘ ȉȍșȗȘȖȊȖȌȕȣȝ ȚȍȝȕȖȓȖȋȐȑ ȖȋȘȖȔȍȕ. ǩȍșȗȘȖȊȖȌȕȣȍ șȍȚȐ, ȒȖȚȖȘȣȍ Ȕȣ 
ȐșȗȖȓȤȏțȍȔ ȌȖȔȈ Ȋ ȒȈȟȍșȚȊȍ ȉȍșȗȘȖȊȖȌȕȖȑ ȚȖȟȒȐ ȌȖșȚțȗȈ ȐșȗȖȓȤȏțȦȚ Wi-Fi-

șȚȈȕȌȈȘȚ 802.11, ȕȖ ȚȍȘȔȐȕ “ȉȍșȗȘȖȊȖȌȕȖȑ” ȖȝȊȈȚȣȊȈȍȚ ȖȋȘȖȔȕțȦ ȟȈșȚȤ șȗȍȒȚȘȈ 
ȥȓȍȒȚȘȖȔȈȋȕȐȚȕȖȋȖ ȐȏȓțȟȍȕȐȧ, Ȋ ȚȖȔ ȟȐșȓȍ ȘȍȕȚȋȍȕȖȊșȒȖȍ ȐȏȓțȟȍȕȐȍ, șȊȍȚȖȊȣȍ 
ȊȖȓȕȣ, ȘȈȌȐȖȊȖȓȕȣ Ȑ ȌȘțȋȐȍ ȊȐȌȣ ȉȍșȗȘȖȊȖȌȕȖȑ ȥȕȍȘȋȐȐ. ǶȗȘȍȌȍȓȍȕȐȍ Ȑ 
ȕȈȏȕȈȟȍȕȐȍ ȉȍșȗȘȖȊȖȌȕȖȋȖ șȗȍȒȚȘȈ ȐȏȔȍȘȧȍȚșȧ Ȋ ȒȖȓȐȟȍșȚȊȍ ȊȖȓȕ Ȋ șȍȒțȕȌț (ȚȖ 
ȍșȚȤ, ȟȈșȚȖȚȍ) Ȑ ȌȓȐȕȍ ȊȖȓȕȣ. ǹȚȈȕȌȈȘȚ 802.11 ȘȈȉȖȚȈȍȚ Ȋ ȟȈșȚȖȚȕȣȝ 
ȌȐȈȗȈȏȖȕȈȝ 900 ǴǫȞ, 2.4, 3.6, 5.0, 5.8 Ȑ 60 ǫǫȞ. ǲȖȔȗȤȦȚȍȘȣ ȐșȗȖȓȤȏțȦȚ 
ȘȈȏȓȐȟȕȣȍ ȉȍșȗȘȖȊȖȌȕȣȍ ȚȍȝȕȖȓȖȋȐȐ, ȊȒȓȦȟȈȧ ȔȈȋȕȐȚȕȖȍ ȗȖȓȍ, șȊȍȚ, șȈȚȍȓȐȚȣ, 

ȒȖȘȖȚȒȐȍ ȘȈȌȐȖȊȖȓȕȣ, Bluetooth, ǩȓȐȎȕȦȦ ȉȍșȒȖȕȚȈȒȚȕțȦ șȊȧȏȤ (Near Field 

Communications, NFC), RFID Ȑ ȔȐȒȘȖȊȖȓȕȖȊȖȍ ȐȏȓțȟȍȕȐȍ. ǯȕȈȟȐȚȍȓȤȕȈȧ ȟȈșȚȤ 
șȗȍȒȚȘȈ ȗȘȐȔȍȕȍȕȐȧ ȉȍșȗȘȖȊȖȌȕȣȝ ȚȍȝȕȖȓȖȋȐȑ ȘȍȋțȓȐȘțȍȚșȧ ȏȈȒȖȕȈȔȐ Ȑ 
ȒȖȕȚȘȖȓȐȘțȦȡȐȔȐ ȖȘȋȈȕȈȔȐ, Ȑ ȥȚȖ ȝȖȘȖȠȖ, ȗȖȚȖȔț ȟȚȖ Ȋ ȗȘȖȚȐȊȕȖȔ șȓțȟȈȍ 
ȐșȗȖȓȤȏȖȊȈȕȐȍ ȥȚȐȝ ȚȍȝȕȖȓȖȋȐȑ ȉȣȓȖ ȉȣ ȕȍȊȖȏȔȖȎȕȣȔ Ȑ ȕȍȉȍȏȖȗȈșȕȣȔ.  
 

ǪȐȌȣ ȊȏȓȖȔȈ ȉȍșȗȘȖȊȖȌȕȣȝ șȍȚȍȑ             

Ǫ ȏȈȊȐșȐȔȖșȚȐ ȖȚ șȚȈȕȌȈȘȚȖȊ șȊȧȏȐ, ȖȗȘȍȌȍȓȧȦȡȐȝ ȉȍșȗȘȖȊȖȌȕȣȍ ȚȍȝȕȖȓȖȋȐȐ, 
ȗȘȖȚȐȊ ȕȐȝ ȔȖȋțȚ ȗȘȐȔȍȕȧȚȤșȧ ȘȈȏȓȐȟȕȣȍ ȊȐȌȣ ȝȈȒȍȘșȒȐȝ ȈȚȈȒ, ȖȌȕȈȒȖ ȉȖȓȤȠȈȧ 
ȟȈșȚȤ ȈȚȈȒ ȕȈ șȍȚȐ Wi-Fi ȕȈȋȓȧȌȕȖ ȌȍȔȖȕșȚȘȐȘțȍȚ, ȒȈȒȐȍ ȈȚȈȒȐ ȔȖȋțȚ 
ȐșȗȖȓȤȏȖȊȈȚȤșȧ ȗȘȖȚȐȊ ȌȘțȋȐȝ ȊȐȌȖȊ ȉȍșȗȘȖȊȖȌȕȖȑ șȊȧȏȐ. Ǫ ȖșȕȖȊȕȖȔ, ȗȘȐ 
ȊȏȓȖȔȍ ȉȍșȗȘȖȊȖȌȕȣȝ șȍȚȍȑ ȐșȗȖȓȤȏțȍȚșȧ ȗȘȖșȓțȠȒȈ, ȗȍȘȍȝȊȈȚ ȐȕȜȖȘȔȈȞȐȐ, 
ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȖȍ ȐșȗȖȓȤȏȖȊȈȕȐȍ ȉȍșȗȘȖȊȖȌȕȖȋȖ ȊȍȡȈȕȐȧ, DoS-ȈȚȈȒȐ, 
țȗȘȈȊȓȍȕȐȍ șȈȔȖȑ șȍȚȤȦ ȐȓȐ ȊȏȓȖȔ ȗȖȌȒȓȦȟȍȕȕȣȝ ȒȓȐȍȕȚȖȊ.  
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ǨȚȈȒȈ ȕȈ ȚȖȟȒț ȌȖșȚțȗȈ        
Ǭȓȧ ȖșțȡȍșȚȊȓȍȕȐȧ ȗȘȐȍȔȈ/ȗȍȘȍȌȈȟȐ ȊȖ Ȋșȍȝ ȉȍșȗȘȖȊȖȌȕȣȝ ȚȍȝȕȖȓȖȋȐȧȝ 
ȐșȗȖȓȤȏțȍȚșȧ ȖȌȕȈ ȐȓȐ ȕȍșȒȖȓȤȒȖ ȚȖȟȍȒ ȌȖșȚțȗȈ (access point, AP), ȒȈȒ ȗȘȈȊȐȓȖ, 
ȥȚȖ ȕȈȏȍȔȕȣȍ ȐȓȐ ȌȘțȋȐȍ șȐșȚȍȔȣ șȊȧȏȐ. ǿȚȖȉȣ ȊȏȓȖȔȈȚȤ ȉȍșȗȘȖȊȖȌȕțȦ șȍȚȤ, 
ȝȈȒȍȘȣ ȔȖȋțȚ ȈȚȈȒȖȊȈȚȤ ȕȍȗȖșȘȍȌșȚȊȍȕȕȖ AP. ǶȕȐ ȔȖȋțȚ ȊȏȓȖȔȈȚȤ ȗȈȘȖȓȤ 
ȈȌȔȐȕȐșȚȘȈȚȖȘȈ AP, ȐȏȔȍȕȐȚȤ ȘȈȉȖȚț șȈȔȖȑ ȚȖȟȒȐ, ȖșțȡȍșȚȊȐȚȤ ȗȘȖșȓțȠȒț ȐȓȐ 
ȖȉȔȈȕȖȔ ȏȈșȚȈȊȐȚȤ ȎȍȘȚȊț ȗȖȌȒȓȦȟȐȚȤșȧ Ȓ ȓȖȎȕȖȑ AP.  

DoS-ȈȚȈȒȈ                           
ǹȈȔȣȑ ȗȘȖșȚȖȑ ȊȐȌ ȊȏȓȖȔȈ ȉȍșȗȘȖȊȖȌȕȖȑ șȍȚȐ - ȥȚȖ ȋȘțȉȈȧ ȖșȚȈȕȖȊȒȈ ȐȓȐ 
ȏȕȈȟȐȚȍȓȤȕȖȍ țșȐȓȍȕȐȍ șȐȋȕȈȓȈ șȊȧȏȐ, ȚȈȒȎȍ ȐȏȊȍșȚȕȣȍ ȒȈȒ “ȌȎȈȔȔȐȕȋ” 
(“jamming”) ȐȓȐ “ȜȓțȌȐȕȋ” (flooding). ǭșȓȐ ȔȖȎȕȖ ȖșȚȈȕȖȊȐȚȤ ȗȖȌȒȓȦȟȍȕȐȍ Ȓ 
ȉȍșȗȘȖȊȖȌȕȖȔț ȒȈȕȈȓț șȊȧȏȐ Ȑ ȊȣȏȊȈȚȤ ȖȚȒȈȏ Ȋ ȖȉșȓțȎȐȊȈȕȐȐ, ȚȖ ȚȈȒțȦ șȊȧȏȤ 
țȎȍ ȕȍȓȤȏȧ ȐșȗȖȓȤȏȖȊȈȚȤ. ǺȈȒȎȍ, ȝȈȒȍȘ ȔȖȎȍȚ ȗȍȘȍȝȊȈȚȐȚȤ țȗȘȈȊȓȍȕȐȍ șȈȔȐȔ 
ȒȈȕȈȓȖȔ. ǭșȓȐ “ȜȓțȌȐȕȋ” șȌȍȓȈȕ ȗȘȈȊȐȓȤȕȖ, ȚȖ ȚȖȟȒȈ ȌȖșȚțȗȈ ȔȖȎȍȚ șȓțȟȈȑȕȖ 
ȗȖȌȒȓȦȟȐȚȤșȧ Ȓ ȌȘțȋȖȔț, ȊȘȍȌȖȕȖșȕȖȔț ȐșȚȖȟȕȐȒț.  

ǷȖȌȉȖȘ ȗȈȘȖȓȧ ȉȍșȗȘȖȊȖȌȕȖȑ șȍȚȐ            
ǵȍȒȖȚȖȘȣȍ ȉȍșȗȘȖȊȖȌȕȣȍ ȚȍȝȕȖȓȖȋȐȐ ȚȘȍȉțȦȚ ȗȈȘȖȓȤ (ȐȓȐ ȌȘțȋȐȍ șȗȖșȖȉȣ 
ȈțȚȍȕȚȐȜȐȒȈȞȐȐ) Ȍȓȧ ȗȖȌȒȓȦȟȍȕȐȧ Ȓ ȚȖȟȒȍ ȌȖșȚțȗȈ. ǶȌȕȈȒȖ Ȋ ȘȍȌȒȐȝ șȓțȟȈȧȝ 
AP ȉȓȖȒȐȘțȍȚ ȌȖșȚțȗ ȗȖșȓȍ ȖȗȘȍȌȍȓȍȕȕȖȋȖ ȒȖȓȐȟȍșȚȊȈ ȗȖȗȣȚȖȒ. ǷȖȥȚȖȔț 
ȐșȗȖȓȤȏȖȊȈȚȤ ȔȍȚȖȌ ȗȍȘȍȉȖȘȈ ȔȖȎȕȖ șȒȖȓȤȒȖ țȋȖȌȕȖ, ȗȖȒȈ ȕȍ ȕȈȑȌȍȚșȧ 
ȕȈșȚȖȧȡȐȑ ȗȈȘȖȓȤ. 

ǷȍȘȍȝȊȈȚ șȍșșȐȐ  
ǴȕȖȋȐȍ ȈȚȈȒȐ șȚȈȊȧȚ șȊȖȍȑ ȞȍȓȤȦ ȗȍȘȍȝȊȈȚ șȍșșȐȐ ȎȍȘȚȊȣ. ǲȈȒ ȗȘȈȊȐȓȖ, ȥȚȖ 
ȌȍȓȈȍȚșȧ ș ȗȖȔȖȡȤȦ “ȜȓțȌȐȕȋȈ” șȍȚȐ, ȊȣȏȣȊȈȦȡȐȔ șȉȖȑ Ȋ ȖȉșȓțȎȐȊȈȕȐȐ, Ȉ 
ȏȈȚȍȔ ȗȖȓȤȏȖȊȈȚȍȓȧ ȖȉȔȈȕȕȣȔ ȗțȚȍȔ ȏȈșȚȈȊȓȧȦȚ ȓȐȉȖ ȗȍȘȍȌȈȚȤ ȌȖșȚțȗ ȝȈȒȍȘț, 
ȐȏȔȍȕȧȧ șȍșșȐȦ, ȓȐȉȖ ȗȖȌȒȓȦȟȐȚȤșȧ Ȓ ȓȖȎȕȖȑ ȚȖȟȒȍ ȌȖșȚțȗȈ. ǺȈȒȖȑ ȊȐȌ ȈȚȈȒ 
șȚȈȓ ȖȟȍȕȤ ȗȖȗțȓȧȘȕȣȔ, ȖșȖȉȍȕȕȖ șȘȍȌȐ ȝȈȒȍȘȖȊ, ȒȖȚȖȘȣȍ ȝȖȚȧȚ țȒȘȈșȚȤ 
“cookies” ȟȍȘȍȏ ȖȉȡȍșȚȊȍȕȕȣȍ ȉȍșȗȘȖȊȖȌȕȣȍ șȍȚȐ (ȕȈȗȘȐȔȍȘ, Ȋ ȒȖȜȍȑȕȧȝ, 
ȈȥȘȖȗȖȘȚȈȝ Ȑ ȚȈȒ ȌȈȓȍȍ).  

ǲȘȈȎȈ ȐȕȜȖȘȔȈȞȐȐ    
ǲȘȈȎȈ ȐȕȜȖȘȔȈȞȐȐ - ȥȚȖ șȒȖȘȍȍ ȘȍȏțȓȤȚȈȚ ȊȏȓȖȔȈ ȉȍșȗȘȖȊȖȌȕȣȝ șȍȚȍȑ, ȕȖ 
ȏȌȍșȤ ȧ ȊȣȌȍȓȧȦ ȍȍ, ȒȈȒ ȖȚȌȍȓȤȕȣȑ ȝȈȒȍȘșȒȐȑ ȔȍȚȖȌ, ȗȖȚȖȔț ȟȚȖ ȊȖ ȔȕȖȋȐȝ 
șȓțȟȈȧȝ Ȋșȧ ȗȘȖȞȍȌțȘȈ ȊȏȓȖȔȈ șȖȊȍȘȠȈȍȚșȧ ș ȞȍȓȤȦ ȒȘȈȎȐ ȐȕȜȖȘȔȈȞȐȐ. 
ǵȈȗȘȐȔȍȘ, ȊȏȓȖȔ RFID. ǴȐȓȓȐȖȕȣ ȗȓȈșȚȐȒȖȊȣȝ ȒȈȘȚ ȗȖȌȌȍȘȎȐȊȈȦȚ RFID, Ȗȕ 
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ȐșȗȖȓȤȏțȍȚșȧ Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ ȒȓȐȍȕȚ ȔȖȋ ȖȗȓȈȟȐȊȈȚȤ ȗȖȒțȗȒȐ, ȕȍ ȊșȚȈȊȓȧȧ 
ȒȈȘȚț Ȋ șȟȐȚȣȊȈȦȡȍȍ țșȚȘȖȑșȚȊȖ. ǽȈȒȍȘȣ ȔȖȋțȚ ȐșȗȖȓȤȏȖȊȈȚȤ șȒȈȕȍȘȣ RFID 

ȟȚȖȉȣ ȕȍȏȈȔȍȚȕȖ ȏȈșȚȈȊȐȚȤ ȘȈȉȖȚȈȚȤ ȗȍȘȍȌȈȚȟȐȒ RFID. ǺȍȝȕȖȓȖȋȐȧ RFID ȚȈȒȎȍ 
ȔȖȎȍȚ ȐșȗȖȓȤȏȖȊȈȚȤșȧ ȕȈ ȌȘțȋȐȝ țșȚȘȖȑșȚȊȈȝ Ȑ Ȋ ȌȖȒțȔȍȕȚȈȝ, ȕȈȗȘȐȔȍȘ, Ȋ 
ȔȖȉȐȓȤȕȣȝ ȚȍȓȍȜȖȕȈȝ ȐȓȐ ȗȈșȗȖȘȚȈȝ.  
 

ǷǸИǴЕЧАǵИЕ ǷȘȖșȓțȠȒȈ ȥȓȍȒȚȘȖȔȈȋȕȐȚȕȖȋȖ ȗȖȓȧ ȔȖȎȍȚ ȐșȗȖȓȤȏȖȊȈȚȤșȧ 
ȗȘȖȚȐȊ țșȚȘȖȑșȚȊ, ȒȖȚȖȘȣȍ ȕȍ ȗȘȍȌȕȈȔȍȘȍȕȕȖ ȗȍȘȍȌȈȦȚ ȥȓȍȒȚȘȖȔȈȋȕȐȚȕȣȍ 
ȊȖȓȕȣ. ǻ Ȋșȍȝ ȥȓȍȒȚȘȖȕȕȣȝ ȗȘȐȉȖȘȖȊ ȍșȚȤ ȥȓȍȒȚȘȖȔȈȋȕȐȚȕȖȍ ȐȏȓțȟȍȕȐȍ, 
ȒȖȚȖȘȖȍ ȔȖȎȕȖ șȟȐȚȈȚȤ ș ȉȖȓȤȠȖȋȖ ȘȈșșȚȖȧȕȐȧ, ȗȘȐ ȕȈȓȐȟȐȐ ȟțȊșȚȊȐȚȍȓȤȕȣȝ 
ȗȘȖșȓțȠȐȊȈȦȡȐȝ țșȚȘȖȑșȚȊ. 
 

ǶȗȘȍȌȍȓȍȕȐȍ ȔȍșȚȖȕȈȝȖȎȌȍȕȐȧ ȗȖȓȤȏȖȊȈȚȍȓȧ  
ǴȕȖȋȐȍ ȝȈȒȍȘȣ, Ȋ ȖșȕȖȊȕȖȔ, Ȑȏ ȗȘȈȊȖȖȝȘȈȕȐȚȍȓȤȕȣȝ șȚȘțȒȚțȘ, ȐșȗȖȓȤȏțȦȚ 
ȖșȖȉȍȕȕȖșȚȐ Ȑ țȧȏȊȐȔȖșȚȐ ȒȖȕȒȘȍȚȕȖȑ ȉȍșȗȘȖȊȖȌȕȖȑ ȚȍȝȕȖȓȖȋȐȐ, ȟȚȖȉȣ 
ȖȉȕȈȘțȎȐȚȤ ȔȍșȚȖȕȈȝȖȎȌȍȕȐȍ țȟȈșȚȕȐȒȖȊ șȍȚȐ Ȑ Ȑȝ țșȚȘȖȑșȚȊ. Ǫ ȟȈșȚȕȖșȚȐ, 
ȗȘȈȊȖȖȝȘȈȕȐȚȍȓȤȕȣȍ șȚȘțȒȚțȘȣ ȐșȗȖȓȤȏțȦȚ țșȚȘȖȑșȚȊȈ “stingray”, ȒȖȚȖȘȣȍ 
șȖȏȌȈȦȚ ȓȖȎȕȣȍ ȚȖȟȒȐ ȌȖșȚțȗȈ Ȍȓȧ ȖȉȕȈȘțȎȍȕȐȧ ȔȍșȚȖȕȈȝȖȎȌȍȕȐȧ ȞȍȓȐ ȗȖ 
ȔȍșȚț ȕȈȝȖȎȌȍȕȐȧ ȍȍ ȚȍȓȍȜȖȕȈ. ǿȚȖȉȣ ȓțȟȠȍ ȖȏȕȈȒȖȔȐȚȤșȧ ș ȥȚȐȔȐ 
ȏȈȔȍȟȈȚȍȓȤȕȣȔȐ țșȚȘȖȑșȚȊȈȔȐ Ȑ șȖȔȕȐȚȍȓȤȕȖȑ ȗȘȈȊȖȔȍȘȕȖșȚȤȦ Ȑȝ 
ȐșȗȖȓȤȏȖȊȈȕȐȧ, ȗȘȖȟȐȚȈȑȚȍ ȥȚț șȚȈȚȤȦ: 
https://en.wikipedia.org/wiki/Stingray_phone_tracker. 

 

ǷȘȐȔȍȘȣ ȐȕșȚȘțȔȍȕȚȖȊ Ȍȓȧ ȊȏȓȖȔȈ ȉȍșȗȘȖȊȖȌȕȣȝ șȍȚȍȑ       

ǹțȡȍșȚȊțȦȚ ȌȍșȧȚȒȐ, ȍșȓȐ ȕȍ șȖȚȕȐ, ȐȕșȚȘțȔȍȕȚȖȊ Ȍȓȧ ȊȏȓȖȔȈ ȉȍșȗȘȖȊȖȌȕȣȝ 
șȍȚȍȑ. ǴȖȎȕȖ ȐșȗȖȓȤȏȖȊȈȚȤ ȓȦȉțȦ ȗȘȖȋȘȈȔȔț ȗȍȘȍȝȊȈȚȈ ȚȘȈȜȐȒȈ, ȕȈȗȘȐȔȍȘ 
Wireshark (http://www.wireshark.com/) ȐȓȐ Ethereal 
(https://sourceforge.net/projects/ethereal/), ȕȖ ȉȖȓȤȠȐȕșȚȊȖ ȝȈȒȍȘȖȊ ȐșȗȖȓȤȏțȍȚ 
șȗȍȞȐȈȓȐȏȐȘȖȊȈȕȕȣȍ ȗȘȖȋȘȈȔȔȣ. ЭȚȐ ȐȕșȚȘțȔȍȕȚȣ ȗȖȏȊȖȓȧȦȚ ȖȚȓȐȟȕȖ ȐȏțȟȐȚȤ 
ȉȍșȗȘȖȊȖȌȕȣȍ ȚȍȝȕȖȓȖȋȐȐ, Ȑ Ȑȝ ȊȏȓȖȔ. 

Aircrack-Ng 

ǹȈȔȈȧ ȗȖȗțȓȧȘȕȈȧ ȗȘȖȋȘȈȔȔȈ Ȍȓȧ ȊȏȓȖȔȈ ȗȘȖȚȖȒȖȓȈ 802.11 - ȥȚȖ Aircrack-Ng. 

ǶȕȈ ȗȖȧȊȐȓȈșȤ Ȋ 2005-ȖȔ, Ȋ ȒȈȟȍșȚȊȍ ȉȍșȗȓȈȚȕȖȋȖ ȐȕșȚȘțȔȍȕȚȈ ȗȘȖȊȍȘȒȐ 
ȉȍȏȖȗȈșȕȖșȚȐ ȉȍșȗȘȖȊȖȌȕȣȝ șȍȚȍȑ, Ȑ șȖ ȊȘȍȔȍȕȍȔ, țȟȐȚȣȊȈȧ ȗȖșȚȖȧȕȕȣȍ 
ȖȉȕȖȊȓȍȕȐȧ, șȚȈȓȈ ȊȣȉȖȘȖȔ ȒȈȒ ȏȈȡȐȚȕȐȒȖȊ, ȚȈȒ Ȑ ȈȚȈȒțȦȡȐȝ. ǭȍ șȖȏȌȈȚȍȓȤ, 
ǺȖȔȈș Ȍ’ǶȚȘȍȗ Ȍȍ ǩțȊȍȚ ȗȘȍȌșȚȈȊȓȍȕ Ȋ șȓȍȌțȦȡȍȑ ȋȓȈȊȍ. 
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Kismet 

Kismet (https://www.kismetwireless.net/) - ȍȡȍ ȖȌȕȈ ȗȖȗțȓȧȘȕȈȧ ȗȘȖȋȘȈȔȔȈ Ȍȓȧ 
ȊȏȓȖȔȈ ȗȘȖȚȖȒȖȓȈ 802.11. ǶȕȈ ȔȖȎȍȚ ȒȈȒ ȊȏȓȈȔȣȊȈȚȤ ȉȍșȗȘȖȊȖȌȕȣȍ șȍȚȐ, ȚȈȒ Ȑ 
șȖȖȉȡȈȚȤ Ȗ ȚȖȔ, ȟȚȖ ȉȍșȗȘȖȊȖȌȕȈȧ șȍȚȤ ȉȣȓȈ ȊȏȓȖȔȈȕȈ. 

Fern Wi-Fi Hacker 

Fern Wi-Fi Hacker (https://github.com/savio-code/fern-wifi-cracker) ȗȖȏȊȖȓȧȍȚ 
ȝȈȒȍȘȈȔ ȐșȗȖȓȤȏȖȊȈȚȤ ȔȍȚȖȌȣ, ȒȖȚȖȘȣȍ ȧ ȗȍȘȍȟȐșȓȐȓ ȊȣȠȍ. 

Firesheep 

ǷȖȗȘȖȉțȑȚȍ ȏȈȑȚȐ Ȋ ȒȖȜȍȑȕȦ Ȑ ȏȈȗțșȚȐȚȤ Firesheep 

(http://codebutler.com/firesheep). ЭȚȈ ȗȘȖȋȘȈȔȔȈ ȉțȌȍȚ ȐșȒȈȚȤ Ȑ ȗȍȘȍȝȊȈȚȣȊȈȚȤ 
Ȋșȍ ȌȖșȚțȗȕȣȍ Ȋ ȖȉȡȍșȚȊȍȕȕȖȑ ȉȍșȗȘȖȊȖȌȕȖȑ șȍȚȐ HTML cookies. ǷȍȘȍȝȊȈȚ 
HTML cookies ȉȣȓ ȊȖȏȔȖȎȍȕ ȏȈȌȖȓȋȖ ȌȖ ȗȖȧȊȓȍȕȐȧ Firesheep, ȕȖ ȐȔȍȕȕȖ ȥȚȈ 
ȗȘȖȋȘȈȔȔȈ șȌȍȓȈȓȈ ȥȚȖȚ ȗȘȖȞȍșș ȚȈȒȐȔ Ȏȍ ȗȘȖșȚȣȔ, ȒȈȒ ȏȈȗțșȒ ȉȘȈțȏȍȘȈ. ǹ 
ȗȖȧȊȓȍȕȐȍȔ Firesheep ȔȕȖȋȐȍ ȖȉȡȍșȚȊȍȕȕȣȍ ȏȈȊȍȌȍȕȐȧ șȍȘȤȍȏȕȖ ȏȈȌțȔȈȓȐșȤ Ȗ 
ȉȍȏȖȗȈșȕȖșȚȐ șȊȖȐȝ ȉȍșȗȘȖȊȖȌȕȣȝ șȍȚȍȑ (Ȉ ȚȈȒȎȍ Ȋȍȉ-șȈȑȚȖȊ). 
 

ǯȈȡȐȚȈ ȉȍșȗȘȖȊȖȌȕȣȝ șȍȚȍȑ     

ǹȗȖșȖȉȖȊ ȏȈȡȐȚȣ șțȡȍșȚȊțȍȚ ȕȍ ȔȍȕȤȠȍ, ȟȍȔ șȗȖșȖȉȖȊ ȈȚȈȒȐ. 

“ǷȘȣȋȈȦȡȐȍ ȟȈșȚȖȚȣ”   
ǶȌȕȈ Ȑȏ ȋȓȈȊȕȣȝ ȗȘȖȉȓȍȔ Ȋșȍȝ ȉȍșȗȘȖȊȖȌȕȣȝ ȚȍȝȕȖȓȖȋȐȑ ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȚȖȔ, 
ȟȚȖ ȔȖȎȕȖ ȓȍȋȒȖ șȖȏȌȈȊȈȚȤ ȗȖȔȍȝȐ Ȍȓȧ Ȑȝ ȘȈȉȖȚȣ. ǪȖ ȊȘȍȔȧ ǪȚȖȘȖȑ ǴȐȘȖȊȖȑ 
ǪȖȑȕȣ ȐȏȊȍșȚȕȈȧ ȋȖȓȓȐȊțȌșȒȈȧ ȈȒȚȘȐșȈ ǽȍȌȐ ǳȈȔȈȘȘ (șȖȊȔȍșȚȕȖ șȖ șȊȖȐȔ 
ȗȈȘȚȕȍȘȖȔ, ȒȖȔȗȖȏȐȚȖȘȖȔ ǬȎȖȘȌȎȍȔ ǨȕȚȍȑȓȖȔ) ȐȏȖȉȘȍȓȈ Ȑ ȏȈȗȈȚȍȕȚȖȊȈȓȈ 
ȚȍȝȕȖȓȖȋȐȦ “ǷșȍȊȌȖșȓțȟȈȑȕȖȑ ȗȍȘȍșȚȘȖȑȒȐ ȘȈȉȖȟȍȑ ȟȈșȚȖȚȣ”. ǺȈȒȖȑ ȔȍȚȖȌ 
ȗȍȘȍȌȈȟȐ ȐȕȜȖȘȔȈȞȐȐ ȐșȗȖȓȤȏțȍȚșȧ Ȋ ȒȈȟȍșȚȊȍ ȔȍȝȈȕȐȏȔȈ ȏȈȡȐȚȣ, ȚȈȒ ȒȈȒ 
șȐȋȕȈȓ ȗȍȘȍȌȈȍȚșȧ ȕȈ ȘȈȏȕȣȝ ȕȍșțȡȐȝ ȟȈșȚȖȚȈȝ (ȒȖȚȖȘȣȍ ȖȟȍȕȤ ȉȣșȚȘȖ 
ȔȍȕȧȦȚșȧ), ȐȏȊȍșȚȕȣȝ (ȐȓȐ ȘȈșșȟȐȚȣȊȈȍȔȣȝ) ȚȖȓȤȒȖ ȖȚȗȘȈȊȐȚȍȓȦ Ȑ 
ȗȖȓțȟȈȚȍȓȦ. ǺȖȔț, ȒȚȖ ȏȈȝȖȟȍȚ ȗȘȍȘȊȈȚȤ șȐȋȕȈȓ ȗȘȐȌȍȚșȧ ȋȓțȠȐȚȤ ȠȐȘȖȒȐȑ 
șȗȍȒȚȘ ȟȈșȚȖȚ. ǩȍȏ ȚȈȒȖȋȖ ȔȍȝȈȕȐȏȔȈ ȏȈȡȐȚȣ, ț ȕȈș ȉȣ șȍȑȟȈș ȕȍ ȉȣȓȖ ȔȕȖȋȐȝ 
ȉȍșȗȘȖȊȖȌȕȣȝ ȚȍȝȕȖȓȖȋȐȑ. ǷȖȟȐȚȈȑȚȍ Ȗȉ ȖȚȒȘȣȚȐȐ ǳȈȔȈȘȘ. ǴȖȧ ȓȦȉȐȔȈȧ ȒȕȐȋȈ 
ȕȈ ȥȚț ȚȍȔț - ȒȕȐȋȈ ǸȐȟȈȘȌȈ ǸȖȌșȈ Hedy’s Folly. 
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ǷȘȍȌȊȈȘȐȚȍȓȤȕȈȧ ǰȌȍȕȚȐȜȐȒȈȞȐȧ  
ǪȖ ȔȕȖȋȐȝ ȉȍșȗȘȖȊȖȌȕȣȝ ȚȍȝȕȖȓȖȋȐȧȝ ȍșȚȤ ȔȍȝȈȕȐȏȔȣ ȏȈȡȐȚȣ, ȒȖȚȖȘȣȍ 
ȗȖȏȊȖȓȧȦȚ ȖșțȡȍșȚȊȓȧȚȤ ȗȖȌȒȓȦȟȍȕȐȍ ȚȖȓȤȒȖ ȖȗȘȍȌȍȓȍȕȕȣȔ ȒȓȐȍȕȚȈȔ. 
ǵȈȗȘȐȔȍȘ, ȔȕȖȋȐȍ ȚȖȟȒȐ ȌȖșȚțȗȈ, ȘȈȉȖȚȈȦȡȐȍ ș ȗȘȖȚȖȒȖȓȖȔ 802.11, ȘȈȏȘȍȠȈȦȚ 
ȗȖȌȒȓȦȟȍȕȐȍ ȚȖȓȤȒȖ țșȚȘȖȑșȚȊȈȔ ș ȖȗȘȍȌȍȓȍȕȕȣȔ MAC-ȈȌȘȍșȖȔ. ǺȈȒȎȍ ȚȖȟȒȐ 
ȌȖșȚțȗȈ ȔȖȋțȚ ȗȘȐȕȐȔȈȚȤ ȚȖȓȤȒȖ ȞȐȜȘȖȊȣȍ șȍȘȚȐȜȐȒȈȚȣ, ȗȖȓțȟȍȕȕȣȍ ȖȚ 
ȖȗȘȍȌȍȓȍȕȕȣȝ, ȌȖȊȍȘȍȕȕȣȝ ȞȍȕȚȘȖȊ șȍȘȚȐȜȐȒȈȞȐȐ ȐȓȐ ȘȈȉȖȚȈȚȤ ȚȖȓȤȒȖ ș 
țșȚȘȖȑșȚȊȈȔȐ ș ȖȗȘȍȌȍȓȍȕȕȣȔ ȜȐȏȐȟȍșȒȐȔ ȈȌȘȍșȖȔ. ǴȖȎȍȚ ȐșȗȖȓȤȏȖȊȈȚȤșȧ 
ȓȦȉȖȑ ȗȈȘȈȔȍȚȘ ȐȌȍȕȚȐȜȐȒȈȞȐȐ. 

ǻșȚȖȑȟȐȊȣȍ ȗȘȖȚȖȒȖȓȣ  
ǳțȟȠȈȧ ȏȈȡȐȚȈ - ȥȚȖ țșȚȖȑȟȐȊȣȑ ȗȘȖȚȖȒȖȓ. ǹȚȈȕȌȈȘȚ 802.11 șȕȈȟȈȓȈ 
ȐșȗȖȓȤȏȖȊȈȓ ȗȘȖȚȖȒȖȓ Wired Equivalent Privacy (WEP), ȖȌȕȈȒȖ ȗȖȏȎȍ Ȋ ȕȍȔ ȉȣȓȐ 
ȖȉȕȈȘțȎȍȕȣ șȍȘȤȍȏȕȣȍ țȧȏȊȐȔȖșȚȐ, Ȑ Ȗȕ ȉȖȓȤȠȍ ȕȍ ȐșȗȖȓȤȏțȍȚșȧ. ǭȋȖ ȏȈȔȍȕȐȓȐ 
ȗȘȖȚȖȒȖȓȖȔ Wi-Fi Protected Access (WPA), ȒȖȚȖȘȣȑ ș Țȍȝ ȗȖȘ ȌȖȒȈȏȈȓ șȊȖȦ 
țșȚȖȑȟȐȊȖșȚȤ. WPA ȔȖȎȍȚ ȘȈȉȖȚȈȚȤ ș ȗȈȘȖȓȧȔȐ, ȞȐȜȘȖȊȣȔȐ șȍȘȚȐȜȐȒȈȚȈȔȐ Ȑ 
ȌȘțȋȐȔȐ ȒȖȘȗȖȘȈȚȐȊȕȣȔȐ ȔȍȚȖȌȈȔȐ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ. ǷȘȖȚȐȊ ȘȈȏȓȐȟȕȣȝ ȊȍȘșȐȑ 
WPA ȉȣȓȖ ȗȘȐȔȍȕȍȕȖ ȕȍșȒȖȓȤȒȖ țșȗȍȠȕȣȝ ȈȚȈȒ, ȕȖ, ȚȍȔ ȕȍ Ȕȍȕȍȍ, Ȑȝ ȉȣȓȖ 
ȋȖȘȈȏȌȖ ȔȍȕȤȠȍ, ȟȍȔ ȗȘȍȌșȒȈȏȣȊȈȓȐ ȔȕȖȋȐȍ ȥȒșȗȍȘȚȣ, Ȉ ȗȖșȓȍȌșȚȊȐȧ 
ȉȖȓȤȠȐȕșȚȊȈ ȈȚȈȒ ȔȖȎȕȖ țșȚȘȈȕȐȚȤ, ȗȘȐȔȍȕȐȊ ȌȘțȋȖȑ ȔȍȚȖȌ ȘȈȉȖȚȣ WPA. 
 

ǬȓȐȕȕȣȍ ȗȈȘȖȓȐ      
ǭșȓȐ Ȍȓȧ ȗȖȌȒȓȦȟȍȕȐȧ Ȓ ȉȍșȗȘȖȊȖȌȕȖȑ ȚȖȟȒȍ ȌȖșȚțȗȈ ȕȍȖȉȝȖȌȐȔ ȗȈȘȖȓȤ, ȚȖ Ȗȕ 
ȌȖȓȎȍȕ ȉȣȚȤ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȌȓȐȕȕȣȔ (ȖȚ 30 șȐȔȊȖȓȖȊ). ǺȈȒȎȍ, ȗȈȘȖȓȤ 
ȈȌȔȐȕȐșȚȘȈȚȖȘȈ AP ȕȍȖȉȝȖȌȐȔȖ ȐȏȔȍȕȐȚȤ șȖ șȚȈȕȌȈȘȚȕȖȋȖ ȕȈ ȌȓȐȕȕȣȑ Ȑ 
șȓȖȎȕȣȑ. 

ǻșȚȈȕȖȊȒȈ ȗȈȚȟȍȑ ȚȖȟȒȐ ȌȖșȚțȗȈ     
ǿȈșȚȖ, ȚȖȟȒȐ ȌȖșȚțȗȈ ȐȔȍȦȚ țȧȏȊȐȔȖșȚȐ, ȗȖȥȚȖȔț ȕȍȖȉȝȖȌȐȔȖ ȊȖȊȘȍȔȧ 
țșȚȈȕȈȊȓȐȊȈȚȤ ȗȈȚȟȐ ȖȚ ȗȘȖȐȏȊȖȌȐȚȍȓȧ.  

ЭȓȍȒȚȘȖȔȈȋȕȐȚȕȖȍ ȥȒȘȈȕȐȘȖȊȈȕȐȍ              
Ǭȓȧ ȗȘȍȌȖȚȊȘȈȡȍȕȐȧ ȈȚȈȒ ȕȈ ȉȍșȗȘȖȊȖȌȕȣȍ ȚȍȝȕȖȓȖȋȐȐ, ȒȈȒ, ȕȈȗȘȐȔȍȘ, ȈȚȈȒȐ 
ȕȈ ȗȓȈșȚȐȒȖȊȣȍ ȒȈȘȚȣ ș RFID, ȗȖȊȍȘȝ ȗȍȘȍȌȈȚȟȐȒȈ (ȐȓȐ ȊșȍȋȖ țșȚȘȖȑșȚȊȈ) 
țșȚȈȕȈȊȓȐȊȈȦȚ ȥȓȍȒȚȘȖȔȈȋȕȐȚȕȣȑ ȥȒȘȈȕ, ȕȍ ȌȖȗțșȒȈȦȡȐȑ ȗȘȖșȓțȠȐȊȈȕȐȍ. ǲ 
ȥȓȍȒȚȘȖȔȈȋȕȐȚȕȖȔț ȥȒȘȈȕȐȘȖȊȈȕȐȦ ȚȈȒȎȍ ȖȚȕȖșȧȚșȧ ȥȒȘȈȕȐȘȖȊȈȕȐȍ ЭǴǷ, 
ȘȈȌȐȖȟȈșȚȖȚȕȈȧ ȏȈȡȐȚȈ ȐȓȐ ǲȓȍȚȒȈ ǼȈȘȈȌȍȧ. Ǫ ȕȍȒȖȚȖȘȣȝ ȥȓȍȒȚȘȖȕȕȣȝ 
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țșȚȘȖȑșȚȊȈȝ, ȕȈȗȘȐȔȍȘ, ȔȖȉȐȓȤȕȣȝ ȚȍȓȍȜȖȕȈȝ, ȍșȚȤ ȊșȚȘȖȍȕȕȈȧ ȏȈȡȐȚȈ, ȕȖ, ȒȈȒ 
ȗȘȈȊȐȓȖ, Țȍ, ȒȚȖ ȉȍșȗȖȒȖȧȚșȧ Ȗ ȗȘȖșȓțȠȐȊȈȕȐȐ ȥȓȍȒȚȘȖȔȈȋȕȐȚȕȣȝ ȊȖȓȕ 
ȗȖȒțȗȈȦȚ ȥȒȘȈȕȣ ȖȚ șȚȖȘȖȕȕȐȝ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ. ЭȒȘȈȕȣ ȚȈȒȎȍ ȐșȗȖȓȤȏțȦȚșȧ Ȋ 
ȒȈȉȍȓȧȝ, ȕȈȗȘȐȔȍȘ Ȋ ȖȉȣȟȕȖȔ ȚȍȓȍȊȐȏȐȖȕȕȖȔ ȒȈȉȍȓȍ, Ȍȓȧ ȗȘȍȌȖȚȊȘȈȡȍȕȐȧ 
ȗȘȍȘȣȊȈȕȐȧ șȐȋȕȈȓȈ. 
   ǹțȡȍșȚȊțȍȚ ȋȖȘȈȏȌȖ ȉȖȓȤȠȍ șȗȖșȖȉȖȊ ȊȏȓȖȔȈ ȉȍșȗȘȖȊȖȌȕȣȝ ȚȍȝȕȖȓȖȋȐȑ Ȑ 
ȋȖȘȈȏȌȖ ȉȖȓȤȠȍ șȗȖșȖȉȖȊ Ȑȝ ȏȈȡȐȚȣ, ȟȍȔ ȔȖȎȍȚ ȔȖȎȍȚ țȔȍșȚȐȚȤșȧ Ȋ ȖȌȕȖȑ 
ȔȈȓȍȕȤȒȖȑ ȋȓȈȊȍ, ȕȖ ȧ ȕȈȌȍȦșȤ, ȟȚȖ ȖȗȐșȈȓ șȈȔȣȍ ȖșȕȖȊȕȣȍ.  
   Ǫ ǫȓȈȊȍ 24 ȗȘȍȌșȚȈȊȓȍȕ ǺȖȔȈș Ȍ’ǶȚȘȍȗ Ȍȍ ǩțȊȍȚ, șȖȏȌȈȚȍȓȤ ȗȘȐȓȖȎȍȕȐȧ Ȍȓȧ 
ȚȍșȚȐȘȖȊȈȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ Wi-Fi-șȍȚȍȑ, ȒȖȚȖȘȖȍ ȕȈȏȣȊȈȍȚșȧ «Aircrack-ng». 
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ǫȓȈȊȈ 24. ǷȘȖȜȐȓȤ: ǺȖȔȈș Ȍ’ǶȚȘȍȗ Ȍȍ 
ǩțȊȍȚ 

 

 

 

ǷȘȍȌȣȌțȡȈȧ ȋȓȈȊȈ ȉȣȓȈ ȗȖșȊȧȡȍȕȈ ȊȏȓȖȔț ȉȍșȗȘȖȊȖȌȕȣȝ ȚȍȝȕȖȓȖȋȐȑ, Ȑ șȈȔȣȑ 
țȊȈȎȈȍȔȣȑ ȟȍȓȖȊȍȒ Ȋ șȖȖȉȡȍșȚȊȍ ȝȈȒȍȘȖȊ, șȗȍȞȐȈȓȐȏȐȘțȦȡȐȝșȧ ȕȈ ȥȚȐȝ 
ȚȍȝȕȖȓȖȋȐȧȝ - ȥȚȖ ǺȖȔȈș Ȍ’ǶȚȘȍȗ Ȍȍ ǩțȊȍȚ, șȖȏȌȈȚȍȓȤ Aircrack-Ng 

(http://aircrackng.org/). Aircrack-Ng - ȥȚȖ șȈȔȣȑ ȗȖȗțȓȧȘȕȣȑ, ȉȍșȗȓȈȚȕȣȑ 
ȐȕșȚȘțȔȍȕȚ Ȍȓȧ ȗȘȖȊȍȘȒȐ ȉȍȏȖȗȈșȕȖșȚȐ Wi-Fi șȍȚȍȑ, ȒȖȚȖȘȣȑ șȖșȚȖȐȚ Ȑȏ 16 
ȘȈȏȓȐȟȕȣȝ ȗȘȖȋȘȈȔȔ. ǪȗȍȘȊȣȍ, ǺȖȔȈș ȊȣȗțșȚȐȓ Aircrack-Ng Ȋ 2006-ȖȔ. ǹȍȋȖȌȕȧ 
ȥȚȈ țȚȐȓȐȚȈ, ȗȖ țȔȖȓȟȈȕȐȦ, ȍșȚȤ Ȋ ȒȈȎȌȖȔ ȌȐșȚȘȐȉțȚȐȊȍ Linux, Ȑ, ȒȈȒ ȗȘȈȊȐȓȖ, 
ȐșȗȖȓȤȏțȍȚșȧ Ȍȓȧ ȗȘȖȊȍȘȒȐ Ȑ ȊȏȓȖȔȈ Wi-Fi șȍȚȍȑ ȗȍȘȍȌ ȗȖȒțȗȒȖȑ ȒȖȔȔȍȘȟȍșȒȖȋȖ 
ȗȘȖȌțȒȚȈ ș ȚȍȔ Ȏȍ ȕȈȏȕȈȟȍȕȐȍȔ. ǶȕȈ ȕȈșȚȖȓȤȒȖ ȗȖȗțȓȧȘȕȈ, ȟȚȖ ȗȖȧȊȓȧȍȚșȧ Ȋ 
ȚȍȓȍȠȖț Ȑ ȜȐȓȤȔȈȝ (http://aircrack-ng.org/movies.html), ȋȌȍ ȝȖȚȧȚ ȘȍȈȓȐșȚȐȟȕȖ 
ȗȖȒȈȏȈȚȤ șțȗȍȘȝȈȒȍȘȈ. ǺȈȒȎȍ ǺȖȔȈș ȘȈȏȘȈȉȖȚȈȓ Ȑ ȊȣȗțșȚȐȓ ȗȘȖȋȘȈȔȔț 
ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ Ȍȓȧ ȉȍșȗȘȖȊȖȌȕȣȝ șȍȚȍȑ, ȒȖȚȖȘȈȧ ȕȈȏȣȊȈȍȚșȧ 
«OpenWIPS-ng» (http://www.openwips-ng.org/).  

   ȇ șȗȘȖșȐȓ ȍȋȖ, ȒȈȒ Ȗȕ ȗȖȗȈȓ Ȋ șȜȍȘț ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ 
ȖȚȊȍȚȐȓ: “ȇ ȖȟȍȕȤ ȘȈȕȖ ȕȈȟȈȓ ȐȕȚȍȘȍșȖȊȈȚȤșȧ ȒȖȔȗȤȦȚȍȘȈȔȐ, Ȕȕȍ ȉȣȓȖ ȓȍȚ 
ȠȍșȚȤ ȐȓȐ ȊȖșȍȔȤ. ȇ șȘȈȏț ȏȈȐȕȚȍȘȍșȖȊȈȓșȧ ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȍȔ, Ȑ țȎȍ ȚȖȋȌȈ 
ȕȈȗȐșȈȓ ȗȘȖșȚȍȕȤȒțȦ ȐȋȘț. ǲȈȒ Ȑ ȓȦȉȖȑ ȘȍȉȍȕȖȒ, ȧ șȕȈȟȈȓȈ ȐȋȘȈȓ Ȋ 
ȒȖȔȗȤȦȚȍȘȕȣȍ ȐȋȘȣ, ȗȖȒȈ ȖȕȐ Ȕȕȍ ȕȍ ȕȈȌȖȍȓȐ. ǺȖȋȌȈ ȧ ȘȍȠȐȓ ȗȖȟȐȚȈȚȤ ȒȕȐȋȐ, 
ȒȖȚȖȘȣȍ ȠȓȐ ș ȒȖȔȗȤȦȚȍȘȖȔ Ȑ țȏȕȈȓ, ȟȚȖ ȕȈ ȕȍȔ ȔȖȎȕȖ ȗȘȖȋȘȈȔȔȐȘȖȊȈȚȤ. ǴȖȑ 
ȘȖȌȕȖȑ ȧȏȣȒ ȜȘȈȕȞțȏșȒȐȑ, Ȉ Ȋșȍ ȘțȒȖȊȖȌșȚȊȈ ȉȣȓȐ ȕȈ ȈȕȋȓȐȑșȒȖȔ, Ȑ ȉȣȓȖ 
ȕȍȓȍȋȒȖ ȘȈȏȖȉȘȈȚȤșȧ, ȒȈȒ ȗȖȗȈșȚȤ Ȋ ȘȍȎȐȔ “ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ” ȒȖȚȖȘȣȑ ȉȣȓ 
ȗȖȝȖȎ ȕȈ BASIC. ǩȖȓȍȍ ȚȖȋȖ, ȕȍȓȤȏȧ ȉȣȓȖ șȖȝȘȈȕȐȚȤ șȊȖȑ ȒȖȌ, ȗȖȥȚȖȔț ȧ ȉȣȓ 
ȊȣȕțȎȌȍȕ ȏȈȗȐșȣȊȈȚȤ ȍȋȖ ȕȈ ȉțȔȈȋȍ. ȇ Ȑ șȍȑȟȈș ȗȖȔȕȦ, ȟȚȖ ȥȚȖ ȉȣȓȈ ȏȈ ȐȋȘȈ, Ȑ 
ȒȈȒ ȍȍ ȗȘȖȑȚȐ.  
   ǯȈȚȍȔ ȧ țȊȐȌȍȓ ȗȘȖȋȘȈȔȔț Aircrack, ȒȖȚȖȘțȦ ȐȏȕȈȟȈȓȤȕȖ ȕȈȗȐșȈȓ ǲȘȐșȚȖȜ 
ǬȍȊȐȕ, Ȑ ȗȖșȓȍ ȥȚȖȋȖ, ȧ ȕȈȟȈȓ ȐȕȚȍȘȍșȖȊȈȚȤșȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ. 
ȇ țȟȈșȚȊȖȊȈȓ Ȋ ȍȍ ȌȖȘȈȉȖȚȒȍ, ȌȍȓȈȓ ȕȍȉȖȓȤȠȐȍ ȗȈȚȟȐ, ȟȚȖȉȣ ȗȖȗȘȈȊȐȚȤ 
ȘȈȏȓȐȟȕȣȍ ȕȍȌȖȟȍȚȣ, Ȉ ȏȈȚȍȔ, Ȋ ȌȍȒȈȉȘȍ 2005-ȋȖ, ȍȍ șȖȏȌȈȚȍȓȤ ȊȕȍȏȈȗȕȖ țȠȍȓ 
Ȑȏ ȗȘȖȍȒȚȈ. Ƕȕ ȉȣȓ ȍȌȐȕșȚȊȍȕȕȣȔ ȘȈȏȘȈȉȖȚȟȐȒȖȔ, Ȑ ȚȖȋȌȈ, ȥȚȈ țȚȐȓȐȚȈ 
ȊȖșȗȘȐȕȐȔȈȓȈșȤ ȚȖȓȤȒȖ Ȋ ȒȈȟȍșȚȊȍ ȐȕșȚȘțȔȍȕȚȈ Ȍȓȧ ȊȏȓȖȔȈ șȖșȍȌșȒȖȋȖ WEP-

ȒȓȦȟȈ. Ƕȕ ȊȕȍȏȈȗȕȖ Ȑșȟȍȏ Ȑȏ ȒȈȕȈȓȈ Ȋ IRC, Ȑ ȉȖȓȤȠȍ ȕȐȒȖȋȌȈ ȕȍ ȏȈȝȖȌȐȓ ȚțȌȈ. 
ǯȈȚȍȔ Ȋ ȥȚȖȔ ȒȈȕȈȓȍ șȚȈȓȐ ȘȈșȗȘȖșȚȘȈȕȧȚșȧ șȓțȝȐ Ȗ ȚȖȔ, ȟȚȖ ȗȘȖȐȏȖȠȓȖ, ȧ 
ȌțȔȈȦ, Ȑȝ ȘȈșȗȘȖșȚȘȈȕȧȓȐ ȍȋȖ ȌȘțȏȤȧ… ȥȚȐȝ șȓțȝȖȊ ȉȣȓȖ ȌȖșȚȈȚȖȟȕȖ, ȟȚȖȉȣ ȧ 
ȕȈȟȈȓ șȒȈȟȐȊȈȚȤ Ȋșȍ ȘȍșțȘșȣ, ȘȍȓȐȏȣ Ȑ Ȋșȍ, ȟȚȖ ȉȣȓȖ șȊȧȏȈȕȖ ș ȥȚȖȑ 
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ȗȘȖȋȘȈȔȔȖȑ, ȗȍȘȍȌ ȚȍȔ, ȒȈȒ ȕȍșȒȖȓȤȒȖ Ȍȕȍȑ șȗțșȚȧ, șȍȘȊȍȘ ȗȖȓȕȖșȚȤȦ ȉȣȓ 
ȖȚȒȓȦȟȍȕ. ǺȖȋȌȈ ȉȣȓȖ ȔȕȖȋȖ șȓțȝȖȊ Ȗ ȚȖȔ, ȟȚȖ ȗȘȖȐȏȖȠȓȖ ș ȘȈȏȘȈȉȖȚȟȐȒȖȔ, ȕȖ 
ȗȖȏȎȍ ȧ ȊșȚȘȍȟȈȓșȧ ș ȕȐȔ ȕȍșȒȖȓȤȒȖ ȘȈȏ, Ȑ țȏȕȈȓ, ȟȚȖ Ȗȕ ȗȘȖșȚȖ ȗȍȘȍȒȓȦȟȐȓșȧ 
ȕȈ șȊȖȦ ȕȈșȚȖȧȡțȦ ȘȈȉȖȚț, Ȑ ȚȖȋȌȈ ț ȕȍȋȖ ȉȣȓ ȊȣȉȖȘ, ȓȐȉȖ ȗȘȖȌȖȓȎȈȚȤ ȚȘȈȚȐȚȤ 
ȊȘȍȔȧ ȕȈ ȘȈȏȘȈȉȖȚȒț ȉȍșȗȓȈȚȕȖȑ ȗȘȖȋȘȈȔȔȣ ȐȓȐ șȖȝȘȈȕȐȚȤ șȊȖȦ ȘȈȉȖȚț. ǵȖ 
ȚȖȋȌȈ Ȕȣ ȍȡȍ ȕȍ ȏȕȈȓȐ, ȟȚȖ ȗȘȖȐȏȖȠȓȖ.  
   ǷȖșȓȍ ȚȘȍȝ ȔȍșȧȞȍȊ ȖȎȐȌȈȕȐȧ, ȧ ȘȍȠȐȓ șȌȍȓȈȚȤ șȖȉșȚȊȍȕȕțȦ ȊȍȘșȐȦ Aircrack. 
ЭȚȖ ȉȣȓ ȌȍȒȈȉȘȤ 2005-ȋȖ. ȇ ȕȐȒȖȋȌȈ ȕȍ ȗȖȓțȟȈȓ ȏȈ ȕȍȍ ȌȍȕȤȋȐ, ȕȖ Ȕȕȍ ȕȘȈȊȐȚșȧ 
ȘȈȉȖȚȈ ȕȈȌ ȥȚȐȔ ȗȘȖȍȒȚȖȔ, ȓȦȌȐ, ș ȒȖȚȖȘȣȔȐ ȧ ȗȖȏȕȈȒȖȔȐȓșȧ Ȑ șȈȔȈ 
ȘȈȏȘȈȉȖȚȒȈ. ǰ, ȝȖȚȧ ȧ ȕȐȒȖȋȌȈ ȕȍ ȗȖȓțȟȈȓ Ȍȍȕȍȋ ȏȈ Aircrack-Ng, ȉȓȈȋȖȌȈȘȧ ȥȚȖȑ 
ȗȘȖȋȘȈȔȔȍ, ȧ ȗȖȓțȟȐȓ ȘȈȉȖȚț. Ǵȕȍ ȊșȍȋȌȈ ȕȘȈȊȐȓȖșȤ ȊȏȓȈȔȣȊȈȚȤ șȊȖȦ 
șȖȉșȚȊȍȕȕțȦ șȍȚȤ. ǰ șȍȑȟȈș ȧ ȖȚȒȘȣȊȈȦ șȊȖȑ ȉȐȏȕȍș. ǬȈȎȍ ȔȖȐ ȘȖȌȐȚȍȓȐ ȉȣȓȐ 
ȗȘȖȚȐȊ ȚȖȋȖ, ȟȚȖȉȣ ȧ ȘȈȏȘȈȉȈȚȣȊȈȓ Aircrack-Ng, ȖȕȐ ȋȖȊȖȘȐȓȐ, ȟȚȖ Ȑȏ-ȏȈ ȥȚȖȋȖ ț 
Ȕȍȕȧ ȉțȌțȚ ȗȘȖȉȓȍȔȣ (ȒȖȋȌȈ ȧ ȚȖȓȤȒȖ ȕȈȟȐȕȈȓ), Ȑ ȧ, ȕȈ șȈȔȖȔ Ȍȍȓȍ, ȘȈȌ, ȟȚȖ ȕȍ 
ȗȖșȓțȠȈȓ Ȑȝ, ȗȖȚȖȔț ȟȚȖ ȥȚȖ ȖȌȕȈ Ȑȏ ȓțȟȠȐȝ Ȋȍȡȍȑ, ȒȖȚȖȘȣȍ șȖ ȔȕȖȑ 
ȗȘȖȐșȝȖȌȐȓȐ: ț Ȕȍȕȧ ȗȖȧȊȐȓȈșȤ ȊȖȏȔȖȎȕȖșȚȤ ȗȖȏȕȈȒȖȔȐȚȤșȧ ș ȖȚȓȐȟȕȣȔȐ 
ȓȦȌȤȔȐ, Ȉ ȉȖȓȤȠȐȕșȚȊȖ ȔȖȐȝ ȕȣȕȍȠȕȐȝ ȌȘțȏȍȑ - ȥȚȖ ȓȦȌȐ, ș ȒȖȚȖȘȣȔȐ ȧ ȚȈȒ 

ȐȓȐ ȐȕȈȟȍ ȗȖȏȕȈȒȖȔȐȓșȧ, ȉȓȈȋȖȌȈȘȧ ȥȚȖȔț ȗȘȖȍȒȚț”. 
   ȇ șȗȘȖșȐȓ ȍȋȖ, țȓțȟȠȐȓȈșȤ ȓȐ ȉȍȏȖȗȈșȕȖșȚȤ ȉȍșȗȘȖȊȖȌȕȣȝ ȚȍȝȕȖȓȖȋȐȑ ȏȈ ȥȚȐ 
ȋȖȌȣ. Ƕȕ șȒȈȏȈȓ: “ǬȈ, ȖȗȘȍȌȍȓȍȕȕȖ. ǲȖȋȌȈ ȧ ȚȖȓȤȒȖ ȕȈȟȐȕȈȓ, Ȍȓȧ ȌȖșȚțȗȈ Ȓ 
ȉȍșȗȘȖȊȖȌȕȖȑ șȍȚȐ ȌȖșȚȈȚȖȟȕȖ ȉȣȓȖ ȊȏȓȖȔȈȚȤ WEP-ȒȓȦȟ. ǹȍȑȟȈș WEP ȗȖȟȚȐ ȕȍ 
ȐșȗȖȓȤȏțȍȚșȧ. ǹȍȋȖȌȕȧ Ȋ ȉȍșȗȘȖȊȖȌȕȣȝ șȍȚȧȝ ȐșȗȖȓȤȏțȦȚșȧ WPA Ȑ WPA2 ș 
țșȚȖȑȟȐȊȣȔ ȠȐȜȘȖȊȈȕȐȍȔ. ǹȍȑȟȈș, ȟȚȖȉȣ ȊȏȓȖȔȈȚȤ ȉȍșȗȘȖȊȖȌȕțȦ șȍȚȤ, ȕțȎȕȖ 
ȕȈȑȚȐ țȧȏȊȐȔȖșȚȤ ȓȐȉȖ Ȋ șȈȔȖȔ ȟȐȗȍ (ȊȖȚ ȊȐȌȍȖ ș ȗȘȐȔȍȘȖȔ ȚȈȒȖȑ țȧȏȊȐȔȖșȚȐ: 
https://www.youtube.com/watch?v=4WEQpiyfb50), ȓȐȉȖ ȖȠȐȉȒț ȟȍȓȖȊȍȒȈ. ǴȖȎȕȖ 
ȗȘȐȔȍȕȐȚȤ șȈȔȖȍ ȕȈȌȍȎȕȖȍ ȠȐȜȘȖȊȈȕȐȍ Ȋ ȔȐȘȍ, ȕȖ, ȍșȓȐ ȗȘȖȐȏȊȖȌȐȚȍȓȤ ȐȓȐ 
ȒȓȐȍȕȚ ȐșȗȖȓȤȏțȍȚ ȗȈȘȖȓȤ Ȍȓȧ Wi-Fi Ȑȏ ȊȖșȤȔȐ șȐȔȊȖȓȖȊ, ȚȖ ȚȈȒțȦ șȍȚȤ ȔȖȎȕȖ 
ȊȏȓȖȔȈȚȤ. 

   ǭȡȍ ȖȌȐȕ ȗȘȐȔȍȘ: Ȋ ȋȖșȚȐȕȐȞȍ, ȋȌȍ ȧ ȗȖșȓȍȌȕȐȑ ȘȈȏ șȕȐȔȈȓ ȕȖȔȍȘ, Ȋ ȒȈȟȍșȚȊȍ 
ȗȈȘȖȓȧ Ȍȓȧ ȚȖȟȒȐ ȌȖșȚțȗȈ ȐșȗȖȓȤȏȖȊȈȓșȧ MAC-ȈȌȘȍș. Ǵȕȍ șȒȈȏȈȓȐ, ȟȚȖ ȕțȎȕȖ 
ȗȘȖșȚȖ ȗȍȘȍȊȍȘȕțȚȤ (ȘȖțȚȍȘ), ȟȚȖȉȣ țȏȕȈȚȤ ȗȈȘȖȓȤ. ǵț, ȚȈȒȖȑ ȗȈȘȖȓȤ ȔȖȎȕȖ 
ȓȍȋȒȖ țȏȕȈȚȤ, ȗȘȐ ȕȈȓȐȟȐȐ șȍȚȍȊȖȋȖ ȈȌȈȗȚȍȘȈ, ȘȈȉȖȚȈȦȡȍȋȖ Ȋ ȘȍȎȐȔȍ 
ȔȖȕȐȚȖȘȐȕȋȈ, Ȑ, șȒȖȘȍȍ ȊșȍȋȖ, ȧ ȉȣ șȔȖȋ ȘȈșȠȐȜȘȖȊȈȚȤ ȌȈȕȕȣȍ ȌȘțȋȐȝ ȎȐȓȤȞȖȊ, 
ȍșȓȐ ȉȣ ȏȈȝȖȚȍȓ. ǪȌȖȉȈȊȖȒ ȒȖ ȊșȍȔț, ȈȌȔȐȕȐșȚȘȈȞȐȧ ȋȖșȚȐȕȐȞȣ ȏȈȗȘȍȡȈȓȈ 
ȔȍȕȧȚȤ ȗȈȘȖȓȤ.  
   ǬȍȓȖ Ȋ ȚȖȔ, ȟȚȖ Ȋ țșȚȘȖȑșȚȊȈȝ ȕȍȒȖȚȖȘȣȝ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ ȍșȚȤ 
ȗȘȍȌȊȈȘȐȚȍȓȤȕȖ șȋȍȕȍȘȐȘȖȊȈȕȕȈȧ ȗȈȘȖȓȤȕȈȧ ȜȘȈȏȈ, ȒȖȚȖȘȈȧ, ȒȈȒ ȗȘȈȊȐȓȖ, 
ȗȘȍȌșȚȈȊȓȧȍȚ Ȑȏ șȍȉȧ ȝȍȠ, ȖșȕȖȊȈȕȕȣȑ ȕȈ MAC-ȈȌȘȍșȍ, Ȋ ȒȖȚȖȘȖȔ șȐȔȊȖȓȣ 
ȗȍȘȍȔȍȠȈȕȣ ȘȈȏȓȐȟȕȣȔȐ șȗȖșȖȉȈȔȐ. ǵȈȋȓȧȌȕȣȑ ȗȘȐȔȍȘ: ȗȘȖȊȖȌȕȖȑ ȔȖȌȍȔ ȖȚ 
(ȗȖȗțȓȧȘȕȖȋȖ ȗȘȖȐȏȊȖȌȐȚȍȓȧ) ȏȈȡȐȡȍȕ WPA (ȐȓȐ WPA2), Ȑ ȗȈȘȖȓȤȕȈȧ ȜȘȈȏȈ 
șȖșȚȖȐȚ Ȑȏ ȟȍȚȣȘȍȝ ȉțȒȊ ȕȈȏȊȈȕȐȧ ȗȘȖȐȏȊȖȌȐȚȍȓȧ, ȏȈ ȒȖȚȖȘȣȔȐ șȓȍȌțȦȚ 
ȗȖșȓȍȌȕȐȍ ȟȍȚȣȘȍ ȠȍșȚȕȈȌȞȈȚȍȘȐȟȕȖȑ ȏȈȗȐșȐ MAC-ȈȌȘȍșȈ. ЭȚȖ ȖȏȕȈȟȈȍȚ, ȟȚȖ 
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ȕțȎȕȖ, Ȋ ȝțȌȠȍȔ șȓțȟȈȍ, ȗȍȘȍȉȘȈȚȤ ȊșȍȋȖ 10 000 ȒȖȔȉȐȕȈȞȐȑ, ȟȚȖȉȣ ȕȈȑȚȐ 
ȊȍȘȕȣȑ ȒȓȦȟ (ȕȈ ȟȚȖ, ȔȈȒșȐȔțȔ, ȗȖȚȘȍȉțȍȚșȧ ȔȐȕțȚȈ ȐȓȐ ȌȊȍ)”. 
   ȇ șȗȘȖșȐȓ, Ȋ ȟȍȔ ȗȖ ȔȕȍȕȐȦ ǺȖȔȈșȈ, ȏȈȒȓȦȟȈȍȚșȧ ȋȓȈȊȕȈȧ ȗȘȖȉȓȍȔȈ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ șȒȈȏȈȓ: “Ǫ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ ȔȕȖȋȖ șȍȘȤȍȏȕȣȝ ȗȘȖȉȓȍȔ, ȕȖ ȋȓȈȊȕȣȑ ȐșȚȖȟȕȐȒ Ȋșȍȝ ȥȚȐȝ 
ȗȘȖȉȓȍȔ - ȥȚȖ șȈȔȐ ȗȖȓȤȏȖȊȈȚȍȓȐ. ǶȕȐ ȝȖȚȧȚ țȌȖȉșȚȊȖ Ȑ ȉȍȏȖȗȈșȕȖșȚȤ 
(ȕȈȗȘȐȔȍȘ, ȟȈșȚȕȣȝ ȌȈȕȕȣȝ, ȠȐȜȘȖȊȈȕȐȧ). ǵȖ ȉȍȏȖȗȈșȕȖșȚȤ Ȑ țȌȖȉșȚȊȖ - ȥȚȖ, 
ȗȖ șțȚȐ, ȊȘȈȋȐ. ǵȍȓȤȏȧ ȗȖȓțȟȐȚȤ Ȑ ȚȖ Ȑ ȌȘțȋȖȍ ȖȌȕȖȊȘȍȔȍȕȕȖ. ǿȍȔ ȉȖȓȤȠȍ 
țȌȖȉșȚȊȈ, ȚȍȔ ȔȍȕȤȠȍ ȉȍȏȖȗȈșȕȖșȚȐ. ǰ, șȈȔȖ șȖȉȖȑ, ȗȖȊȣȠȍȕȐȍ țȘȖȊȕȧ 

ȉȍȏȖȗȈșȕȖșȚȐ ȏȕȈȟȐȚȍȓȤȕȖ țȔȍȕȤȠȈȍȚ țȌȖȉșȚȊȖ ȐșȗȖȓȤȏȖȊȈȕȐȧ”.  
 

 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǺȖȔȈșȍ ǶȚȘȍȗȗȍ Ȍȍ ǩțȊȍȚȚȍ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǺȖȔȈșȍ ǶȚȘȍȗȗȍ Ȍȍ ǩțȊȍȚȚȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǪȐȌȍȖ ǺȖȔȈșȈ ǶȚȘȍȗȗȍ Ȍȍ ǩțȊȍȚȚȍ Ȑ ǸȐȒȈ ǼȈȘȐȕȣ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ 
ȉȍșȗȘȖȊȖȌȕȣȝ șȍȚȍȑ ș ȗȘȍȏȍȕȚȈȞȐȐ DEF CON: 
https://www.youtube.com/watch?v=XqPPqqV_884  

- ǹȓȈȑȌȣ ǺȖȔȈșȈ ǶȚȘȍȗȗȍ Ȍȍ ǩțȊȍȚȚȍ Ȑ ǸȐȒȈ ǼȈȘȐȕȣ ș ȗȘȍȏȍȕȚȈȞȐȐ DEF 
CON Ȋ ȜȖȘȔȈȚȍ PDF: https://defcon.org/images/defcon-16/dc16-

presentations/defcon-16-de_bouvette-farina.pdf  
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ǫȓȈȊȈ 25. ǺȍșȚȐȘȖȊȈȕȐȍ ȕȈ 
ǷȘȖȕȐȒȕȖȊȍȕȐȍ 

       

 

 

ЭȚȈ ȋȓȈȊȈ ȖȗȐșȣȊȈȍȚ ȚȘȍȉȖȊȈȕȐȧ, ȒȖȚȖȘȣȍ ȌȍȓȈȦȚ Ȑȏ ȝȈȒȍȘȈ 
ȗȘȖȜȍșșȐȖȕȈȓȤȕȖȋȖ ȗȍȕȚȍșȚȍȘȈ, ȘȈȉȖȚȈȦȡȍȋȖ ȗȖ ȌȖȋȖȊȖȘț, ȗȓȦș, Ȋ ȕȍȑ ȉțȌțȚ 
șȖȊȍȚȣ, ȒȖȚȖȘȣȍ ȔȖȋțȚ ȗȖȔȖȟȤ ȗȘȖȌȊȐȎȍȕȐȦ ȒȈȘȤȍȘȣ ȗȍȕȚȍșȚȍȘȖȊ. ǲȘȖȔȍ ȚȖȋȖ, 
ȧ ȘȈșșȒȈȎț Ȗ șȈȔȣȝ ȊȖșȚȘȍȉȖȊȈȕȕȣȝ șȍȘȚȐȜȐȒȈȚȈȝ. 
 

ǹȈȔȣȍ ȧȘȒȐȍ ȔȖȔȍȕȚȣ Ȋ ȔȖȍȑ ȒȈȘȤȍȘȍ ȗȍȕȚȍșȚȍȘȈ   

ǩȍȏ șȖȔȕȍȕȐȧ, ȗȍȘȐȖȌ ȘȈȉȖȚȣ ȗȍȕȚȍșȚȍȘȖȔ ȉȣȓ ȖȌȕȐȔ Ȑȏ șȈȔȣȝ țȊȓȍȒȈȚȍȓȤȕȣȝ 

Ȋ ȔȖȍȑ ȒȈȘȤȍȘȍ. ǪȏȓȈȔȣȊȈȚȤ ȊȍșȍȓȖ. ǹȓȖȎȕȖ ȊȣȉȘȈȚȤ ȓțȟȠȐȍ ȗȘȖȍȒȚȣ, Ȋ 
ȒȖȚȖȘȣȝ ȧ țȟȈșȚȊȖȊȈȓ, ȕȖ Ȋ șȓȍȌțȦȡȐȝ ȘȈȏȌȍȓȈȝ ȖȗȐșȈȕȣ șȈȔȣȍ 
ȏȈȗȖȔȕȐȊȠȐȍșȧ ȔȖȔȍȕȚȣ. 

ǲȈȒ Ȕȣ ȊȏȓȖȔȈȓȐ Ȋșȍ ǺǪ-ȗȘȐșȚȈȊȒȐ Ȋ șȚȘȈȕȍ.                 
ǵȈș ȕȈȕȧȓȐ, ȟȚȖȉȣ ȗȘȖȚȍșȚȐȘȖȊȈȚȤ ȕȖȊțȦ ǺǪ-ȗȘȐșȚȈȊȒț, ȒȖȚȖȘțȦ șȖȉȐȘȈȓȈșȤ 
ȊȣȗțșȚȐȚȤ ȒȘțȗȕȍȑȠȈȧ Ȋ ȔȐȘȍ ȒȈȉȍȓȤȕȈȧ ȒȖȔȗȈȕȐȧ. ȇ ȐșȗȖȓȤȏȖȊȈȓ șȒȈȕȍȘ 
ȗȖȘȚȖȊ, ȟȚȖȉȣ ȗȘȖșȔȖȚȘȍȚȤ Ȋșȍ șȍȚȍȊȣȍ ȗȖȘȚȣ, Ȑ ȗȘȐȔȍȘȕȖ, ȌȍșȧȚȤ Ȑȏ ȕȐȝ 

ȖȒȈȏȈȓȐșȤ ȖȚȒȘȣȚȣ. ǯȈȚȍȔ ȧ ȐșȗȖȓȤȏȖȊȈȓ Nikto, șȒȈȕȍȘ, ȗȘȖȊȍȘȧȦȡȐȑ Ȋȍȉ-

șȍȘȊȍȘȣ, ȟȚȖȉȣ ȗȘȖșȒȈȕȐȘȖȊȈȚȤ Ȋșȍ ȗȖȘȚȣ, Ȋ ȕȈȌȍȎȌȍ, ȟȚȖ ȕȈ ȖȌȕȖȔ Ȑȏ ȕȐȝ 
ȔȖȎȍȚ ȉȣȚȤ Ȋȍȉ-ȐȕȚȍȘȜȍȑș. ǺȈȒ Ȑ ȉȣȓȖ. ǹ ȗȖȔȖȡȤȦ Nikto ȧ țȏȕȈȓ, ȟȚȖ ȖȌȐȕ Ȑȏ 
ȗȖȘȚȖȊ - ȥȚȖ ȕȍȐȏȊȍșȚȕȣȑ Ȋȍȉ-șȍȘȊȍȘ, ȒȖȚȖȘȣȑ ȧ ȕȐȒȖȋȌȈ ȘȈȕȤȠȍ ȕȍ ȊȐȌȍȓ, Ȑ 
ȟȚȖ ț ȕȍȋȖ ȍșȚȤ ȖȗȘȍȌȍȓȍȕȕȈȧ țȧȏȊȐȔȖșȚȤ. ǵȖ ȖȒȈȏȈȓȖșȤ, ȟȚȖ ȥȚȖȑ țȧȏȊȐȔȖșȚȤȦ 
ȕȍȓȤȏȧ ȉȣȓȖ ȊȖșȗȖȓȤȏȖȊȈȚȤșȧ. ǵȖ ȧ ȏȕȈȓ, ȟȚȖ ȥȚȖ ȉȣȓȖ șȚȈȘȖȍ ǷǶ Ȍȓȧ 
ȘȍȈȓȐȏȈȞȐȐ Ȋȍȉ-șȍȘȊȍȘȈ, ȚȖ ȍșȚȤ, șȒȖȘȍȍ ȊșȍȋȖ, Ȋ ȕȍȔ ȉȣȓȖ ȗȖȓȕȖ ȉȈȋȖȊ, 
ȒȖȚȖȘȣȍ țȎȍ ȌȈȊȕȖ ȐșȗȘȈȊȐȓȐ Ȋ ȕȖȊȣȝ Ȋȍȉ-șȍȘȊȍȘȈȝ. ǷȍȘȊȖȍ, ȟȚȖ ȧ ȗȖȗȘȖȉȖȊȈȓ 
- ȥȚȖ ȖȉȝȖȌ ȌȐȘȍȒȚȖȘȐȐ (ȚȖ ȍșȚȤ, ȧ ȊȗȐșȈȓ http://..//..//..//), Ȑ ȥȚȖ șȘȈȉȖȚȈȓȖ. ȇ 
ȗȖȓțȟȐȓ ȗȘȈȊȈ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ Ȑ ȗȖȓȕȣȑ ȌȖșȚțȗ Ȓ ǺǪ-ȗȘȐșȚȈȊȒȍ. 
   Ǫ ȖȚȟȍȚȍ Ȕȣ țȒȈȏȈȓȐ ȒȓȐȍȕȚț ȕȈ ȥȚț țȧȏȊȐȔȖșȚȤ, Ȑ ȕȈ șȓȍȌțȦȡȐȑ ȌȍȕȤ, Ȋșȍ 
ȚȖȗ-ȔȍȕȍȌȎȍȘȣ ȒȖȔȗȈȕȐȐ ȊȣȓȍȚȍȓȐ ȕȈ ȔȖȦ ȗȘȍȏȍȕȚȈȞȐȦ. ǶȒȈȏȈȓȖșȤ, ȟȚȖ ȥȚȈ 
țȧȏȊȐȔȖșȚȤ ȉȣȓȈ ȕȈ Ȋșȍȝ ǺǪ-ȗȘȐșȚȈȊȒȈȝ, Ȋ ȚȖȔ ȟȐșȓȍ ȕȈ ȔȐȓȓȐȖȕȈȝ ȗȘȐșȚȈȊȖȒ, 
ȒȖȚȖȘȣȍ ȥȚȈ ȒȖȔȗȈȕȐȧ țȎȍ ȐșȗȖȓȤȏȖȊȈȓȈ Ȋ șȚȘȈȕȍ, Ȑ Ȋșȍ ȖȕȐ ȉȣȓȐ ȗȖȌȒȓȦȟȍȕȣ 
Ȓ ȐȕȚȍȘȕȍȚț.  
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ǲȈȒ Ȕȣ ȖȌȕȖȊȘȍȔȍȕȕȖ ȊȏȓȖȔȈȓȐ șȍȚȤ Ȑ ȗȖȓțȟȐȓȐ ȌȖșȚțȗ Ȓ 
ȗȖȘȕȖȋȘȈȜȐȟȍșȒȖȔț ȒȖȕȚȍȕȚț ȒȘțȗȕȍȑȠȍȑ ȚȍȓȍȊȐȏȐȖȕȕȖȑ 
ȒȖȔȗȈȕȐȐ                   
 

ǺȈ Ȏȍ ȒȖȔȗȈȕȐȧ, ȟȤȐ ȗȘȐșȚȈȊȒȐ Ȕȣ ȚȍșȚȐȘȖȊȈȓȐ, ȕȈȕȧȓȈ ȕȈș, ȟȚȖȉȣ țȏȕȈȚȤ, 
șȔȖȎȍȔ ȓȐ Ȕȣ țȒȘȈșȚȤ ȗȖȘȕȖȋȘȈȜȐȟȍșȒȐȑ ȒȖȕȚȍȕȚ, ȖȌȐȕ Ȑȏ ȋȓȈȊȕȣȝ ȐșȚȖȟȕȐȒȖȊ 
ȌȖȝȖȌȈ ȥȚȖȑ ȒȖȔȗȈȕȐȐ, Ȉ ȚȈȒȎȍ, ȟȚȖȉȣ țȏȕȈȚȤ, șȔȖȎȍȔ ȓȐ Ȕȣ țȒȘȈșȚȤ ȜȐȓȤȔȣ, 
ȒȖȚȖȘȣȍ ȉȣȓȐ ȖșȕȖȊȕȖȑ șȖșȚȈȊȓȧȦȡȍȑ ȚȍȓȍȊȍȡȈȕȐȧ. Ǵȣ “ȏȈșȚȘȧȓȐ” Ȋ 
ȒȖȔȗȤȦȚȍȘȕȖȔ ȏȈȓȍ, ș ȌȊțȔȧ ǺǪ-ȗȘȐșȚȈȊȒȈȔȐ Ȑ ȌȊțȔȧ ȚȍȓȍȊȐȏȖȘȈȔȐ, ȒȖȚȖȘȣȍ 
ȊȍȡȈȓȐ 24/7, ȕȈ ȖȌȕȖȔ ȚȘȈȕșȓȐȘȖȊȈȓȈșȤ ȗȖȘȕȖȋȘȈȜȐȧ, Ȉ ȕȈ ȊȚȖȘȖȔ - șȈȔȣȍ 
ȗȖȗțȓȧȘȕȣȍ ȜȐȓȤȔȣ. ǲȈȒ ȔȖȎȕȖ ȌȖȋȈȌȈȚȤșȧ, ȗȘȖșȔȖȚȘ ȗȖȘȕȖȋȘȈȜȐȐ ȐȏȖ Ȍȕȧ Ȋ 
ȌȍȕȤ, ȕȈ ȗȘȖȚȧȎȍȕȐȐ ȔȕȖȋȐȝ ȟȈșȖȊ, ȉȣșȚȘȖ ȕȈȌȖȍȌȈȍȚ. ǵȖ, ȚȍȔ ȕȍ Ȕȍȕȍȍ, 
ȌȍșȧȚȒȐ ȓȦȌȍȑ ȒȈȎȌȣȑ ȌȍȕȤ “ȗȖȋȓȧȌȣȊȈȓȐ”, ȟȍȔ Ȕȣ ȚȈȔ ȏȈȕȐȔȈȍȔșȧ. ǲșȚȈȚȐ 
ȋȖȊȖȘȧ, ț ȕȈș ȗȖȓțȟȐȓȖșȤ țȒȘȈșȚȤ ȒȈȒ ȗȖȘȕȖȋȘȈȜȐȟȍșȒȐȑ ȒȖȕȚȍȕȚ, ȚȈȒ Ȑ 
ȜȐȓȤȔȣ, Ȑ ȌȖȒȈȏȈȚȤ, ȟȚȖ ȔȖȎȕȖ țȒȘȈșȚȤ ȕȖȔȍȘȈ ȒȘȍȌȐȚȕȣȝ ȒȈȘȚ ȒȓȐȍȕȚȖȊ ȥȚȖȑ 
ȒȖȔȗȈȕȐȐ. 
   ǻ ȕȈș ȌȈȎȍ ȗȖȓțȟȐȓȖșȤ ȐșȗȖȓȤȏȖȊȈȚȤ țȧȏȊȐȔȖșȚȤ ȔȍȎșȈȑȚȖȊȖȋȖ șȒȘȐȗȚȐȕȋȈ, 

ȟȚȖȉȣ ȗȖȓțȟȐȚȤ ȒȖȕȚȘȖȓȤ ȕȈȌ Ȋșȍȑ ȒȈȉȍȓȤȕȖȑ ȒȖȔȗȈȕȐȍȑ, Ȑ ȥȚȖ ș ȗȖȔȖȡȤȦ 
ȖȌȕȖȑ ȗȘȐșȚȈȊȒȐ. Ǵȣ țȏȕȈȓȐ, ȟȚȖ ȕȈ ȗȘȐșȚȈȊȒȍ ȉȣȓ Ȋȍȉ-șȍȘȊȍȘ, Ȋ ȒȖȚȖȘȖȔ 
șȖȌȍȘȎȈȓȐșȤ ȓȖȋȐ ȜȈȑȘȊȖȓȈ. ǰ Ȋ ȥȚȐȝ ȓȖȋȈȝ ȉȣȓȈ ȖȠȐȉȒȈ ȔȍȎșȈȑȚȖȊȖȋȖ 
șȒȘȐȗȚȐȕȋȈ. Ǵȣ șȖȊȍȘȠȐȓȐ ȚȈȒțȦ “ȈȚȈȒț”, ȒȖȚȖȘȈȧ ȗȖȏȊȖȓȐȓȈ ȉȣ ȕȈȔ ȗȘȐȔȍȕȐȚȤ 
ȌȘțȋȐȍ ȝȈȒȍȘșȒȐȍ ȗȘȐȍȔȣ (Ȋ ȌȈȕȕȖȔ șȓțȟȈȍ, ȟȚȖȉȣ ȗȖȓțȟȐȚȤ ȗȈȘȖȓȐ 
ȈȌȔȐȕȐșȚȘȈȚȖȘȖȊ). ǯȈȚȍȔ Ȕȣ ȗȖȗȘȖșȐȓȐ ȖȌȕȖȋȖ Ȑȏ ȚȍȝȕȐȟȍșȒȐȝ șȗȍȞȐȈȓȐșȚȖȊ 
ȗȘȖȊȍȘȐȚȤ ȓȖȋȐ ȜȈȑȘȊȖȓȈ, ȗȖȚȖȔț ȟȚȖ ȕȈȔ ȉȣȓȖ ȐȕȚȍȘȍșȕȖ, ȊȌȘțȋ ȕȈș «ȈȚȈȒțȦȚ 
ȝȈȒȍȘȣ». ǲȖȋȌȈ șȗȍȞȐȈȓȐșȚ Ȑȏ ȚȍȝȗȖȌȌȍȘȎȒȐ ȗȘȖȊȍȘȐȓ ȐȕȚȍȘȍșțȦȡȐȑ ȕȈș ȓȖȋ 
ȜȈȑȘȊȖȓȈ, ȕȈ ȕȈȠȐȝ ȥȒȘȈȕȈȝ ȗȖȧȊȐȓșȧ ȗȈȘȖȓȤ șȐșȚȍȔȕȖȋȖ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ. 
ǶȒȈȏȈȓȖșȤ, ȟȚȖ Ȋșȍ ȈȌȔȐȕȐșȚȘȈȚȖȘȣ ȒȖȔȗȈȕȐȐ ȐșȗȖȓȤȏȖȊȈȓȐ ȖȌȐȕ Ȑ ȚȖȚ Ȏȍ 
ȗȈȘȖȓȤ. 

ǲȈȒ Ȕȣ ȊȏȓȖȔȈȓȐ șȈȑȚ ȒȘțȗȕȖȑ ǷȓȈȚȍȎȕȖȑ ǹȐșȚȍȔȣ                                                    

Ǭȓȧ ȗȘȖȝȖȎȌȍȕȐȧ șȍȘȚȐȜȐȒȈȞȐȖȕȕȖȋȖ ȚȍșȚȈ, ȕȈȠț ȒȖȔȗȈȕȐȦ ȕȈȕȧȓȐ Ȍȓȧ ȊȏȓȖȔȈ 
“ȚȍșȚȐȘțȍȔȖȋȖ” Ȋȍȉ-șȈȑȚȈ. ЭȚȖ ȉȣȓȖ șȖȘȍȊȕȖȊȈȕȐȍ, ȟȚȖȉȣ țȏȕȈȚȤ, ȕȈșȒȖȓȤȒȖ 
ȥȚȖȚ șȈȑȚ ȗȖȌȊȍȘȎȍȕ ȊȏȓȖȔț - șȒȖȓȤȒȖ țȧȏȊȐȔȖșȚȍȑ Ȕȣ șȔȖȎȍȔ ȕȈȑȚȐ, Ȑ ȒȈȒțȦ 
ȊȣȋȖȌț șȔȖȎȍȔ Ȑȏ ȥȚȖȋȖ ȐȏȊȓȍȟȤ. Ǵȣ șȖȘȍȊȕȖȊȈȓȐșȤ ș ȌȍșȧȚȒȈȔȐ ȌȘțȋȐȝ 
ȒȖȔȗȈȕȐȑ, Ȑ ȚȖȚ, ȒȚȖ ȕȈȑȌȍȚ ȉȖȓȤȠȍ ȊșȍȋȖ țȧȏȊȐȔȖșȚȍȑ ȗȖȉȍȌȐȚ, ȗȖȓțȟȐȚ 
șȍȘȚȐȜȐȒȈȚ, Ȉ ȚȈȒȎȍ ȗȖȓțȟȐȚ ȊȖȏȔȖȎȕȖșȚȤ “ȊȣȌȈȊȈȚȤ șȍȘȚȐȜȐȒȈȚȣ” ȌȍșȧȚȒȈȔ 
Țȣșȧȟ ȌȘțȋȐȝ Ȋȍȉ-șȈȑȚȖȊ. ǷȖȔȐȔȖ ȚȖȋȖ, ȟȚȖ ȖȌȐȕ Ȑȏ ȟȓȍȕȖȊ ȔȖȍȑ ȒȖȔȈȕȌȣ șȔȖȋ 
ȖșȕȖȊȈȚȍȓȤȕȖ ȊȏȓȖȔȈȚȤ ȥȚȖȚ șȈȑȚ, Ȋșȧ ȕȈȠȈ ȒȖȔȈȕȌȈ, Ȋ ȐȚȖȋȍ șȔȖȋȓȈ ȗȖȓțȟȐȚȤ 
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ȗȖȓȕȣȑ ȒȖȕȚȘȖȓȤ ȕȈȌ ȗȘȖȐȏȊȖȌșȚȊȍȕȕȖȑ șȘȍȌȖȑ ȕȈȠȍȋȖ ȕȈȕȐȔȈȚȍȓȧ. Ǵȣ 
ȊȣȐȋȘȈȓȐ ȥȚȖ șȖȘȍȊȕȖȊȈȕȐȍ. 

ǲȈȒ ȧ șȖȏȌȈȓ “ǲȈȔȍȘȕȣȑ ǪȐȘțș”   
ǶȌȕȈȎȌȣ Ȕȕȍ șȚȈȓȖ ȐȕȚȍȘȍșȕȖ, ȒȈȒ ȔȖȎȕȖ ȏȈșȚȈȊȐȚȤ ȔȖȑ “ȊȘȍȌȖȕȖșȕȣȑ” ȒȖȌ 
ȈȊȚȖȔȈȚȐȟȍșȒȐ ȏȈȗțșȒȈȚȤșȧ ȗȘȐ ȗȖȌȒȓȦȟȍȕȐȐ ȞȐȜȘȖȊȖȑ ȒȈȔȍȘȣ. ȇ ȗȖȗȘȖȉȖȊȈȓ 
ȖȌȐȕ ȚȘȦȒ, Ȑ Ȗȕ șȘȈȉȖȚȈȓ. ȇ ȗȖȒȈȏȈȓ ȥȚȖ șȊȖȍȔț ȒȖȓȓȍȋȍ, Ȑ Ȗȕ ȖȉȕȈȘțȎȐȓ, ȟȚȖ 
ȊȐȘțș ȔȖȎȍȚ ȏȈȗțșȒȈȚȤșȧ ș ȓȦȉȖȋȖ ȗȖȌȒȓȦȟȈȍȔȖȋȖ țșȚȘȖȑșȚȊȈ ș ȒȈȘȚȖȑ ȗȈȔȧȚȐ. 
Ǵȣ ȍȡȍ ȕȍȔȕȖȋȖ ȗȘȖȚȍșȚȐȘȖȊȈȓȐ ȔȖȑ ȒȖȌ Ȑ Ȗȕ ȊșȍȋȌȈ ȘȈȉȖȚȈȓ. Ƕȕ ȔȖȋ 
ȏȈȗțșȒȈȚȤșȧ ș ȞȐȜȘȖȊȣȝ ȒȈȔȍȘ, ȔțȏȣȒȈȓȤȕȣȝ ȗȓȍȍȘȖȊ Ȑ ȔȖȉȐȓȤȕȣȝ ȚȍȓȍȜȖȕȖȊ. 
Ǫ ȚȖ ȊȘȍȔȧ, ȔȖȐȔ ȕȈȕȐȔȈȚȍȓȍȔ ȉȣȓȈ ȒȖȔȗȈȕȐȧ, ȏȈȕȐȔȈȦȡȈȧșȧ ȚȍșȚȐȘȖȊȈȕȐȍȔ 
ȕȈ ȗȘȖȕȐȒȕȖȊȍȕȐȍ, Ȑ ȖȕȐ ȉȣȓȐ Ȋ ȊȖșȚȖȘȋȍ ȖȚ ȔȖȍȋȖ ȖȚȒȘȣȚȐȧ. Ǵȣ ȘȍȠȐȓȐ, ȟȚȖ ȧ 
ȗȘȍȌșȚȈȊȓȦ ȍȋȖ ȕȈ ȗȘȍȌșȚȖȧȡȍȑ ȒȖȕȜȍȘȍȕȞȐȐ Blackhat. ȇ ȚȈȒȎȍ șȖȖȉȡȐȓ Ȗ 
șȊȖȍȔ ȖȚȒȘȣȚȐȐ șȖȖȚȊȍȚșȚȊțȦȡȍȔț ȗȘȖȐȏȊȖȌȐȚȍȓȦ. ǶȕȐ țȉȍȌȐȓȐșȤ Ȋ ȕȈȓȐȟȐȐ 
ȥȚȖȑ ȗȘȖȉȓȍȔȣ Ȑ ȗȖȗȘȖșȐȓȐ ȕȍșȒȖȓȤȒȖ ȔȍșȧȞȍȊ, ȟȚȖȉȣ ȊȣȗțșȚȐȚȤ ȗȈȚȟ, 
ȐșȗȘȈȊȓȧȦȡȐȑ ȍȍ.  
   ЭȚȖ ȉȣȓȈ ȌȐȓȍȔȔȈ. ǭșȓȐ ȎȌȈȚȤ, ȚȖ Ȍȓȧ țȟȈșȚȕȐȒȖȊ ȒȖȕȜȍȘȍȕȞȐȐ Blackhat, ȥȚȈ 
ȐȕȜȖȘȔȈȞȐȧ țȎȍ ȕȍ ȉțȌȍȚ ȚȈȒȖȑ ȐȕȚȍȘȍșȕȖȑ. ЭȚȖ ȉțȌțȚ “ȊȟȍȘȈȠȕȐȍ” ȕȖȊȖșȚȐ, 
Ȍȓȧ ȒȖȚȖȘȣȝ țȎȍ ȊȣȗțșȚȐȓȐ ȗȈȚȟ. ǭșȓȐ ȕȍ ȎȌȈȚȤ, ȚȖ ȗȘȖȐȏȊȖȌȐȚȍȓȤ Ȑ ȍȋȖ 
ȒȓȐȍȕȚȣ ȉțȌțȚ țȧȏȊȐȔȣ ȌȖ Țȍȝ ȗȖȘ, ȗȖȒȈ ȗȘȖȐȏȊȖȌȐȚȍȓȤ ȕȍ șȔȖȎȍȚ “ȏȈȓȈȚȈȚȤ 
ȌȣȘț”. ǷȖȔȕȦ, ȧ ȌȖȓȋȖ ȘȈȏȘȣȊȈȓșȧ ȔȍȎȌț ȌȊțȔȧ ȊȈȘȐȈȕȚȈȔȐ. Ǫ ȒȖȕȞȍ ȒȖȕȞȖȊ, ȧ 
ȘȍȠȐȓ, ȟȚȖ ȧ ȗȖȘȧȌȖȟȕȣȑ ȝȈȒȍȘ Ȑ Ȍȓȧ Ȕȍȕȧ ȊȈȎȕȍȍ ȉȍȏȖȗȈșȕȖșȚȤ Ȋ ȔȐȘȍ 
ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ ȚȍȝȕȖȓȖȋȐȑ, Ȉ ȕȍ șȖȉșȚȊȍȕȕȣȍ ȥȋȖ Ȑ șȓȈȊȈ. ȇ ȌȈȓ 
ȗȘȖȐȏȊȖȌȐȚȍȓȦ ȊȘȍȔȧ. ǿȍȘȍȏ ȕȍșȒȖȓȤȒȖ ȔȍșȧȞȍȊ, ȚȈ Ȏȍ țȧȏȊȐȔȖșȚȤ ȉȣȓȈ 
ȖȉȕȈȘțȎȍȕȈ ȕȈ ȌȘțȋȖȔ ȖȉȡȍșȚȊȍȕȕȖȔ ȔȍȘȖȗȘȐȧȚȐȐ, ȕȖ Ȓ ȚȖȔț ȊȘȍȔȍȕȐ, 
ȗȘȖȐȏȊȖȌȐȚȍȓȤ țȎȍ ȉȣȓ ȋȖȚȖȊ, Ȑ ȕȍȔȍȌȓȍȕȕȖ ȊȣȗțșȚȐȓ ȗȈȚȟ. ǴȖȑ ȊȒȓȈȌ Ȋ 
ȖȉȕȈȘțȎȍȕȐȍ ȥȚȖȑ țȧȏȊȐȔȖșȚȐ ȖșȚȈȓșȧ ȕȍȏȈȔȍȟȍȕȕȣȔ, ȗȖȚȖȔț ȟȚȖ ȚȖȋȌȈ Ȋșȍ 
ȋȖȊȖȘȐȓȐ, ȟȚȖ țȧȏȊȐȔȖșȚȤ ȖȉȕȈȘțȎȐȓȐ ȕȍȌȈȊȕȖ. ǴȖȑ “ȒȈȔȍȘȕȣȑ ȊȐȘțș” ȚȈȒ Ȑ ȕȍ 
șȚȈȓ șȍȘȤȍȏȕȖȑ țȋȘȖȏȖȑ, ȚȈȒ ȟȚȖ Ȕȣ Ȋșȍ ȖșȚȈȓȐșȤ Ȋ ȊȣȐȋȘȣȠȍ. 
 

ǲȈȒ șȚȈȚȤ ȗȍȕȚȍșȚȍȘȖȔ 

ǺȍșȚȐȘȖȊȈȕȐȍ ȕȈ ȗȘȖȕȐȒȕȖȊȍȕȐȍ (ȗȍȕȚȍșȚ) ȗȖȏȊȖȓȧȍȚ ȓȍȋȈȓȤȕȖ ȊȏȓȈȔȣȊȈȚȤ 
ȘȈȏȓȐȟȕȣȍ ȖȉȢȍȒȚȣ, ȐșȗȖȓȤȏțȧ Ȋșȍ ȊȖȏȔȖȎȕȣȍ ȝȈȒȍȘșȒȐȍ ȔȍȚȖȌȣ, Ȑ ȗȖȓțȟȈȚȤ ȖȚ 
ȥȚȖȋȖ țȌȖȊȖȓȤșȚȊȐȍ. Ǭȓȧ ȥȚȖȑ ȘȈȉȖȚȣ ȕțȎȕȖ țȔȍȚȤ ȉȖȓȤȠȍ, ȟȍȔ ȗȘȖșȚȖ 
ȊȏȓȈȔȣȊȈȚȤ ȒȖȔȗȤȦȚȍȘȣ Ȑ țșȚȘȖȑșȚȊȈ, ȝȖȚȧ ȕȈȓȐȟȐȍ ȥȚȐȝ țȔȍȕȐȑ ȐșȗȖȓȤȏțȍȚșȧ 
Ȋ ȒȈȟȍșȚȊȍ ȖȚȗȘȈȊȕȖȑ ȚȖȟȒȐ. 
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ǴȍȚȖȌȖȓȖȋȐȧ ȊȏȓȖȔȈ 
ǿȚȖȉȣ șȚȈȚȤ țșȗȍȠȕȣȔ ȗȍȕȚȍșȚȍȘȖȔ ȕȍȖȉȝȖȌȐȔȖ șȓȍȌȖȊȈȚȤ ȚȍȔ Ȏȍ ȠȈȋȈȔ 
ȔȍȚȖȌȖȓȖȋȐȐ ȊȏȓȖȔȈ, ȒȖȚȖȘȣȍ ȖȗȐșȈȕȣ Ȋ ǫȓȈȊȍ 2: 

1. ǹȉȖȘ ȐȕȜȖȘȔȈȞȐȐ 

2. ǷȘȖȕȐȒȕȖȊȍȕȐȍ 

3. ǶȗȞȐȖȕȈȓȤȕȖ: ǶȉȍșȗȍȟȍȕȐȍ ȗȘȖșȚȖȋȖ ȌȖșȚțȗȈ Ȋ ȉțȌțȡȍȔ 

4. ǸȈȏȊȍȌȒȈ șȐșȚȍȔȣ 

5. ǶȗȞȐȖȕȈȓȤȕȖ: ǫȖȘȐȏȖȕȚȈȓȤȕȖȍ ȐȓȐ ȊȍȘȚȐȒȈȓȤȕȖȍ ȌȊȐȎȍȕȐȍ 

6. ǪȣȗȖȓȕȍȕȐȍ ȏȈȗȓȈȕȐȘȖȊȈȕȕȖȋȖ ȌȍȑșȚȊȐȧ 

7. ǶȗȞȐȖȕȈȓȤȕȖ: ǯȈȔȍȚȈȕȐȍ ǹȓȍȌȖȊ 

 

ǷȍȘȊȣȔ ȌȍȓȖȔ, ȗȖȓțȟȐȚȍ ȕȍȖȉȝȖȌȐȔȖȍ ȘȈȏȘȍȠȍȕȐȍ    
ǹȈȔȖȍ ȋȓȈȊȕȖȍ ȖȚȓȐȟȐȍ ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȖȊ ȖȚ ȗȍȕȚȍșȚȍȘȖȊ ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȚȖȔ, 
ȟȚȖ ț ȗȖșȓȍȌȕȐȝ ȍșȚȤ ȘȈȏȘȍȠȍȕȐȍ ȕȈ ȈȚȈȒț/ȚȍșȚȐȘȖȊȈȕȐȍ șȖȖȚȊȍȚșȚȊțȦȡȐȝ 
ȖȉȢȍȒȚȖȊ. ǻ ȊȈș ȌȖȓȎȕȖ ȉȣȚȤ ȗȘȍȌȊȈȘȐȚȍȓȤȕȖ ȏȈȌȖȒțȔȍȕȚȐȘȖȊȈȕȕȖȍ Ȑ 
ȗȖȌȗȐșȈȕȕȖȍ ȘȈȏȘȍȠȍȕȐȍ ȖȚ ȒȖȔȗȈȕȐȐ ȐȓȐ ȊȓȈȌȍȓȤȞȈ ȖȉȢȍȒȚȖȊ, ȐȓȐ ȟȍȓȖȊȍȒȈ, ț 
ȒȖȚȖȘȖȋȖ ȍșȚȤ ȖȜȐȞȐȈȓȤȕȈȧ ȌȖȊȍȘȍȕȕȖșȚȤ ȖȚ ȊȓȈȌȍȓȤȞȈ. 
   ǵȍȥȚȐȟȕȖ ȖȉȕȈȘțȎȐȚȤ Ȋ ȟȤȍȔ-ȚȖ șȈȑȚȍ țȧȏȊȐȔȖșȚȤ, Ȑ ȗȘȖșȐȚȤ, ȟȚȖȉȣ ȊȈș ȊȏȧȓȐ 
ȕȈ ȘȈȉȖȚț. ǴȕȖȋȐȍ ȕȈȟȐȕȈȦȡȐȍ ȗȍȕȚȍșȚȍȘȣ ȐșȗȖȓȤȏțȦȚ ȥȚț ȚȈȒȚȐȒț, ȟȚȖȉȣ 
ȗȖȓțȟȐȚȤ ȗȘȖȜȍșșȐȖȕȈȓȤȕțȦ ȘȈȉȖȚț. Ǫ ȉȖȓȤȠȐȕșȚȊȍ șȓțȟȈȍȊ, ȖȕȐ ȌțȔȈȦȚ, ȟȚȖ 
ȗȘȐȕȖșȧȚ ȗȖȓȤȏț, Ȑ ȟȚȖ, ȒȖȔȗȈȕȐȧ, ș ȒȖȚȖȘȖȑ ȖȕȐ șȊȧȏȈȓȐșȤ, ȊȖȏȔȖȎȕȖ 
ȗȖșȟȐȚȈȍȚ Ȑȝ ȖȚȒȘȣȚȐȍ ȕȍȊȍȘȖȧȚȕȖ ȗȖȓȍȏȕȣȔ Ȑ ȗȘȍȌȓȖȎȐȚ ȐȔ ȘȈȉȖȚț. ǵȈ șȈȔȖȔ 
Ȍȍȓȍ, ȕȍȏȈȊȐșȐȔȖ ȖȚ ȐșȚȐȕȕȣȝ ȕȈȔȍȘȍȕȐȑ, ȚȈȒȐȍ ȌȍȑșȚȊȐȧ, Ȋ ȖșȕȖȊȕȖȔ, 
ȘȈșșȔȈȚȘȐȊȈȦȚșȧ, ȒȈȒ ȕȍȥȚȐȟȕȣȍ, ȗȘȍȌșȚȈȊȓȧȦȡȐȍ țȋȘȖȏț, Ȑ, șȒȖȘȍȍ ȊșȍȋȖ, 
ȕȍȏȈȒȖȕȕȣȍ. ǭșȓȐ Ȋȣ ȌȍȑșȚȊȐȚȍȓȤȕȖ șȓțȟȈȑȕȖ ȖȉȕȈȘțȎȐȓȐ țȧȏȊȐȔȖșȚȤ, 
ȗȘȖșȔȈȚȘȐȊȈȧ ȐȕȚȍȘȕȍȚ ȐȓȐ “ȐȋȘȈȧșȤ” ș țșȚȘȖȑșȚȊȖȔ, șȖȖȉȡȐȚȍ Ȗ ȕȍȑ 
ȗȘȖȐȏȊȖȌȐȚȍȓȦ/ȊȓȈȌȍȓȤȞț ȉȍȏ ȓȐȠȕȍȋȖ ȠțȔȈ Ȑ ȗȖȔȖȋȐȚȍ ȍȔț, ȍșȓȐ ț ȕȍȋȖ 
ȊȖȏȕȐȒȕțȚ ȊȖȗȘȖșȣ. ǪȈș ȌȈȎȍ ȔȖȋțȚ ȊȏȧȚȤ ȕȈ ȘȈȉȖȚț, ȕȖ ȕȍ ȕțȎȕȖ șȘȈȏț ȗȘȖșȐȚȤ 
Ȍȍȕȍȋ ȐȓȐ ȚȘțȌȖțșȚȘȖȑșȚȊȈ. 

ǷȖȓțȟȐȚȍ ȗȖȌȗȐșȈȕȕȣȑ ȒȖȕȚȘȈȒȚ  
ǻ ȗȍȕȚȍșȚȍȘȈ ȊșȍȋȌȈ ȌȖȓȎȍȕ ȉȣȚȤ ȗȖȌȗȐșȈȕȕȣȑ ȒȖȕȚȘȈȒȚ. Ǫ ȕȍȔ ȌȖȓȎȕȣ ȉȣȚȤ 
țȒȈȏȈȕȣ ȐȔȍȕȈ țȟȈșȚȊțȦȡȐȝ șȚȖȘȖȕ, șȜȍȘȈ ȖȝȊȈȚȈ ȖȉȧȏȈȚȍȓȤșȚȊ (ȒȈȒȐȍ ȞȍȓȐ 
ȕțȎȕȖ ȗȘȖȊȍȘȐȚȤ, ȌȈȚȣ, ȟȚȖ ȌȖȓȎȕȖ ȉȣȚȤ șȌȍȓȈȕȖ, Ȑ ȚȈȒ ȌȈȓȍȍ), șȖȋȓȈȠȍȕȐȍ Ȗ 
ȕȍȘȈȏȋȓȈȠȍȕȐȐ Ȍȓȧ ȏȈȡȐȚȣ ȖȉȍȐȝ șȚȖȘȖȕ, ȐȕșȚȘțȔȍȕȚȣ Ȑ ȔȍȚȖȌȣ, ȒȖȚȖȘȣȍ 
ȉțȌțȚ ȐșȗȖȓȤȏȖȊȈȕȣ Ȑ ȗȘȍȌțȗȘȍȎȌȍȕȐȍ Ȗȉ ȖșȊȖȉȖȎȌȍȕȐȐ ȖȚ ȖȚȊȍȚșȚȊȍȕȕȖșȚȐ ȏȈ 
ȊȖȏȔȖȎȕȣȑ șȉȖȑ Ȋ ȘȈȉȖȚȍ ȗȘȐ ȉȖȓȍȍ ȚȡȈȚȍȓȤȕȖȔ ȚȍșȚȐȘȖȊȈȕȐȐ. ǭșȓȐ ț ȊȈș ȕȈ 
ȘțȒȈȝ ȕȍȚ ȠȈȉȓȖȕȈ ȒȖȕȚȘȈȒȚȈ, șȊȧȎȐȚȍșȤ ș ȦȘȐșȚȈȔȐ Ȑ/ȐȓȐ ȗȖȐȡȐȚȍ ȚȈȒȖȑ 
ȠȈȉȓȖȕ Ȋ ȐȕȚȍȘȕȍȚȍ. 
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ǵȈȗȐșȈȕȐȍ ȖȚȟȍȚȈ             
ǪȍȘȝ ȗȘȖȜȍșșȐȖȕȈȓȐȏȔȈ - ȥȚȖ ȝȖȘȖȠȖ ȕȈȗȐșȈȕȕȣȑ, ȌȍȚȈȓȤȕȣȑ ȖȚȟȍȚ. Ǫ ȕȈȟȈȓȍ 
ȌȖȓȎȕȖ ȉȣȚȤ ȒȘȈȚȒȖȍ șȖȌȍȘȎȈȕȐȍ, ȏȈ ȒȖȚȖȘȣȔ șȓȍȌțȍȚ ȉȖȓȍȍ ȌȍȚȈȓȤȕȖȍ 
ȖȗȐșȈȕȐȍ ȗȘȖȍȒȚȈ, șȜȍȘȣ ȖȝȊȈȚȈ ȖȉȧȏȈȚȍȓȤșȚȊ, ȗȘȖȌȍȓȈȕȕȣȝ ȘȈȉȖȚ Ȑ 
ȖȉȕȈȘțȎȍȕȕȣȝ țȧȏȊȐȔȖșȚȍȑ. ǷȘȐȓȖȎȐȚȍ ȖȗȐșȈȕȐȧ ȖȉȕȈȘțȎȍȕȕȣȝ țȧȏȊȐȔȖșȚȍȑ Ȋ 
ȒȈȟȍșȚȊȍ ȖȚȌȍȓȤȕȣȝ ȊȓȖȎȍȕȐȑ. ǴȕȖȋȐȍ ȒȖȕșțȓȤȚȈȕȚȣ șȟȐȚȈȦȚ, ȟȚȖ ȟȍȔ ȌȓȐȕȕȍȍ 
ȖȚȟȍȚ, ȚȍȔ ȓțȟȠȍ. ǳȐȟȕȖ ȧ ȌțȔȈȦ, ȟȚȖ ȒȓȐȍȕȚȣ ȉȖȓȤȠȍ ȞȍȕȧȚ ȒȖȘȖȚȒȐȍ ȖȚȟȍȚȣ ș 

ȌȍȚȈȓȤȕȖȑ ȐȕȜȖȘȔȈȞȐȍȑ Ȗȉ ȖȉȕȈȘțȎȍȕȕȣȝ țȧȏȊȐȔȖșȚȧȝ. ǵȖ ȊșȍȋȌȈ ȕțȎȕȖ ȐȔȍȚȤ 
ȗȘȐ șȍȉȍ ȉȖȓȍȍ ȗȖȌȘȖȉȕțȦ ȐȕȜȖȘȔȈȞȐȦ, ȒȖȚȖȘțȦ ȔȖȎȕȖ ȗȘȍȌȖșȚȈȊȐȚȤ Ȑ 
ȖȉșțȌȐȚȤ. 

ǹȍȘȚȐȜȐȒȈȞȐȧ  
ǷȖȓțȟȐȚȍ șȍȘȚȐȜȐȒȈȚ. ǵȈȓȐȟȐȍ șȍȘȚȐȜȐȒȈȚȈ ȕȍ ȖȏȕȈȟȈȍȚ, ȟȚȖ Ȋȣ țȔȕȍȍ ȐȓȐ 
ȋȓțȗȍȍ ȚȖȋȖ, ț ȒȖȋȖ ȍȋȖ ȕȍȚ, ȕȖ Ȗȕ ȕȍșȖȔȕȍȕȕȖ ȌȈȍȚ ȊȈȔ ȗȘȍȐȔțȡȍșȚȊȖ ȗȘȐ 
țșȚȘȖȑșȚȊȍ ȕȈ ȘȈȉȖȚț. ǹȍȘȚȐȜȐȒȈȚȣ ȗȖȏȊȖȓȧȦȚ ȓȍȋȒȖ ȖȗȘȍȌȍȓȐȚȤ ȕȍȖȉȝȖȌȐȔȣȑ 
ȔȐȕȐȔțȔ ȏȕȈȕȐȑ Ȑ ȗȘȖȜȍșșȐȖȕȈȓȐȏȔȈ. Ǫ șȓȍȌțȦȡȐȝ ȘȈȏȌȍȓȈȝ ȖȗȐșȈȕȣ 
șȍȘȚȐȜȐȒȈȚȣ ȖȘȋȈȕȐȏȈȞȐȑ, ș ȒȖȚȖȘȣȔȐ ȧ ȏȕȈȒȖȔ Ȑ ȒȖȚȖȘȣȍ ȧ ȔȖȋț 
ȘȍȒȖȔȍȕȌȖȊȈȚȤ. 

CISSP  

ǩȍȏ șȖȔȕȍȕȐȧ șȍȘȚȐȜȐȒȈȚ CISSP (ǹȍȘȚȐȜȐȞȐȘȖȊȈȕȕȣȑ ȗȘȖȜȍșșȐȖȕȈȓ Ȋ ȖȉȓȈșȚȐ 
ȉȍȏȖȗȈșȕȖșȚȐ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ șȐșȚȍȔ, Certified Information Systems Security 
Professional) (https://www.isc2.org/cissp/default.aspx) ǴȍȎȌțȕȈȘȖȌȕȖȋȖ 
ȒȖȕșȖȘȞȐțȔȈ ȗȖ șȍȘȚȐȜȐȒȈȞȐȐ Ȋ ȖȉȓȈșȚȐ ȉȍȏȖȗȈșȕȖșȚȐ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ șȐșȚȍȔ 
(International Information Systems Security Certifications Consortium, 𝐼𝑆𝐶2 ) 

(https://www.isc2.org/) ȧȊȓȧȍȚșȧ șȈȔȣȔ ȎȍȓȈȕȕȣȔ Ȑ ȊȖșȚȘȍȉȖȊȈȕȕȣȔ 
șȍȘȚȐȜȐȒȈȚȖȔ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǰȝ ȖșȕȖȊȕȖȑ ȥȒȏȈȔȍȕ ȗȖ 
ȖȞȍȕȒȍ ȏȕȈȕȐȑ Ȋ ȖȉȓȈșȚȐ ȏȈȡȐȚȣ ȐȕȜȖȘȔȈȞȐȐ ȖȝȊȈȚȣȊȈȍȚ ȊȖșȍȔȤ ȘȈȏȓȐȟȕȣȝ 
șȜȍȘ ǶȉȡȍȋȖ ȖȉȢȍȔȈ ȏȕȈȕȐȑ (Common Body of Knowledge, CBK). 
ǹȍȘȚȐȜȐȒȈȞȐȖȕȕȣȑ ȚȍșȚ șȖșȚȖȐȚ Ȑȏ 250 ȊȖȗȘȖșȖȊ ș ȔȕȖȎȍșȚȊȖȔ ȊȈȘȐȈȕȚȖȊ 
ȖȚȊȍȚȈ, ȒȖȚȖȘȣȑ ȕțȎȕȖ ȗȘȖȑȚȐ Ȕȍȕȍȍ, ȟȍȔ ȏȈ ȠȍșȚȤ ȟȈșȖȊ. ǻ ȒȈȕȌȐȌȈȚȖȊ țȎȍ 
ȌȖȓȎȍȕ ȉȣȚȤ ȖȗȣȚ ȘȈȉȖȚȣ ȖȚ ȟȍȚȣȘȍȝ ȌȖ ȗȧȚȐ ȓȍȚ Ȋ ȌȊțȝ (ȐȓȐ ȉȖȓȍȍ) șȜȍȘȈȝ 
CBK, Ȑ ȖȕȐ ȌȖȓȎȕȣ ȉȣȚȤ ȖȌȖȉȘȍȕȣ ȌȘțȋȐȔ ȖȉȓȈȌȈȚȍȓȍȔ CISSP. ǾȍȕȈ ȏȈ ȥȒȏȈȔȍȕ 
ȕȈȟȐȕȈȍȚșȧ ȖȚ $599. 

SANS Institute                         

ȇ ȉȖȓȤȠȖȑ ȗȖȒȓȖȕȕȐȒ ȊșȍȋȖ, ȟȚȖ ȌȍȓȈȍȚ SANS Institute (SysAdmin, Networking, 
and Security Institute) (http://www.sans.org), ȉțȌȤ ȚȖ ȖȉțȟȍȕȐȍ, ȐșșȓȍȌȖȊȈȕȐȧ, 
ȖȉȘȈȏȖȊȈȚȍȓȤȕȣȑ ȔȈȚȍȘȐȈȓ, ȒȕȐȋȐ ȐȓȐ șȍȘȚȐȜȐȒȈȚȣ. Ǫ ǫȓȈȊȍ 42 Ȕȣ ȗȖȋȖȊȖȘȐȔ Ȗ 
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ǹȚȐȊȍȕȍ ǵȖȘȚȒȈȚȚȍ, șȖȖșȕȖȊȈȚȍȓȍ ȥȚȖȑ ȖȘȋȈȕȐȏȈȞȐȐ. ǭșȓȐ Ȋȣ ȝȖȚȐȚȍ șȚȈȚȤ 
țȊȈȎȈȍȔȣȔ ȚȍȝȕȐȟȍșȒȐȔ șȗȍȞȐȈȓȐșȚȖȔ, ȚȖ ȊȈȔ ȕțȎȍȕ Ȑȝ șȍȘȚȐȜȐȒȈȚ. ǰȝ ȉȘȍȕȌ 
SANS Technology Institute ȌȈȎȍ ȗȘȍȌȓȈȋȈȍȚ ȌȊȍ șȚȍȗȍȕȐ ȔȈȋȐșȚȘȈ. ǻ SANS ȔȕȖȋȖ 
șȍȘȚȐȜȐȒȈȚȖȊ, ȕȈȟȐȕȈȧ ȖȚ țȏȒȖȕȈȗȘȈȊȓȍȕȕȣȝ șȗȍȞȐȈȓȐȏȈȞȐȑ (ȕȈȗȘȐȔȍȘ, 
ȊȘȍȌȖȕȖșȕȖȍ ǷǶ, ȔȖȕȐȚȖȘȐȕȋ, ȜȈȑȘȊȖȓȣ, ȉȍȏȖȗȈșȕȖșȚȤ ȕȈ ȓȖȒȈȓȤȕȣȝ ȔȈȠȐȕȈȝ 
Ȑ țȗȘȈȊȓȍȕȐȍ șȐșȚȍȔȖȑ ȉȍȏȖȗȈșȕȖșȚȐ), Ȑ ȏȈȒȈȕȟȐȊȈȧ Ȑȝ șȈȔȣȔ țȊȈȎȈȍȔȣȔ 
ȏȊȈȕȐȍȔ 

ȥȒșȗȍȘȚȈ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ GIAC (Global Information Assurance Certification) 

(http://www.giac.org/certifications/get-certified/roadmap). ǹȍȘȚȐȜȐȒȈȚȣ GIAC 
ȒȓȈșșȐȜȐȞȐȘțȦȚșȧ, Ȋ ȏȈȊȐșȐȔȖșȚȐ ȖȚ ȏȕȈȕȐȑ Ȋ șȓȍȌțȦȡȐȝ ȖȉȓȈșȚȧȝ: 
 

- ǯȈȡȐȚȈ ȖȚ ȒȐȉȍȘȈȚȈȒ Ȑ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȤ ȕȈ ȗȘȍȌȗȘȐȧȚȐȧȝ 

- ǺȍșȚȐȘȖȊȈȕȐȍ ȕȈ ȗȘȖȕȐȒȕȖȊȍȕȐȍ 

- ǾȐȜȘȖȊȈȧ ȒȘȐȔȐȕȈȓȐșȚȐȒȈ Ȑ ȔȍȘȖȗȘȐȧȚȐȧ ȗȖ ȘȍȈȋȐȘȖȊȈȕȐȦ 

- ǸȈȏȘȈȉȖȚȟȐȒ 

- ǴȍȕȍȌȎȔȍȕȚ Ȑ țȗȘȈȊȓȍȕȐȍ 

- ЭȒșȗȍȘȚ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ 

 

ǹȈȔȣȍ ȗȖȗțȓȧȘȕȣȍ ȥȒȏȈȔȍȕȣ GIAC - ȥȚȖ ȥȒȏȈȔȍȕ GIAC Information Security 
Professional (ǷȘȖȜȍșșȐȖȕȈȓ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ) 
(http://www.giac.org/certification/gisp), GIAC Certified Incident Handler 

(ǹȍȘȚȐȜȐȞȐȘȖȊȈȕȕȣȑ șȗȍȞȐȈȓȐșȚ ȗȖ ȥȒșȚȘȍȕȕȣȔ șȐȚțȈȞȐȧȔ) 
(http://www.giac.org/certification/gcih) Ȑ GIAC Reverse Engineering Malware 
(ǹȗȍȞȐȈȓȐșȚ ȗȖ ȊȖșȗȘȖȐȏȊȍȌȍȕȐȦ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ) 
(http://www.giac.org/certification/grem), ȕȖ ȒțȘșȣ GIAC ȖȝȊȈȚȣȊȈȦȚ ȊȍșȤ 
ȌȐȈȗȈȏȖȕ șȗȍȞȐȈȓȤȕȖșȚȍȑ, ȊȒȓȦȟȈȧ ȏȕȈȕȐȧ Windows, Ȋȍȉ-șȍȘȊȍȘȖȊ, 
ȚȍșȚȐȘȖȊȈȕȐȧ ȕȈ ȗȘȖȕȐȒȕȖȊȍȕȐȍ, ȉȍȏȖȗȈșȕȖșȚȐ Unix-șȐșȚȍȔ, ȉȍșȗȘȖȊȖȌȕȣȝ 
șȍȚȍȑ, ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ, țȗȘȈȊȓȍȕȐȧ ȗȍȘșȖȕȈȓȖȔ Ȑ șȖȗȘȖȊȖȎȌȍȕȐȧ 
ȗȘȖȋȘȈȔȔȕȖȋȖ ȗȘȖȌțȒȚȈ. ǺȍșȚȣ GIAC ȗȘȖȊȖȌȧȚșȧ ȗȖșȓȍ ȗȘȖȝȖȎȌȍȕȐȧ ȒțȘșȖȊ Ȋ 
SANS, ȒȖȚȖȘȣȍ, ȒȈȒ ȗȘȈȊȐȓȖ, ȌȓȧȚșȧ ȕȍȌȍȓȦ. ǭșȓȐ ȗȖȒțȗȈȚȤ GIAC-ȚȍșȚ ȊȔȍșȚȍ ș 
șȖȖȚȊȍȚșȚȊțȦȡȐȔ ȖȉțȟȍȕȐȍȔ, ȚȖ ȞȍȕȈ șȖșȚȈȊȐȚ $659. ǵȖ ȓȦȉȖȑ ȚȍșȚ ȔȖȎȕȖ 
ȒțȗȐȚȤ ȖȚȌȍȓȤȕȖ (ȉȍȏ ȗȘȖȝȖȎȌȍȕȐȧ ȗȖȌȋȖȚȖȊȒȐ) ȏȈ $1149.  
   Ǭȓȧ Țȍȝ, ȒȖȋȖ ȐȕȚȍȘȍșțȦȚ șȍȘȚȐȜȐȒȈȚȣ ȗȖ șȐșȚȍȔȈȔ Unix Ȑ Linux, SANS ȚȈȒȎȍ 
ȗȘȍȌȓȈȋȈȍȚ șȍȘȚȐȜȐȒȈȚ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ ȉȍȏȖȗȈșȕȖșȚȐ Ȋ șȐșȚȍȔȈȝ Unix (GIAC 
Certified Unix Security Administrator, GCUX) 

(http://www.giac.org/certification/certified-unix-security-administrator-gcux). 

Certified Ethical Hacker (CEH)  

ǹȍȘȚȐȜȐȒȈȚ Certified Ethical Hacker (ǹȍȘȚȐȜȐȞȐȘȖȊȈȕȕȣȑ ȥȚȐȟȕȣȑ ȝȈȒȍȘ, CEH) 
(https://www.eccouncil.org/programs/certified-ethical-hacker-ceh/) 

ǴȍȎȌțȕȈȘȖȌȕȖȋȖ șȖȊȍȚȈ ȒȖȕșțȓȤȚȈȕȚȖȊ ȗȖ ȥȓȍȒȚȘȖȕȕȖȑ ȚȖȘȋȖȊȓȍ (EC-Council) 
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ȊȣșȖȒȖ ȞȍȕȐȚșȧ, Ȉ ȗȖȓțȟȈȧ ȍȋȖ, Ȋȣ șȚȈȕȖȊȐȚȍșȤ ȐșȚȐȕȕȣȔ ȝȈȒȍȘȖȔ Ȋ ȉȍȓȖȑ 
Ƞȓȧȗȍ (ȚȖ ȍșȚȤ, ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȔ ȗȍȕȚȍșȚȍȘȖȔ). ǩȓȈȋȖȌȈȘȧ CEH, ȧ țȏȕȈȓ Ȗ 
ȕȍȒȖȚȖȘȣȝ ȐȕȚȍȘȍșȕȣȝ ȐȕșȚȘțȔȍȕȚȈȝ ȊȏȓȖȔȈ, ȒȖȚȖȘȣȍ ȌȖ șȐȝ ȗȖȘ ȐșȗȖȓȤȏțȦ. 
ЭȒȏȈȔȍȕ șȖșȚȖȐȚ Ȑȏ 125 ȊȖȗȘȖșȖȊ ș ȔȕȖȎȍșȚȊȖȔ ȊȈȘȐȈȕȚȖȊ ȖȚȊȍȚȈ, Ȑ ȕȈ ȕȍȋȖ 
ȖȚȊȖȌȐȚșȧ ȌȖ ȟȍȚȣȘȍȝ ȟȈșȖȊ. ǷȓȈȚȈ ȏȈ țȟȈșȚȐȍ Ȋ ȗȘȖȋȘȈȔȔȍ șȖșȚȈȊȓȧȍȚ $100. 
   EC-Council ȚȈȒȎȍ ȗȘȖȊȖȌȐȚ ȔȕȖȎȍșȚȊȖ ȌȘțȋȐȝ ȗȖȓȍȏȕȣȝ ȥȒȏȈȔȍȕȖȊ, ȊȒȓȦȟȈȧ 
ȥȒȏȈȔȍȕ ȕȈ șȓȍȌȖȊȈȚȍȓȧ-ȒȘȐȔȐȕȈȓȐșȚȈ ȗȖ ȊȏȓȖȔȈȔ (Computer Hacking Forensic 
Investigator) (https://cert.eccouncil.org/computer-hackingforensic-

investigator.html), ȓȐȞȍȕȏȐȘȖȊȈȕȕȖȋȖ ȗȍȕȚȍșȚȍȘȈ (Licensed Penetration Tester) 
(https://cert.eccouncil.org/licensed-penetration-tester.html), șȍȘȚȐȜȐȞȐȘȖȊȈȕȕȖȋȖ 
șȗȍȞȐȈȓȐșȚȈ ȗȖ ȥȒșȚȘȍȕȕȣȔ șȐȚțȈȞȐȧȔ (Certified Incident Handler) 
(https://cert.eccouncil.org/ec-council-certified-incidenthandler.html) Ȑ 
șȍȘȚȐȜȐȞȐȘȖȊȈȕȕȖȋȖ ȗȘȖȜȍșșȐȖȕȈȓȈ ȗȖ ȊȖșșȚȈȕȖȊȓȍȕȐȦ Ȋ ȈȊȈȘȐȑȕȣȝ 
șȐȚțȈȞȐȧȝ (Certified Disaster Recovery Professional) (https://cert.eccouncil.org/ec-

council-disaster-recovery-professional.html). ǻ ȕȐȝ ȌȈȎȍ ȍșȚȤ ȥȒȏȈȔȍȕ ȕȈ 
ȕȈȟȈȓȤȕȐȒȈ șȓțȎȉȣ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ (Chief Information Security 
Officer) (https://cert.eccouncil.org/certified-chief-information-security-officer.html). 

CompTIA Security+  

ǨșșȖȞȐȈȞȐȧ ȐȕȌțșȚȘȐȐ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ ȚȍȝȕȖȓȖȋȐȑ (Computing Technology 
Industry Association, CompTIA) (https://certification.comptia.org/) ȗȘȍȌȓȈȋȈȍȚ 
ȊșȍȖȉȢȍȔȓȦȡȐȍ ȥȒȏȈȔȍȕȣ Ȍȓȧ ȕȖȊȐȟȒȖȊ ȗȖ ȗȖȌȌȍȘȎȒȍ IT-ȐȕȜȘȈșȚȘțȒȚțȘȣ (A+) 
(https://certification.comptia.org/certifications/a), șȍȚȍȑ (Network+) 
(https://certification.comptia.org/certifications/network) Ȑ ȉȍȏȖȗȈșȕȖșȚȐ (Security+) 

(https://certification.comptia.org/certifications/security). ǺȈȒ ȒȈȒ ȥȒȏȈȔȍȕȣ 
CompTIA ȟȈșȚȖ șȌȈȦȚ ȕȖȊȐȟȒȐ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȐȕȌțșȚȘȐȐ, Ȑȝ șȍȘȚȐȜȐȒȈȚȣ 
șȟȐȚȈȦȚșȧ șȈȔȣȔȐ ȉȈȏȖȊȣȔȐ, Ȉ ȥȒȏȈȔȍȕȣ - șȓȐȠȒȖȔ ȓȍȋȒȐȔȐ. ǵȖ ȥȚȖ ȕȍ ȗȘȈȊȌȈ. 
ЭȒȏȈȔȍȕȣ ȊȒȓȦȟȈȦȚ Ȋ șȍȉȧ ȔȕȖȎȍșȚȊȖ ȚȍȔ, Ȑ ȟȚȖȉȣ Ȑȝ șȌȈȚȤ, ȕțȎȕȖ 
șȚȈȘȈȚȍȓȤȕȖ ȋȖȚȖȊȐȚȤșȧ. ǷȖȔȐȔȖ ȏȕȈȕȐȧ ȌȘțȋȐȝ ȚȍȔ, ȟȚȖȉȣ ȗȖȓțȟȐȚȤ 
șȍȘȚȐȜȐȒȈȚ CompTIA Security+, ȕȍȖȉȝȖȌȐȔȖ ȝȖȘȖȠȖ ȏȕȈȚȤ ȉȍȏȖȗȈșȕȖșȚȤ șȍȚȍȑ, 
ȒȘȐȗȚȖȋȘȈȜȐȦ, țȗȘȈȊȓȍȕȐȍ ȐȌȍȕȚȐȜȐȒȈȞȐȖȕȕȖȑ ȐȕȜȖȘȔȈȞȐȍȑ, ȚȍȝȕȐȒț 
ȉȍȏȖȗȈșȕȖșȚȐ ȊȖ ȊȘȍȔȧ ȥȒșȗȓțȈȚȈȞȐȐ, țȋȘȖȏȣ Ȑ ȕȈșȚȘȖȑȒț ȉȍȏȖȗȈșȕȖșȚȐ ȕȈ 
ȓȖȒȈȓȤȕȖȑ ȔȈȠȐȕȍ. ǵȈ ȚȍșȚ ȖȚȊȖȌȐȚșȧ 90 ȔȐȕțȚ, Ȑ Ȋ ȕȍȔ 90 ȊȖȗȘȖșȖȊ. ǾȍȕȈ 
$311. 

ISACA 

ǨșșȖȞȐȈȞȐȧ ȒȖȕȚȘȖȓȧ Ȑ ȗȘȖȊȍȘȒȐ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ șȐșȚȍȔ (Information Systems 
Audit and Control Association, ISACA) (https://www.isaca.org) ȗȘȍȌȓȈȋȈȍȚ ȘȧȌ 
țȊȈȎȈȍȔȣȝ, șȘȍȌȐ ȗȘȖȜȍșșȐȖȕȈȓȖȊ, șȍȘȚȐȜȐȒȈȚȖȊ ȗȖ ȗȘȖȊȍȘȒȍ, țȗȘȈȊȓȍȕȐȦ Ȑ 
ȗȘȐȔȍȕȍȕȐȦ șȚȈȕȌȈȘȚȖȊ. Ǫ ȚȖȔ ȟȐșȓȍ, șȍȘȚȐȜȐȒȈȚȣ ȈțȌȐȚȖȘȈ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ 
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șȐșȚȍȔ (Certified Information Systems Auditor, CISA) 
(http://www.isaca.org/Certification/CISA-Certified-Information-Systems-

Auditor/Pages/default.aspx), ȔȍȕȍȌȎȍȘȈ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ (Certified 
Information Security Manager, CISM) 

(http://www.isaca.org/Certification/CISMCertified-Information-Security-

Manager/Pages/default.aspx), ȗȖ țȗȘȈȊȓȍȕȐȦ ȒȖȘȗȖȘȈȚȐȊȕȣȔȐ IT (Certified in the 

Governance of Enterprise IT, CGEIT) (http://www.isaca.org/Certification/CGEIT-

Certified-in-the-Governance-of-Enterprise-IT/Pages/default.aspx) Ȑ ȗȖ țȗȘȈȊȓȍȕȐȦ 

ȘȐșȒȈȔȐ ȐșȗȖȓȤȏȖȊȈȕȐȧ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ șȐșȚȍȔ (Certified in Risk and 

Information Systems Control, CRISC) (http://www.isaca.org/Certification/CRISC-

Certified-in-Risk-and-Information-Systems-Control/Pages/default.aspx). ǭșȓȐ Ȋȣ 
ȉțȝȋȈȓȚȍȘ ȐȓȐ ȈțȌȐȚȖȘ, ȚȖ ȥȚȐ ȥȒȏȈȔȍȕȣ ȔȖȋțȚ ȗȖȌȚȊȍȘȌȐȚȤ ȊȈȠȐ ȕȈȊȣȒȐ, 
ȗȖșȒȖȓȤȒț ȖȕȐ șȊȧȏȈȕȣ ș ȒȖȔȗȤȦȚȍȘȈȔȐ Ȑ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ. 

ǹȍȘȚȐȜȐȒȈȚȣ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ       

ǪȖ ȔȕȖȋȐȝ ȒȖȔȗȈȕȐȧȝ, ȚȈȒȐȝ ȒȈȒ Microsoft, Cisco, Ȑ RedHat, ȍșȚȤ ȥȒȏȈȔȍȕȣ, 
ȗȖșȊȧȡȍȕȕȣȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
   ǴȕȖȋȖ ȓȍȚ ȕȈȏȈȌ Ȋ Microsoft ȉȣȓȐ ȖȚȌȍȓȤȕȣȍ ȥȒȏȈȔȍȕȣ Ȍȓȧ șȗȍȞȐȈȓȐșȚȖȊ ȗȖ 
ȉȍȏȖȗȈșȕȖșȚȐ, ȕȈȗȘȐȔȍȘ, ȥȒȏȈȔȍȕ MCSE: Security. ǵȖ ȒȖȋȌȈ ȉȍȏȖȗȈșȕȖșȚȤ 
ȗȘȐȖȉȘȍȓȈ ȊȈȎȕȍȑȠȍȍ ȏȕȈȟȍȕȐȍ Ȍȓȧ Ȋșȍȝ ȗȓȈȚȜȖȘȔ Ȑ ȚȍȝȕȖȓȖȋȐȑ, ȊȖȗȘȖșȣ ȗȖ 
ȕȍȑ ȗȖȧȊȐȓȐșȤ ȊȖ Ȋșȍȝ ȥȒȏȈȔȍȕȈȝ. ǷȖșȓȍ ȈȕȖȕșȈ ȕȖȊȖȋȖ (ȍȡȍ Ȋ ȘȈȏȘȈȉȖȚȒȍ) 
ȥȒȏȈȔȍȕȈ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ Windows Server 2016 (Securing Windows Server 2016) 
(https://www.microsoft.com/en-us/learning/exam-70-744.aspx) ȉȍȏȖȗȈșȕȖșȚȐ șȚȈȓȐ 
țȌȍȓȧȚȤ ȉȖȓȤȠȍ ȊȕȐȔȈȕȐȧ. ЭȚȖȚ ȥȒȏȈȔȍȕ ȖȝȊȈȚȣȊȈȍȚ ȋȖȘȈȏȌȖ ȉȖȓȤȠȍ ȊȖȗȘȖșȖȊ, 
Ȉ ȕȍ ȚȖȓȤȒȖ ȚȍȝȕȐȟȍșȒȖȍ ȖȉȍșȗȍȟȍȕȐȍ ȉȍȏȖȗȈșȕȖșȚȐ. Ǫ ȕȍȔ ȍșȚȤ ȊȖȗȘȖșȣ ȗȖ 
ȗȘȖȍȒȚȐȘȖȊȈȕȐȦ ȒȘȈșȕȖȋȖ/ȏȍȓȍȕȖȋȖ ȓȍșȈ (red/green forest), JIT-

ȈȌȔȐȕȐșȚȘȐȘȖȊȈȕȐȦ (just-in-time - ȚȖȟȕȖ Ȋ șȘȖȒ), JEA-ȈȌȔȐȕȐșȚȘȐȘȖȊȈȕȐȦ (just 
enough - șȒȖȓȤȒȖ ȕțȎȕȖ) Ȑ ȗȖșȓȍȌȕȐȔ ȚȍȝȕȖȓȖȋȐȧȔ Microsoft Ȍȓȧ ȖȉȍșȗȍȟȍȕȐȧ 
ȉȍȏȖȗȈșȕȖșȚȐ, ȚȈȒȐȔ ȒȈȒ Advanced Threat Analytics (ATA). ǰȕȖȋȌȈ, ȚȍȝȕȐȟȍșȒȐȔ 
șȗȍȞȐȈȓȐșȚȈȔ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ ȕțȎȕȖ ȗȘȖȑȚȐ ȚȍșȚ Microsoft’s Security 
Fundamentals (https://www.microsoft.com/en-us/learning/exam-98-367.aspx), 

ȒȖȚȖȘȣȑ șȚȖȐȚ $127. 
   ЭȒȏȈȔȍȕȣ Ȋ Cisco ȊșȍȋȌȈ șȟȐȚȈȓȐșȤ ȖȌȕȐȔȐ Ȑȏ șȈȔȣȝ șȓȖȎȕȣȝ Ȋ ȐȕȌțșȚȘȐȐ. 
ǷȖȓțȟȐȚȤ șȍȘȚȐȜȐȒȈȚ ȥȒșȗȍȘȚȈ șȍȚȍȑ Cisco (Cisco Certified Internetwork Expert, 

CCIE) (https://www.cisco.com/c/en/us/training-events/training-

certifications/certifications/expert/ccie-program.html) șȓȖȎȕȍȍ ȊșȍȋȖ Ȋ ȐȕȌțșȚȘȐȐ. 

ǹȖȋȓȈșȕȖ Cisco, ȥȚȖȚ șȍȘȚȐȜȐȒȈȚ ȗȖȓțȟȈȦȚ Ȕȍȕȍȍ 3% ȗȘȍȚȍȕȌȍȕȚȖȊ, ȌȈȎȍ ȗȘȐ 
țșȓȖȊȐȐ, ȟȚȖ ȖȕȐ ȚȘȈȚȧȚ ȚȣșȧȟȐ ȌȖȓȓȈȘȖȊ, șȖȏȌȈȦȚ ȌȖȔȈȠȕȐȍ ȓȈȉȖȘȈȚȖȘȐȐ Ȑ 
ȚȘȈȚȧȚ, Ȋ șȘȍȌȕȍȔ, ȗȖȓȚȖȘȈ ȋȖȌȈ ȕȈ ȖȉțȟȍȕȐȍ. ǹȍȘȚȐȜȐȒȈȚ șȗȍȞȐȈȓȐșȚȈ ȗȖ șȍȚȧȔ 
(Cisco’s Certified Network Associate (CCNA) 
(https://www.cisco.com/c/en/us/training-events/training-
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certifications/certifications/associate/ccna-security.html) ȓȍȋȟȍ ȗȖȓțȟȐȚȤ, ȕȖ, 
ȕȍșȔȖȚȘȧ ȕȈ ȥȚȖ, Ȗȕ ȊȣșȖȒȖ ȞȍȕȐȚșȧ. ǿȚȖȉȣ ȗȖȓțȟȐȚȤ șȍȘȚȐȜȐȒȈȚ CCNA, ȕțȎȕȖ 
ȐȔȍȚȤ ȌȘțȋȖȑ ȌȍȑșȚȊțȦȡȐȑ șȍȘȚȐȜȐȒȈȚ Cisco. ǷȖșȓȍ ȗȖȓțȟȍȕȐȧ șȍȘȚȐȜȐȒȈȚȈ 
CCNA (ȐȓȐ ȗȘȖȝȖȎȌȍȕȐȧ ȓȦȉȖȑ șȍȘȚȐȜȐȒȈȞȐȐ CCIE) ȔȖȎȕȖ ȗȘȖȑȚȐ ȥȒȏȈȔȍȕ ȕȈ 
ȗȖȓțȟȍȕȐȍ șȍȘȚȐȜȐȒȈȚȈ ȗȘȖȜȍșșȐȖȕȈȓȈ ȗȖ ȔȈȘȠȘțȚȐȏȈȞȐȐ Ȑ ȒȖȔȔțȚȈȞȐȐ (Cisco 
Certified Network Professional, CCNP) (https://www.cisco.com/c/en/us/training-

events/training-certifications/certifications/professional/ccnp-security.html). ǵȖ 
ȥȒȏȈȔȍȕ CCIE (https://www.cisco.com/c/en/us/training-events/training-

certifications/certifications/expert/ccie-security.html) - ȥȚȖ ȥȒȏȈȔȍȕ Ȍȓȧ șȈȔȣȝ 

ȒȘțȚȣȝ ȗȈȘȕȍȑ. Ƕȕ șȖșȚȖȐȚ Ȑȏ ȌȊțȝ ȟȈșȚȍȑ: ȗȐșȤȔȍȕȕȖȑ, ȒȖȚȖȘȈȧ ȌȓȐȚșȧ ȌȊȈ 
ȟȈșȈ (Ȑ ȒȖȚȖȘțȦ ȕțȎȕȖ șȌȈȚȤ ȗȍȘȊȖȑ), Ȑ ȓȈȉȖȘȈȚȖȘȕȖȑ, ȗȘȖȊȖȌȐȔȖȑ Ȋ ȚȍȟȍȕȐȍ 
ȊȖșȤȔȐ ȟȈșȖȊ. Ǫșȍ șȍȘȚȐȜȐȒȈȚȣ Cisco șȓȖȎȕȖ ȗȖȓțȟȐȚȤ, ȕȖ ȕȈȓȐȟȐȍ ȓȦȉȖȋȖ Ȑȏ 
șȍȘȚȐȜȐȒȈȚȖȊ CCIE ȗȖȏȊȖȓȧȍȚ ȕȍȗȓȖȝȖ ȏȈȘȈȉȈȚȣȊȈȚȤ ȗȘȈȒȚȐȟȍșȒȐ Ȋ ȓȦȉȖȑ 
șȚȘȈȕȍ ȔȐȘȈ. 
   Red Hat ȗȖȏȊȖȓȧȍȚ ȗȖȓțȟȐȚȤ ȌȍșȧȚȒȐ șȍȘȚȐȜȐȒȈȚȖȊ 
(https://www.redhat.com/en/services/all-certifications-exams), Ȑ ȒȈȒ Ȑ ȓȦȉȖȑ 
ȒȘțȗȕȣȑ ȗȘȖȐȏȊȖȌȐȚȍȓȤ, ȥȚȈ ȒȖȔȗȈȕȐȧ ȗȘȍȌȓȈȋȈȍȚ, ȗȖ ȒȘȈȑȕȍȑ ȔȍȘȍ ȖȌȐȕ 
șȍȘȚȐȜȐȒȈȚ șȗȍȞȐȈȓȐșȚȈ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ЭȒȏȈȔȍȕ Ȋ Red Hat 
ȗȖȏȊȖȓȧȍȚ ȗȖȓțȟȐȚȤ șȍȘȚȐȜȐȒȈȚ șȗȍȞȐȈȓȐșȚȈ ȗȖ țȓțȟȠȍȕȐȦ ȏȈȡȐȚȣ șȍȘȊȍȘȖȊ 
(Red Hat Certificate of Expertise in Server Hardening) 

(https://www.redhat.com/en/services/certification/rhcoe-server-hardening). ǷȖȔȐȔȖ 
ȏȕȈȕȐȑ Ȗȉ țȓțȟȠȍȕȐȐ ȏȈȡȐȚȣ Linux-șȍȘȊȍȘȖȊ, țșȗȍȠȕȣȍ ȒȈȕȌȐȌȈȚȣ ȌȖȓȎȕȣ 
ȉȣȚȤ ȋȖȚȖȊȣ Ȓ ȘȈȉȖȚȍ ș Common Vulnerabilities and Exposure (CVE) Ȑ ȖȚȟȍȚȈȔȐ 
Red Hat Security Advisory (RHSA). ǾȍȕȈ ȥȒȏȈȔȍȕȈ $600.  
   ǷȘȖȜȍșșȐȖȕȈȓȤȕȣȑ ȐȕșȚȐȚțȚ Linux (Linux Professional Institute, LPI) 
(https://www.lpi.org/) ȗȘȍȌȓȈȋȈȍȚ ȕȍȏȈȊȐșȐȔȣȍ ȖȚ ȗȘȖȐȏȊȖȌȐȚȍȓȧ șȍȘȚȐȜȐȒȈȚȣ 
ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ șȐșȚȍȔ Linux (https://www.lpi.org/study-resources/lpic-3-303-

exam-objectives/). ЭȒȏȈȔȍȕ LPIC-3 Exam 303 ȊȒȓȦȟȈȍȚ ȔȕȖȎȍșȚȊȖ ȚȍȔ, 
ȒȈșȈȦȡȐȝșȧ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ ȟȚȖȉȣ ȍȋȖ șȌȈȚȤ, ȒȈȕȌȐȌȈȚȣ ȌȖȓȎȕȣ șȕȈȟȈȓȈ 
țșȗȍȠȕȖ ȗȘȖȑȚȐ ȟȍȚȣȘȍ ȥȒȏȈȔȍȕȈ LPI ȉȖȓȍȍ ȕȐȏȒȐȝ țȘȖȊȕȍȑ. ǹȚȖȐȔȖșȚȤ 
ȥȒȏȈȔȍȕȖȊ LPI ȚȘȍȚȤȍȋȖ țȘȖȊȕȧ, ȚȈȒȐȝ ȒȈȒ LPIC-3 303 șȖșȚȈȊȓȧȍȚ $188. 
   ǲȈȒ țȎȍ ȉȣȓȖ șȒȈȏȈȕȖ ȊȣȠȍ SANS ȚȈȒȎȍ ȗȘȍȌȓȈȋȈȍȚ șȍȘȚȐȜȐȒȈȚ 
ȈȌȔȐȕȐșȚȘȈȚȖȘȈ ȉȍȏȖȗȈșȕȖșȚȐ Ȋ șȐșȚȍȔȈȝ Unix (GIAC Certified Unix Security 
Administrator, GCUX) (http://www.giac.org/certification/certified-unix-security-

administrator-gcux). 

   Ǫ Apple, șțȌȧ ȗȖ ȊșȍȔț, ȕȍȚ ȖȚȌȍȓȤȕȣȝ ȥȒȏȈȔȍȕȖȊ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ, ȕȖ 
Ȗȉȣȟȕȣȍ ȥȒȏȈȔȍȕȣ ȗȖ Ƕǹ ȔȖȎȕȖ ȕȈȑȚȐ ȚțȚ: 
https://training.apple.com/us/en/courses   

   ǲȈȎȌȣȑ ȗȖȓțȟȍȕȕȣȑ ȔȕȖȑ șȍȘȚȐȜȐȒȈȚ țȓțȟȠȐȓ ȔȖȐ ȕȈȊȣȒȐ. ǷȖȓțȟȍȕȐȍ 
șȍȘȚȐȜȐȒȈȚȈ ȗȖȔȖȋȈȍȚ țȓțȟȠȐȚȤ ȏȕȈȕȐȧ, ȒȈȘȤȍȘț Ȑ ȊȖȏȔȖȎȕȖșȚȤ ȕȈȑȚȐ ȘȈȉȖȚț. 
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ǩțȌȤȚȍ ȥȚȐȟȕȣȔȐ  
ǸȈȉȖȚȈȑȚȍ ȥȚȐȟȕȖ Ȑ ȗȘȖȜȍșșȐȖȕȈȓȤȕȖ. ǵȐȒȖȋȌȈ ȕȍ șȖȊȍȘȠȈȑȚȍ 
ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȝ ȌȍȑșȚȊȐȑ, ȟȚȖȉȣ țȓțȟȠȐȚȤ șȊȖȍ ȗȖȓȖȎȍȕȐȍ ȏȈ șȟȍȚ 
ȗȘȖȉȓȍȔ ȒȓȐȍȕȚȈ. ǭșȓȐ Ȋȣ șȖȔȕȍȊȈȍȚȍșȤ Ȋ ȥȚȐȟȕȖșȚȐ ȒȈȒȖȋȖ-ȚȖ ȌȍȑșȚȊȐȧ, ȚȖ 
șȒȖȘȍȍ ȊșȍȋȖ, ȥȚȖ ȌȍȑșȚȊȐȍ ȕȍ ȥȚȐȟȕȖ. Ǫ ǫȓȈȊȍ 50 ȖȗȐșȈȕ ȒȖȌȍȒș ȥȚȐȟȕȖȋȖ 
ȝȈȒȍȘȈ. 

ǴȐȕȐȔȐȏȐȘțȑȚȍ ȘȐșȒ șȉȖȍȊ Ȋ ȘȈȉȖȚȍ șȐșȚȍȔȣ ȒȓȐȍȕȚȈ  
ǷȖșȚȈȘȈȑȚȍșȤ șȌȍȓȈȚȤ Ȋșȍ ȊȖȏȔȖȎȕȖȍ, ȟȚȖȉȣ ȕȍ șȚȈȚȤ ȗȘȐȟȐȕȖȑ șȉȖȍȊ Ȋ ȘȈȉȖȚȍ 
șȐșȚȍȔȣ ȒȓȐȍȕȚȈ. ǪȖ ȔȕȖȋȐȝ ȐȕșȚȘțȔȍȕȚȈȝ Ȍȓȧ ȚȍșȚȐȘȖȊȈȕȐȧ ȍșȚȤ “ȉȍȏȖȗȈșȕȣȑ 
ȘȍȎȐȔ”, ȒȖȚȖȘȣȑ țȔȍȕȤȠȈȍȚ ȥȚȖȚ ȘȐșȒ. ǪșȍȋȌȈ ȚȡȈȚȍȓȤȕȖ ȗȘȖȊȍȘȧȑȚȍ 
ȐȕșȚȘțȔȍȕȚȣ Ȑ ȔȍȚȖȌȖȓȖȋȐȦ, ȗȍȘȍȌ Ȑȝ ȠȐȘȖȒȐȔ ȗȘȐȔȍȕȍȕȐȍȔ. ǪșȍȋȖ ȖȌȐȕ ȘȈȏ ȧ 
ȊȣȏȊȈȓ șȉȖȑ Ȋ ȘȈȉȖȚȍ Ȋșȍȑ șȐșȚȍȔȣ, Ȑ Ȕȕȍ ȌȖ șȐȝ ȗȖȘ șȚȣȌȕȖ. ЭȚȖ ȗȘȖȐȏȖȠȓȖ, 
ȗȖȚȖȔț ȟȚȖ ȧ ȕȍ țȌȍȓȐȓ ȌȖșȚȈȚȖȟȕȖ ȊȕȐȔȈȕȐȧ ȗȘȖȊȍȘȒȍ ȗȍȘȍȌ ȚȍșȚȐȘȖȊȈȕȐȍȔ.  
   ǭșȓȐ Ȋȣ ȗȖșȓȍȌțȍȚȍ ȊșȍȔ ȠȈȋȈȔ, ȖȗȐșȈȕȕȣȔ Ȋ ȥȚȖȑ ȋȓȈȊȍ, ȚȖ, șȒȖȘȍȍ ȊșȍȋȖ, 
șȚȈȕȍȚȍ țșȗȍȠȕȣȔ ȗȍȕȚȍșȚȍȘȖȔ, ȒȖȚȖȘȖȋȖ ȘȈȏ ȏȈ ȘȈȏȖȔ ȉțȌțȚ ȗȘȐȋȓȈȠȈȚȤ Ȋ 
ȘȈȏȓȐȟȕȣȍ ȗȘȖȍȒȚȣ. 
   Ǫ ǫȓȈȊȍ 26 ȗȘȍȌșȚȈȊȓȍȕ ǨȈȘȖȕ ǽȐȋȉȐ, ȖȌȐȕ Ȑȏ ȓțȟȠȐȝ ȗȍȕȚȍșȚȍȘȖȊ, ȒȖȚȖȘȣȝ ȧ 
ȒȖȋȌȈ-ȓȐȉȖ ȊșȚȘȍȟȈȓ, Ȉ Ȋ ǫȓȈȊȍ 27 - ǩȍȕȐȓȌ ǬȎȖȏȍȜ, șȗȍȞȐȈȓȐșȚ ȗȖ 
ȚȍșȚȐȘȖȊȈȕȐȦ ȕȈ ȗȘȖȕȐȒȕȖȊȍȕȐȍ, ȥȒșȗȍȘȚ ȗȖ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȐȏȊȍșȚȕȣȑ 
ȥȚȐȟȕȣȑ ȝȈȒȍȘ. 
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ǫȓȈȊȈ 26. ǷȘȖȜȐȓȤ: ǨȈȘȖȕ ǽȐȋȉȐ 

 

 

 

ǭȏȌȈ ȕȈ ȈȊȚȖȔȖȉȐȓȍ ǨȈȘȖȕȈ ǽȐȋȉȐ - ȥȚȖ ȕȍȗȖȊȚȖȘȐȔȣȑ ȖȗȣȚ, ȏȕȈȒȖȔȣȑ ȚȖȓȤȒȖ 
ȏȈȧȌȓȣȔ ȚȍȝȕȈȘȧȔ, ȒȖȚȖȘȣȍ ȗȖșȚȖȧȕȕȖ șȚȘȍȔȧȚșȧ ȟȚȖ-ȚȖ țșȖȊȍȘȠȍȕșȚȊȖȊȈȚȤ. Ǫ 
ȍȋȖ ȔȈȠȐȕȍ șȚȖȓȤȒȖ ȋȈȌȎȍȚȖȊ Ȑ ȌȈȚȟȐȒȖȊ, ȗȖȌȒȓȦȟȍȕȕȣȝ Ȓ ȥȓȍȒȚȘȖȕȕȖȔț ȉȓȖȒț 
țȗȘȈȊȓȍȕȐȧ, ȟȚȖ ȖȕȈ șȐȓȤȕȖ ȕȈȗȖȔȐȕȈȍȚ ȔȈȠȐȕț Ȑȏ ǵȈȏȈȌ Ȋ ȉțȌțȡȍȍ. Ǻȍ, ȒȚȖ 
ȏȕȈȍȚ ȍȋȖ ȝȖȚȧ ȉȣ ȕȍșȒȖȓȤȒȖ ȓȍȚ ȕȍ țȌȐȊȓȧȦȚșȧ ȥȚȖȔț. ǽȐȋȉȐ ȊșȍȋȌȈ ȌȖȊȖȌȐȚ 
ȌȍȓȖ ȌȖ ȒȖȕȞȈ. Ƕȕ ȓȐȉȖ ȗȖȓȕȖșȚȤȦ ȊȖȊȓȍȟȍȕ Ȋ ȗȘȖȞȍșș, ȓȐȉȖ ȊȖȊșȍ ȕȍ 
ȏȈȐȕȚȍȘȍșȖȊȈȕ. ǶȟȍȊȐȌȕȖ, ȟȚȖ ȌȍȊȐȏ “ǰȌȐ ȌȖ ȒȖȕȞȈ ȐȓȐ ȐȌȐ ȌȖȔȖȑ” ȐȋȘȈȍȚ 
ȉȖȓȤȠțȦ ȘȖȓȤ Ȋ ȍȋȖ ȎȐȏȕȐ. 
   ǪȗȍȘȊȣȍ ȧ ȘȈȉȖȚȈȓ ș ǽȐȋȉȐ, ȒȖȋȌȈ ȗȘȖȊȖȌȐȓ ȚȍșȚȐȘȖȊȈȕȐȍ ȕȈ ȗȘȖȕȐȒȕȖȊȍȕȐȍ 
Ȋ ȒȘțȗȕȍȑȠȍȑ Ȋ ȔȐȘȍ ȒȈȉȍȓȤȕȖȑ ȒȖȔȗȈȕȐȐ. ȇ ȘȈșșȒȈȏȣȊȈȓ Ȗȉ ȥȚȖȔ Ȋ 
ȗȘȍȌȣȌțȡȍȑ ȋȓȈȊȍ ȗȘȖ ȚȍșȚȐȘȖȊȈȕȐȍ ȕȈ ȗȘȖȕȐȒȕȖȊȍȕȐȍ, ȕȖ ȒȖȍ-ȟȚȖ țȗțșȚȐȓ. Ǵȣ 
țșȗȍȠȕȖ ȊȏȓȖȔȈȓȐ ȕȍ ȚȖȓȤȒȖ ȖȉȢȍȒȚ, ȐȕȚȍȘȍșȖȊȈȊȠȐȑ ȒȖȔȗȈȕȐȦ, ǺǪ-ȗȘȐșȚȈȊȒț, 
ȕȖ Ȑ ȊșȦ ȥȚț ȒȖȔȗȈȕȐȦ. ǰ ȥȚȖ ȉȣȓȖ Ȋ ȗȍȘȊȣȑ Ȏȍ ȌȍȕȤ! ǽȐȋȉȐ șȚȈȓȖ șȒțȟȕȖ, 
ȒȖȋȌȈ ȕȍ ȖșȚȈȓȖșȤ ȕȐȟȍȋȖ ȐȕȚȍȘȍșȕȖȋȖ, Ȉ ț ȕȈș ȉȣȓȈ ȕȍȌȍȓȧ ȗȖ ȌȖȋȖȊȖȘț, 

ȗȖȥȚȖȔț Ȗȕ ȕȈȟȈȓ ȊȏȓȈȔȣȊȈȚȤ ȖȉȖȘțȌȖȊȈȕȐȍ, ȒȖȚȖȘȖȍ ȕȈȔ ȌȈȓȈ ȥȚȈ ȒȖȔȗȈȕȐȧ. 
Ƕȕ șȚȈȓ ȗȘȖȊȖȌȐȚȤ ȔȈȕȐȗțȓȧȞȐȐ ș ȖȉȖȘțȌȖȊȈȕȐȍȔ, ȒȖȚȖȘȖȍ ȗȖȓțȟȈȦȚ ȒȓȐȍȕȚȣ: 
ȗȍȘȍȒȓȦȟȈȓ ȗȘȖȊȖȌȈ, ȗȍȘȍȔȣȟȒȐ ȕȈ ȔȈȚȍȘȐȕșȒȖȑ ȗȓȈȚȍ Ȑ Ȕȍȕȧȓ ȗȖȓȦșȈ ȒȈȉȍȓȧ 
ȗȐȚȈȕȐȧ. Ƕȕ ȗȘȖȌȖȓȎȈȓ ȗȘȖȉȖȊȈȚȤ ȘȈȏȕȣȍ ȒȖȕȜȐȋțȘȈȞȐȐ, ȟȚȖȉȣ ȊȏȓȖȔȈȚȤ 
ȖȉȖȘțȌȖȊȈȕȐȍ, Ȑ Ȋ ȖȌȐȕ ȔȖȔȍȕȚ, Ȋ ȉțȒȊȈȓȤȕȖȔ șȔȣșȓȍ șȎȍȋ ȍȋȖ. ǷȘȐșȚȈȊȒȈ 
ȏȈȌȣȔȐȓȈșȤ, Ȑ Ȕȣ Ȋ șȗȍȠȒȍ, șȚȈȓȐ ȖȚȒȓȦȟȈȚȤ ȥȓȍȒȚȘȐȟȍșȚȊȖ Ȑ ȚțȠȐȚȤ 
ȕȍȉȖȓȤȠȖȑ ȗȖȎȈȘ. ǵȈȔ ȗȘȐȠȓȖșȤ ȗȖȌȖȎȌȈȚȤ ȕȍșȒȖȓȤȒȖ ȔȐȕțȚ, ȗȖȒȈ ȌȣȔ 
ȘȈȏȊȍȍȚșȧ, ȟȚȖȉȣ țȏȕȈȚȤ, șȘȈȉȖȚȈȓȈ ȓȐ ȗȖȎȈȘȕȈȧ șȐȋȕȈȓȐȏȈȞȐȧ Ȑ ȕțȎȕȖ ȓȐ ȕȈȔ 
țȝȖȌȐȚȤ.  
   ǲȖȋȌȈ ȌȣȔ ȘȈȏȊȍȧȓșȧ, Ȕȣ Ȋșȍ ȊȌȖȝȕțȓȐ ș ȖȉȓȍȋȟȍȕȐȍȔ, Ȑ ȧ țȌȐȊȐȓșȧ, ȒȖȋȌȈ 
țȊȐȌȍȓ, ȟȚȖ ǽȐȋȉȐ ȗȘȖȌȖȓȎȐȓ ȊȏȓȈȔȣȊȈȚȤ ȖȉȖȘțȌȖȊȈȕȐȍ. ǵȐȒȈȒȐȍ țȋȖȊȖȘȣ 
ȖșȚȈȓȤȕȖȑ ȒȖȔȈȕȌȣ ȕȍ ȔȖȋȓȐ ȍȋȖ ȖșȚȈȕȖȊȐȚȤ. Ǫ ȒȖȕȞȍ ȒȖȕȞȖȊ, Ȗȕ șȚȈȓ ȗȘȐȟȐȕȖȑ 
ȍȡȍ ȉȖȓȤȠȍȋȖ ȊȖȏȋȖȘȈȕȐȧ ȖȉȖȘțȌȖȊȈȕȐȧ, ȒȖȚȖȘȖȍ țȎȍ ȕȍȓȤȏȧ ȉȣȓȖ ȚȈȒ ȓȍȋȒȖ 
ȗȖȚțȠȐȚȤ. Ǫșȍ ȊȘȍȔȧ, ȗȖȒȈ Ȕȣ ȉȍȎȈȓȐ ȖȚ, ȚȍȗȍȘȤ țȎȍ ȋȈȘȈȕȚȐȘȖȊȈȕȕȖȋȖ, 
șȘȈȉȈȚȣȊȈȕȐȧ șȘȍȌșȚȊ ȚțȠȍȕȐȧ, Ȗȕ șȔȍȧȓșȧ, Ȑ, ȕȍ ȗȘȍȌțȗȘȍȌȐȊ Ȕȍȕȧ, șȕȐȔȈȓ 
Ȋșȍ ȕȈ ȚȍȓȍȜȖȕ. ǿȍȘȍȏ ȕȍșȒȖȓȤȒȖ ȔȐȕțȚ ȍȋȖ ȊȐȌȍȖ ȖȒȈȏȈȓȖșȤ Ȋ ȐȕȚȍȘȕȍȚȍ. ЭȚȈ 
ȐșȚȖȘȐȧ ȈȉșȖȓȦȚȕȖ ȚȖȟȕȖ ȕȍ Ȗ ȚȖȔ, ȟȚȖ ȌȖȓȎȕȣ ȌȍȓȈȚȤ ȌȘțȋȐȍ ȗȍȕȚȍșȚȍȘȣ. 
ǩȣȓȖ ȕȍ ȓțȟȠȍȑ ȐȌȍȍȑ ȌȍȓȈȚȤ ȚȖ, ȟȚȖ ȝȖȚȧ ȉȣ Ȋ ȚȍȖȘȐȐ ȔȖȎȍȚ ȊȣȏȊȈȚȤ ȗȖȎȈȘ. 
ǵȖ ȥȚȖȚ ȏȈȉȈȊȕȣȑ șȓțȟȈȑ ȕȈȋȓȧȌȕȖ ȌȍȔȖȕșȚȘȐȘțȍȚ, ȒȈȒȖȊȖ ȉȣȓȖ ȘȈȉȖȚȈȚȤ ș 
ǽȐȋȉȐ. ǴȕȖȋȐȍ ȍȋȖ ȌȘțȏȤȧ Ȑ ȒȖȓȓȍȋȐ ȔȖȋțȚ ȘȈșșȒȈȏȈȚȤ ȗȖȌȖȉȕȣȍ ȐșȚȖȘȐȐ.  
   ǩțȌțȟȐ ȊȍșȍȓȣȔ ȗȈȘȕȍȔ, ǽȐȋȉȐ ȖȌȐȕ Ȑȏ ȓțȟȠȐȝ, ȞȍȓȍțșȚȘȍȔȓȍȕȕȣȝ 
ȗȍȕȚȍșȚȍȘȖȊ. Ƕȕ ȊȣȘȖș Ȋ ȘȍȓȐȋȐȖȏȕȖȑ șȍȔȤȍ șȖ șȚȘȖȋȐȔȐ ȗȘȈȊȐȓȈȔȐ. ȇ ȌțȔȈȦ 
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ȚȈȒȖȍ șȚȘȖȋȖȍ ȊȖșȗȐȚȈȕȐȍ șȚȈȓȖ ȗȘȐȟȐȕȖȑ ȍȋȖ șȚȘȈșȚȐ Ȓ ȎȐȏȕȐ Ȑ ȎȍȓȈȕȐȧ 
ȘȈșșȔȍȠȐȚȤ Ȋșȍȝ ȊȖȒȘțȋ, ȊȒȓȦȟȈȧ șȍȉȧ. ǹȍȋȖȌȕȧ Ȗȕ ȕȈȔȕȖȋȖ ȗȘȖȜȍșșȐȖȕȈȓȤȕȍȍ 
ȖȚȕȖșȐȚșȧ Ȓ ȘȈȉȖȚȍ, ȕȖ ș ȚȍȔ Ȏȍ ȦȕȖȠȍșȒȐȔ ȊȖșȚȖȘȋȖȔ ȉȖȘȍȚșȧ ș ȝȈȒȍȘȈȔȐ Ȑ 
șȗȈȔȍȘȈȔȐ. 

   ǷȖȏȎȍ, Ȕȣ ȖȉȈ țȠȓȐ Ȑȏ ȒȖȔȗȈȕȐȐ, Ȋ ȒȖȚȖȘȖȑ ȘȈȉȖȚȈȓȐ. ȇ țȠȍȓ Ȋ Microsoft, Ȉ 
ǽȐȋȉȐ șȚȈȓ șȖȖșȕȖȊȈȚȍȓȍȔ șȖȉșȚȊȍȕȕȖȑ, ȕȍȊȍȘȖȧȚȕȖ țșȗȍȠȕȖȑ ȒȖȔȗȈȕȐȐ 
PhishMe (https://phishme.com/). PhishMe șȗȍȞȐȈȓȐȏȐȘțȍȚșȧ ȕȈ ȗȖȌȋȖȚȖȊȒȍ 

ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȓ ȜȐȠȐȕȋȖȊȣȔ ȈȚȈȒȈȔ. Ǫ ȟȈșȚȕȖșȚȐ, ș ȗȖȔȖȡȤȦ PhishMe, ȔȖȎȕȖ 
ȓȍȋȒȖ șȌȍȓȈȚȤ “ȗȖȌȌȍȓȤȕțȦ” ȜȐȠȐȕȋȖȊțȦ ȘȈșșȣȓȒț, șȥȔțȓȐȘȖȊȈȚȤ ȜȐȠȐȕȋ, ș 
ȗȖȔȖȡȤȦ ȒȖȚȖȘȖȔȑ ȔȖȎȕȖ țȏȕȈȚȤ, ȒȚȖ Ȑȏ șȖȚȘțȌȕȐȒȖȊ ȊȣȌȈșȚ ȊȈȎȕȣȍ ȌȈȕȕȣȍ. 
ǺȈȒȐȍ ȘȈșșȣȓȒȐ ȔȖȎȕȖ ȉȣȓȖ ȌȍȓȈȚȤ Ȑ ȌȖ PhishMe, ȕȖ ș Ȑȝ ȗȖȔȖȡȤȦ ȥȚȖ șȚȈȓȖ 
ȕȍȊȍȘȖȧȚȕȖ ȓȍȋȒȖ. ǹ ȋȖȌȈȔȐ ȒȖȔȗȈȕȐȧ ȘȈșȠȐȘȐȓȈșȤ, șȍȑȟȈș Ȋ ȕȍȑ ȘȈȉȖȚȈȦȚ 350 
șȖȚȘțȌȕȐȒȖȊ, Ȉ ȌȖȝȖȌ șȖșȚȈȊȓȧȍȚ $12 ȔȐȓȓȐȖȕȖȊ Ȑ ȗȘȖȌȖȓȎȈȍȚ ȘȈșȚȐ. ǵȍșȔȖȚȘȧ 
ȕȈ ȚȖ, ȟȚȖ ț Ȕȍȕȧ ȕȍȚ ȜȐȕȈȕșȖȊȣȝ ȗȘȖȉȓȍȔ, șȒȈȎȍȔ ȚȈȒ, ț ǽȐȋȉȐ ȌȍȓȈ ȍȡȍ 
ȓțȟȠȍ. 
   ȇ șȗȘȖșȐȓ, ȒȈȒ Ȗȕ ȗȖȗȈȓ Ȋ șȜȍȘț ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ ȖȚȊȍȚȐȓ: 
“ȇ ȕȈȟȈȓ ȐȕȚȍȘȍșȖȊȈȚȤșȧ ȒȖȔȗȤȦȚȍȘȈȔȐ ȊȖ ȊȘȍȔȍȕȈ BBS (bulletin board system, 
ȥȓȍȒȚȘȖȕȕȈȧ ȌȖșȒȈ ȖȉȢȧȊȓȍȕȐȑ), Ȑ ȟȚȖȉȣ ȗȖȗȈșȚȤ ȕȈ ȕȍȒȖȚȖȘȣȍ BBS ȕțȎȕȖ 
ȉȣȓȖ șȖȊȍȘȠȈȚȤ ȏȊȖȕȒȐ ȕȈ ȌȈȓȤȕȍȍ ȘȈșșȚȖȧȕȐȍ, ȒȖȚȖȘȣȍ Ȋ ȚȖ ȊȘȍȔȧ ȉȣȓȐ 
ȌȖȘȖȋȐȔȐ. ǺȈȒ ȟȚȖ ȧ ȕȈȟȈȓ ȐȏțȟȈȚȤ șȗȖșȖȉȣ ȚȍȓȍȜȖȕȕȖȋȖ ȖȉȔȈȕȈ, ȟȚȖȉȣ 
ȉȍșȗȓȈȚȕȖ șȖȊȍȘȠȈȚȤ ȚȈȒȐȍ ȏȊȖȕȒȐ, Ȑ ȉȓȈȋȖȌȈȘȧ ȥȚȖȔț, ȕȈȟȈȓ ȐȏțȟȈȚȤ ȌȘțȋȐȍ 
ȝȈȒȍȘșȒȐȍ ȗȘȐȍȔȣ. ǴȖȧ ȗȍȘȊȈȧ ȘȈȉȖȚȈ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ 
ȉȣȓȈ Ȋ ȒȖȔȗȈȕȐȐ EarthLink… ȧ Ȋ ȉțȒȊȈȓȤȕȖȔ șȔȣșȓȍ ȉȣȓ ȚȍȔ ȗȈȘȕȍȔ, ȒȖȚȖȘȣȑ 
ȖȚȊȍȟȈȓ ȏȈ ȥȓȍȒȚȘȖȕȕȣȑ ȈȌȘȍș abuse@earthlink.net. ȇ ȖȉȘȈȉȈȚȣȊȈȓ Ȋșȍ, ȟȚȖ 
ȗȘȐȝȖȌȐȓȖ ȕȈ ȥȚȖȚ ȈȌȘȍș. ȇ ȜȐȓȤȚȘȖȊȈȓ șȗȈȔ, ȔȖȠȍȕȕȐȟȍșȚȊȖ ș ȐșȗȖȓȤȏȖȊȈȕȐȍȔ 
ȉȈȕȒȖȊșȒȐȝ ȒȈȘȚ, ȖȉȘȈȉȈȚȣȊȈȓ ȚȘȍȉȖȊȈȕȐȧ ȗȖ șȖȉȓȦȌȍȕȐȦ ȗȘȈȊȖȊȣȝ ȕȖȘȔ Ȑ 
Ȋșȍ, ȟȚȖ ȚțȌȈ ȗȘȐȝȖȌȐȓȖ. Ǵȕȍ ȕȈșȚȖȓȤȒȖ ȕȘȈȊȐȓȈșȤ ȥȚȈ ȘȈȉȖȚȈ, ȟȚȖ ȧ ȉȘȖșȐȓ 
ȒȖȓȓȍȌȎ. ǸȖȌȐȚȍȓȐ ȋȖȊȖȘȐȓȐ, ȟȚȖ ȧ șȖȊȍȘȠȈȦ ȉȖȓȤȠțȦ ȖȠȐȉȒț. ǶȕȐ ȌțȔȈȓȐ, 
ȟȚȖ ȐȕȚȍȘȕȍȚ - ȥȚȖ ȗȘȍȝȖȌȧȡȍȍ țȊȓȍȟȍȕȐȍ, ȒȈȒ ȋȘȈȎȌȈȕșȒȐȍ ȘȈȞȐȐ”. 
   ȇ ȖȟȍȕȤ țȊȈȎȈȦ șȚȘȍȔȓȍȕȐȍ ǽȐȋȉȐ Ȑ PhishMe ȉȖȘȖȚȤșȧ ȐȔȍȕȕȖ ș ȜȐȠȐȕȋȖȔ. 
ǴȕȖȋȐȍ Ȑȝ ȒȖȕȒțȘȍȕȚȣ ȘȈșȠȐȘȐȓȐ șȊȖȦ ȌȍȧȚȍȓȤȕȖșȚȤ Ȑ șȚȈȓȐ ȗȘȍȌȓȈȋȈȚȤ 
ȌȘțȋȐȍ țșȓțȋȐ, ȕȖ PhishMe ȗȘȖȌȖȓȎȈȦȚ ȘȈȉȖȚȈȚȤ ȚȖȓȤȒȖ Ȋ ȥȚȖȔ ȕȈȗȘȈȊȓȍȕȐȐ. ǰ, 
șțȌȧ ȗȖ ȊșȍȔț, ȚȈȒȈȧ ȞȍȓȍțșȚȘȍȔȓȍȕȕȖșȚȤ PhishMe ȗȘȐȕȖșȐȚ ȋȖȘȈȏȌȖ ȉȖȓȤȠȍ 
ȌȖȝȖȌȖȊ ȐȔ Ȑ Ȑȝ ȒȓȐȍȕȚȈȔ. ǽȐȋȉȐ ȖȚȔȍȚȐȓ: “ǵȍȒȖȚȖȘȣȍ ȓȦȌȐ ȕȍ ȗȖȕȐȔȈȦȚ, ȟȍȔ 
ȏȈȕȐȔȈȍȚșȧ PhishMe. ǶȕȐ ȌțȔȈȦȚ, ȟȚȖ ȥȚȖ ȗțșȚȈȧ ȚȘȈȚȈ ȊȘȍȔȍȕȐ, ȟȚȖ ȊȔȍșȚȖ 
ȚȖȋȖ, ȟȚȖȉȣ ȗȖȔȖȋȈȚȤ ȓȦȌȧȔ ȘȍȠȈȚȤ ȕȣȕȍȠȕȐȍ ȗȘȖȉȓȍȔȣ ȜȐȠȐȕȋȈ ȗȖ 
ȥȓȍȒȚȘȖȕȕȖȑ ȗȖȟȚȍ, ȕțȎȕȖ ȐșȗȘȈȊȓȧȚȤ șȈȔț ȥȓȍȒȚȘȖȕȕțȦ ȗȖȟȚț… ȚȖ ȍșȚȤ, 
șȌȍȓȈȚȤ ȒȖȔȗȤȦȚȍȘȣ ȈȉșȖȓȦȚȕȖ ȉȍȏȖȗȈșȕȣȔȐ ȗȖ țȔȖȓȟȈȕȐȦ. 
   ЭȚȖ ȖȚȓȐȟȕȈȧ ȔȣșȓȤ. ǵȖ, Ȋ ȚȖ Ȏȍ ȊȘȍȔȧ, ȥȚȖ ȏȈȖȉȓȈȟȕȣȍ ȔȍȟȚȣ. ȇ ȐȔȍȦ 
ȊȊȐȌț, ȊȗȍȘȊȣȍ ȧ țȊȐȌȍȓ ȗȐșȤȔȖ ș ȜȐȠȐȕȋȖȔ Ȋ 1997-ȖȔ, ȒȖȋȌȈ ȘȈȉȖȚȈȓ Ȋ 
EarthLink. ǭșȓȐ ȉȣ Ȕȕȍ ȚȖȋȌȈ șȒȈȏȈȓȐ, ȟȚȖ ȥȚȖ ȚȈȒ Ȑ ȖșȚȈȕȍȚșȧ ȗȘȖȉȓȍȔȖȑ… 
ȖȋȘȖȔȕȖȑ ȗȘȖȉȓȍȔȖȑ, ȒȈȒ șȍȑȟȈș… Ȑ ȟȚȖ ȧ ȉțȌț ȏȈȘȈȉȈȚȣȊȈȚȤ ȚȍȔ, ȟȚȖ ȗȖȔȖȋȈȦ 
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ȍȍ ȘȍȠȐȚȤ, ȚȖ ȧ ȉȣ ȕȍ ȗȖȊȍȘȐȓ. ǫȓȈȊȕȈȧ ȗȘȖȉȓȍȔȈ Ȋ ȚȖȔ, ȟȚȖ ȗȘȐȕȞȐȗ ȘȈȉȖȚȣ 
ȥȓȍȒȚȘȖȕȕȖȑ ȗȖȟȚȣ ȕȍȕȈȌȍȎȍȕ, Ȑ ȍȋȖ ȊȘȧȌ ȓȐ ȐșȗȘȈȊȧȚ Ȋ ȉȓȐȎȈȑȠȍȔ ȉțȌțȡȍȔ. 
ǬȍșȧȚȤ ȓȍȚ șȗțșȚȧ Ȗȕ Ȋșȍ ȍȡȍ ȉțȌȍȚ ȕȍȕȈȌȍȎȍȕ. ǵȈ ȗȘȖȚȧȎȍȕȐȐ ȔȕȖȋȐȝ ȓȍȚ 
ȉȣȓȖ ȕȍȔȈȓȖ ȗȖȗȣȚȖȒ ȗȘȐȊȕȍșȚȐ ȒȈȒȐȍ-ȚȖ ȌȖȗȖȓȕȍȕȐȧ, ȟȚȖȉȣ șȌȍȓȈȚȤ 
ȥȓȍȒȚȘȖȕȕțȦ ȗȖȟȚț ȓțȟȠȍ, ȕȖ ȕȐ ȖȌȕȖ Ȑȏ ȥȚȐȝ ȌȖȗȖȓȕȍȕȐȑ ȚȈȒ Ȑ ȕȍ 
“ȗȘȐȎȐȓȖșȤ”. ǰ ȧ ȥȚȖȋȖ ȕȍ ȗȖȕȐȔȈȦ, ȊȍȌȤ Ȕȣ ȐșȗȘȈȊȐȓȐ ȔȕȖȋȐȍ ȌȘțȋȐȍ 
ȗȘȖȚȖȒȖȓȣ, Ȉ ȖȚ ȕȍȒȖȚȖȘȣȝ ȐȏȉȈȊȐȓȐșȤ ȖȒȖȕȟȈȚȍȓȤȕȖ, ȕȈȗȘȐȔȍȘ, ȖȚ Telnet. 
ǵȐȒȚȖ ȉȖȓȤȠȍ ȕȍ ȐșȗȖȓȤȏțȍȚ Telnet. ǪȔȍșȚȖ ȕȍȋȖ Ȕȣ ȐșȗȖȓȤȏțȍȔ SSH. ǵȖ ȗȖ 
ȒȈȒȐȔ-ȚȖ ȗȘȐȟȐȕȈȔ email-ȗȘȖȚȖȒȖȓ ȗȘȖȌȖȓȎȈȍȚ șțȡȍșȚȊȖȊȈȚȤ Ȋ ȕȍȐȏȔȍȕȕȖȔ 
ȊȐȌȍ, ȕȍșȔȖȚȘȧ ȕȈ șȊȖȐ ȖȋȘȖȔȕȣȍ ȗȘȖȉȓȍȔȣ, Ȑ ȘȈȏ țȎ ȍȋȖ Ȋșȍ ȍȡȍ ȐșȗȖȓȤȏțȦȚ, 
ȧ ȝȖȟț ȗȖȔȖȋȈȚȤ ȒȖȔȗȈȕȐȧȔ șȌȍȓȈȚȤ ȍȋȖ ȉȍȏȖȗȈșȕȍȍ”.  
   ȇ ȘȈșșȒȈȏȈȓ ǽȐȋȉȐ, ȟȚȖ țȌȐȊȓȍȕ ȕȍȎȍȓȈȕȐȍȔ ȔȕȖȋȐȝ ȒȖȔȗȈȕȐȑ ȗȘȖȊȖȌȐȚȤ 
ȈȕȚȐȜȐȠȐȕȋȖȊțȦ ȗȖȌȋȖȚȖȊȒț, ȗȖȚȖȔț ȟȚȖ ȥȚȖ ȌȖȓȎȕȈ ȉȣȚȤ ȏȈȌȈȟȈ ȕȖȔȍȘ ȖȌȐȕ 
ȐȓȐ ȕȖȔȍȘ ȌȊȈ, ș ȗȖȔȖȡȤȦ ȒȖȚȖȘȖȑ ȔȖȎȕȖ șȕȐȏȐȚȤ ȘȐșȒȐ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ ȖȚȊȍȚȐȓ: “ǶȚȟȈșȚȐ ȗȘȖȉȓȍȔȈ ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȚȖȔ, ȟȚȖ 
ȕȍȒȖȚȖȘȣȍ ȒȖȔȗȈȕȐȐ ȗȘȖȊȖȌȧȚ ȜȐȠȐȕȋȖȊȣȍ ȚȍșȚȣ ȉȍȏ ȗȖȌȋȖȚȖȊȒȐ șȖȚȘțȌȕȐȒȖȊ, 

Ȑ ȥȚȖ ȏȈȒȈȕȟȐȊȈȍȚșȧ ȗȘȖȉȓȍȔȈȔȐ. Ǵȣ țȌȍȓȧȍȔ ȥȚȖȔț ȔȕȖȋȖ ȊȕȐȔȈȕȐȧ. Ǵȣ ȕȍ 
ȗȘȖȊȖȌȐȔ ȊȕȍȏȈȗȕȖ ȚȍșȚ PhishMe. Ǵȣ ȗȘȖșȐȔ ȒȖȔȗȈȕȐȐ șȖȖȉȡȐȚȤ șȖȚȘțȌȕȐȒȈȔ Ȑ 
ȔȍȕȍȌȎȍȘȈȔ, ȟȚȖ Ȋ ȚȍȟȍȕȐȍ șȓȍȌțȦȡȍȋȖ ȋȖȌȈ Ȕȣ ȉțȌȍȔ ȗȘȖȊȖȌȐȚȤ ȜȐȠȐȕȋ-
ȚȍșȚȣ. ǴȍȕȤȠȍ ȕȍȖȎȐȌȈȕȕȖșȚȍȑ, ȉȖȓȤȠȍ ȗȖȌȋȖȚȖȊȒȐ. ǺȈȒȎȍ Ȕȣ ȖȉțȟȈȍȔ 
ȒȓȐȍȕȚȖȊ, ȒȈȒ ȘȍȠȈȚȤ ȗȖȌȖȉȕȣȍ ȗȘȖȉȓȍȔȣ, ȚȈȒ ȟȚȖ ȊȣȐȋȘȣȊȈȦȚ Ȋșȍ. 
   ǵȈȊȍȘȕȖȍ, ȉȖȓȤȠȍ ȊșȍȋȖ Ȋ ȐȕȚȍȘȊȤȦ ș ǽȐȋȉȐ Ȕȕȍ ȗȖȕȘȈȊȐȓȖșȤ ȚȖ, ȟȚȖ Ȗȕ 
ȖșȚȈȓșȧ ȚȈȒȐȔ Ȏȍ ȊȍșȍȓȣȔ Ȑ ȎȐȏȕȍȘȈȌȖșȚȕȣȔ, ȒȈȒȐȔ ȉȣȓ ȊȖ ȊȘȍȔȧ ȕȈȠȍȑ 
șȖȊȔȍșȚȕȖȑ ȘȈȉȖȚȣ ȉȖȓȍȍ ȌȍșȧȚȐ ȓȍȚ ȕȈȏȈȌ. Ƕȕ șȒȈȏȈȓ, ȟȚȖ șȖȏȌȈȊȈȚȤ Ȑ 
ȗȘȖȌȊȐȋȈȚȤ ȉȐȏȕȍș ȉȣȓȖ ȖȟȍȕȤ ȚȧȎȍȓȖ, ȕȖ ȥȚȖ ȖȗȘȈȊȌȈȓȖ ȖȎȐȌȈȕȐȧ Ȑ Ȋșȍ ȍȡȍ 
ȌȖșȚȈȊȓȧȍȚ țȌȖȊȖȓȤșȚȊȐȍ. ǪȐȌȐȔȖ, ȚȈȒȎȍ ȌțȔȈȦȚ șȖȚȘțȌȕȐȒȐ ȍȋȖ ȒȖȔȗȈȕȐȐ. 
ǵȍȌȈȊȕȖ, Ȋ ȐȏȌȈȕȐȐ Washington Business Journal PhishMe ȗȘȐȏȕȈȓȐ ȖȌȕȖȑ Ȑȏ 
ȓțȟȠȐȝ ȒȖȔȗȈȕȐȑ Ȍȓȧ ȘȈȉȖȚȣ, Ȓ ȚȖȔț Ȏȍ ȕȍȌȈȊȕȖ Ȋ ǲȈȕȒțȕȍ șȖșȚȖȧȓȈșȤ 
ȍȎȍȋȖȌȕȈȧ ȊșȚȘȍȟȈ șȖȚȘțȌȕȐȒȖȊ ȥȚȖȑ ȒȖȔȗȈȕȐȐ.  
   ǩȖȎȍ, ȗȖȟȍȔț 10 ȓȍȚ ȕȈȏȈȌ ȧ ȕȍ ȌȖȌțȔȈȓșȧ ȖȚȒȘȣȚȤ șȖȉșȚȊȍȕȕțȦ 
ȈȕȚȐȜȐȠȐȕȋȖȊțȦ ȒȖȔȗȈȕȐȦ? 

 

ǷȖȌȘȖȉȕȍȍ Ȗȉ ǨȈȘȖȕȍ ǽȐȋȉȐ 

ǷȖȌȘȖȉȕȍȍ Ȗȉ ǨȈȘȖȕȍ ǽȐȋȉȐ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǺȊȐȚȚȍȘ ǨȈȘȖȕȈ ǽȐȋȉȐ: https://twitter.com/higbee 

- ǷȘȖȜȐȓȤ ǨȈȘȖȕȈ ǽȐȋȉȐ Ȋ LinkedIn: https://www.linkedin.com/in/aaron-

higbee-6098781  

- ǩȓȖȋ ǨȈȘȖȕȈ ǽȐȋȉȐ: https://phishme.com/author/aaronh/ 

  



60 

 

ǫȓȈȊȈ 27. ǷȘȖȜȐȓȤ: ǩȍȕȐȓȌ ǬȎȖȏȍȜ 

 

 

 

25-ȓȍȚȕȐȑ ǩȍȕȐȓȌ ǬȎȖȏȍȜ Ȑȏ ǫȖȘȖȌșȒȖȋȖ ȖȒȘțȋȈ ǩȈȕȋȈȓȖȘ, ǰȕȌȐȧ - ȖȌȐȕ Ȑȏ 
șȈȔȣȝ ȔȖȓȖȌȣȝ șȗȍȞȐȈȓȐșȚȖȊ, ȗȘȍȌșȚȈȊȓȍȕȕȣȝ Ȋ ȥȚȖȑ ȒȕȐȋȍ. ǵȖ ȏȈ ȒȖȘȖȚȒȐȍ 8 

ȓȍȚ ȘȈȉȖȚȣ Ȋ ȥȚȖȑ șȜȍȘȍ (ȗȖ ȔȍȘȒȈȔ ȌȘțȋȐȝ țȟȈșȚȕȐȒȖȊ ȐȕȚȍȘȊȤȦ) ț ȕȍȋȖ țȎȍ 
ȍșȚȤ ȕȍȔȈȓȣȑ șȗȐșȖȒ ȌȖșȚȐȎȍȕȐȑ, Ȑ Ȗȕ șȚȈȘȈȚȍȓȤȕȖ ȘȈȉȖȚȈȍȚ ȕȈȌ țȓțȟȠȍȕȐȍȔ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ șȊȖȍȑ șȚȘȈȕȣ Ȑ ȋȖȘȖȌȈ. Ƕȕ șȗȍȞȐȈȓȐȏȐȘțȍȚșȧ ȕȈ 
ȉȍȏȖȗȈșȕȖșȚȐ Ȋȍȉ-ȗȘȐȓȖȎȍȕȐȑ, Ȑ țȎȍ ȖȉȕȈȘțȎȐȓ ȒȘȐȚȐȟȍșȒȐȍ țȧȏȊȐȔȖșȚȐ ȕȈ 
ȔȕȖȋȐȝ ȗȖȗțȓȧȘȕȣȝ Ȋȍȉ-șȈȑȚȈȝ, ȊȒȓȦȟȈȧ Facebook, AT&T, Sony Music, BlackBerry 
Ȑ Deutsche Telekom. ЭȚȖȋȖ ȉȣȓȖ ȌȖșȚȈȚȖȟȕȖ, ȟȚȖȉȣ ȍȋȖ ȏȈȔȍȚȐȓȐ. Ǫ ȌȈȕȕȣȑ 
ȔȖȔȍȕȚ, Ȗȕ ȋȓȈȊȕȣȑ ȐșȗȖȓȕȐȚȍȓȤȕȣȑ ȌȐȘȍȒȚȖȘ Ȋ “Th3 art of h@ckin9”, 
ȗȖȌȘȈȏȌȍȓȍȕȐȐ ǴȍȎȌțȕȈȘȖȌȕȖȋȖ ȗȘȖȍȒȚȈ ȉȍȏȖȗȈșȕȖșȚȐ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ 
ȚȍȝȕȖȓȖȋȐȑ (International IT Security Project, ȖȘȋȈȕȐȏȈȞȐȧ, ȗȖȌȌȍȘȎȐȊȈȍȔȈȧ 
ȗȘȈȊȐȚȍȓȤșȚȊȖȔ ǰȕȌȐȐ), Ȉ ȚȈȒȎȍ ȟȓȍȕ ȗȘȈȊȓȍȕȐȧ ǨșșȖȞȐȈȞȐȐ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ 
ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ ȚȍȝȕȖȓȖȋȐȑ (Information Systems Security Association, ISSA) 
ǰȕȌȐȐ. Microsoft Social Forum ȊȒȓȦȟȐȓȐ ȍȋȖ Ȋ “ǬȍșȧȚȒț ȓțȟȠȐȝ ȥȚȐȟȕȣȝ ȝȈȒȍȘȖȊ 
ǰȕȌȐȐ”, Ȉ ȐȏȌȈȕȐȍ Silicon India ȊȒȓȦȟȐȓȖ ȍȋȖ Ȋ șȗȐșȖȒ “8 șȈȔȣȝ ȏȕȈȔȍȕȐȚȣȝ 
ȥȚȐȟȕȣȝ ȝȈȒȍȘȖȊ ǰȕȌȐȐ”. Ƕȕ ȗȖșȚȖȧȕȕȖ ȗȐȠȍȚ Ȑ ȗȘȍȗȖȌȈȍȚ. 
   ǰȕȌȐȧ - ȥȚȖ țȌȐȊȐȚȍȓȤȕȈȧ ȘȈȏȊȐȊȈȦȡȈȧșȧ șȚȘȈȕȈ, ȋȌȍ ȔȕȖȋȖ ȧȘȒȐȝ ȓȦȌȍȑ, ȕȖ 
Ȋ ȚȖ Ȏȍ ȊȘȍȔȧ, țșȚȖȑȟȐȊȖȍ ȘȈȏȊȐȚȐȍ ȐȕȚȍȘȕȍȚȈ Ȋ ȥȚȖȑ șȚȘȈȕȍ ȕȈȟȈȓȖșȤ 
ȗȘȐȔȍȘȕȖ ȌȍșȧȚȤ ȓȍȚ ȕȈȏȈȌ. ǩȖȓȤȠȈȧ ȟȈșȚȤ ȕȈșȍȓȍȕȐȧ ȎȐȊȍȚ Ȋ ȉȍȌȕȖșȚȐ. 
ǷȘȐȕȐȔȈȧ ȥȚȖ ȊȖ ȊȕȐȔȈȕȐȍ, ȧ șȗȘȖșȐȓ ǬȎȖȏȍȜȈ, ȒȈȒ Ȗȕ ȗȖȗȈȓ Ȋ șȜȍȘț 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ ȖȚȊȍȚȐȓ: “Ǵȕȍ ȊșȍȋȌȈ ȉȣȓȖ ȐȕȚȍȘȍșȕȖ 
ȊȏȓȈȔȣȊȈȚȤ, Ȑ ȗȖȕȈȟȈȓț, ȧ șȖȊșȍȔ ȕȍ ȐȕȚȍȘȍșȖȊȈȓșȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȤȦ. Ǫ ȚȖ ȊȘȍȔȧ Ȋ ǰȕȌȐȐ Ȗȉ ȥȚȖȔ ȕȐȒȚȖ ȕȍ ȏȕȈȓ Ȑ ȕȍ ȋȖȊȖȘȐȓ. Ǫ 
ȖșȕȖȊȕȖȔ, Ȕȕȍ ȉȣȓȖ ȐȕȚȍȘȍșȕȖ ȊȏȓȈȔȣȊȈȚȤ ȥȓȍȒȚȘȖȕȕțȦ ȗȖȟȚț șȊȖȐȝ ȌȘțȏȍȑ. ȇ 
ȘȍȠȐȓ ȗȖȑȚȐ ȕȈ ȒțȘșȣ ȥȚȐȟȕȖȋȖ ȝȈȒȍȘȈ, ȟȚȖȉȣ ȉȖȓȤȠȍ țȏȕȈȚȤ Ȗ șȗȖșȖȉȈȝ 
ȊȏȓȖȔȈ. ǷȖȔȕȦ, ȧ ȌȈȎȍ ȋȖȊȖȘȐȓ ȐȕșȚȘțȒȚȖȘț, ȟȚȖ ȧ ȏȌȍșȤ ȕȍ Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ 
țȟȐȚȤșȧ ȉȣȚȤ ȥȚȐȟȕȣȔ ȝȈȒȍȘȖȔ ȐȓȐ șȗȍȞȐȈȓȐșȚȖȔ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ, Ȕȕȍ ȗȘȖșȚȖ ȐȕȚȍȘȍșȕȖ ȊȏȓȈȔȣȊȈȚȤ ȥȓȍȒȚȘȖȕȕțȦ ȗȖȟȚț ȌȘțȏȍȑ. ȇ 
ȉȣȓ țȊȍȘȍȕ, ȟȚȖ ȗȖȓțȟȍȕȐȍ șȍȘȚȐȜȐȒȈȚȈ - ȥȚȖ ȗțșȚȈȧ ȚȘȈȚȈ ȊȘȍȔȍȕȐ. ǵȖ Ȗȕ ȟȚȖ-

ȚȖ țȊȐȌȍȓ ȊȖ Ȕȕȍ, Ȑ ȕȈțȟȐȓ Ȕȍȕȧ ȖșȕȖȊȈȔ ȥȚȐȟȕȖȋȖ ȊȏȓȖȔȈ Ȑ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ, ȒȖȚȖȘȣȍ ȧ țȏȕȈȓ. Ƕȕ șȚȈȓ ȔȖȐȔ ȕȈșȚȈȊȕȐȒȖȔ. ǬȈȎȍ ȒȖȋȌȈ ȧ Ȋșȍ 
ȉȖȓȤȠȍ țȏȕȈȊȈȓ Ȗȉ ȥȚȐȟȕȖȔ ȊȏȓȖȔȍ, Ȗȕ ȋȖȊȖȘȐȓ, ȟȚȖ Ȕȕȍ ȍȡȍ ȔȕȖȋȖȔț ȕțȎȕȖ 
ȕȈțȟȐȚȤșȧ, ȟȚȖȉȣ șȚȈȚȤ ȗȘȖȜȍșșȐȖȕȈȓȖȔ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ ȉȘȖșȈȓ Ȕȕȍ 
ȊȣȏȖȊȣ, Ȑ ȧ ȗȘȖȌȖȓȎȈȓ țȟȐȚȤșȧ”.  
   ǹȍȑȟȈș ǬȎȖȏȍȜ ȘȈȉȖȚȈȍȚ ȕȈ ȈȋȍȕȚșȚȊȈ, ȉȖȘȦȡȐȍșȧ ș ȒȐȉȍȘȗȘȍșȚțȗȕȖșȚȤȦ Ȑ 
ȕȈ ȋȖșțȌȈȘșȚȊȖ, ȊȒȓȦȟȈȧ ȚȈȒȐȍ ȗȘȖȍȒȚȣ ȒȈȒ ǩȦȘȖ ȘȈșșȓȍȌȖȊȈȕȐȑ 
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ȒȐȉȍȘȗȘȍșȚțȗȓȍȕȐȑ (Cyber Crime Investigation Bureau, CCIB), ǴȍȎȌțȕȈȘȖȌȕȈȧ 
ȋȘțȗȗȈ ȖȗȍȘȈȚȐȊȕȖȋȖ ȘȍȈȋȐȘȖȊȈȕȐȧ ȕȈ ȒȐȉȍȘțȋȘȖȏȣ (International Cyber Threat 
Task Force, ICTTF) Ȑ ǶȉȡȍșȚȊȍȕȕțȦ ȐȕȐȞȐȈȚȐȊț ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ (Cyber 
Security Forum Initiative, CSFI). Ƕȕ ȚȈȒȎȍ ȧȊȓȧȍȚșȧ șȖȈȊȚȖȘȖȔ CCI, ȒȕȐȋȐ 
ȕȈȗȐșȈȕȕȖȑ Ȍȓȧ ȗȘȈȊȖȖȝȘȈȕȐȚȍȓȤȕȣȝ șȚȘțȒȚțȘ ǰȕȌȐȐ. Ƕȕ șȗȍȞȐȈȓȐȏȐȘțȍȚșȧ ȕȈ 
ȗȍȕȚȍșȚȍ Ȋȍȉ-ȗȘȐȓȖȎȍȕȐȑ (Web Application Penetration testing) Ȑ ȘȈșșȓȍȌȖȊȈȕȐȐ 
ȞȐȜȘȖȊȣȝ ȗȘȍșȚțȗȓȍȕȐȑ (Digital Forensic Investigation). ǵȍȗȓȖȝȖ Ȍȓȧ ȗȈȘȕȧ, 
ȒȖȚȖȘȣȑ ȗȘȖșȚȖ ȝȖȚȍȓ ȊȏȓȈȔȣȊȈȚȤ ȥȓȍȒȚȘȖȕȕțȦ ȗȖȟȚț ȌȘțȏȍȑ. Ƕȕ ȗȘȖȌȖȓȎȐȓ: 
“ǵȈ ȌȈȕȕȣȑ ȔȖȔȍȕȚ ȧ țȎȍ ȘȈȉȖȚȈȓ ȊȖ ȔȕȖȋȐȝ ȒȖȔȗȈȕȐȧȝ Ȑ ȗȘȖȍȒȚȈȝ. ǴȖȐ ȘȖȓȐ 
ȗȘȖȌȖȓȎȈȦȚ ȔȍȕȧȚȤșȧ. ǹȍȑȟȈș ȧ ȘȈȉȖȚȈȦ ȕȈ ȗȘȈȊȐȚȍȓȤșȚȊȖ ǰȕȌȐȐ Ȋ ȗȘȖȍȒȚȍ ȗȖ 
ȒȐȉȍȘșȓȍȎȒȍ, Ȕȣ șȚȈȘȈȍȔșȧ ȖșȚȈȕȖȊȐȚȤ ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȖȊ. ǺȈȒȎȍ ȧ ȔȕȖȋȖ 
ȌțȔȈȦ Ȗ ȒȐȉȍȘȖȘțȎȐȐ, ȒȖȚȖȘȖȍ ȟȈșȚȖ ȗȘȐȔȍȕȧȍȚșȧ ȗȘȖȚȐȊ ǰȕȌȐȐ. ǵȍ ȚȖȓȤȒȖ 
ȗȘȖȚȐȊ ȗȘȈȊȐȚȍȓȤșȚȊȈ Ȑ ȉȐȏȕȍșȈ, ȕȖ Ȑ ȗȘȖȚȐȊ Ȗȉȣȟȕȣȝ ȋȘȈȎȌȈȕ”.  
   ȇ șȗȘȖșȐȓ Ȗ șȈȔȖȑ ȉȖȓȤȠȖȑ ȗȘȖȉȓȍȔȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ș 
ȒȖȚȖȘȖȑ șȚȖȓȒȕțȓȈșȤ ȍȋȖ șȚȘȈȕȈ. Ƕȕ ȖȚȊȍȚȐȓ: “ǰȕȌȐȧ ȊȝȖȌȐȚ Ȋ ȌȍșȧȚȒț șȚȘȈȕ ș 
șȈȔȣȔȐ ȘȈȏȊȐȚȣȔȐ ȐȕȜȖȘȔȈȞȐȖȕȕȣȔȐ ȚȍȝȕȖȓȖȋȐȧȔȐ, ȕȖ ț ȕȈș ȕȍ ȘȈȏȊȐȚȈ 
ȐȕȜȖȘȔȈȞȐȖȕȕȈȧ ȉȍȏȖȗȈșȕȖșȚȤ. ǬȍșȧȚȤ ȓȍȚ ȕȈȏȈȌ Ȗ ȕȍȑ ȌȈȎȍ ȕȍ șȓȣȠȈȓȐ. ǭȍ ȕȍ 
ȗȘȍȗȖȌȈȊȈȓȐ. ǵȍ ȉȣȓȖ ȘȈȉȖȚȣ șȗȍȞȐȈȓȐșȚȈ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
ǬȖȓȋȖȍ ȊȘȍȔȧ Ȋ ȔȖȍȑ șȚȘȈȕȍ ȉȣȓȐ ȉȖȓȤȠȐȍ ȥȒȖȕȖȔȐȟȍșȒȐȍ ȗȘȖȉȓȍȔȣ. 
ǷȖȕȈȟȈȓț, ȍșȓȐ ȒȚȖ-ȚȖ ȝȖȚȍȓ ȒțȗȐȚȤ șȍȉȍ ȒȖȔȗȤȦȚȍȘ, ȚȖ ȥȚȖ ȗȘȐȝȖȌȐȓȖșȤ ȌȍȓȈȚȤ 
ȟȍȘȍȏ ȐȕȚȍȘȕȍȚ-ȔȈȋȈȏȐȕ. ǹȍȑȟȈș ȒȖȔȗȤȦȚȍȘ ȔȖȎȍȚ ȉȣȚȤ ȓȐȉȖ ț ȓȦȌȍȑ ȌȖȔȈ, 
ȓȐȉȖ Ȋ ȘțȒȈȝ, Ȋ ȊȐȌȍ șȔȈȘȚȜȖȕȈ. ǺȈȒ ȟȚȖ ȒȖȔȗȤȦȚȍȘȣ Ȑ ȗȘȖȉȓȍȔȣ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȋ ȔȖȍȑ șȚȘȈȕȍ - ȥȚȖ ȕȖȊȠȍșȚȊȖ. ǻ ȕȈș ȔȕȖȋȖ 
ȊȘȈȟȍȑ, ȦȘȐșȚȖȊ, ȐȕȎȍȕȍȘȖȊ Ȑ ȌȘțȋȐȝ șȗȍȞȐȈȓȐșȚȖȊ, ȕȖ ȕȍ ȝȊȈȚȈȍȚ ȓȦȌȍȑ, 
ȏȈȕȐȔȈȦȡȐȝșȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ. ǶȌȕȈȒȖ, șȐȚțȈȞȐȧ ȔȍȕȧȍȚșȧ. 
ǷȘȈȊȐȚȍȓȤșȚȊȖ Ȑ ȉȐȏȕȍș ȗȖȕȧȓȐ, ȟȚȖ ȕȈȔ ȕțȎȕȈ ȕȈȌȍȎȕȈȧ ȏȈȡȐȚȈ ȐȕȜȖȘȔȈȞȐȐ 
Ȑ ȝȖȘȖȠȐȍ șȗȍȞȐȈȓȐșȚȣ. ǹȍȋȖȌȕȧ ȊȖ ȔȕȖȋȐȝ țȕȐȊȍȘșȐȚȍȚȈȝ ȍșȚȤ ȗȘȖȋȘȈȔȔȣ 
ȔȈȋȐșȚȘȈȚțȘȣ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǷȘȈȊȐȚȍȓȤșȚȊȖ ȗȖȕȐȔȈȍȚ, 
ȕȈșȒȖȓȤȒȖ ȥȚȖ ȊȈȎȕȖ, Ȑ ȏȈȗțșȒȈȍȚ șȖȖȚȊȍȚșȚȊțȦȡȐȍ ȗȘȖȋȘȈȔȔȣ. ȇ ȗȘȖȊȖȎț 
ȔȕȖȋȖ ȊȘȍȔȍȕȐ, ȗțȚȍȠȍșȚȊțȧ ȗȖ ǰȕȌȐȐ Ȑ ȌȘțȋȐȔ țȋȖȓȒȈȔ ȗȓȈȕȍȚȣ, ȗȘȍȗȖȌȈȊȈȧ 
ȐȕȜȖȘȔȈȞȐȖȕȕțȦ ȉȍȏȖȗȈșȕȖșȚȤ. ǹȍȑȟȈș ǰȕȌȐȧ ȐȏȔȍȕȐȓȈșȤ, Ȑ ȧ ȗȖȔȖȋȈȦ ȍȍ 

ȘȈȏȊȐȚȐȦ”.  
   ǶșȚȈȍȚșȧ ȚȖȓȤȒȖ ȕȈȌȍȧȚȤșȧ, ȟȚȖ Ȋ ǰȕȌȐȐ Ȑ ȖșȚȈȓȤȕȣȝ șȚȘȈȕȈȝ ȌȖșȚȈȚȖȟȕȖ 
ȚȈȒȐȝ ȓȦȌȍȑ, ȒȈȒ ǩȍȕȐȓȌ ǬȎȖȏȍȜ. 
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ǷȖȌȘȖȉȕȍȍ Ȗ ǩȍȕȐȓȌȍ ǬȎȖȏȍȜȍ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǩȍȕȐȓȌȍ ǬȎȖȏȍȜȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǩȍȕȐȓȌ ǬȎȖȏȍȜ Ȋ LinkedIn: https://www.linkedin.com/in/benild 

- ǩȍȕȐȓȌ ǬȎȖȏȍȜ Ȋ Google+: https://plus.google.com/+BenildJoseph 

- ǪȐȌȍȖ ǩȍȕȐȓȌȈ ǬȎȖȏȍȜȈ ȕȈ YouTube Ȗ ȗȘȖȍȒȚȈȝ Kaizen Ȑ Hacker5: 
http://www.youtube.com/watch?v=BH_BNXfj0pQ 
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ǫȓȈȊȈ 28. DDoS-ȈȚȈȒȐ 

 

 

 

ǪȖȏȔȖȎȕȖ Ȋȣ șȟȐȚȈȍȚȍ, ȟȚȖ ț ȊȈș ȓțȟȠȈȧ șȐșȚȍȔȈ ȉȍȏȖȗȈșȕȖșȚȐ Ț.Ȓ. ȊȈȠȍ 
ȓȖȎȕȖȍ ȟțȊșȚȊȖ ȉȍȏȖȗȈșȕȖșȚȐ ȕȍ ȖȉȕȈȘțȎȐȊȈȍȚ ȗȘȖȉȓȍȔ, ȒȖȚȖȘȣȍ Ȋȣ ȕȍ ȔȖȎȍȚȍ 
ȒȖȕȚȘȖȓȐȘȖȊȈȚȤ. ǷȖȗȘȐȊȍȚșȚȊțȍȔ ȘȈșȗȘȍȌȍȓȍȕȕȣȍ ȈȚȈȒȐ ȚȐȗȈ “ȖȚȒȈȏ Ȋ 
ȖȉșȓțȎȐȊȈȕȐȐ” (DDoS-ȈȚȈȒȐ). ǺȖ, ȟȚȖ ȕȈȟȐȕȈȓȖșȤ ș ȗȍȘȍȋȘțȏȒȐ șȍȘȊȍȘȈ ȖȌȕȐȔ 
ȝȈȒȍȘȖȔ, ȒȖȚȖȘȣȑ ȖȚȗȘȈȊȓȧȓ șȍȘȊȍȘț ȕȈȔȕȖȋȖ ȉȖȓȤȠȍ ȚȘȈȜȐȒȈ, ȟȍȔ șȍȘȊȍȘ ȔȖȋ 
ȖȉȘȈȉȖȚȈȚȤ, ȗȘȍȊȘȈȚȐȓȖșȤ Ȋ ȔȈșȠȚȈȉȕțȦ ȊȖȑȕț ȕȈ ȘȈȏȕȣȝ țȘȖȊȕȧȝ (ȔȖȌȍȓȐ 
OSI), ȋȌȍ ȚȘȈȜȐȒ ȖȚȗȘȈȊȓȧȍȚșȧ ȝȈȒȍȘșȒȐȔȐ ȋȘțȗȗȈȔȐ ȐȓȐ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȔȐ 
ȗȖșȚȈȊȡȐȒȈȔȐ ȗȖȌȖȉȕȣȝ țșȓțȋ. ǹȍȋȖȌȕȧ ȔȈșȠȚȈȉȕȣȍ DDoS-ȈȚȈȒȐ ȟȈșȚȖ 
ȐșȗȖȓȤȏțȦȚ ȌȖȔȈȠȕȐȍ ȒȖȔȗȤȦȚȍȘȣ Ȗȉȣȟȕȣȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȖȚȗȘȈȊȓȧȧ șȖȚȕȐ 
ȋȐȋȈȉȐȚ ȊȘȍȌȖȕȖșȕȖȋȖ ȚȘȈȜȐȒȈ Ȋ șȍȒțȕȌț. DDoS-ȈȚȈȒȐ șȖȊȍȘȠȈȦȚșȧ ȗȖ ȘȈȏȕȣȔ 
ȗȘȐȟȐȕȈȔ, ȊȒȓȦȟȈȧ ȔȍșȚȤ, ȊȣȔȖȋȈȚȍȓȤșȚȊȖ, ȎȍȓȈȕȐȍ ȗȖșȚȈȊȐȚȤ Ȋ ȕȍȓȖȊȒȖȍ 
ȗȖȓȖȎȍȕȐȍ, ȗȖȓȐȚȐȟȍșȒȐȍ ȞȍȓȐ Ȑ ȌȈȎȍ ș ȞȍȓȤȦ ȗȖȓțȟȐȚȤ ȗȘȍȐȔțȡȍșȚȊȖ Ȋ 
ȖȕȓȈȑȕ-ȐȋȘȈȝ. 
 

ǪȐȌȣ DDoS-ȈȚȈȒ        

ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȊȐȌȖȊ DDoS-ȈȚȈȒ. Ǫ șȓȍȌțȦȡȐȝ ȘȈȏȌȍȓȈȝ ȖȗȐșȈȕȣ șȈȔȣȍ 
ȏȈȔȍȚȕȣȍ. 

ǶȚȒȈȏ Ȋ ȖȉșȓțȎȐȊȈȕȐȐ 

ǶȉȣȟȕȈȧ DoS-ȈȚȈȒȈ ȖșțȡȍșȚȊȓȧȍȚșȧ ș ȖȌȕȖȋȖ ȒȖȔȗȤȦȚȍȘȈ, ȟȚȖȉȣ “ȏȈȜȓțȌȐȚȤ” 
(flood) ȎȍȘȚȊț ȖȋȘȖȔȕȣȔ ȗȖȚȖȒȖȔ ȚȘȈȜȐȒȈ Ȑ ȊȣȏȊȈȚȤ ȖȚȒȈȏ Ȋ ȖȉșȓțȎȐȊȈȕȐȐ. 
ǹȈȔȣȑ ȗȘȖșȚȖȑ ȗȘȐȔȍȘ ȚȈȒȖȑ ȈȚȈȒȐ, ȒȖȚȖȘȣȑ ȗȘȐȔȍȕȧȓșȧ ȘȈȕȤȠȍ - ȥȚȖ “ping-

ȜȓțȌ”, ȒȖȋȌȈ ȕȈ șȍȚȍȊȖȍ ȖȉȖȘțȌȖȊȈȕȐȍ ȖȚȗȘȈȊȓȧȓȖșȤ ȔȈȒșȐȔȈȓȤȕȖ ȊȖȏȔȖȎȕȖȍ 
ȒȖȓȐȟȍșȚȊȖ ICMP-ȗȈȒȍȚȖȊ (ȥȝȖ-ȏȈȗȘȖșȖȊ). ǯȈȚȍȔ ȕȈȟȈȓ ȐșȗȖȓȤȏȖȊȈȚȤșȧ ȜȓțȌ 
ȗȈȒȍȚȖȊ ȟȍȘȍȏ ȗȘȖȚȖȒȖȓ TCP, ȒȖȚȖȘȣȑ ȗȖȏȊȖȓȧȓ ȋȍȕȍȘȐȘȖȊȈȚȤ ȉȖȓȤȠȍ ȚȘȈȜȐȒȈ 
Ȑȏ-ȏȈ “ȚȘȍȝȥȚȈȗȕȖȋȖ șȖȋȓȈșȖȊȈȕȐȧ” (3-way handshake). ǵȈ șȔȍȕț ȖȚȗȘȈȊȒȐ 
ȏȈȗȘȖșȖȊ ȟȍȘȍȏ ȗȘȖȚȖȒȖȓ TCP ȗȘȐȠȍȓ UDP-ȜȓțȌ, ȚȈȒ ȒȈȒ ȔȖȎȕȖ «ȏȈșȗțȜȐȚȤ» 
IP-ȈȌȘȍș ȐșȚȖȟȕȐȒȈ, ȟȚȖ țșȓȖȎȕȧȍȚ ȖȚșȓȍȎȐȊȈȕȐȍ Ȑ ȉȓȖȒȐȘȖȊȒț UDP-ȜȓțȌȈ. 
   ЭȚȐ ȗȘȖșȚȣȍ ȊȐȌȣ ȈȚȈȒ ȌȈȓȐ ȕȈȟȈȓȖ ȔȈșȠȚȈȉȕȣȔ DDoS-ȈȚȈȒȈȔ, 
ȐșȗȖȓȤȏțȦȡȐȔ ȔȕȖȎȍșȚȊȖ ȝȖșȚȖȊ (ȐȕȖȋȌȈ ȌȍșȧȚȒȐ Țȣșȧȟ), ȞȍȓȤȦ ȒȖȚȖȘȣȝ 
ȧȊȓȧȍȚșȧ ȚȖȓȤȒȖ ȖȌȐȕ ȖȉȢȍȒȚ. ǹ ȗȖȔȖȡȤȦ ȖȉȣȟȕȖȑ DoS-ȈȚȈȒȐ ȔȖȎȕȖ 
ȖȚȗȘȈȊȓȧȚȤ ȌȍșȧȚȒȐ ȔȍȋȈȉȐȚ ȊȘȍȌȖȕȖșȕȖȋȖ ȚȘȈȜȐȒȈ Ȋ șȍȒțȕȌț, Ȋ ȚȖ ȊȘȍȔȧ ȒȈȒ 
șȈȔȈȧ “șȓȈȉȈȧ” DDoS-ȈȚȈȒȈ ȗȖȏȊȖȓȧȍȚ ȖȚȗȘȈȊȓȧȚȤ șȖȚȕȐ ȔȍȋȈȉȐȚ Ȋ șȍȒțȕȌț. 
ǵȐȒȚȖ țȎȍ ȕȍ țȌȐȊȓȧȍȚșȧ, ȍșȓȐ DDoS-ȈȚȈȒȈ ȗȍȘȍȌȈȍȚ Ȕȍȕȍȍ 600 ȋȐȋȈȉȐȚ 
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ȚȘȈȜȐȒȈ Ȋ șȍȒțȕȌț. ǲȈȎȌȣȑ ȋȖȌ țșȚȈȕȈȊȓȐȊȈȍȚșȧ ȕȖȊȣȑ ȘȍȒȖȘȌ. ǷȍȘȊȈȧ ȈȚȈȒȈ, Ȋ 
ȒȖȚȖȘȖȑ ȉțȌȍȚ ȚȍȘȈȉȐȚ (1000 ȋȐȋȈȉȐȚ) ȚȘȈȜȐȒȈ Ȋ șȍȒțȕȌț, ȔȖȎȍȚ ȉȣȚȤ 
șȖȊȍȘȠȍȕȈ Ȓ ȔȖȔȍȕȚț ȊȣȝȖȌȈ ȥȚȖȑ ȒȕȐȋȐ ȐȓȐ șȘȈȏț ȗȖșȓȍ ȕȍȋȖ.  
 

ǷȘȧȔȣȍ ȈȚȈȒȐ            

ǷȘȧȔȈȧ DoS-ȈȚȈȒȈ șȖȊȍȘȠȈȍȚșȧ ȕȍȗȖșȘȍȌșȚȊȍȕȕȖ ȖȌȕȐȔ ȒȖȔȗȤȦȚȍȘȖȔ, 
ȋȍȕȍȘȐȘțȦȡȐȔ ȊȍșȤ ȊȘȍȌȖȕȖșȕȣȑ ȚȘȈȜȐȒ. ǯȓȖțȔȣȠȓȍȕȕȐȒ ȔȖȎȍȚ (Ȋ șȓțȟȈȑȕȖȔ 
ȗȖȘȧȌȒȍ) ȔȍȕȧȚȤ IP-ȈȌȘȍșȈ, ȟȚȖȉȣ ȖșȚȈȊȈȚȤșȧ ȕȍȏȈȔȍȟȍȕȕȣȔ, ȕȖ Ȋ ȚȈȒȐȝ ȈȚȈȒȈȝ 
ȊȍșȤ ȚȘȈȜȐȒ ȖȚȗȘȈȊȓȧȍȚșȧ ș ȖȌȕȖȋȖ ȒȖȔȗȤȦȚȍȘȈ, ȉȍȏ ȗȖșȘȍȌȕȐȒȖȊ. ǹȍȑȟȈș 
ȗȘȧȔȣȍ ȈȚȈȒȐ ȘȍȌȒȖ ȐșȗȖȓȤȏțȦȚșȧ, ȗȖȚȖȔț ȟȚȖ Ȑȝ ȓȍȋȒȖ ȖȉȕȈȘțȎȐȚȤ, ȗȖȕȧȚȤ, 
ȟȚȖ ȥȚȖ ȏȈ ȈȚȈȒȈ Ȑ șȕȐȏȐȚȤ ȕȍȋȈȚȐȊȕȣȍ ȗȖșȓȍȌșȚȊȐȧ. 

Reflection-ȈȚȈȒȐ  

ǺȈȒȖȑ ȊȐȌ ȈȚȈȒ ȐșȗȖȓȤȏțȍȚ ȗȘȖȔȍȎțȚȖȟȕȣȍ ȒȖȔȗȤȦȚȍȘȣ Ȍȓȧ ȊȣȏȖȊȈ ȖȚȒȈȏȈ Ȋ 
ȖȉșȓțȎȐȊȈȕȐȐ. ǪȖ ȔȕȖȋȐȝ șȓțȟȈȧȝ, Ȍȓȧ ȗȘȐȔȍȕȍȕȐȧ ȚȈȒȖȑ DDoS-ȈȚȈȒȐ 
ȐșȗȖȓȤȏțȍȚșȧ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ, țșȚȈȕȖȊȓȍȕȕȖȍ ȕȈ “ȒȖȔȗȤȦȚȍȘȈȝ-ȉȖȚȈȝ”. ǶȕȐ 
ȖȎȐȌȈȦȚ ȒȖȔȈȕȌț ȈȚȈȒȖȊȈȚȤ ȒȖȕȒȘȍȚȕțȦ ȞȍȓȤ. ǲȈȒ ȗȘȈȊȐȓȖ, ȞȍȓȤ ȈȚȈȒțȦȚ 
ȌȍșȧȚȒȐ ȐȓȐ șȖȚȕȐ Țȣșȧȟ ȒȖȔȗȤȦȚȍȘȖȊ. ǶșȕȖȊȕȖȑ șȍȘȊȍȘ “ȒȖȔȈȕȌȖȊȈȕȐȧ Ȑ 
țȗȘȈȊȓȍȕȐȧ” (command-and-control, C&C) ȖȚȗȘȈȊȓȧȍȚ ȐȕșȚȘțȒȞȐȐ, ȒȖȚȖȘȣȔ 
șȓȍȌțȦȚ ȉȖȚȣ. ǺȈȒȐȔ ȖȉȘȈȏȖȔ, ȕȍșȒȖȓȤȒȖ ȗȈȒȍȚȖȊ ȖȚ C&C-șȍȘȊȍȘȈ ȔȖȋțȚ 
ȗȘȍȊȘȈȚȐȚȤșȧ Ȋ ȔȐȓȓȐȖȕȣ ȗȈȒȍȚȖȊ Ȋ șȍȒțȕȌț.  

ǻșȐȓȍȕȐȍ (Amplification)      
ǻșȐȓȍȕȕȣȍ DDoS-ȈȚȈȒȐ ȐșȗȖȓȤȏțȦȚ “ȠțȔȕȣȍ” ȗȘȖȚȖȒȖȓȣ, ȒȖȚȖȘȣȍ ȕȈ ȖȌȐȕ 
ȗȈȒȍȚ ȖȚȊȍȟȈȦȚ ȕȍșȒȖȓȤȒȐȔȐ (ȥȚȖ Ȑ ȍșȚȤ țșȐȓȍȕȐȍ), ȖȚȗȘȈȊȓȧȧ Ȑȝ ȎȍȘȚȊȍ. 
ǵȈȗȘȐȔȍȘ, ȈȚȈȒțȦȡȐȑ ȔȖȎȍȚ ȖȚȗȘȈȊȐȚȤ Ȋȍȉ-șȍȘȊȍȘț ȖȌȐȕ ȐșȒȈȎȍȕȕȣȑ ȏȈȗȘȖș, 
Ȋ ȒȖȚȖȘȖȔ IP-ȈȌȘȍș ȉțȌȍȚ ȐȏȔȍȕȍȕ ȕȈ IP-ȈȌȘȍș ȎȍȘȚȊȣ. ǷȘȖȔȍȎțȚȖȟȕȣȑ Ȋȍȉ-

șȍȘȊȍȘ ȗȖȓțȟȈȍȚ ȐșȒȈȎȍȕȕȣȑ ȏȈȗȘȖș Ȑ ȖȚȗȘȈȊȓȧȍȚ ȕȈ ȗȍȘȊȖȕȈȟȈȓȤȕȣȑ IP-ȈȌȘȍș 
(ȚȖ ȍșȚȤ, IP-ȈȌȘȍș ȎȍȘȚȊȣ) ȔȕȖȎȍșȚȊȖ ȖȚȊȍȚȖȊ ȐȓȐ șȖȖȉȡȍȕȐȑ Ȗȉ ȖȠȐȉȒȍ. ǭȡȍ 
ȖȌȐȕ ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȑ ȊȐȌ țșȐȓȍȕȕȣȝ DDoS-ȈȚȈȒ ȐșȗȖȓȤȏțȍȚ DNS-șȍȘȊȍȘȣ, 
ȖȚȗȘȈȊȓȧȧ ȐȔ ȏȈȗȘȖșȣ, ȕȈ ȒȖȚȖȘȣȍ DNS-șȍȘȊȍȘ ȖȚȊȍȟȈȍȚ ȕȍșȒȖȓȤȒȐȔȐ, ȍșȓȐ ȕȍ 
ȌȍșȧȚȒȈȔȐ, ȗȈȒȍȚȖȊ, ȖȚȗȘȈȊȓȧȧ Ȑȝ ȎȍȘȚȊȍ. ǷȖȌȘȖȉȕȍȍ Ȗȉ ȈȚȈȒȈȝ DNS-țșȐȓȍȕȐȧ 
ȔȖȎȕȖ ȗȘȖȟȐȚȈȚȤ ȏȌȍșȤ: https://technet.microsoft.com/en-

us/security/hh972393.aspx. ǿȍȔ ȉȖȓȤȠȍ țșȐȓȍȕȐȍ, ȚȍȔ șȟȈșȚȓȐȊȍȍ 
ȏȓȖțȔȣȠȓȍȕȕȐȒ. ǲȖȋȌȈ țșȐȓȍȕȕȣȍ ȏȈȗȘȖșȣ ȖȚȗȘȈȊȓȧȦȚșȧ ȌȍșȧȚȒȈȔȐ ȐȓȐ 
șȖȚȕȧȔȐ Țȣșȧȟ ȉȖȚȖȊ, ȗȖȓțȟȈȍȚșȧ ȔȈșȠȚȈȉȕȈȧ DDoS-ȈȚȈȒȈ.  
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ǷȘȐȔȍȕȍȕȐȍ ȕȈ ȒȈȎȌȖȔ țȘȖȊȕȍ ȔȖȌȍȓȐ OSI 
DoS/DDoS-ȈȚȈȒȐ ȔȖȋțȚ ȖșțȡȍșȚȊȓȧȚȤșȧ ȕȈ ȒȈȎȌȖȔ țȘȖȊȕȍ ȔȖȌȍȓȐ OSI 
(ȜȐȏȐȟȍșȒȖȔ, șȍȚȍȊȖȔ, ȚȘȈȕșȗȖȘȚȕȖȔ, șȍȈȕșȖȊȖȔ, ȗȘȍȌșȚȈȊȐȚȍȓȤșȒȖȔ, 
ȒȈȕȈȓȤȕȖȔ Ȑ ȗȘȐȒȓȈȌȕȖȔ). ǼȐȏȐȟȍșȒȈȧ ȈȚȈȒȈ ȘȍȈȓȐȏțȍȚșȧ ȗțȚȍȔ ȜȐȏȐȟȍșȒȖȋȖ 
țȕȐȟȚȖȎȍȕȐȧ ȞȍȕȚȘȈȓȤȕȖȋȖ șȓțȎȍȉȕȖȋȖ ȖȉȖȘțȌȖȊȈȕȐȧ, ȕȈȗȘȐȔȍȘ, ȘȖțȚȍȘȈ, DNS-

șȍȘȊȍȘȈ ȐȓȐ șȍȚȍȊȖȑ ȓȐȕȐȐ. Ǫșȍ ȖșȚȈȓȤȕȣȍ ȈȚȈȒȐ ȐșȗȖȓȤȏțȦȚ ȖȌȐȕ ȐȓȐ 
ȕȍșȒȖȓȤȒȖ ȗȘȖȚȖȒȖȓȖȊ ȕȈ ȘȈȏȕȣȝ țȘȖȊȕȧȝ. 
 

ǻșȐȓȐȊȈȦȡȐȍșȧ ȈȚȈȒȐ              
ǹȍȋȖȌȕȧ șȈȔȣȍ țșȗȍȠȕȣȍ DDoS-ȈȚȈȒȐ ȐșȗȖȓȤȏțȦȚ ȠȐȘȖȒȐȑ, ȐȏȔȍȕȧȦȡȐȑșȧ 
ȕȈȉȖȘ ȈȚȈȒ ȕȈ Ȋșȍȝ țȘȖȊȕȧȝ ȔȖȌȍȓȐ OSI. ǶȕȐ ȔȖȋțȚ ȕȈȟȐȕȈȚȤșȧ, ȒȈȒ ȗȘȖșȚȖȑ 
ȜȓțȌ Ȋ ȗȘȖȚȖȒȖȓȈȝ ȕȐȎȕȍȋȖ țȘȖȊȕȧ Ȑ, șȖ ȊȘȍȔȍȕȍȔ, țȊȍȓȐȟȐȊȈȚȤ ȒȖȓȐȟȍșȚȊȖ 
ȚȘȈȜȐȒȈ ș ȕȍȉȖȓȤȠȐȔȐ ȗȈțȏȈȔȐ. ǹȕȈȟȈȓȈ ȔȖȎȍȚ ȐșȗȖȓȤȏȖȊȈȚȤșȧ ȗȘȖșȚȈȧ 
reflection-ȈȚȈȒȈ, Ȉ ȏȈȚȍȔ ȔȖȋțȚ ȗȘȐȔȍȕȧȚȤșȧ ȔȍȚȖȌȣ țșȐȓȍȕȐȧ. ǯȈȚȍȔ ȝȈȒȍȘȣ 
ȔȖȋțȚ ȗȍȘȍȝȖȌȐȚȤ ȕȈ ȊȍȘȝȕȐȍ țȘȖȊȕȐ ȔȖȌȍȓȐ OSI Ȑ ȌȖȉȈȊȓȧȚȤ ȍȡȍ ȉȖȓȤȠȍ 
ȚȘȈȜȐȒȈ. ǿȈșȚȖ ȏȓȖțȔȣȠȓȍȕȕȐȒȐ ȐșȗȖȓȤȏțȦȚ ȗȘȐȒȓȈȌȕȖȑ țȘȖȊȍȕȤ, ȗȖȌȌȍȓȣȊȈȧ 
ȚȘȈȜȐȒ, ȟȚȖȉȣ ȚȖȚ ȊȣȋȓȧȌȍȓ, ȒȈȒ ȚȘȈȜȐȒ ȖȚ ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȑ ȗȘȐ ȥȚȖȔ ȖȕȐ 
ȕȈȟȐȕȈȦȚ ȏȈȕȐȔȈȚȤ ȖȋȘȖȔȕțȦ ȟȈșȚȤ ȒȈȕȈȓȈ. 

   ǺȈȒȐȔ ȖȉȘȈȏȖȔ, ȒȈȒ ȚȖȓȤȒȖ ȎȍȘȚȊȈ ȘȍȠȈȍȚ, ȟȚȖ Ȋșȍ ȗȖȌ ȒȖȕȚȘȖȓȍȔ, ȝȈȒȍȘȣ 
ȕȈȟȐȕȈȦȚ ȐșȗȖȓȤȏȖȊȈȚȤ ȌȘțȋȐȍ ȊȐȌȣ DDoS-ȈȚȈȒ. ǵȈȟȐȕȈȧ ȈȚȈȒț ȔȍȌȓȍȕȕȖ, 
ȟȚȖȉȣ ȎȍȘȚȊȈ ȘȍȠȐȓȈ, ȟȚȖ ȗȖȕȐȔȈȍȚ ȔȈșȠȚȈȉ ȗȘȖȉȓȍȔȣ Ȑ ȏȕȈȍȚ, ȒȈȒ ȍȍ ȘȍȠȐȚȤ, 
ȟȍȘȍȏ ȒȈȒȖȍ-ȚȖ ȊȘȍȔȧ ȏȓȖțȔȣȠȓȍȕȕȐȒȐ ȔȍȕȧȦȚ ȗȖȌȝȖȌ. ǮȍȘȚȊȈ Ȑ ȏȈȡȐȚȕȐȒȐ 
ȚȍȘȧȦȚșȧ Ȑ ȕȍ ȔȖȋțȚ șȘȈȏț ȊȣșȚȘȖȐȚȤ ȋȘȈȔȖȚȕțȦ ȏȈȡȐȚț. ǰ ȒȈȎȌȣȑ ȘȈȏ, ȒȖȋȌȈ 
ȎȍȘȚȊȈ ȌțȔȈȍȚ, ȟȚȖ ȘȍȠȍȕȐȍ ȕȈȑȌȍȕȖ, ȈȚȈȒȈ șȕȖȊȈ ȔȍȕȧȍȚșȧ, ȒȈȎȌȣȑ ȘȈȏ 
ȘȈȏȕȣȍ ȕȈȗȘȈȊȓȍȕȐȧ, Ȑ ȚȈȒ ȌȖ Țȍȝ ȗȖȘ, ȗȖȒȈ ț ȈȚȈȒțȦȡȍȋȖ ȕȍ ȏȈȒȖȕȟȈȚșȧ 
ȊȈȘȐȈȕȚȣ ȈȚȈȒ. 

ǨȚȈȒȈ ȕȈ ȐșȝȖȌȧȡȐȑ Ȑ ȊȝȖȌȧȡȐȑ ȒȈȕȈȓȣ            

Ǫ ȗȖșȓȍȌȕȍȍ ȊȘȍȔȧ ȕȈ șȈȑȚȈȝ, ȧȊȓȧȦȡȐȝșȧ ȞȍȓȤȦ DDoS-ȈȚȈȒ, ȘȍȈȓȐȏțȦȚșȧ 

ȚȍȝȕȖȓȖȋȐȐ ȏȈȡȐȚȣ ȖȚ ȥȚȐȝ ȈȚȈȒ, Ȑ ȒȈȒ ȗȘȈȊȐȓȖ, ȚȈȒȐȍ ȚȍȝȕȖȓȖȋȐȐ ȌȖȊȖȓȤȕȖ 
ȕȍȗȓȖȝȖ șȗȘȈȊȓȧȦȚșȧ șȖ șȊȖȍȑ ȏȈȌȈȟȍȑ. Ǫ ȚȈȒȐȝ șȓțȟȈȧȝ ȝȈȒȍȘȣ ȐȡțȚ 
ȏȈȊȐșȐȔȣȍ ȖȉȢȍȒȚȣ Ȋ ȥȚȖȑ Ȏȍ șȍȚȐ. ǹȖȚȕȐ ȋȐȋȈȉȐȚ ȊȘȍȌȖȕȖșȕȖȋȖ ȚȘȈȜȐȒȈ Ȋ 
șȍȒțȕȌț ȊȣȕțȌȧȚ ȗȘȈȒȚȐȟȍșȒȐ ȓȦȉȖȋȖ ȗȘȖȊȈȑȌȍȘȈ ȔȖȓȐȚȤ Ȗ ȗȖȡȈȌȍ. 
ǷȘȖȊȈȑȌȍȘț ȗȘȐȌȍȚșȧ ȘȍȠȐȚȤ, șȚȖȐȚ ȓȐ ȗȖȌȌȍȘȎȈȕȐȍ ȘȈȉȖȚȖșȗȖșȖȉȕȖșȚȐ ȖȌȕȖȑ 
ȎȍȘȚȊȣ ȕȍțȌȖȉșȚȊȈ Ȋșȍȝ ȖșȚȈȓȤȕȣȝ ȒȓȐȍȕȚȖȊ. ǭșȓȐ ȗȖȊȍȏȍȚ, ț ȎȍȘȚȊȣ ȉțȌȍȚ 
ȊȘȍȔȧ ȗȍȘȍȑȚȐ ȕȈ ȌȘțȋȖȑ șȍȘȊȐș ȗȍȘȍȌ ȗȖȓȕȣȔ ȖȚȒȓȦȟȍȕȐȍȔ, Ȑ ȗȘȖȌȖȓȎȐȚȤ 
ȘȈȉȖȚț țȎȍ ș ȌȘțȋȐȔ ȗȘȖȊȈȑȌȍȘȖȔ, ȒȖȚȖȘȣȑ ȕȍ ȉȖȐȚșȧ ȗȘȐȕȧȚȤ ȕȈ șȍȉȧ 
șȚȘȍȔȐȚȍȓȤȕțȦ ȈȚȈȒț ȝȈȒȍȘȖȊ. ǩȣȊȈȍȚ Ȑ ȚȈȒ, ȟȚȖ ȎȍȘȚȊț ȗȘȖșȚȖ ȗȖȓȕȖșȚȤȦ 
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ȖȚȒȓȦȟȈȦȚ ȕȈ ȕȍșȒȖȓȤȒȖ Ȍȕȍȑ, ȍșȓȐ ȕȍ ȉȖȓȤȠȍ, ȗȖȒȈ ȗȖșȓȍȌșȚȊȐȧ DDoS-ȈȚȈȒȐ 
ȕȍ ȉțȌțȚ ȗȖȓȕȖșȚȤȦ țșȚȘȈȕȍȕȣ. ǲȈȎȌȣȑ ȋȖȌ ȉȣȊȈȍȚ ȕȍșȒȖȓȤȒȖ șȓțȟȈȍȊ, ȒȖȋȌȈ 
șȈȑȚ ȎȍȘȚȊȣ ȕȈȊșȍȋȌȈ ȗȘȖȗȈȌȈȍȚ Ȑȏ ȐȕȚȍȘȕȍȚȈ.  

   ǷȖȌȘȖȉȕȍȍ Ȗ DDoS-ȈȚȈȒȈȝ ȔȖȎȕȖ ȗȘȖȟȐȚȈȚȤ ȗȖ șșȣȓȒȈȔ: 
https://www.incapsula.com/ddos/ddos-attacks/, https://javapipe.com/ddos-types/ Ȑ  

https://en.wikipedia.org/wiki/Denial-of-service_attack. 

       

ǰȕșȚȘțȔȍȕȚȣ Ȑ șȍȘȊȐșȣ Ȍȓȧ șȖȊȍȘȠȍȕȐȧ DDoS-ȈȚȈȒ           

ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȐȕșȚȘțȔȍȕȚȖȊ Ȑ ȗȘȖȌțȒȚȖȊ, ȗȖȏȊȖȓȧȦȡȐȝ ȘȍȈȓȐȏȖȊȈȚȤ 

DDoS-ȈȚȈȒȐ.  

ǰȕșȚȘțȔȍȕȚȣ  
Ǫ ȐȕȚȍȘȕȍȚȍ ȍșȚȤ ȌȍșȧȚȒȐ ȐȕșȚȘțȔȍȕȚȖȊ Ȑ șȒȘȐȗȚȖȊ Ȍȓȧ ȘȍȈȓȐȏȈȞȐȐ DoS Ȑ 
DDoS-ȈȚȈȒ. ǬȖșȚȈȚȖȟȕȖ ȗȘȖșȚȖ ȊȗȐșȈȚȤ “ȐȕșȚȘțȔȍȕȚȣ Ȍȓȧ DDoS-ȈȚȈȒ” Ȋ 
ȈȌȘȍșȕȖȑ șȚȘȖȒȍ ȉȘȈțȏȍȘȈ, ȟȚȖȉȣ ȕȈȑȚȐ Ȋșȍ, ȌȖșȚțȗȕȣȍ Ȋ șȍȚȐ. ǴȕȖȋȐȍ 
ȕȈȏȣȊȈȦȚ șȊȖȐ ȐȕșȚȘțȔȍȕȚȣ «ȐȕșȚȘțȔȍȕȚȈȔȐ Ȍȓȧ ȚȍșȚȐȘȖȊȈȕȐȧ», ȟȍȔ ȟȈșȚȖ 
ȊȊȖȌȧȚ ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȋ ȏȈȉȓțȎȌȍȕȐȍ. ǪȖȚ ȕȍȒȖȚȖȘȣȍ ȗȘȐȔȍȘȣ: Low Orbit Ion 
Cannon (https://sourceforge.net/projects/loic0/), DLR 

(https://sourceforge.net/projects/dlr/) Ȑ Hulk 
(https://packetstormsecurity.com/files/112856/HULK-Http-Unbearable-Load-

King.html). ǽȈȒȍȘȣ ȌȖȓȎȕȣ ȐșȗȖȓȤȏȖȊȈȚȤ ȥȚȐ ȐȕșȚȘțȔȍȕȚȣ ȚȖȓȤȒȖ ȗȘȖȚȐȊ 
șȈȑȚȖȊ, ȒȖȚȖȘȣȍ ȌȈȓȐ ȕȈ ȥȚȖ ȘȈȏȘȍȠȍȕȐȍ. ǴȕȖȋȐȍ ȕȈȟȐȕȈȦȡȐȍ ȝȈȒȍȘȣ ȗȘȖȝȖȌȧȚ 
șȓȖȎȕȣȑ ȗțȚȤ ȐȏțȟȍȕȐȧ, ȗȖȗȈȌȈȧ ȗȖȌ ȈȘȍșȚ, ȗȖȚȖȔț ȟȚȖ ȖȟȍȕȤ șȓȖȎȕȖ 
șȗȘȧȚȈȚȤșȧ, ȍșȓȐ ȏȈ ȚȖȉȖȑ ȕȈȉȓȦȌȈȦȚ ȕțȎȕȣȍ ȓȦȌȐ. 

DDoS-șȍȘȊȐșȣ          

Ǫ ȐȕȚȍȘȕȍȚȍ ȍșȚȤ ȌȈȎȍ ȌȍșȧȚȒȐ șȍȘȊȐșȖȊ, ȗȖȏȊȖȓȧȦȡȐȝ ȏȈȗțșȚȐȚȤ DDoS-ȈȚȈȒț 
ȏȈ ȖȗȘȍȌȍȓȍȕȕțȦ ȗȓȈȚț. ǻ ȔȕȖȋȐȝ ȞȍȕȕȐȒ ȕȐȎȍ $100. ǲȈȒ Ȑ Ȋ șȓțȟȈȍ ș 
ȐȕșȚȘțȔȍȕȚȈȔȐ, ȔȕȖȋȐȍ șȍȘȊȐșȣ țȚȊȍȘȎȌȈȦȚ, ȟȚȖ ȗȘȍȌȖșȚȈȊȓȧȦȚ ȚȈȒȐȍ 
ȊȖȏȔȖȎȕȖșȚȐ Ȍȓȧ ȚȍșȚȐȘȖȊȈȕȐȧ (ȕȖ, ȗȘȐ ȥȚȖȔ, ȕȍ ȗȘȖȊȍȘȧȦȚ ț ȗȖȓȤȏȖȊȈȚȍȓȧ 
ȕȈȓȐȟȐȍ ȘȈȏȘȍȠȍȕȐȧ ȕȈ ȗȘȐȔȍȕȍȕȐȍ ȥȚȐȝ șȍȘȊȐșȖȊ ȗȘȖȚȐȊ ȖȗȘȍȌȍȓȍȕȕȣȝ 
șȈȑȚȖȊ). ǲ șȖȎȈȓȍȕȐȦ, ȌȈȎȍ șȍȘȊȐșȣ, ȗȘȍȌȖșȚȈȊȓȧȦȡȐȍ ȏȈȡȐȚț ȖȚ DDoS-ȈȚȈȒ, 
ȉȣȓȐ ȏȈȔȍȟȍȕȣ Ȑ Ȋ Ȑȝ ȘȍȈȓȐȏȈȞȐȐ. Ǫ ȖȚȕȖȠȍȕȐȐ ȕȍȒȖȚȖȘȣȝ Ȑȏ ȚȈȒȐȝ ȌȊțȓȐȟȕȣȝ 
șȍȘȊȐșȖȊ ȉȣȓȈ ȗȘȖȊȍȌȍȕȈ ȗȘȖȊȍȘȒȈ, Ȑ Ȑȝ ȏȈȒȘȣȓȐ, ȕȖ ȖșȚȈȓȤȕȣȍ ȗȘȖȌȖȓȎȈȦȚ 
ȗȘȖȞȊȍȚȈȚȤ. ǮțȘȕȈȓȐșȚ, ȊȍȌțȡȐȑ șȖȉșȚȊȍȕȕȖȍ ȘȈșșȓȍȌȖȊȈȕȐȍ, ǩȘȈȑȈȕ ǲȘȍȉș, 
ȕȈȗȐșȈȓ ȗȖ ȥȚȖȔț ȗȖȊȖȌț ȕȍșȒȖȓȤȒȖ ȏȈȔȍȟȈȚȍȓȤȕȣȝ ȐșȚȖȘȐȑ, ȊȒȓȦȟȈȧ ȊȖȚ ȥȚț: 
https://krebsonsecurity.com/2016/10/spreading-the-ddos-disease-and-selling-the-

cure/. 
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ǹȗȖșȖȉȣ ȏȈȡȐȚȣ ȖȚ DDoS-ȈȚȈȒ    

ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ șȗȖșȖȉȖȊ ȏȈȡȐȚȣ ȖȚ DDoS-ȈȚȈȒ.  

ǷȖȌȋȖȚȖȊȒȈ 

ǪȍșȤ ȗȍȘșȖȕȈȓ, ȏȈȕȐȔȈȦȡȐȑșȧ ȘȈȏȔȍȡȍȕȐȍȔ ȊȈȠȍȋȖ șȈȑȚȈ Ȑ șȍȘȊȐșȖȊ ȌȖȓȎȍȕ 
ȏȕȈȚȤ Ȗ DDoS-ȈȚȈȒȈȝ Ȑ Ȗ ȚȖȔ, ȒȈȒ Ȑȝ ȗȘȍȌȖȚȊȘȈȚȐȚȤ. ǷȖȌȋȖȚȖȊȒȈ ȗȍȘșȖȕȈȓȈ - ȥȚȖ 
ȗȍȘȊȣȑ ȠȈȋ Ȓ ȖȉȕȈȘțȎȍȕȐȦ Ȑ ȗȘȍȌȖȚȊȘȈȡȍȕȐȦ. 

ǹȚȘȍșș ȚȍșȚȣ  
ǷȘȖȊȖȌȐȚȍ șȚȘȍșș ȚȍșȚȣ șȊȖȐȝ șȈȑȚȖȊ, ȊȖȏȔȖȎȕȖ, ș ȐșȗȖȓȤȏȖȊȈȕȐȍȔ Țȍȝ Ȏȍ 
“ȚȍșȚȐȘțȦȡȐȝ” ȐȕșȚȘțȔȍȕȚȖȊ, ȒȖȚȖȘȣȔȐ ȗȖȓȤȏțȦȚșȧ ȝȈȒȍȘȣ. ǬțȔȈȑȚȍ, ȒȈȒ ȝȈȒȍȘ 
Ȑ ȈȚȈȒțȑȚȍ Ȋșȍ țȏȓȣ Ȑ ȏȈȊȐșȐȔȣȍ ȖȉȢȍȒȚȣ, ȕȍȖȉȝȖȌȐȔȣȍ Ȍȓȧ ȗȖȌȌȍȘȎȒȐ 
ȘȈȉȖȚȖșȗȖșȖȉȕȖșȚȐ ȊȈȠȍȋȖ șȈȑȚȈ. ǪȣȧșȕȐȚȍ, ȟȚȖ ȕțȎȕȖ, ȟȚȖȉȣ “ȖȚȒȓȦȟȐȚȤ șȍȉȧ 
ȖȚ ȐȕȚȍȘȕȍȚȈ” Ȑ ȕȈȑȌȐȚȍ șȓȈȉȣȍ țȏȓȣ. ǲȈȒ ȚȖȓȤȒȖ Ȋȣ Ȑȝ ȕȈȑȌȍȚȍ, ȐșȒȓȦȟȐȚȍ 
șȈȔȣȍ ȗȘȖșȚȣȍ Ȑ ȖȞȍȕȐȚȍ șȖȖȚȕȖȠȍȕȐȍ ȞȍȕȈ/ȗȖȓȤȏȈ Ȍȓȧ ȖșȚȈȓȤȕȣȝ. 
 

ǷȘȈȊȐȓȤȕȈȧ ȕȈșȚȘȖȑȒȈ șȍȚȐ    
ǻȉȍȌȐȚȍșȤ, ȟȚȖ ȊȈȠȐ șȈȑȚȣ Ȑ șȍȘȊȐșȣ ȐșȗȖȓȤȏțȦȚ ȜȈȑȘȊȖȓȣ, șȗȖșȖȉȕȣȍ 
ȖȉȕȈȘțȎȐȚȤ Ȑ ȖșȚȈȕȖȊȐȚȤ DDoS-ȈȚȈȒȐ. ǷȘȖȊȍȘȤȚȍ, ȟȚȖȉȣ Ȋșȍ ȓȖȒȈȓȤȕȣȍ ȔȈȠȐȕȣ 
ȉȣȓȐ ȕȈșȚȘȖȍȕȣ ȚȈȒ, ȟȚȖȉȣ ȊȣȌȍȘȎȈȚȤ DDoS-ȈȚȈȒț ș ȔȐȕȐȔȈȓȤȕȣȔȐ ȗȍȘȍȉȖȧȔȐ 
Ȋ ȖȉșȓțȎȐȊȈȕȐȐ. ǴȐȕȐȔȐȏȐȘțȑȚȍ ȘȐșȒ ȕȈșȚȖȓȤȒȖ, ȕȈșȒȖȓȤȒȖ ȥȚȖ ȊȖȏȔȖȎȕȖ. ǹ 
ȌȘțȋȖȑ șȚȖȘȖȕȣ, ȔȕȖȋȐȍ ȒȖȔȗȈȕȐȐ ȐșȗȖȓȤȏțȦȚ “șȖȋȓȈȠȍȕȐȍ Ȗ ȊȏȈȐȔȖȌȍȑșȚȊȐȐ” ș 
ȌȘțȋȐȔȐ ȗȘȖȐȏȊȖȌȐȚȍȓȧȔȐ Ȑ ȌȈȎȍ ȒȖȕȒțȘȍȕȚȈȔȐ, ȟȚȖȉȣ ȖȒȈȏȈȊȠȐșȤ ȗȖȌ 
ȊȖȏȌȍȑșȚȊȐȍȔ DDoS-ȈȚȈȒȐ, ȐȔȍȚȤ ȊȖȏȔȖȎȕȖșȚȤ șȔȍȕȐȚȤ ȗȘȖȊȈȑȌȍȘȈ ȐȓȐ 
ȗȖȏȈȐȔșȚȊȖȊȈȚȤ ȘȍșțȘșȣ. ǵȍȒȖȚȖȘȣȍ Ȑȏ ȚȈȒȐȝ șȖȋȓȈȠȍȕȐȑ ȐșȗȖȓȤȏțȦȚ 
ȉȍșȗȓȈȚȕȣȍ ȘȍșțȘșȣ ȐȓȐ ȔȐȕȐȔȈȓȤȕțȦ ȒȖȔȐșșȐȦ ȏȈ ȗȖȒȘȣȚȐȍ țȉȣȚȒȖȊ. 

ǰșȒȓȦȟȐȚȍ ȗȖȚȍȕȞȐȈȓȤȕȖ șȓȈȉȣȍ ȔȍșȚȈ       
ǹȖȏȌȈȊȈȧ șȍȘȊȐș, ȗȖȌțȔȈȑȚȍ ȖȉȖ Ȋșȍȝ ȔȍșȚȈȝ, ȗȖȚȍȕȞȐȈȓȤȕȖ țȧȏȊȐȔȣȝ Ȍȓȧ DoS-

ȈȚȈȒ. ǵȈȗȘȐȔȍȘ, Microsoft ȗȖȕȧȓȐ, ȟȚȖ ȟȍȘȍȏ ȗȘȖȚȖȒȖȓ RDP (Remote Desktop 

Protocol) Ȓ șȐșȚȍȔȈȔ Windows ȔȖȎȍȚ ȗȖȌȒȓȦȟȈȚȤșȧ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȕȍ ȗȘȖȠȍȌȠȐȝ ȈțȚȍȕȚȐȜȐȒȈȞȐȦ, ȥȜȜȍȒȚȐȊȕȖ ȘȈșȝȖȌțȧ Ȋșȍ 
ȘȍșțȘșȣ. Microsoft ȐȏȔȍȕȐȓȐ RDP ȚȈȒȐȔ ȖȉȘȈȏȖȔ, ȟȚȖ ȚȍȗȍȘȤ ȕȍȖȉȝȖȌȐȔȖ ȗȘȖȑȚȐ 
ȈțȚȍȕȚȐȜȐȒȈȞȐȦ, ȗȍȘȍȌ ȚȍȔ, ȒȈȒ Windows ȕȈȟȕȍȚ ȊȣȌȍȓȧȚȤ ȉȖȓȤȠȖȍ ȒȖȓȐȟȍșȚȊȖ 

ȘȍșțȘșȖȊ, Ȉ ȚȈȒȎȍ ȖȋȘȈȕȐȟȐȓȐ ȒȖȓȐȟȍșȚȊȖ ȗȖȗȣȚȖȒ șȖȍȌȐȕȍȕȐȧ, ȒȖȚȖȘȣȍ 
ȖȌȕȖȊȘȍȔȍȕȕȖ ȔȖȋțȚ ȖșțȡȍșȚȊȓȧȚȤșȧ ș ȘȈȏȓȐȟȕȣȝ ȐșȚȖȟȕȐȒȖȊ. ǩȓȈȋȖȌȈȘȧ ȌȊțȔ 
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ȥȚȐȔ ȕȖȊȣȔ ȜțȕȒȞȐȧȔ, ȖșțȡȍșȚȊȐȚȤ DoS-ȈȚȈȒț, ȐșȗȖȓȤȏțȧ ȗȘȖȚȖȒȖȓ RDP șȚȈȓȖ 
ȕȈȔȕȖȋȖ șȓȖȎȕȍȍ. 

ǹȍȘȊȐșȣ, ȗȘȍȌȖșȚȈȊȓȧȦȡȐȍ ȏȈȡȐȚț ȖȚ DDoS-ȈȚȈȒ               
ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȗȘȍȔȐțȔ șȍȘȊȐșȖȊ, ȗȘȍȌȖșȚȈȊȓȧȦȡȐȝ ȚȈȒțȦ ȏȈȡȐȚț, 
ȊȒȓȦȟȈȧ Imperva (https://www.incapsula.com/) Ȑ Prolexic/Akamai 
(http://www.prolexic.com/). Ǭȓȧ ȏȈȡȐȚȣ ȒȓȐȍȕȚȖȊ ȔȕȖȋȐȍ Ȑȏ ȕȐȝ ȐșȗȖȓȤȏțȦȚ 
șȖȟȍȚȈȕȐȍ ȏȕȈȟȐȚȍȓȤȕȖȋȖ ȘȈșȠȐȘȍȕȐȧ ȗȘȖȗțșȒȕȖȑ șȗȖșȖȉȕȖșȚȐ ȒȈȕȈȓȈ Ȑ 
șȗȍȞȐȈȓȐȏȐȘȖȊȈȕȕȣȍ șȘȍȌșȚȊȈ ȉȍȏȖȗȈșȕȖșȚȐ, ȕȈȗȘȈȊȓȍȕȕȣȍ ȕȈ șȕȐȎȍȕȐȧ 
ȊȓȐȧȕȐȧ DDoS-ȈȚȈȒ. ǴȐȕțș Ȋ ȚȖȔ, ȟȚȖ ȚȈȒȐȍ șȍȘȊȐșȣ ȌȖșȚȈȚȖȟȕȖ ȌȖȘȖȋȐȍ, Ȑ 
ȔȕȖȋȐȍ ȒȖȔȗȈȕȐȐ ȕȍ ȔȖȋțȚ ȗȖȏȊȖȓȐȚȤ șȍȉȍ ȚȈȒȐȍ ȚȘȈȚȣ, ȟȚȖȉȣ ȏȈȡȐȚȐȚȤșȧ ȖȚ 
ȈȚȈȒȐ, ȒȖȚȖȘȖȑ ȔȖȎȍȚ Ȑ ȕȍ ȉȣȚȤ. ǭșȓȐ Ȋȣ Ȋșȍ Ȏȍ ȘȍȠȐȚȍ ȐșȗȖȓȤȏȖȊȈȚȤ ȚȈȒȖȑ 
șȍȘȊȐș, ȗȘȖȊȍȌȐȚȍ ȘȈșșȓȍȌȖȊȈȕȐȍ Ȑ țȉȍȌȐȚȍșȤ, ȟȚȖ ȗȖșȚȈȊȡȐȒ ȚȈȒȐȝ țșȓțȋ ȕȍ 
ȚȖȓȤȒȖ ȗȘȍȌȖșȚȈȊȓȧȍȚ ȏȈȡȐȚț ȖȚ DDoS-ȈȚȈȒ, ȕȖ Ȑ ȕȍ șȖȊȍȘȠȈȍȚ Ȑȝ.  
   Ǫ ȔȐȘȍ șțȡȍșȚȊțȍȚ ȕȍ ȚȖȓȤȒȖ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȝȈȒȍȘȖȊ, șȖȊȍȘȠȈȦȡȐȝ 
DDoS-ȈȚȈȒȐ, ȕȖ Ȑ ȏȈȡȐȚȕȐȒȖȊ, ȒȖȚȖȘȣȍ Ȑȝ ȗȘȍȌȖȚȊȘȈȡȈȦȚ. ǭșȓȐ ȗȘȖȌțȔȈȚȤ 
ȏȈȡȐȚț ȖȚ DDoS-ȈȚȈȒ, ȚȖ ȔȖȎȕȖ șțȡȍșȚȊȍȕȕȖ șȕȐȏȐȚȤ Ȑȝ ȕȍȋȈȚȐȊȕȖȍ 
ȊȖȏȌȍȑșȚȊȐȍ.  
   Ǫ ǫȓȈȊȍ 29 Ȕȣ ȗȖȋȖȊȖȘȐȔ Ȗ ǩȘȈȑȈȕȍ ǲȘȍȉșȍ, ȎțȘȕȈȓȐșȚȍ, ȖșȊȍȡȈȦȡȐȔ 
ȊȖȗȘȖșȣ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȊȍȌțȡȐȔ șȖȉșȚȊȍȕȕȣȍ 
ȘȈșșȓȍȌȖȊȈȕȐȧ. ǭȋȖ ȐȔȧ ȏȕȈȦȚ Ȋșȍ ȝȈȒȍȘȣ, ȒȖȚȖȘȣȍ ȐșȗȖȓȤȏțȦȚ DDoS-ȈȚȈȒȐ. 
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ǫȓȈȊȈ 29. ǷȘȖȜȐȓȤ: ǩȘȈȑȈȕ ǲȘȍȉș 
 

 

 

ǪȖ ȊȘȍȔȧ ȗȖȌȋȖȚȖȊȒȐ Ȓ ȕȍȉȖȓȤȠȖȔț ȗȘȈȏȌȕȐȟȕȖȔț țȎȐȕț, Ȋ ȌȖȔ ǩȘȈȑȈȕȈ ǲȘȍȉșȈ 
ȏȈȠȓȐ “ȗȖȏȌȖȘȖȊȈȚȤșȧ” ȘȍȉȧȚȈ Ȑȏ ȖȚȘȧȌȈ S.W.A.T., Ȋ ȗȖȓȕȖȔ ȖȉȔțȕȌȐȘȖȊȈȕȐȐ, ș 
ȊȐȕȚȖȊȒȈȔȐ Ȑ ȌȘȖȉȖȊȐȒȈȔȐ, ȕȈȞȍȓȍȕȕȣȔȐ ȕȈ ȕȍȋȖ. ǷȖșȓȍ ȚȖȋȖ, ȒȈȒ ȍȔț 
ȒȘȐȒȕțȓȐ ȕȍ ȌȊȐȋȈȚȤșȧ, ȖȉȣșȒȈȓȐ Ȑ ȕȈȌȍȓȐ ȕȈȘțȟȕȐȒȐ, ǲȘȍȉș ȗȖȕȧȓ, ȟȚȖ ȥȚȖ 
ȉȣȓ ȍȡȍ ȖȌȐȕ Ȗȉȣȟȕȣȑ ȌȍȕȤ ȍȋȖ ȎȐȏȕȐ șȓȍȌȖȊȈȚȍȓȧ Ȑ ȘȍȗȖȘȚȍȘȈ, ȒȖȚȖȘțȦ Ȗȕ 
ȗȖșȊȧȚȐȓ șȘȈȎȍȕȐȦ ș ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȈȔȐ. ǩȖȓȍȍ ȌȍșȧȚȐ ȓȍȚ Ȗȕ ȕȍțșȚȈȕȕȖ 
ȉȖȘȍȚșȧ șȖ șȗȈȔȍȘȈȔȐ, șȒȐȔȔȍȘȈȔȐ Ȑ ȘȈȏȓȐȟȕȣȔȐ ȝȈȒȍȘȈȔȐ. Ƕȕ ȗȘȐȕȐȔȈȓ 
țȟȈșȚȐȍ Ȋ ȘȈșșȓȍȌȖȊȈȕȐȧȝ Ȑ ȖȉȓȈȊȈȝ, Ȋ ȘȍȏțȓȤȚȈȚȍ ȒȖȚȖȘȣȝ Ȋșȍ Țȍ Ȏȍ ȝȈȒȍȘȣ 
ȚȍȘȧȓȐ ȔȐȓȓȐȖȕȣ ȌȖȓȓȈȘȖȊ Ȑ ȖȚȗȘȈȊȓȧȓȐșȤ ȗȖȌ ȈȘȍșȚ. Ǫ ȖȚȊȍȚ, ȝȈȒȍȘȣ 
ȗȖȌȉȘȈșȣȊȈȓȐ ȍȔț ȊșȍȊȖȏȔȖȎȕțȦ ȒȖȕȚȘȈȉȈȕȌț, ȊȒȓȦȟȈȧ ȕȈȘȒȖȚȐȒȐ Ȑ 
ȗȖȌȌȍȓȤȕțȦ ȊȈȓȦȚț, Ȉ ȚȈȒȎȍ țȋȘȖȎȈȓȐ țȉȐȚȤ ȍȋȖ Ȑ ȍȋȖ șȍȔȤȦ. ǷȖȌȘȖȉȕȣȑ ȖȚȟȍȚ 
Ȗ șȓțȟȈȍ, ȒȖȋȌȈ Ȋ ȌȖȔ ǲȘȍȉșȈ ȗȘȐȉȣȓ ȖȚȘȧȌ SWAT ȔȖȎȕȖ ȗȘȖȟȐȚȈȚȤ ȏȌȍșȤ: 
https://arstechnica.com/information-technology/2013/03/security-reporter-tells-ars-

about-hacked-911-call-that-sent-swat-team-to-his-house/. 

   ǷȖȓȐȞȐȧ șȚȖȓȤȒȖ ȘȈȏ ȉȣȓȈ ț ȕȍȋȖ ȌȖȔȈ ȗȖșȓȍ ȏȊȖȕȒȈ ȖȚ ȈȕȖȕȐȔȕȖȋȖ “ȌȖȉȘȖȋȖ 
șȈȔȈȘȐȚȧȕȐȕȈ”, ȟȚȖ, Ȋ ȒȖȕȞȍ ȒȖȕȞȖȊ, ȔȍșȚȕȣȍ ȗȘȈȊȖȖȝȘȈȕȐȚȍȓȤȕȣȍ ȖȘȋȈȕȣ 
ȗȖȓțȟȐȓȐ ȒȈȒ ȗȐșȤȔȍȕȕȣȍ, ȚȈȒ Ȑ ȥȓȍȒȚȘȖȕȕȣȍ țȊȍȌȖȔȓȍȕȐȧ, ș ȗȘȐȏȣȊȖȔ ȕȍ 
șȓȐȠȒȖȔ ȈȒȚȐȊȕȖ ȘȍȈȋȐȘȖȊȈȚȤ ȕȈ ȗȖșȓȍȌȕȐȍ ȕȈȊȖȌȒȐ. Ǫ ȐȚȖȋȍ, ǲȘȍȉș țșȚȈȓ ȖȚ 
Ȋșȍȑ ȥȚȖȑ ȚȘȈȊȓȐ Ȑ ȘȍȠȐȓ ȕȈ ȊȘȍȔȧ “ȖȚȖȑȚȐ ȖȚ Ȍȍȓ”. Ƕȕ ȗȖșȟȐȚȈȓ, ȟȚȖ ȍȋȖ 
șȍȔȤȍ, ȒȈȒ Ȑ ȍȔț șȈȔȖȔț, ȕțȎȕȖ ȖȚȌȖȝȕțȚȤ ȖȚ ȗȖșȚȖȧȕȕȣȝ țȋȘȖȏ. ǵȖ ȥȚȖ ȕȍ 
ȗȖȉȍȌȈ ȝȈȒȍȘȖȊ. ǲȘȍȉș ȗȘȖȌȖȓȎȈȍȚ ȍȎȍȌȕȍȊȕȣȍ ȘȈșșȓȍȌȖȊȈȕȐȧ. Ƕȕ ȗȖ 
ȗȘȍȎȕȍȔț ȊȣȊȖȌȐȚ ȕȈ ȟȐșȚțȦ ȊȖȌț ȝȈȒȍȘȖȊ, ȗȘȐȟȐȕȧȦȡȐȝ ȊȘȍȌ ȌȘțȋȐȔ ȓȦȌȧȔ.  
   ǺȈȒ ȉȣȓȖ ȕȍ ȊșȍȋȌȈ. ǬȖȓȋȐȍ ȋȖȌȣ ǲȘȍȉș ȉȣȓ ȚȐȗȐȟȕȣȔ ȎțȘȕȈȓȐșȚȖȔ Ȋ 
ȐȏȌȈȕȐȐ The Washington Post. Ƕȕ ȕȈȟȈȓ țȌȍȓȧȚȤ ȘȈșșȓȍȌȖȊȈȕȐȧȔ 
ȒȐȉȍȘȗȘȍșȚțȗȓȍȕȐȑ șȚȖȓȤȒȖ ȊȘȍȔȍȕȐ, ȟȚȖ Ȗȕ țȠȍȓ Ȑȏ ȋȈȏȍȚȣ. ǹȘȈȏț ȗȖșȓȍ ȥȚȖȋȖ 
Ȗȕ șȖȏȌȈȓ șȖȉșȚȊȍȕȕȣȑ ȉȓȖȋ Krebs on Security (https://krebsonsecurity.com/) Ȑ 
ȗȘȖȌȖȓȎȐȓ șȊȖȐ ȘȈșșȓȍȌȖȊȈȕȐȧ ș ȍȡȍ ȉȖȓȤȠȐȔ țșȍȘȌȐȍȔ Ȑ ȊȕȐȔȈȕȐȍȔ. ǭȋȖ ȉȓȖȋ 
ȗȖșȚȖȧȕȕȖ ȕȈȏȣȊȈȦȚ ȖȌȕȐȔ Ȑȏ șȈȔȣȝ ȗȖȗțȓȧȘȕȣȝ Ȋ ȐȕȚȍȘȕȍȚȍ, Ȗȕ ȚȈȒȎȍ 
ȕȈȗȐșȈȓ ȖȌȐȕ Ȑȏ șȈȔȣȝ țȊȓȍȒȈȚȍȓȤȕȣȝ ȉȍșȚșȍȓȓȍȘȖȊ Spam Nation 

(https://www.amazon.com/Spam-Nation-Organized-Cybercrime-

Epidemic/dp/1492603236/), Ȉ Ȋ ǫȖȓȓȐȊțȌȍ ȌȈȎȍ ȝȖȚȧȚ șȕȧȚȤ ȜȐȓȤȔ Ȗ ȍȋȖ ȎȐȏȕȐ. 
   Ƕȕ ȗȘȖȊȖȌȐȚ ȗȍȘȊȖȒȓȈșșȕȣȍ ȎțȘȕȈȓȐșȚșȒȐȍ ȘȈșșȓȍȌȖȊȈȕȐȧ. ǲȖȋȌȈ ǲȘȍȉș 
țȏȕȈȓ, ȟȚȖ șȈȔȣȍ ȒȘțȗȕȣȍ ȒȖȔȗȈȕȐȐ, ȏȈȕȐȔȈȦȡȐȍșȧ șȗȈȔȖȔ, ȘȈșȗȖȓȖȎȍȕȣ Ȋ 
ǸȖșșȐȐ, Ȗȕ ȕȈțȟȐȓșȧ ȟȐȚȈȚȤ, ȗȐșȈȚȤ Ȑ ȋȖȊȖȘȐȚȤ ȗȖ-ȘțșșȒȐ, Ȉ ȏȈȚȍȔ ȖȚȗȘȈȊȐȓșȧ 
ȚțȌȈ, ȟȚȖȉȣ ȊȏȧȚȤ ȐȕȚȍȘȊȤȦ ț șȈȔȣȝ ȉȖȋȈȚȣȝ Ȑ ȊȓȐȧȚȍȓȤȕȣȝ ȓȦȌȍȑ, șȚȖȧȡȐȝ ȏȈ 
ȥȚȐȔȐ ȜȐȘȔȈȔȐ. ǲȖȋȌȈ ȧ ȖȉȡȈȓșȧ ș ȕȐȔ ȗȖșȓȍ ȗȖȍȏȌȒȐ Ȋ ǸȖșșȐȦ, ȧ șȒȈȏȈȓ, ȟȚȖ 
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ȕȍ ȔȖȋ ȗȖȊȍȘȐȚȤ Ȋ ȚȖ, ȟȚȖ Ȗȕ ȘȐșȒȖȊȈȓ șȊȖȍȑ ȎȐȏȕȤȦ, ȟȚȖȉȣ ȗȖȌȍȓȐȚȤșȧ ȊșȍȔȐ 
ȗȖȌȘȖȉȕȖșȚȧȔȐ ȥȚȖȑ ȐșȚȖȘȐȐ. Ƕȕ șȒȈȏȈȓ, ȟȚȖ ȊȐȌȍȓ Ȋșȍ șȖȊȍȘȠȍȕȕȖ ȐȕȈȟȍ, ȕȖ 
ȕȍȒȖȚȖȘȣȍ ȍȋȖ ȌȘțȏȤȧ ȋȖȊȖȘȐȓȐ ȚȖ Ȏȍ șȈȔȖȍ. ǸȈșșȓȍȌȖȊȈȕȐȍ ǲȘȍȉșȈ, ȒȖȚȖȘȖȍ Ȗȕ 
ȗȘȍȌșȚȈȊȐȓ ȖȉȡȍșȚȊȍȕȕȖșȚȐ, ȓȐȠȐȓȖ Țȍȝ ȓȦȌȍȑ ȌȍșȧȚȒȖȊ ȔȐȓȓȐȖȕȖȊ ȌȖȓȓȈȘȖȊ, 
Ȉ ȚȍȗȍȘȤ Ȗȕ ȍȌȍȚ Ȋ Ȑȝ șȚȘȈȕț, ȋȌȍ ț ȕȍȋȖ ȗȖȟȚȐ ȕȍȚ ȗȘȈȊ. ǴȕȖȋȐȍ Ȑȏ ȕȈș ȖȎȐȌȈȓȐ 
țȊȐȌȍȚȤ ȕȖȊȖșȚȤ Ȗ ȉȍȏȊȘȍȔȍȕȕȖȑ ȒȖȕȟȐȕȍ ǲȘȍȉșȈ ȊȖ ȊȘȍȔȧ “ȊȐȏȐȚȈ” Ȋ ǸȖșșȐȦ. 
ǪȔȍșȚȖ ȥȚȖȋȖ, Ȗȕ ȊȍȘȕțȓșȧ Ȑ ȗȘȐȊȍȏ ș șȖȉȖȑ ȌȖșȚȈȚȖȟȕȖ ȜȈȒȚȖȊ, ȟȚȖȉȣ ȕȈȗȐșȈȚȤ 
ȒȕȐȋț (Spam Nation), Ȉ ȕȍȒȖȚȖȘȣȍ Ȑȏ Țȍȝ, ț ȒȖȋȖ Ȗȕ ȉȘȈȓ ȐȕȚȍȘȊȤȦ ȖȚȗȘȈȊȐȓȐșȤ 
Ȋ ȚȦȘȤȔț.  
   ǩȖȓȤȠȐȕșȚȊȖ ȎțȘȕȈȓȐșȚȖȊ, ȒȖȚȖȘȣȍ ȗȐȠțȚ Ȗȉ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, 
ȗȘȖșȚȖ ȗȖȊȚȖȘȧȦȚ ȐȏȊȍșȚȕȣȍ ȜȈȒȚȣ, Ȗ ȒȖȚȖȘȣȝ ȖȕȐ țȏȕȈȓȐ Ȑȏ ȗȘȍșșȣ. ǲȘȍȉș 
ȘȈșșȓȍȌțȍȚ Ȑ ȐȏțȟȈȍȚ ȕȍȐȏȊȍșȚȕȣȍ ȜȈȒȚȣ. Ǫ șȊȖȍȔ ȉȓȖȋȍ, Ȗȕ ȖȉȢȧșȕȐȓ, ȗȖȟȍȔț 
ǵǭ ȘȈșșȒȈȏȣȊȈȍȚ Ȗ ȕȍȌȈȊȕȐȝ ȐȏȊȍșȚȕȣȝ șȓțȟȈȧȝ ȝȈȒȍȘșȒȖȑ ȌȍȧȚȍȓȤȕȖșȚȐ: “Ǫ 
ȖșȕȖȊȕȖȔ, ȧ ȕȍ ȋȖȊȖȘȦ Ȗȉ ȥȚȐȝ șȐȚțȈȞȐȧȝ, ȗȖȚȖȔț ȟȚȖ ț Ȕȍȕȧ ȕȍȚ ȖȘȐȋȐȕȈȓȤȕȖȑ 
ȐȕȜȖȘȔȈȞȐȐ ȗȖ ȕȐȔ, ȒȖȚȖȘțȦ ȧ ȔȖȋ ȉȣ ȌȖȉȈȊȐȚȤ, Ȑ ȗȖȚȖȔț ȟȚȖ ȧ, Ȋ ȞȍȓȖȔ, ȕȍ 
ȝȖȟț ȋȖȊȖȘȐȚȤ Ȗȉ ȐșȚȖȘȐȧȝ, ȒȖȚȖȘȣȍ ț Ȋșȍȝ ȕȈ șȓțȝț. ǪȔȍșȚȖ ȥȚȖȋȖ, ȧ ȝȖȟț 
ȗȘȖȊȖȌȐȚȤ șȖȉșȚȊȍȕȕȣȍ ȘȈșșȓȍȌȖȊȈȕȐȧ, șȊȧȏȈȕȕȣȍ ș ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȤȦ Ȑ ȒȐȉȍȘȗȘȍșȚțȗȓȍȕȐȧȔȐ”. 
   ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ ǲȘȍȉș ȗȘȖȊȖȌȐȚ ȘȈșșȓȍȌȖȊȈȕȐȧ ȘȈȏȓȐȟȕȣȝ ȊȐȌȖȊ 
ȝȈȒȍȘșȒȖȑ ȈȒȚȐȊȕȖșȚȐ, ȍȋȖ ȖșȕȖȊȕȖȑ ȐȕȚȍȘȍș - ȥȚȖ ȜȐȕȈȕșȖȊȣȍ ȗȘȍșȚțȗȓȍȕȐȧ, 
șȗȈȔȍȘȣ, ȗȖșȚȈȊȡȐȒȐ șȍȘȊȐșȖȊ DDoS-ȈȚȈȒ Ȑ ȐșȗȖȓȤȏȖȊȈȕȐȍ șȒȐȔȔȍȘȖȊ. ǻ 
ǲȘȍȉșȈ ȖȚȓȐȟȕȖ ȗȖȓțȟȈȍȚșȧ ȐȌȚȐ ȗȖ șȓȍȌȈȔ Ȍȍȕȍȋ Ȑ ȌȈȕȕȣȝ. Ƕȕ ȗȖȒȈȏȈȓ ȐȔȍȕȈ 
Ȑ ȜȖȚȖȋȘȈȜȐȐ Țȍȝ, ȒȚȖ șȚȖȐȚ ȏȈ ȒȘțȗȕȍȑȠȐȔȐ Ȋ ȔȐȘȍ ȝȈȒȍȘșȒȐȔȐ ȖȘȋȈȕȐȏȈȞȐȧȔȐ 
Ȑ ȈȚȈȒȈȔȐ. ǪȖ ȔȕȖȋȐȝ șȓțȟȈȧȝ, ȗȖșȓȍ ȚȖȋȖ, ȒȈȒ ǲȘȍȉș țȒȈȏȣȊȈȍȚ ȕȈ ȚȈȒȐȝ ȓȦȌȍȑ, 
ȐȔ ȗȘȍȌȢȧȊȓȧȦȚșȧ ȖȉȊȐȕȍȕȐȧ, Ȑ ȖȕȐ ȖȚȗȘȈȊȓȧȦȚșȧ ȗȖȌ ȈȘȍșȚ. ǲȈȒ ȉțȌȚȖ 
ȔȐȘȖȊȣȍ șȚȘțȒȚțȘȣ ȗȘȈȊȖȗȖȘȧȌȒȈ ȟȐȚȈȦȚ ȍȋȖ ȉȓȖȋ Ȑ ȎȌțȚ, ȒȖȋȌȈ ǲȘȍȉș 
ȘȈșȒȘȖȍȚ ȓȐȟȕȖșȚȤ ȕȈșȚȖȧȡȐȝ ȊȐȕȖȊȕȣȝ, ȟȚȖȉȣ ȗȖȓțȟȐȚȤ ȖȘȌȍȘ ȕȈ ȈȘȍșȚ. ȇ 
țȊȍȘȍȕ, ȟȚȖ ȕȈ șȈȔȖȔ Ȍȍȓȍ Ȋșȍ ȕȍ ȚȈȒ, ȕȖ ȥȚȈ ȚȍȖȘȐȧ ȊȣȋȓȧȌȐȚ ȗȘȈȊȌȖȗȖȌȖȉȕȖ. 
ǶȌȕȐȔ Ȑȏ ȓțȟȠȐȝ ȗȖȒȈȏȈȚȍȓȍȑ țșȗȍȠȕȖȑ ȘȈȉȖȚȣ ǲȘȍȉșȈ ȧȊȓȧȍȚșȧ ȜȍȕȖȔȍȕ, 
ȒȖȚȖȘȣȑ ȍȋȖ ȗȖșȓȍȌȖȊȈȚȍȓȐ ȕȈȏȊȈȓȐ “ǾȐȒȓ ǲȘȍȉșȈ”. ǿȈșȚȖ ǲȘȍȉș țȏȕȈȍȚ Ȗ 
ȔȕȖȋȐȝ ȒȘțȗȕȍȑȠȐȝ ȝȈȒȍȘșȒȐȝ ȈȚȈȒȈȝ Ȑ țȚȍȟȒȈȝ ȌȈȕȕȣȝ ȏȈ ȕȍșȒȖȓȤȒȖ Ȍȕȍȑ ȌȖ 
ȚȖȋȖ, ȒȈȒ Ȗȉ ȥȚȖȔ țȏȕȈȍȚ ȈȚȈȒțȍȔȣȑ ȗȘȖȐȏȊȖȌȐȚȍȓȤ. ǾȐȒȓ ǲȘȍȉșȈ - ȥȚȖ ȊȘȍȔȧ 
ȔȍȎȌț ȍȋȖ șȖȖȉȡȍȕȐȍȔ Ȗ ȗȖșȓȍȌȕȍȑ ȈȚȈȒȍ Ȑ ȖȜȐȞȐȈȓȤȕȣȔ șȖȖȉȡȍȕȐȍȔ Ȗ ȕȍȑ 
ȗȘȖȐȏȊȖȌȐȚȍȓȧ.  
   ǲȘȍȉș ȕȍ ȉȖȐȚșȧ țȒȈȏȣȊȈȚȤ ȕȈ ȖȘȋȈȕȐȏȈȞȐȐ, ȒȖȚȖȘȣȝ Ȋșȍ șȟȐȚȈȦȚ “ȝȖȘȖȠȐȔȐ 
ȗȈȘȕȧȔȐ”. Ƕȕ ȖȉȊȐȕȧȓ ȒȖȔȗȈȕȐȐ ȗȖ ȊȣȗțșȒț ȗȓȈșȚȐȒȖȊȣȝ ȒȈȘȚ Ȑ ȉȈȕȒȐ Ȋ 
șȖȌȍȑșȚȊȐȐ ȜȐȕȈȕșȖȊȣȔ ȗȘȍșȚțȗȓȍȕȐȧȔ. Ƕȕ țȚȊȍȘȎȌȈȓ, ȟȚȖ ȖȘȋȈȕȐȏȈȞȐȐ ȗȖ 
ȖȜȖȘȔȓȍȕȐȦ ȕȈȓȖȋȖȊȖȑ ȌȖȒțȔȍȕȚȈȞȐȐ, ȘȈȉȖȚȈȦȡȐȍ ȖȕȓȈȑȕ, ȗȖȔȖȋȈȦȚ 
ȗȘȍșȚțȗȕȐȒȈȔ ȗȖȌȌȍȓȣȊȈȚȤ ȕȈȓȖȋȖȊțȦ ȖȚȟȍȚȕȖșȚȤ. Ƕȕ ȧșȕȖ ȌȈȓ ȗȖȕȧȚȤ, ȟȚȖ 
ȒȘțȗȕȣȍ ȜȈȘȔȈȞȍȊȚȐȟȍșȒȐȍ ȒȖȔȗȈȕȐȐ ȘȈȏȘȍȠȈȦȚ ȕȍȏȈȒȖȕȕțȦ ȗȘȖȌȈȎț șȊȖȐȝ 
ȓȍȒȈȘșȚȊ, ȗȖȚȖȔț ȟȚȖ ȖȕȐ ȕȍ ȝȖȚȧȚ ȔȐȘȐȚȤșȧ ș ȚȍȔ, ȟȚȖ Ȑȝ ȕȈșȚȖȧȡȐȍ ȓȍȒȈȘșȚȊȈ 
(ȕȍ ȗȖȌȌȍȓȒȐ) ȗȘȖȌȈȦȚșȧ ȏȈ ȔȍȕȤȠțȦ șȚȖȐȔȖșȚȤ. Ƕȕ ȌȖȒȈȏȈȓ, ȟȚȖ ȕȍȒȖȚȖȘȣȍ 
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ȜȐȘȔȣ, ȏȈȧȊȓȧȦȡȐȍ, ȟȚȖ ȗȘȍȌȖșȚȈȊȓȧȦȚ ȏȈȡȐȚț ȖȚ ȝȈȒȍȘȖȊ, șȈȔȐ Ȑ ȧȊȓȧȦȚșȧ 
ȝȈȒȍȘȈȔȐ, ȟȚȖ ȖȕȐ ȓȐȉȖ șȖȊȍȘȠȈȦȚ ȝȈȒȍȘșȒțȦ ȌȍȧȚȍȓȤȕȖșȚȤ, ȓȐȉȖ ȗȖȒȘȣȊȈȦȚ 

ȝȈȒȍȘȖȊ. Ƕȕ țȚȊȍȘȎȌȈȓ, ȟȚȖ ȐȕȚȍȘȕȍȚ-ȗȘȖȊȈȑȌȍȘȣ Ȑ ȕȈȌȍȎȕȣȍ ȝȖșȚȐȕȋ-șȍȘȊȐșȣ 
șȖȌȍȘȎȈȚ ȝȈȒȍȘȖȊ. ǰ ȟȚȖ ȥȚȖ Ȑȝ ȉȐȏȕȍș ȔȖȌȍȓȤ. ǲȘȍȉș ȊșȍȋȌȈ ȖȒȈȏȣȊȈȍȚșȧ ȚȈȔ, 
ȋȌȍ ȏȈȔȍȠȈȕȣ ȌȍȕȤȋȐ.  
   ǰȏ-ȏȈ ȥȚȖȋȖ, ȍȋȖ Ȋȍȉ-șȈȑȚ ȗȖșȚȖȧȕȕȖ ȗȖȌȊȍȘȋȈȍȚșȧ DDoS-ȈȚȈȒȈȔ (ȖȗȐșȈȕȕȣȔ Ȋ 
ȗȘȍȌȣȌțȡȍȑ ȋȓȈȊȍ). Ǫ ȖȌȕȖ ȊȘȍȔȧ ȍȋȖ Ȋȍȉ-șȈȑȚ ȗȖȌȊȍȘȋȈȓșȧ ȒȘțȗȕȍȑȠȐȔ ȈȚȈȒȈȔ 
Ȋ ȐȕȚȍȘȕȍȚȍ. ǽȈȒȍȘȣ, șȖȊȍȘȠȈȦȡȐȍ DDoS-ȈȚȈȒȐ ȟȈșȚȖ ȐșȗȖȓȤȏțȦȚ ȊȖ 
ȊȘȍȌȖȕȖșȕȖȔ ȚȘȈȜȐȒȍ ȓȐȟȕȣȍ ȖșȒȖȘȉȓȍȕȐȧ ǲȘȍȉșȈ, ȒȘȖȔȍ ȚȖȋȖ ȕȖȊȐȟȒȐ, 
ȎȍȓȈȦȡȐȍ ȊșȚțȗȐȚȤ Ȋ ȝȈȒȍȘșȒțȦ ȖȘȋȈȕȐȏȈȞȐȦ ȌȖȓȎȕȣ ȗȖȒȈȏȈȚȤ ȕȈ ȟȚȖ 
șȗȖșȖȉȕȣ, ȈȚȈȒȖȊȈȊ ȍȋȖ Ȋȍȉ-șȈȑȚ. ǰ ȊȖ ȔȕȖȋȐȝ șȓțȟȈȧȝ, ǲȘȍȉș țȏȕȈȍȚ ȐȔȍȕȈ 
ȕȈșȚȖȧȡȐȝ ȗȘȍșȚțȗȕȐȒȖȊ, Ȑ ȖȕȐ ȖȚȗȘȈȊȓȧȦȚșȧ Ȋ ȚȦȘȤȔț.  
   ǲȘȍȉșț ȗȖȌ șȐȓț ȏȈȌȈȟȈ, ș ȒȖȚȖȘȖȑ, șțȌȧ ȗȖ ȊșȍȔț, ȕȍ ȔȖȋțȚ șȗȘȈȊȐȚȤșȧ ȌȘțȋȐȍ 
ȎțȘȕȈȓȐșȚȣ Ȑ șȚȘțȒȚțȘȣ ȗȘȈȊȖȗȖȘȧȌȒȈ - țșȚȈȕȖȊȐȚȤ ȓȐȟȕȖșȚȤ ȝȈȒȍȘȈ. ЭȚȖ 
ȕȖȘȔȈȓȤȕȖ, ȍșȓȐ Ȗȕ ȕȍȌȍȓȦ ȐȓȐ ȌȖȓȤȠȍ ȕȐȟȍȋȖ ȕȍ ȗȐȠȍȚ Ȋ ȉȓȖȋȍ, ȕȖ, ȒȖȋȌȈ Ȗȕ 
ȗȐȠȍȚ, Ȗȕ ȕȈȏȣȊȈȍȚ ȐȔȧ ȖȟȍȘȍȌȕȖȋȖ ȝȈȒȍȘȈ. ǿȈșȚȖ Ȗȕ ȕȈȝȖȌȐȚ ȓȐȟȕȖșȚȤ 
ȗȘȍșȚțȗȕȐȒȈ, șȓȍȌțȧ ȗȖ ȞȐȜȘȖȊȣȔ șȓȍȌȈȔ, ȒȖȚȖȘȣȍ ȚȖȚ ȖșȚȈȊȓȧȍȚ, Ȑ Ȋ ȒȖȕȞȍ 
ȒȖȕȞȖȊ, ȥȚȐ șȓȍȌȣ ȗȘȐȊȖȌȧȚ Ȓ ȘȍȈȓȤȕȖȔț ȗȘȖȜȐȓȦ Ȋ șȍȚȐ. Ǫ ȐȚȖȋȍ Ȕȣ ȊȐȌȐȔ 
ȜȖȚȖȋȘȈȜȐȐ ȥȚȐȝ ȕȍȥȚȐȟȕȣȝ, ȊȘȍȌȖȕȖșȕȣȝ ȝȈȒȍȘȖȊ, ȕȈ ȒȖȚȖȘȣȝ ȖȕȐ ȖȚȌȣȝȈȦȚ ș 
șȍȔȤȍȑ, ȖȉȕȐȔȈȧ Ȏȍȕț Ȑ ȌȍȚȍȑ, Ȑ Ȕȣ ȏȕȈȍȔ, ȟȚȖ ȥȚȐ ȏȈȔȍȟȈȚȍȓȤȕȣȍ, “ȉȖȋȈȚȣȍ 
ȌȍȕȤȒȐ” șȒȖȘȖ ȏȈȒȖȕȟȈȚșȧ. ǴȕȖȋȐȍ Ȑȏ Țȍȝ, Ȗ ȒȖȔ Ȗȕ ȘȈșșȒȈȏȈȓ ȉȣȓȐ ȖȉȢȧȊȓȍȕȣ Ȋ 
ȔȍȎȌțȕȈȘȖȌȕȣȑ ȘȖȏȣșȒ, Ȋ ȚȖ ȊȘȍȔȧ ȒȈȒ ȖșȚȈȓȤȕȣȍ, șțȌȧ ȗȖ ȊșȍȔț, 
ȕȈșȓȈȎȌȈȦȚșȧ ȗȘȍȐȔțȡȍșȚȊȈȔȐ ȗȖȌȒțȗȈ ȟȐȕȖȊȕȐȒȖȊ. Ǫ ȓȦȉȖȔ șȓțȟȈȍ, ȖȕȐ Ȋșȍ 
ȕȍȕȈȊȐȌȧȚ ǲȘȍȉșȈ, ȕȖ ȊȍșȤ ȖșȚȈȓȤȕȖȑ ȔȐȘ ȍȋȖ ȖȉȖȎȈȍȚ. ȇ șȟȐȚȈȦ ǩȘȈȑȈȕȈ 
ǲȘȍȉșȈ ȕȈșȚȖȧȡȐȔ ȈȔȍȘȐȒȈȕșȒȐȔ ȋȍȘȖȍȔ! 
   ǷȖȔȐȔȖ ȚȖȋȖ, ȟȚȖ ǲȘȍȉș ȊȣȊȖȌȐȚ ȕȈ ȟȐșȚțȦ ȊȖȌț ȖȚȌȍȓȤȕȣȝ ȝȈȒȍȘȖȊ Ȑ 
ȘȈȏȓȐȟȕȣȍ ȖȘȋȈȕȐȏȈȞȐȐ, ȊȍȌțȡȐȍ șȖȔȕȐȚȍȓȤȕȣȑ ȉȐȏȕȍș, ȍȋȖ șȚȈȚȤȐ ȗȖȏȊȖȓȧȦȚ 
ȟȐȚȈȚȍȓȦ țȊȐȌȍȚȤ ȔȈșȠȚȈȉȣ ȝȈȒȍȘșȒȖȋȖ ȉȐȏȕȍșȈ. ЭȚȖ ȕȍ ȒȈȒȐȍ-ȕȐȉțȌȤ 
ȗȖȌȘȖșȚȒȐ, ȒȖȚȖȘȣȍ șȐȌȧȚ ț șȍȉȧ Ȋ ȒȖȔȕȈȚȍ, ȍȌȧȚ ȝȓȖȗȤȧ Ȑ ȏȈȗȐȊȈȦȚ ȒȖȓȖȑ. ЭȚȖ 
ȖȋȘȖȔȕȣȍ ȖȘȋȈȕȐȏȈȞȐȐ șȖ șȊȖȐȔȐ ȗȓȈȚȍȎȕȣȔȐ ȊȍȌȖȔȖșȚȧȔȐ, ȖȚȌȍȓȖȔ ȒȈȌȘȖȊ, 
ȐșȗȖȓȕȐȚȍȓȤȕȣȔȐ ȌȐȘȍȒȚȖȘȈȔȐ, Ȑ Ȋ ȕȍȒȖȚȖȘȣȝ șȓțȟȈȧȝ, ȈȒȞȐȧȔȐ, 
ȗȘȖȌȈȦȡȐȔȐșȧ ȕȈ ȉȐȘȎȍ. ǰȕȖȋȌȈ ȌȈȎȍ ȖȜȐȞȐȈȓȤȕȣȍ ȉȘȍȕȌȣ, ȒȖȚȖȘȣȍ Ȕȣ Ȋșȍ 
ȓȦȉȐȔ, Ȑ ȒȖȚȖȘȣȔ ȌȖȊȍȘȧȍȔ, ȚȖȎȍ Ȋ Ȍȍȓȍ. ǴȐȘ ȝȈȒȍȘȖȊ ȚȈȒȎȍ șȓȖȎȍȕ, ȒȈȒ Ȑ 
șȈȔȈ ȎȐȏȕȤ. ǸȈșșȓȍȌȖȊȈȕȐȧ ǲȘȍȉșȈ ȔȕȖȋȐȔ ȖȚȒȘȣȓȐ ȋȓȈȏȈ, Ȋ ȚȖȔ ȟȐșȓȍ Ȑ Ȕȕȍ. 
ЭȚȖ ȗȐȓȦȓȧ, ȒȖȚȖȘțȦ șȓȖȎȕȖ ȗȘȖȋȓȖȚȐȚȤ, ȕȖ ȕȈȔ ȊșȍȔ șȚȈȕȍȚ ȖȚ ȕȍȍ ȓȍȋȟȍ. 
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ǷȖȌȘȖȉȕȍȍ Ȗ ǩȘȈȑȈȕȍ ǲȘȍȉșȍ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǩȘȈȑȈȕȍ ǲȘȍȉșȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǺȊȐȚȚȍȘ ǩȘȈȑȈȕȈ ǲȘȍȉșȈ: https://twitter.com/briankrebs 

- ǷȘȖȜȐȓȤ ǩȘȈȑȈȕȈ ǲȘȍȉșȈ Ȋ LinkedIn: https://www.linkedin.com/in/bkrebs  
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ǫȓȈȊȈ 30. ǩȍȏȖȗȈșȕȖșȚȤ Ƕǹ 

 

 

 

ǶȌȕȈ Ȑȏ șȈȔȣȝ ȗȖȗțȓȧȘȕȣȝ ȠțȚȖȒ ȗȘȖ ȐȕȜȖȘȔȈȞȐȖȕȕțȦ ȉȍȏȖȗȈșȕȖșȚȤ ȐȔȍȍȚ 
ȕȍșȒȖȓȤȒȖ ȗȈȕȟȓȈȑȕȖȊ Ȑ ȏȊțȟȐȚ ȚȈȒ: “ǹȈȔȣȑ ȉȍȏȖȗȈșȕȣȑ ȒȖȔȗȤȦȚȍȘ - ȥȚȖ ȚȖȚ, 
 

- ț ȒȖȚȖȘȖȋȖ ȊȣȚȈȡȐȓȐ șȍȚȍȊțȦ ȒȈȘȚț Ȑ ȏȈȗȍȘȓȐ ȍȋȖ Ȋ ȠȒȈȜț 

- ț ȒȖȚȖȘȖȋȖ ȕȍȚ ȒȓȈȊȐȈȚțȘȣ 

- ȒȖȚȖȘȣȔ ȕȐȒȚȖ ȕȍ ȗȖȓȤȏțȍȚșȧ”.  
 

ǹȍȋȖȌȕȧ ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ (Ƕǹ) ȒȖȔȗȤȦȚȍȘȖȊ ȉȍȏȖȗȈșȕȍȍ, ȟȍȔ ȒȖȋȌȈ-ȓȐȉȖ. 
ǶȕȐ ȌȖșȚȈȚȖȟȕȖ ȉȍȏȖȗȈșȕȣ ȗȖ țȔȖȓȟȈȕȐȦ, ȚȘȍȉțȦȚ ȗȈȘȖȓȐ, ȈȊȚȖȔȈȚȐȟȍșȒȐ 
ȖȉȕȖȊȓȧȦȚșȧ, ȗȖ țȔȖȓȟȈȕȐȦ ȠȐȜȘțȦȚ ȌȈȕȕȣȍ Ȑ ȐȔȍȦȚ ȉȍșȒȖȕȍȟȕȖȍ ȒȖȓȐȟȍșȚȊȖ 
ȌȘțȋȐȝ ȜțȕȒȞȐȑ. ǵȖ ȥȚȖ ȕȍ ȏȕȈȟȐȚ, ȟȚȖ Ȋșȍ ȖȕȐ șȚȘȍȔȧȚșȧ ȉȣȚȤ șȈȔȣȔȐ 
ȉȍȏȖȗȈșȕȣȔȐ. ǺȍȔ ȕȍ Ȕȍȕȍȍ, ȖȉȡȐȑ țȘȖȊȍȕȤ “ȉȍȏȖȗȈșȕȖșȚȐ ȗȖ țȔȖȓȟȈȕȐȦ” 
ȌȖșȚȐȋ ȚȖȑ ȖȚȔȍȚȒȐ, ȒȖȋȌȈ ȝȈȒȍȘȈȔ, Ȍȓȧ ȘȈȉȖȚȣ ȊȘȍȌȖȕȖșȕȖȖȋȖ ǷǶ, ȕȍȖȉȝȖȌȐȔȖ 

ȐșȗȖȓȤȏȖȊȈȚȤ ȐȓȐ șȖȞȐȈȓȤȕțȦ ȐȕȎȍȕȍȘȐȦ ȐȓȐ țȧȏȊȐȔȖșȚȐ, ȒȖȚȖȘȣȍ ȕȍ ȉȣȓȐ 
ȗȘȖȗȈȚȟȍȕȣ șȈȔȐȔ ȗȖȓȤȏȖȊȈȚȍȓȍȔ.  
   ЭȚȖ ȗȘȖȐȏȖȠȓȖ ȕȍ șȓțȟȈȑȕȖ. ǸȈȏȘȈȉȖȚȟȐȒȈȔ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ 
ȗȖȕȈȌȖȉȐȓȐșȤ ȋȖȌȣ, ȍșȓȐ ȕȍ ȌȍșȧȚȐȓȍȚȐȧ, ȖȗȣȚȈ Ȑ ȈȕȈȓȐȏȈ țȘȖȊȕȧ 
ȉȍȏȖȗȈșȕȖșȚȐ, ȟȚȖȉȣ ȕȈȑȚȐ ȗȘȈȊȐȓȤȕțȦ, Țț șȈȔțȦ ȋȘȈȕȤ ȔȍȎȌț “șȓȐȠȒȖȔ 
ȉȍȏȖȗȈșȕȖ” Ȑ “șȓȐȠȒȖȔ ȕȍȉȍȏȖȗȈșȕȖ”. ǲȖȕȍȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ ȗȘȖșȚȖ ȝȖȟȍȚ, 
ȟȚȖȉȣ ȍȋȖ ȖȗȍȘȈȞȐȖȕȕȈȧ șȐșȚȍȔȈ ȌȍȓȈȓȈ ȚȖ, ȟȚȖ ȕțȎȕȖ ȉȍȏ ȌȖȗȖȓȕȐȚȍȓȤȕȣȝ 
ȏȈȚȘțȌȕȍȕȐȑ. ǭșȓȐ ȕȈșȚȘȖȑȒȐ ȉȍȏȖȗȈșȕȖșȚȐ șȓȐȠȒȖȔ ȘȈȏȌȘȈȎȈȦȚ ȒȖȕȍȟȕȖȋȖ 
ȗȖȓȤȏȖȊȈȚȍȓȧ, ȚȖ Ȗȕ ȗȖȗȣȚȈȍȚșȧ Ȑȝ ȐȏȔȍȕȐȚȤ, ȖȚȒȓȦȟȐȚȤ ȐȓȐ ȊȖȖȉȡȍ ȗȍȘȍȑȌȍȚ 
ȕȈ ȌȘțȋțȦ ȖȗȍȘȈȞȐȖȕȕțȦ șȐșȚȍȔț. ǴȕȖȋȐȍ ȥȒșȗȍȘȚȣ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ ȒȘȐȚȐȒțȦȚ ȓȦȉțȦ ȖȗȍȘȈȞȐȖȕȕțȦ șȐșȚȍȔț, ȒȖȚȖȘȈȧ ȕȍ ȐșȗȖȓȤȏțȍȚ 
șȈȔȣȍ ȊȣșȖȒȐȍ ȕȈșȚȘȖȑȒȐ ȉȍȏȖȗȈșȕȖșȚȐ Ȍȓȧ ȒȈȎȌȖȋȖ șȓțȟȈȧ, ȗȘȐ ȥȚȖȔ ȖȕȐ ȕȍ 
țȟȐȚȣȊȈȦȚ ȒȈȒ ȥȚȖ ȗȖȊȓȐȧȍȚ ȕȈ ȗȘȖȌȈȎȐ ȚȈȒȖȑ șȐșȚȍȔȣ ȐȓȐ ȍȍ ȕȍȖȉȝȖȌȐȔȖșȚȤ 
ȒȖȕȍȟȕȖȔț ȗȖȓȤȏȖȊȈȚȍȓȦ. ǻȟȐȚȣȊȈȧ ȊȣȠȍșȒȈȏȈȕȕȖȍ, șȍȋȖȌȕȧ ȗȖȓȤȏȖȊȈȚȍȓȦ 
ȗȘȍȌȖșȚȈȊȓȍȕ ȕȍȔȈȓȣȑ ȊȣȉȖȘ ȉȍȏȖȗȈșȕȣȝ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ. 

 

ǲȈȒ ȖȉȍȏȖȗȈșȐȚȤ ȖȗȍȘȈȞȐȖȕȕțȦ șȐșȚȍȔț 

ǹțȡȍșȚȊțȍȚ ȚȘȐ ȖșȕȖȊȕȣȝ șȗȖșȖȉȈ ȖȉȍȏȖȗȈșȐȚȤ ȖȗȍȘȈȞȐȖȕȕțȦ șȐșȚȍȔț: 
“șȖȉȘȈȚȤ” ȍȍ ȚȈȒ, ȟȚȖȉȣ ȖȕȈ ȐșȗȖȓȤȏȖȊȈȓȈ șȈȔȣȍ ȉȍȏȖȗȈșȕȣȍ ȕȈșȚȘȖȑȒȐ ȗȖ 
țȔȖȓȟȈȕȐȦ, țȓțȟȠȐȚȤ ȉȍȏȖȗȈșȕȖșȚȤ, ȐșȗȖȓȤȏțȧ ȊșȚȘȖȍȕȕȣȍ ȐȕșȚȘțȔȍȕȚȣ ȐȓȐ 
ȗȘȖȟȐȚȈȚȤ șȖȖȚȊȍȚșȚȊțȦȡȐȍ ȘțȒȖȊȖȌșȚȊȈ. ǲȖȕȍȟȕȖ, ȉȖȓȤȠȐȕșȚȊȖ șȖȊȘȍȔȍȕȕȣȝ 
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ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ ȗȘȍȌȓȈȋȈȦȚ Ȋșȍ ȥȚȐ ȔȍȚȖȌȣ Ȍȓȧ ȖȉȍșȗȍȟȍȕȐȧ 
ȉȍȏȖȗȈșȕȖșȚȐ. 

ǩȍȏȖȗȈșȕȈȧ “șȉȖȘȒȈ” Ƕǹ           
ǳțȟȠȐȑ, Ȑ, ȒȈȒ ȋȖȊȖȘȧȚ ȕȍȒȖȚȖȘȣȍ, ȍȌȐȕșȚȊȍȕȕȣȑ șȗȖșȖȉ șȌȍȓȈȚȤ ȉȍȏȖȗȈșȕțȦ 
Ƕǹ - “șȖȉȘȈȚȤ” ȍȍ ȚȈȒ, ȟȚȖȉȣ ȖȕȈ ȉȣȓȈ ȉȍȏȖȗȈșȕȖȑ ȗȖ țȔȖȓȟȈȕȐȦ. ǩȍȏȖȗȈșȕȖșȚȤ 
șȐșȚȍȔȣ ȌȖȓȎȕȈ ȗȖȌȘȈȏțȔȍȊȈȚȤșȧ ȕȍ ȚȖȓȤȒȖ ȊȖ ȊȘȍȔȧ ȍȍ șȖȏȌȈȕȐȧ, Ȋ ȕȍȑ ȚȈȒȎȍ 
ȌȖȓȎȕȣ ȉȣȚȤ șȖȖȚȊȍȚșȚȊțȦȡȐȍ ȕȈșȚȘȖȑȒȐ, ȌȍȓȈȦȡȐȍ șȐșȚȍȔț ȉȍȏȖȗȈșȕȖȑ ȗȖ 
țȔȖȓȟȈȕȐȦ. ǶȗȣȚ ȗȖȒȈȏȣȊȈȍȚ, ȟȚȖ ȕȈșȚȘȖȑȒȐ ȉȍȏȖȗȈșȕȖșȚȐ ȗȖ țȔȖȓȟȈȕȐȦ 
țșȚȘȈȐȊȈȦȚ ȉȖȓȤȠȐȕșȚȊȖ ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȕȖ, ȍșȓȐ ȥȚȐ ȕȈșȚȘȖȑȒȐ ȊȣșȚȈȊȓȍȕȣ 
ȕȍȊȍȘȕȖ, ȚȖ ȥȚȖ ȗȖȌȘȣȊȈȍȚ ȉȍȏȖȗȈșȕȖșȚȤ.  

ǶșȕȖȊȕȣȍ ȒȘȐȚȍȘȐȐ             

ǴȍȎȌțȕȈȘȖȌȕȣȑ șȚȈȕȌȈȘȚ ȖȞȍȕȒȐ Ȑ ȘȈȕȎȐȘȖȊȈȕȐȧ țȘȖȊȕȍȑ ȉȍȏȖȗȈșȕȖșȚȐ 
ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ ȕȈȏȣȊȈȍȚșȧ «ǶȉȡȐȍ ȒȘȐȚȍȘȐȐ ȖȞȍȕȒȐ ȏȈȡȐȡȍȕȕȖșȚȐ 
ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ ȚȍȝȕȖȓȖȋȐȑ» (Common Criteria for Information Technology 

Security Evaluation), ȝȖȚȧ, ȒȈȒ ȗȘȈȊȐȓȖ, ȍȋȖ ȕȈȏȣȊȈȦȚ ȗȘȖșȚȖ ǶȉȡȐȍ ȒȘȐȚȍȘȐȐ 
(Common Criteria). ǷȘȖȐȏȊȖȌȐȚȍȓȐ ȗȘȍȌȖșȚȈȊȓȧȦȚ șȊȖȐ ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ 
Ȑ ȗȘȐȓȖȎȍȕȐȧ Ȍȓȧ ȖȞȍȕȒȐ șȖȖȚȊȍȚșȚȊȐȧ ǶȉȡȐȔ ȒȘȐȚȍȘȐȧȔ, ȕȈȌȍȧșȤ ȗȘȖȑȚȐ 
șȍȘȚȐȜȐȒȈȞȐȦ Ȑ ȗȖȓțȟȐȚȤ ȖȗȘȍȌȍȓȍȕȕȣȑ ǻȘȖȊȍȕȤ ȉȍȏȖȗȈșȕȖșȚȐ (Evaluation 
Assurance Level, EAL), ȒȖȚȖȘȣȑ ȊȈȘȤȐȘțȍȚșȧ ȖȚ EAL1 ȌȖ EAL7, ȋȌȍ ȕȈȐȉȖȓȤȠȍȍ 
ȏȕȈȟȍȕȐȍ șȖȖȚȊȍȚșȚȊțȍȚ ȕȈȐȊȣșȠȍȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǽȖȚȧ ȔȖȎȍȚ ȗȖȒȈȏȈȚȤșȧ, ȟȚȖ 
ȔȕȖȋȐȍ ȗȘȖȐȏȊȖȌȐȚȍȓȐ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ, ȒȖȚȖȘȣȍ ȏȈȉȖȚȧȚșȧ Ȗ 
ȉȍȏȖȗȈșȕȖșȚȐ, șȚȘȍȔȧȚșȧ ȗȖȓțȟȐȚȤ ȊȣșȠȐȑ țȘȖȊȍȕȤ (EAL7), ȕȖ ȥȚȖ ȕȍ ȚȈȒ. 
   ǻȘȖȊȕȐ EAL5 Ȑ ȊȣȠȍ ȕȍ ȚȖȓȤȒȖ ȕȍȊȍȘȖȧȚȕȖ șȓȖȎȕȖ ȗȖȓțȟȐȚȤ, ȕȖ ȚȈȒȎȍ, ȖȕȐ 
ȗȖȌȘȈȏțȔȍȊȈȦȚ șȐȓȤȕȖȍ ȖȋȘȈȕȐȟȍȕȐȍ ȜțȕȒȞȐȖȕȈȓȈ ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȣ. 
ǽȖȚȐȚȍ ȏȈȑȚȐ Ȋ ȐȕȚȍȘȕȍȚ Ȑ șȒȈȟȈȚȤ ȗȘȖȋȘȈȔȔț? ǵț, ȕȈ șȐșȚȍȔȍ ș țȘȖȊȕȍȔ EAL5 Ȑ 
ȊȣȠȍ ț ȊȈș ȥȚȖ ȊȘȧȌ ȓȐ ȗȖȓțȟȐȚșȧ. ǲȈȒ ȗȘȈȊȐȓȖ, șȐșȚȍȔȣ ș țȘȖȊȕȍȔ EAL5 Ȑ 
ȊȣȠȍ ȐșȗȖȓȤȏțȦȚșȧ Ȋ ȖȗȘȍȌȍȓȍȕȕȣȝ țșȚȘȖȑșȚȊȈȝ ȉȍȏȖȗȈșȕȖșȚȐ (ȕȈȗȘȐȔȍȘ, 
șȔȈȘȚ-ȒȈȘȚȈȝ, ȈȗȗȈȘȈȚȕȣȝ ȔȖȌțȓȧȝ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȚȈȒ ȌȈȓȍȍ) ȐȓȐ ȊȈȎȕȍȑȠȐȝ 
ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔȈȝ, ȒȖȚȖȘȣȍ  ȗȘȈȊȐȚȍȓȤșȚȊȈ ȐșȗȖȓȤȏțȦȚ, ȕȈȗȘȐȔȍȘ, Ȋ 
șȐșȚȍȔȈȝ ȏȈȗțșȒȈ ȘȈȒȍȚ. ǶșȕȖȊȕȈȧ ȟȈșȚȤ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ, ȒȖȚȖȘȣȍ Ȕȣ 
ȏȕȈȍȔ Ȑ ȓȦȉȐȔ, ȊȒȓȦȟȈȧ ȘȈȏȓȐȟȕȣȍ ȊȍȘșȐȐ Windows, Linux, Solaris, AIX Ȑ BSD 
ȐȔȍȦȚ țȘȖȊȍȕȤ EAL4 ȐȓȐ EAL4+ (ȗȓȦș ȖȏȕȈȟȈȍȚ, ȟȚȖ șȐșȚȍȔȈ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȈ, Ȑ 
ȍȑ ȕȍȓȤȏȧ ȗȘȐșȊȖȐȚȤ “ȟȐșȚȣȑ” țȘȖȊȍȕȤ EAL). 
   ǹȍȑȟȈș ȖșțȡȍșȚȊȓȧȦȚșȧ ȗȖȗȣȚȒȐ ȗȍȘȍȑȚȐ ȖȚ ȖȞȍȕȖȒ EAL Ȓ ǷȘȖȜȐȓȧȔ ȏȈȡȐȚȣ 
(Protection Profiles, PP). ǷȖȌȘȖȉȕȍȍ ȔȖȎȕȖ ȕȈȑȚȐ ȗȖ șșȣȓȒȍ 
https://www.ca.com/en/blog-highlight/common-criteria-reforms-sink-or-swim-how-

should-industry-handle-the-revolution-brewing-with-common-criteria.html.  
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ǷǸИǴЕЧАǵИЕ ǵȈșȒȖȓȤȒȖ Ȕȕȍ ȐȏȊȍșȚȕȖ, șȐșȚȍȔȈ Apple iOS ȕȐȒȖȋȌȈ ȕȍ 
ȗȘȍȌșȚȈȊȓȧȓȈșȤ Ȍȓȧ ȗȘȖȝȖȎȌȍȕȐȧ șȍȘȚȐȜȐȒȈȞȐȐ EAL.  
 

   ǭșȓȐ șȐșȚȍȔȈ ȐȔȍȍȚ ȉȖȓȍȍ ȊȣșȖȒȐȑ țȘȖȊȍȕȤ EAL ȐȓȐ PP, ȥȚȖ ȕȍ ȖȏȕȈȟȈȍȚ, ȟȚȖ 
ȝȈȒȍȘ ȕȍ șȔȖȎȍȚ ȍȍ ȊȏȓȖȔȈȚȤ, ȕȖ ȥȚȖ șȖȊȍȘȠȍȕȕȖ ȚȖȟȕȖ ȖȏȕȈȟȈȍȚ, ȟȚȖ, ȗȘȐ 
ȗȘȖȟȐȝ ȘȈȊȕȣȝ, ȊȏȓȖȔȈȚȤ ȚȈȒțȦ șȐșȚȍȔț ȉțȌȍȚ ȋȖȘȈȏȌȖ șȓȖȎȕȍȍ. ЭȚȖ ȚȈȒȎȍ ȕȍ 
ȖȏȕȈȟȈȍȚ, ȟȚȖ ȖȗȍȘȈȞȐȖȕȕȈȧ șȐșȚȍȔȈ, ȕȍ ȐȔȍȦȡȈȧ ȚȈȒȖȋȖ ȘȍȑȚȐȕȋȈ ȕȍȉȍȏȖȗȈșȕȈ 

ȐȓȐ, ȕȍ șȔȖȋȓȈ ȉȣ ȍȋȖ ȗȖȓțȟȐȚȤ, ȍșȓȐ ȉȣ ȉȣȓȈ ȗȘȍȌșȚȈȊȓȍȕȈ.  

ǼȍȌȍȘȈȓȤȕȣȍ șȚȈȕȌȈȘȚȣ ȖȉȘȈȉȖȚȒȐ ȐȕȜȖȘȔȈȞȐȐ                                                  

Ǫ ǹȖȍȌȐȕȍȕȕȣȝ ȀȚȈȚȈȝ ȍșȚȤ ȍȡȍ ȖȌȐȕ ȗȖȗțȓȧȘȕȣȑ șȚȈȕȌȈȘȚ, ȗȖȌ ȕȈȏȊȈȕȐȍȔ 

«ǼȍȌȍȘȈȓȤȕȣȍ șȚȈȕȌȈȘȚȣ ȖȉȘȈȉȖȚȒȐ ȐȕȜȖȘȔȈȞȐȐ» (Federal Information 

Processing Standards, FIPS), ȒȖȚȖȘȣȑ ȚȈȒȎȍ ȏȈȕȐȔȈȦȚșȧ ȖȞȍȕȒȖȑ Ȑ 
șȍȘȚȐȜȐȒȈȞȐȍȑ ȉȍȏȖȗȈșȕȖșȚȐ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ Ȑ Ȑȝ șȖșȚȈȊȓȧȦȡȐȝ. 
ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ FIPS (https://www.nist.gov/topics/federal-information-

standards-fips) ȖȜȐȞȐȈȓȤȕȖ ȗȘȐȔȍȕȧȍȚșȧ Ȍȓȧ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ, șȊȧȏȈȕȕȣȝ ș 
ȗȘȈȊȐȚȍȓȤșȚȊȖȔ ǹȀǨ, ȥȚȖȚ șȚȈȕȌȈȘȚ ȗȘȐȔȍȕȧȦȚ ȊȖ ȊșȍȔ ȔȐȘȍ. ǹȚȈȕȌȈȘȚȣ FIPS 
ȐȔȍȦȚ șȖȖȚȊȍȚșȚȊțȦȡȐȍ ȞȐȜȘȖȊȣȍ ȖȉȖȏȕȈȟȍȕȐȧ, ȕȈȗȘȐȔȍȘ, 199-3 ȐȓȐ 140-2. 

FIPS 140-2 ȐșȗȖȓȤȏțȍȚșȧ Ȍȓȧ ȖȞȍȕȒȐ ȈȓȋȖȘȐȚȔȖȊ ȠȐȜȘȖȊȈȕȐȧ Ȑ ȐȔȍȍȚ țȘȖȊȕȐ ȖȚ 
1 ȌȖ 4, ȋȌȍ 4 - ȕȈȐȊȣșȠȐȑ țȘȖȊȍȕȤ ȉȍȏȖȗȈșȕȖșȚȐ.  
   ǰȏ-ȏȈ ȕȈȓȐȟȐȧ șȖȖȚȊȍȚșȚȊțȦȡȍȋȖ șȗȘȖșȈ, ȉȖȓȤȠȐȕșȚȊȖ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ 
ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ Ȑ ȗȘȐȓȖȎȍȕȐȑ, ȗȘȖȠȍȌȠȐȝ șȍȘȚȐȜȐȒȈȞȐȦ ǶȉȡȐȝ 
ȒȘȐȚȍȘȐȍȊ ȐȓȐ FIPS, ȐșȗȖȓȤȏțȦȚ ȥȚȖ Ȋ ȒȈȟȍșȚȊȍ ȘȍȒȓȈȔȣ. Ǫ ȕȍȒȖȚȖȘȣȝ șȓțȟȈȧȝ, 
ȗȍȘȍȌ ȗȖȒțȗȒȖȑ ǷǶ, ȒȓȐȍȕȚȈȔ ȊȈȎȕȖ țȉȍȌȐȚȤșȧ Ȋ ȕȈȓȐȟȐȍ ț ȕȍȋȖ 
șȖȖȚȊȍȚșȚȊțȦȡȍȋȖ țȘȖȊȕȧ ȉȍȏȖȗȈșȕȖșȚȐ.  

ǸȈșșȒȈȏ Ȗ ȌȊțȝ ȉȍȏȖȗȈșȕȣȝ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔȈȝ    
Ǫ ȔȐȘȍ ȗȖȗțȓȧȘȕȣȝ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ ȖȉȡȍȋȖ ȕȈȏȕȈȟȍȕȐȧ ȍșȚȤ ȌȊȍ 
ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ (Ȗȉȍ ș ȖȚȒȘȣȚȣȔ ȐșȝȖȌȕȣȔ ȒȖȌȖȔ), ȒȖȚȖȘȣȍ șȚȘȍȔȧȚșȧ 
ȉȣȚȤ ȉȍȏȖȗȈșȕȍȍ ȉȖȓȤȠȐȕșȚȊȈ: OpenBSD Ȑ Qubes OS. 
   OpenBSD ȉȣȓȈ șȖȏȌȈȕȈ ǺȍȖ Ȍȍ ǸȈȈȌȚȖȔ Ȋ 1995 ȋȖȌț, ȒȈȒ ȖȚȊȍȚȊȓȍȕȐȍ ȖȚ 
NetBSD. ǭșȓȐ ȍșȚȤ ȊȣȉȖȘ ȔȍȎȌț țȌȖȉșȚȊȖȔ ȐșȗȖȓȤȏȖȊȈȕȐȧ Ȑ ȉȍȏȖȗȈșȕȖșȚȤȦ, Ȍȍ 
ǸȈȈȌȚ ȗȖȟȚȐ ȊșȍȋȌȈ ȊȣȉȐȘȈȍȚ ȉȍȏȖȗȈșȕȖșȚȤ. ǴȕȖȋȐȍ ȜțȕȒȞȐȐ ȉȍȏȖȗȈșȕȖșȚȐ, 
ȒȖȚȖȘȣȍ Ȋ ȌȘțȋȐȝ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔȈȝ ȔȖȎȍȚ ȊȒȓȦȟȐȚȤ șȈȔ ȗȖȓȤȏȖȊȈȚȍȓȤ, Ȋ 
OpenBSD ȊȒȓȦȟȍȕȣ ȗȖ țȔȖȓȟȈȕȐȦ. ǸȈȏȘȈȉȖȚȟȐȒȐ ȥȚȖȑ șȐșȚȍȔȣ ȟȈșȚȖ 
ȗȘȖȊȍȘȧȦȚ șȊȖȑ ȒȖȌ Ȋ ȗȖȐșȒȈȝ ȉȈȋȖȊ Ȑ țȧȏȊȐȔȖșȚȍȑ. OpenBSD ȖșȖȉȍȕȕȖ 
țȊȈȎȈȦȚ ȏȈ ȚȖ, ȟȚȖ Ȑȏ Ȋșȍȝ ȗȖȗțȓȧȘȕȣȝ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ, Ȋ ȕȍȑ ȔȍȕȤȠȍ 
ȊșȍȋȖ ȉȈȋȖȊ, ȕȈȑȌȍȕȕȣȝ șȚȖȘȖȕȕȐȔȐ ȒȖȔȗȈȕȐȧȔȐ. 
   Ƕǹ Qubes (https://www.qubes-os.org/) ȉȣȓȈ șȖȏȌȈȕȈ ȒȖȔȗȈȕȐȍȑ Invisible Things 
Lab, ȘȈșȗȖȓȖȎȍȕȕȖȑ Ȋ ǪȈȘȠȈȊȍ, ǷȖȓȤȠȈ, șȖȊȔȍșȚȕȖ ș ȌȘțȋȐȔ ȘțȒȖȊȖȌȐȚȍȓȍȔ 
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ȥȚȖȑ ȒȖȔȗȈȕȐȐ ǱȖȈȕȕȖȑ ǸțȚȒȖȊșȒȖȑ (ȗȘȍȌșȚȈȊȓȍȕȕȖȑ Ȋ șȓȍȌțȦȡȍȑ ȋȓȈȊȍ) Ȋ 
2012 ȋȖȌț. Qubes ȘȈȉȖȚȈȍȚ ȕȈ ȉȈȏȍ ȐȏȖȓȐȘȖȊȈȕȕȖȋȖ ȋȐȗȍȘȊȐȏȖȘȈ Xen, ȟȚȖ 
ȗȖȏȊȖȓȧȍȚ ȌȖȗȖȓȕȐȚȍȓȤȕȣȔ ȖȗȍȘȈȞȐȖȕȕȣȔ șȐșȚȍȔȈȔ Ȑ ȒȖȔȗȖȕȍȕȚȈȔ ȘȈȉȖȚȈȚȤ 
ȕȈ ȐȏȖȓȐȘȖȊȈȕȕȣȝ ȊȐȘȚțȈȓȤȕȣȝ ȔȈȠȐȕȈȝ. ǬȈȎȍ ț șȍȚȐ ȍșȚȤ șȊȖȑ ȖȚȌȍȓȤȕȣȑ 
ȌȖȔȍȕ. ǲȈȎȌȣȑ ȌȖȔȍȕ ȐȔȍȍȚ șȊȖȑ țȘȖȊȍȕȤ ȌȖȊȍȘȐȧ, Ȑ ȔȖȎȍȚ ȘȈȉȖȚȈȚȤ ș 
ȌȖȗȖȓȕȐȚȍȓȤȕȣȔȐ ȖȗȍȘȈȞȐȖȕȕȣȔȐ șȐșȚȍȔȈȔȐ. ǪȖȏȔȖȎȕȖ, ȕȍ ȉȍȏ ȐȘȖȕȐȐ, ȕȖ 
șȈȔȐ șȖȏȌȈȚȍȓȐ ȖȗȐșȣȊȈȦȚ șȊȖȍ ȚȊȖȘȍȕȐȍ, ȒȈȒ “Ȋ ȔȍȘț ȉȍȏȖȗȈșȕțȦ 
ȖȗȍȘȈȞȐȖȕȕțȦ șȐșȚȍȔț”. ǬȘțȋȐȍ șȟȐȚȈȦȚ ȍȍ șȈȔȖȑ ȉȍȏȖȗȈșȕȖȑ ȗȖȗțȓȧȘȕȖȑ 
ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȖȑ, ȌȖșȚțȗȕȖȑ ȕȈ ȌȈȕȕȣȑ ȔȖȔȍȕȚ, Ȋ ȟȈșȚȕȖșȚȐ, ȍȍ ȖȉȖȎȈȦȚ 
ȔȕȖȋȐȍ ȥȒșȗȍȘȚȣ Ȋ ȖȉȓȈșȚȐ ȉȍȏȖȗȈșȕȖșȚȐ ȐȕȜȖȘȔȈȞȐȐ.  
   ǵȍ ȚȖ, ȟȚȖȉȣ ȥȚȖ ȚȘȍȉȖȊȈȓȖșȤ Ȍȓȧ ȘȈȏȘȈȉȖȚȒȐ Ȑ ȗȘȖȌȊȐȎȍȕȐȧ ȉȖȓȍȍ 
ȉȍȏȖȗȈșȕȖȑ Ƕǹ, ȕȖ Ȋ ȕȍȒȖȚȖȘȣȝ ȒȘțȋȈȝ Ȑ Ȍȍ ǸȈȈȌȚ Ȑ ǸțȚȒȖȊșȒȈȧ ȐȏȊȍșȚȕȣ șȊȖȐȔ 
țȔȖȔ Ȑ ȘȍȏȒȐȔȐ ȊȣșȒȈȏȣȊȈȕȐȧȔȐ. ǶȕȐ ȕȍ ȉȖȧȚșȧ ȏȈȌȍȚȤ ȟțȊșȚȊȈ ȌȘțȋȐȝ, 
ȕȈșȚȈȐȊȈȧ ȕȈ șȊȖȍȔ ȐȓȐ ȊȣșȒȈȏȣȊȈȧ ȔȕȍȕȐȍ ȗȖ ȒȈȒȖȔț-ȓȐȉȖ ȗȖȊȖȌț, ȖșȖȉȍȕȕȖ, 
ȒȖȋȌȈ ȖșȗȈȘȐȊȈȦȚ ȌȈȊȕȖ șțȡȍșȚȊțȦȡțȦ, ȕȖ ȖȠȐȉȖȟȕțȦ ȌȖȋȔț. ǵȐ ȖȌȐȕ Ȑȏ ȕȐȝ, 
ȔȧȋȒȖ ȋȖȊȖȘȧ, ȕȍ ȊȣȕȖșȐȚ ȋȓțȗȖșȚȐ. ǶȕȐ ȖȚȊȍȚșȚȊȍȕȕȖ ȗȖȌȝȖȌȧȚ Ȓ ȘȈȏȘȈȉȖȚȒȍ 
ȗȘȖȌțȒȚȖȊ, ȗȘȐȔȍȕȧȧ ȊȍșȤ șȊȖȑ ȐȕȚȍȓȓȍȒȚ. ǵȍ ȖȉȧȏȈȚȍȓȤȕȖ ȊȣȉȐȘȈȚȤ OpenBSD 
ȐȓȐ Qubes ȍșȓȐ Ȋȣ ȝȖȚȐȚȍ ȐșȗȖȓȤȏȖȊȈȚȤ ȖȚȕȖșȐȚȍȓȤȕȖ ȉȍȏȖȗȈșȕțȦ șȐșȚȍȔț, 

ȖȌȕȈȒȖ ȥȚȐ șȐșȚȍȔȣ ȗȖ țȔȖȓȟȈȕȐȦ ȐșȗȖȓȤȏțȦȚ ȕȈșȚȘȖȑȒȐ ȉȍȏȖȗȈșȕȖșȚȐ ȊȣȠȍ 
șȘȍȌȕȐȝ.  
 

ǸțȒȖȊȖȌșȚȊȈ ȗȖ ȕȈșȚȘȖȑȒȍ ȉȍȏȖȗȈșȕȖșȚȐ        
ǲȈȒ ȗȘȈȊȐȓȖ, ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ ȐșȗȖȓȤȏțȦȚ ȕȈșȚȘȖȑȒȐ ȗȖ țȔȖȓȟȈȕȐȦ, 
ȖȉȍșȗȍȟȐȊȈȦȡȐȍ ȌȖșȚȈȚȖȟȕȣȑ țȘȖȊȍȕȤ ȉȍȏȖȗȈșȕȖșȚȐ, ȕȖ ȥȚȐ ȕȈșȚȘȖȑȒȐ ȕȍ 
ȊșȍȋȌȈ șȖȖȚȊȍȚșȚȊțȦȚ ȘȍȒȖȔȍȕȌȖȊȈȕȕȖȔț țȘȖȊȕȦ. ǵȈȗȘȐȔȍȘ, Ȋ Windows 10 
ȔȐȕȐȔȈȓȤȕȈȧ ȌȓȐȕȈ ȗȈȘȖȓȧ ȖȋȘȈȕȐȟȍȕȈ 6 șȐȔȊȖȓȈȔȐ, ȝȖȚȧ Microsoft Ȑ ȔȕȖȋȐȍ 
ȌȘțȋȐȍ ȒȖȔȗȈȕȐȐ ȘȍȒȖȔȍȕȌțȦȚ ȐșȗȖȓȤȏȖȊȈȚȤ, ȒȈȒ ȔȐȕȐȔțȔ 12, ȍșȓȐ ȕȍ 16 
șȐȔȊȖȓȖȊ. ǷȘȖȉȓȍȔȈ Ȋ ȚȖȔ, ȟȚȖ ȗȖȗțȓȧȘȕȣȍ ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ ȌȖȓȎȕȣ 
șȖȖȚȊȍȚșȚȊȖȊȈȚȤ ȚȘȍȉȖȊȈȕȐȧȔ ȉȖȓȤȠȖȋȖ ȒȖȓȐȟȍșȚȊȈ ȓȦȌȍȑ Ȑ șȞȍȕȈȘȐȍȊ 
ȉȍȏȖȗȈșȕȖȋȖ ȐșȗȖȓȤȏȖȊȈȕȐȧ. ǭșȓȐ ȊȒȓȦȟȐȚȤ “ȘȍȒȖȔȍȕȌțȍȔȣȍ” ȗȈȘȈȔȍȚȘȣ Ȍȓȧ 
ȚȈȒȐȝ, ȕȈ ȗȍȘȊȣȑ ȊȏȋȓȧȌ, ȉȍȏȖȉȐȌȕȣȝ ȕȈșȚȘȖȍȒ, ȒȈȒ ȔȐȕȐȔȈȓȤȕȈȧ ȌȓȐȕȈ ȗȈȘȖȓȧ, 
ȚȖ ȥȚȖ ȗȖȔȍȠȈȍȚ ȘȈȉȖȚȍ ȖȋȘȖȔȕȖȋȖ ȒȖȓȐȟȍșȚȊȈ ȓȦȌȍȑ, Ȑ ȔȖȎȍȚ ȌȈȎȍ țȝțȌȠȐȚȤ 
țȘȖȊȍȕȤ ȉȍȏȖȗȈșȕȖșȚȐ. ǷȖȥȚȖȔț, ȒȈȒ ȗȘȈȊȐȓȖ, ȗȘȖȐȏȊȖȌȐȚȍȓȐ Ƕǹ ȊȣșȚȈȊȓȧȦȚ 
ȐȕȌȐȊȐȌțȈȓȤȕȣȍ ȕȈșȚȘȖȑȒȐ ȕȈ ȖȗȘȍȌȍȓȍȕȕȣȑ ȗȈȘȈȔȍȚȘ, ȌȈȎȍ, ȍșȓȐ Ȗȕ Ȕȍȕȍȍ 
ȉȍȏȖȗȈșȍȕ, ȟȍȔ ȘȍȒȖȔȍȕȌțȍȔȣȑ. 
   ǺȈȒȐȍ ȘțȒȖȊȖȌșȚȊȈ ȔȖȎȕȖ șȒȈȟȈȚȤ ș ȖȜȐȞȐȈȓȤȕȣȝ șȈȑȚȖȊ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ ȐȓȐ 
șȈȑȚȖȊ șȚȖȘȖȕȕȐȝ ȒȖȔȗȈȕȐȑ, ȏȈȕȐȔȈȦȡȐȝșȧ ȉȍȏȖȗȈșȕȖșȚȤȦ ȐȕȜȖȘȔȈȞȐȐ. 
ǵȈȗȘȐȔȍȘ, ȘȍȒȖȔȍȕȌȈȞȐȐ Microsoft ȔȖȎȕȖ șȒȈȟȈȚȤ ȏȌȍșȤ: 
https://blogs.technet.microsoft.com/secguide/2016/07/28/security-compliance-

manager-4-0-now-available-for-download/, Ȉ ȘȍȒȖȔȍȕȌȈȞȐȐ Apple ȏȌȍșȤ: 
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https://support.apple.com/en-gb/HT202739. ǩȍȕȟȔȈȘȒȐ ȖȘȋȈȕȐȏȈȞȐȐ Center for 
Internet Security, ȖȌȕȖȑ Ȑȏ șȈȔȣȝ ȗȖȗțȓȧȘȕȣȝ șȚȖȘȖȕȕȐȝ ȒȖȔȗȈȕȐȑ, 
ȖȞȍȕȐȊȈȦȡȐȝ ȉȍȏȖȗȈșȕȖșȚȤ șȐșȚȍȔȣ, ȔȖȎȕȖ șȒȈȟȈȚȤ ȏȌȍșȤ: 
https://benchmarks.cisecurity.org/downloads/. 

 

ǲȖȕșȖȘȞȐțȔȣ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ  

Ǫ ȔȐȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȌȖșȚȈȚȖȟȕȖ ȈȊȚȖȘȐȚȍȚȕȣȝ ȒȖȕșȖȘȞȐțȔȖȊ, 
ȒȖȚȖȘȣȍ șȚȘȍȔȧȚșȧ țȓțȟȠȐȚȤ ȏȈȡȐȚț ȐȕȜȖȘȔȈȞȐȐ. ǬȊȍ ȋȘțȗȗȣ, ȒȖȚȖȘȣȍ Ȋ 
ȗȖșȓȍȌȕȍȍ ȊȘȍȔȧ ȖȒȈȏȈȓȐ ȏȕȈȟȐȚȍȓȤȕȖȍ ȊȓȐȧȕȐȍ ȕȈ ȐȕȌțșȚȘȐȦ - ȥȚȖ Trusted 
Computing Group Ȑ FIDO Alliance.  

Trusted Computing Group 

ǴȖȑ ȓȦȉȐȔȣȑ ȒȖȕșȖȘȞȐțȔ - ȥȚȖ Trusted Computing Group 

(https://trustedcomputinggroup.org/), ȒȖȚȖȘȣȑ ȘȈȉȖȚȈȍȚ ȕȈȌ șȖȏȌȈȕȐȍȔ Ȑ 
șȚȈȕȌȈȘȚȐȏȈȞȐȍȑ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȣȝ ȗȘȖȋȘȈȔȔȕȣȝ Ȑ ȈȗȗȈȘȈȚȕȣȝ ȒȖȔȗȖȕȍȕȚȖȊ. 
ǩȓȈȋȖȌȈȘȧ ȍȔț ȗȖȧȊȐȓȐșȤ ȔȕȖȋȐȍ ȠȐȘȖȒȖ ȗȘȐȔȍȕȧȍȔȣȍ șȚȈȕȌȈȘȚȣ ȗȘȖȌțȒȚȖȊ, 
ȉȍȏȖȗȈșȕȣȝ ȗȖ țȔȖȓȟȈȕȐȦ, ȚȈȒȐȍ ȒȈȒ Trusted Platform Module Ȑ OPAL - șȚȈȕȌȈȘȚ 
ȠȐȜȘȖȊȈȕȐȧ Ȍȓȧ ȎȍșȚȒȐȝ ȌȐșȒȖȊ, ȈȊȚȖȔȈȚȐȟȍșȒȐ ȠȐȜȘțȦȡȐȝ ȌȈȕȕȣȍ. ǭșȓȐ Ȋȣ 
ȝȖȚȐȚȍ țȏȕȈȚȤ, ȟȍȋȖ șȚȖȐȚ șȖȏȌȈȕȐȍ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȉȍȏȖȗȈșȕȣȝ țșȚȘȖȑșȚȊ Ȑ 
ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ, ȗȘȖȟȚȐȚȍ Ȋșȍ ȗțȉȓȐȒȈȞȐȐ Trusted Computing Group.  
 

FIDO Alliance 

FIDO (Fast IDentity Online) Alliance (https://fidoalliance.org/) șȚȈȊȐȚ șȊȖȍȑ ȞȍȓȤȦ 
ȏȈȔȍȕț ȚȘȈȌȐȞȐȖȕȕȖȋȖ ȔȍȚȖȌȈ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ, ȗțȚȍȔ ȊȊȖȌȈ ȓȖȋȐȕȈ Ȑ ȗȈȘȖȓȧ, 
ȉȖȓȍȍ ȕȈȌȍȎȕȣȔȐ ȈȓȤȚȍȘȕȈȚȐȊȈȔȐ. ǶȉȘȈȏȖȊȈȕȕȣȑ Ȋ 2012-ȖȔ, FIDO 
ȜȖȒțșȐȘțȍȚșȧ ȕȈ ȉȖȓȍȍ ȕȈȌȍȎȕȣȝ ȔȍȚȖȌȈȝ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ Ȑ ȐșȗȖȓȤȏȖȊȈȕȐȐ 
șȗȍȞȐȈȓȤȕȣȝ țșȚȘȖȑșȚȊ Ȍȓȧ ȈȊȚȖȘȐȏȈȞȐȐ ȕȈ Ȋȍȉ-șȈȑȚȈȝ, Ȋȍȉ- șȍȘȊȐșȈȝ Ȑ 
ȖȉȓȈȟȕȣȝ șȍȘȊȐșȈȝ. ǵȈ ȌȈȕȕȣȑ ȔȖȔȍȕȚ Ȋșȍ ȔȍȚȖȌȣ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ FIDO 

ȖșțȡȍșȚȊȓȧȦȚșȧ ș ȐșȗȖȓȤȏȖȊȈȕȐȍȔ ȏȈȠȐȜȘȖȊȈȕȕȖȋȖ ȗțȉȓȐȟȕȖȋȖ/ȗȘȐȊȈȚȕȖȋȖ 
ȒȓȦȟȈ, ȟȚȖ ȌȍȓȈȍȚ Ȑȝ ȉȖȓȍȍ țșȚȖȑȟȐȊȣȔȐ Ȓ ȜȐȠȐȕȋ- Ȑ man-in-the-middle-ȈȚȈȒȈȔ. 
ǹȍȋȖȌȕȧ ț FIDO ȍșȚȤ ȌȊȈ ȊȐȌȈ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ: Universal Authentication 
Framework (UAF), “ȉȍșȗȈȘȖȓȤȕȣȑ” ȔȍȚȖȌ, Ȑ Universal Second Factor (U2F), 
ȒȖȚȖȘȣȑ ȗȘȍȌșȚȈȊȓȧȍȚ Ȑȏ șȍȉȧ ȌȊțȝȜȈȒȚȖȘȕțȦ ȈțȚȍȕȚȐȜȐȒȈȞȐȦ (2FA). 
ǷȖșȓȍȌȕȐȑ ȔȍȚȖȌ ȔȖȎȍȚ ȐșȗȖȓȤȏȖȊȈȚȤ ȗȈȘȖȓȤ, ȒȖȚȖȘȣȑ ȕȍ ȖȉȧȏȈȚȍȓȤȕȖ ȌȖȓȎȍȕ 
ȉȣȚȤ șȓȖȎȕȣȔ, ȚȈȒ ȒȈȒ ȌȖȗȖȓȕȐȚȍȓȤȕȣȑ ȜȈȒȚȖȘ ȋȈȘȈȕȚȐȘțȍȚ ȖȉȡțȦ 
ȕȈȌȍȎȕȖșȚȤ. ǴȍȚȖȌȣ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ FIDO ȌȖȓȎȕȣ ȗȖȌȌȍȘȎȐȊȈȚȤșȧ ȊȈȠȐȔ 
țșȚȘȖȑșȚȊȖȔ ȐȓȐ ȉȘȈțȏȍȘȖȔ, Ȉ ȚȈȒȎȍ șȈȑȚȖȔ ȐȓȐ șȍȘȊȐșȖȔ, ȒȖȚȖȘȣȍ ȊȈș 
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ȐȕȚȍȘȍșțȦȚ. ǴȍȚȖȌȣ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ FIDO ȚȖȓȤȒȖ ȗȘȐȖȉȘȍȚȈȦȚ ȗȖȗțȓȧȘȕȖșȚȤ, 
ȕȖ ȟȍȘȍȏ ȋȖȌ ȐȓȐ ȌȊȈ, Ȑȝ ȕȈȊȍȘȕȧȒȈ țȎȍ ȉțȌțȚ ȐșȗȖȓȤȏȖȊȈȚȤ ȗȖȊșȍȔȍșȚȕȖ. 
   ǵȐ ȖȌȕȈ ȖȗȍȘȈȞȐȖȕȕȈȧ șȐșȚȍȔȈ ȕȍ ȔȖȎȍȚ ȋȈȘȈȕȚȐȘȖȊȈȚȤ ȐȌȍȈȓȤȕțȦ 
ȉȍȏȖȗȈșȕȖșȚȤ ȐȓȐ ȗȘȍȌȖȚȊȘȈȚȐȚȤ ȞȍȓȍȕȈȗȘȈȊȓȍȕȕȣȑ ȊȏȓȖȔ. ǵȖ ȔȕȖȋȐȍ 
ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ ȖȚȕȖșȐȚȍȓȤȕȖ ȉȍȏȖȗȈșȕȣ “Ȑȏ ȒȖȘȖȉȒȐ”, ȐȓȐ 
ȗȘȍȌȖșȚȈȊȓȧȦȚ ȊȖȏȔȖȎȕȖșȚȤ ȗȖȊȣșȐȚȤ țȘȖȊȍȕȤ ȉȍȏȖȗȈșȕȖșȚȐ, șȓȍȌțȧ 
șȖȖȚȊȍȚșȚȊțȦȡȐȔ ȘțȒȖȊȖȌșȚȊȈȔ.  
   Ǫ ǫȓȈȊȈȝ 31 Ȑ 32 ȗȘȍȌșȚȈȊȓȍȕȣ ǱȖȈȕȕȈ ǸțȚȒȖȊșȒȈȧ Ȑ ǨȈȘȖȕ ǴȈȘȋȖȏȐș. ǵȈ 

ȌȈȕȕȣȑ ȔȖȔȍȕȚ ȖȕȐ ȧȊȓȧȦȚșȧ ȊȍȌțȡȐȔȐ țȔȈȔȐ Ȋ ȘȈȏȘȈȉȖȚȒȍ ȉȍȏȖȗȈșȕȣȝ 
ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ.          
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ǫȓȈȊȈ 31. ǷȘȖȜȐȓȤ: ǱȖȈȕȕȈ ǸțȚȒȖȊșȒȈȧ 

 

 

 

ǫȘȈȎȌȈȕȒȈ ǷȖȓȤȠȐ, ǱȖȈȕȕȈ ǸțȚȒȖȊșȒȈȧ ȥȜȜȍȒȚȕȖ ȗȖȧȊȐȓȈșȤ ȕȈ șȞȍȕȍ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ǫ 2006-ȖȔ ȖȕȈ ȗȘȍȌșȚȈȊȐȓȈ ȕȍȗȘȍȊȏȖȑȌȍȕȕȣȑ 
ȘțȚȒȐȚ. ǸțȚȒȐȚ - ȥȚȖ ȊȘȍȌȖȕȖșȕȈȧ ȗȘȖȋȘȈȔȔȈ, ȒȖȚȖȘȈȧ ȐȏȔȍȕȧȍȚ ȖȗȍȘȈȞȐȖȕȕțȦ 
șȐșȚȍȔț, ȟȚȖȉȣ ȖșȚȈȊȈȚȤșȧ ȕȍȏȈȔȍȟȍȕȕȖȑ Ȍȓȧ șȈȔȖȑ ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȣ Ȑ 
ȗȘȖȋȘȈȔȔ, țșȚȈȕȖȊȓȍȕȕȣȝ ȕȈ ȕȍȑ. ǸțȚȒȖȊșȒȈȧ ȖȉȕȈȘțȎȐȓȈ ȔȍȚȖȌ, ș ȗȖȔȖȡȤȦ 
ȒȖȚȖȘȖȋȖ, ȊȘȍȌȖȕȖșȕȈȧ ȗȘȖȋȘȈȔȔȈ ȔȖȎȍȚ ȔȈșȒȐȘȖȊȈȚȤșȧ ȚȈȒȐȔ ȖȉȘȈȏȖȔ, ȟȚȖ ȍȍ 
ȕȍȓȍȋȒȖ ȉțȌȍȚ ȖȉȕȈȘțȎȐȚȤ ȓȦȉȣȔ ȐȏȊȍșȚȕȣȔ șȗȖșȖȉȖȔ, ȌȈȎȍ, ȍșȓȐ ȐȏȊȍșȚȕȖ, 
ȟȚȖ ȥȚȈ ȊȘȍȌȖȕȖșȕȈȧ ȗȘȖȋȘȈȔȔȈ țȎȍ ȏȈȗțȡȍȕȈ Ȋ șȐșȚȍȔȍ. ǶȕȈ ȕȈȏȊȈȓȈ ȥȚț ȐȌȍȦ 
“șȐȕȧȧ ȚȈȉȓȍȚȒȈ” (Blue Pill).  
   ǨȓȓȍȋȖȘȐȧ ș șȐȕȍȑ ȚȈȉȓȍȚȒȖȑ ȊȏȧȚȈ Ȑȏ ȐȏȊȍșȚȕȖȋȖ ȜȐȓȤȔȈ ǴȈȚȘȐȞȈ 

(http://www.imdb.com/title/tt0133093/). Ǫ ȒȐȕȖ, ȋȓȈȊȕȖȔț ȋȍȘȖȦ ȗȖ ȐȔȍȕȐ ǵȍȖ 
șȕȈȟȈȓȈ șȒȈȏȈȓȐ, ȟȚȖ ȔȐȘ, Ȋ ȒȖȚȖȘȖȔ Ȗȕ ȎȐȊȍȚ - ȥȚȖ ȒȐȉȍȘȐȓȓȦȏȐȧ, Ȉ ȗȖȚȖȔ 
ȗȘȍȌȓȖȎȐȓȐ ȌȊȍ ȚȈȉȓȍȚȒȐ: ȖȌȕȈ șȐȕȧȧ, ȌȘțȋȈȧ ȒȘȈșȕȈȧ. ǭșȓȐ Ȗȕ ȗȘȐȔȍȚ ȒȘȈșȕțȦ 
ȚȈȉȓȍȚȒț, ȚȖ șȔȖȎȍȚ ȗȖȗȈșȚȤ Ȋ ȘȍȈȓȤȕȣȑ ȔȐȘ. ǵȖ ȍșȓȐ ȗȘȐȔȍȚ șȐȕȦȦ, ȚȖ 
ȖșȚȈȕȍȚșȧ Ȋ ȗȘȐȊȣȟȕȖȔ ȐȓȓȦȏȖȘȕȖȔ ȔȐȘȍ. Ǫșȍ, ȒȚȖ șȔȖȚȘȍȓ ȜȐȓȤȔ, ȏȕȈȦȚ, ȟȚȖ 
Ȗȕ ȊȣȉȘȈȓ ȒȘȈșȕțȦ Ȑ șȚȈȓ șȘȈȎȈȚȤșȧ ș ȋȓȈȊȕȣȔȐ ȏȓȖȌȍȧȔȐ, ȟȚȖȉȣ șȗȈșȚȐ ȔȐȘ! 
   ǸțȚȒȖȊșȒȈȧ ȕȈȏȊȈȓȈ șȊȖȍ ȖȚȒȘȣȚȐȍ șȐȕȍȑ ȚȈȉȓȍȚȒȖȑ, ȗȖȚȖȔț ȟȚȖ ȍȍ ȘțȚȒȐȚ 
ȐșȗȖȓȤȏțȍȚ ȜțȕȒȞȐȐ ȊȐȘȚțȈȓȐȏȈȞȐȐ șȖȊȘȍȔȍȕȕȣȝ ȗȘȖȞȍșșȖȘȖȊ Ȍȓȧ ȏȈȗțșȒȈ 
ȋȐȗȍȘȊȐȏȖȘȈ, ȒȖȚȖȘȣȑ ȕȍȏȈȔȍȚȕȖ ȒȖȕȚȘȖȓȐȘțȍȚ ȘȈȉȖȚț ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȣ. 
ǷȖȌȟȐȕȍȕȕȈȧ ȖȗȍȘȈȞȐȖȕȕȈȧ șȐșȚȍȔȈ ȌțȔȈȍȚ, ȟȚȖ ȒȖȕȚȘȖȓȐȘțȍȚ șȊȖȦ ȘȈȉȖȚț 
șȈȔȈ, Ȋ ȚȖ ȊȘȍȔȧ, ȒȈȒ ȕȈ șȈȔȖȔ Ȍȍȓȍ, Ȑ șȈȔȈ șȐșȚȍȔȈ, Ȑ Ȋșȍ ȍȍ ȒȖȔȗȖȕȍȕȚȣ, 
ȗȖȓȕȖșȚȤȦ ȒȖȕȚȘȖȓȐȘțȦȚșȧ ȋȐȗȍȘȊȐȏȖȘȖȔ. 
   ǸțȚȒȖȊșȒȈȧ ȚȈȒ ȖȗȐșȈȓȈ șȊȖȍ ȖȚȒȘȣȚȐȍ: “ǰȌȍȧ șȐȕȍȑ ȚȈȉȓȍȚȒȐ ȗȘȖșȚȈ: 
ȖȗȍȘȈȞȐȖȕȕȈȧ șȐșȚȍȔȈ ȗȘȖȋȓȈȚȣȊȈȍȚ șȐȕȦȦ ȚȈȉȓȍȚȒț Ȑ ȗȘȖșȣȗȈȍȚșȧ Ȋ ǴȈȚȘȐȞȍ, 
ȒȖȕȚȘȖȓȐȘțȍȔȖȑ șȊȍȘȝȚȖȕȒȐȔ ȋȐȗȍȘȊȐȏȖȘȖȔ. Ǫșȍ ȥȚȖ ȗȘȖȐșȝȖȌȐȚ ȕȈ ȓȍȚț (ȚȖ 
ȍșȚȤ, ȉȍȏ ȗȍȘȍȏȈȋȘțȏȒȐ șȐșȚȍȔȣ), ȗȘȐ ȥȚȖȔ, ȕȍ șȚȘȈȌȈȍȚ ȗȘȖȐȏȊȖȌȐȚȍȓȤȕȖșȚȤ, Ȑ 
Ȋșȍ țșȚȘȖȑșȚȊȈ, ȚȈȒȐȍ, ȒȈȒ ȊȐȌȍȖȒȈȘȚȣ, ȗȖȓȕȖșȚȤȦ ȌȖșȚțȗȕȣ Ȍȓȧ ȖȗȍȘȈȞȐȖȕȕȖȑ 
șȐșȚȍȔȣ, ȒȖȚȖȘȈȧ ȖȚȕȣȕȍ ȘȈȉȖȚȈȍȚ ȊȕțȚȘȐ ȊȐȘȚțȈȓȤȕȖȑ ȔȈȠȐȕȣ”. 
   Ǫ ȚȖ ȊȘȍȔȧ ȍȍ ȏȈȧȊȓȍȕȐȍ ȉȣȓȖ ȘȍȊȖȓȦȞȐȖȕȕȣȔ. ǫȐȗȍȘȊȐȏȖȘȣ Ȑ 
ȊȐȘȚțȈȓȐȏȈȞȐȧ ȚȖȓȤȒȖ ȕȈȟȈȓȐ ȖȉȘȍȚȈȚȤ ȗȖȗțȓȧȘȕȖșȚȤ. ǴȕȖȋȐȍ, ȊȒȓȦȟȈȧ 
ȉȖȓȤȠȐȕșȚȊȖ ȥȒșȗȍȘȚȖȊ Ȋ ȖȉȓȈșȚȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȕȍ ȌȖ ȒȖȕȞȈ 
ȗȖȕȐȔȈȓȐ, ȒȈȒ ȘȈȉȖȚȈȍȚ șȈȔȈ ȥȚȈ ȚȍȝȕȖȓȖȋȐȧ, Ȑ ȍȡȍ ȔȍȕȤȠȍ, ȒȈȒ ȖȕȈ șȊȧȏȈȕȈ ș 
ȉȍȏȖȗȈșȕȖșȚȤȦ, Ȑ ȒȈȒ ȍȍ ȗȘȈȊȐȓȤȕȖ ȗȘȐȔȍȕȧȚȤ. ǰ ȚțȚ ǸțȚȒȖȊșȒȈȧ ȏȈȧȊȓȧȍȚ, ȟȚȖ 
Ȋșȍ ȥȚȐ ȕȖȊȣȍ ȚȍȝȕȖȓȖȋȐȐ ȔȖȎȕȖ ȐșȗȖȓȤȏȖȊȈȚȤ, ȟȚȖȉȣ ȖȉȖȑȚȐ ȓȦȉȣȍ ȔȍȚȖȌȣ 
ȖȉȕȈȘțȎȍȕȐȧ. Ǫ ȔȐȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȥȚȖ șȖȏȌȈȓȖ 
ȥȒȏȐșȚȍȕȞȐȈȓȤȕȣȑ ȒȘȐȏȐș. ǲȈȒȖȍ-ȚȖ ȊȘȍȔȧ ȉȣȓȐ ȖȗȈșȍȕȐȧ, ȟȚȖ ȝȈȒȍȘȣ ȕȈȟȕțȚ 
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ȗȐșȈȚȤ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ, ȕȈȗȖȌȖȉȐȍ șȐȕȍȑ ȚȈȉȓȍȚȒȐ, Ȑ Ȍȓȧ ȏȈȡȐȚȕȣȝ ȗȘȖȋȘȈȔȔ 
ȕȈșȚȈȕțȚ ȚȧȎȍȓȣȍ ȊȘȍȔȍȕȈ.  
   Ǫ ȚȖ ȊȘȍȔȧ ȧ ȕȈȗȐșȈȓ ȒȖȓȖȕȒț Ȋ InfoWorld, ȟȚȖȉȣ șȒȈȏȈȚȤ ȓȦȌȧȔ, ȟȚȖ ȖȕȐ 
șȓȐȠȒȖȔ șȐȓȤȕȖ ȊȖȓȕțȦȚșȧ. ǽȖȚȧ ȧ ȉȣȓ șȖȋȓȈșȍȕ ș ȚȍȔ, ȟȚȖ ȗȘȍȌȓȖȎȐȓȈ 
ǸțȚȒȖȊșȒȈȧ, ȧ ȉȣȓ țȊȍȘȍȕ, ȟȚȖ ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ șȓȖȎȕȖșȚȐ ȖȚȗțȋȕțȚ 
ȘȈȏȘȈȉȖȚȟȐȒȖȊ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ. ȇ șȒȈȏȈȓ, ȟȚȖ ȗȖȒȈ ȘȈȉȖȚȈȍȚ Ȑȝ ȊȘȍȌȖȕȖșȕȖȍ 
ǷǶ, ȒȖȚȖȘȖȍ ȗȘȖȡȍ ȕȈȗȐșȈȚȤ, ȊȘȧȌ ȓȐ ȖȕȐ ȗȍȘȍȑȌțȚ ȕȈ ȕȖȊȣȍ, ȉȖȓȍȍ șȓȖȎȕȣȍ 
ȔȍȚȖȌȣ, ȕȖ ȍșȓȐ ȖȕȐ Ȑ ȕȈȟȕțȚ șȖȏȌȈȊȈȚȤ ȚȈȒȐȍ ȗȘȖȋȘȈȔȔȣ, ȚȖ ȘȈȏȘȈȉȖȚȟȐȒȐ 
ȏȈȡȐȚȕȖȋȖ ǷǶ Ȑ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ șȔȖȋțȚ ȌȈȚȤ ȈȌȍȒȊȈȚȕȣȑ ȖȚȊȍȚ. Ǫ 
ȗȖșȓȍȌțȦȡȐȍ ȌȍșȧȚȤ ȓȍȚ ȔȖȍ ȗȘȍȌȗȖȓȖȎȍȕȐȍ (Ȗ ȚȖȔ, ȟȚȖ ȕȍ șȚȖȐȚ șȐȓȤȕȖ 
ȉȍșȗȖȒȖȐȚȤșȧ Ȗ șȐȕȐȝ ȚȈȉȓȍȚȒȈȝ) ȗȖȌȚȊȍȘȌȐȓȖșȤ. ǺȍȔ ȕȍ Ȕȍȕȍȍ ǸțȚȒȖȊșȒȈȧ ȕȍ 
ȚȖȓȤȒȖ șȘȈȏț ȗȖȒȈȏȈȓȈ șȊȖȐ ȏȕȈȕȐȧ Ȑ țȔ, ȕȖ ȚȈȒȎȍ ȖșȗȈȘȐȊȈȓȈ ȕȈȌȍȎȕȖșȚȤ 
ȚȘȈȌȐȞȐȖȕȕȣȝ ȔȍȚȖȌȖȊ ȖȉȍșȗȍȟȍȕȐȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
   ǹ ȔȖȔȍȕȚȈ ȊȣȝȖȌȈ Blue Pill Ȋ 2006-ȖȔ, ǸțȚȒȖȊșȒȈȧ șȚȈȓȈ ȟȈșȚȖ ȊȣșȚțȗȈȚȤ ȕȈ 
ȒȖȕȜȍȘȍȕȞȐȧȝ, Ȑ ȗȘȖȌȖȓȎȈȓȈ ȏȈȌȈȊȈȚȤ ȕțȎȕȣȍ ȊȖȗȘȖșȣ Ȑ ȗȘȍȌȖșȚȈȊȓȧȚȤ 
ȕȈȌȍȎȕȣȍ ȘȍȠȍȕȐȧ. ǶȕȈ ȗȘȖȌȖȓȎȈȍȚ ȗȐșȈȚȤ Ȗ șȊȖȐȝ ȐȌȍȧȝ Ȑ ȘȍȠȍȕȐȧȝ ȕȈ șȈȑȚȍ 
Invisible Things Lab (http://invisiblethingslab.com/) Ȑ Ȋ ȉȓȖȋȍ 
(https://blog.invisiblethings.org/), ȕȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ Ȋ ȖȕȈ ȚȈȒȎȍ țȌȍȓȧȍȚ ȔȕȖȋȖ 
ȊȕȐȔȈȕȐȧ ȌȘțȋȐȔ ȗȘȖȍȒȚȈȔ. Ǫ ȗȖșȓȍȌȕȍȍ ȊȘȍȔȧ ȖȕȈ ȗȘȈȒȚȐȟȍșȒȐ ȗȖȓȕȖșȚȤȦ 
ȏȈȕȧȚȈ șȊȖȐȔ ȗȘȖȍȒȚȖȔ Qubes (Ȗ ȒȖȚȖȘȖȔ ȧ ȋȖȊȖȘȐȓ Ȋ ȗȘȍȌȣȌțȡȍȑ ȋȓȈȊȍ).  
   ǸțȚȒȖȊșȒȈȧ ȊșȍȋȌȈ ȐșșȓȍȌȖȊȈȓȈ ȘȍȈȓȤȕȣȍ Ȑ ȐșȒțșșȚȊȍȕȕȣȍ ȋȘȈȕȐȞȣ 
ȉȍȏȖȗȈșȕȖșȚȐ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ. ǶȕȈ ȕȈȠȓȈ ȕȍȗȘȐȍȔȓȍȔȣȍ țȧȏȊȐȔȖșȚȐ 
ȗȘȈȒȚȐȟȍșȒȐ Ȋ ȒȈȎȌȖȔ ȌȐșȚȘȐȉțȚȐȊȍ Linux, ȋȌȍ ȖȌȕȈ ȗȘȖȋȘȈȔȔȈ ȔȖȋȓȈ ȗȖȓțȟȐȚȤ 
ȌȖșȚțȗ Ȓ ȌȘțȋȖȑ ȗȘȖȋȘȈȔȔȍ, ȒȖȚȖȘȈȧ ȘȈȉȖȚȈȓȈ Ȋ ȚȖȑ Ȏȍ ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȍ, 
ȕȈ ȚȖȔ Ȏȍ ȒȖȔȗȤȦȚȍȘȍ 
(http://theinvisiblethings.blogspot.com/2011/04/linuxsecurity-circus-on-gui-

isolation.html). ǺȈȒȈȧ țȧȏȊȐȔȖșȚȤ ȍșȚȤ ț ȉȖȓȤȠȐȕșȚȊȈ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ. 
ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ Ȍȓȧ ȔȕȖȋȐȝ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ Ȑ 
ȥȒșȗȍȘȚȖȊ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ ȥȚȖ ȌȖȗțșȚȐȔȣȑ ȘȐșȒ, ȗȖȚȖȔț ȟȚȖ ȗȘȖȉȓȍȔȈ 
ȊȖȏȕȐȒȈȍȚ ȚȖȓȤȒȖ ȗȘȐ ȐșȗȖȓȤȏȖȊȈȕȐȐ ȒȖȕȒȘȍȚȕȖȑ Ƕǹ ȕȈ ȒȖȕȒȘȍȚȕȖȑ ȔȈȠȐȕȍ. 
ǸțȚȒȖȊșȒȈȧ șȟȐȚȈȍȚ, ȟȚȖ ȥȚȖ ȕȍȌȖȗțșȚȐȔȖ, ȍșȓȐ ȊȈȔ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȊȈȎȕȈ 
ȉȍȏȖȗȈșȕȖșȚȤ. ǶșȖȉȍȕȕȖ țȟȐȚȣȊȈȧ, ȟȚȖ ȚȈȒȖȍ ȗȘȖșȚȖȍ ȌȍȑșȚȊȐȍ, ȒȈȒ ȗȘȖșȔȖȚȘ 
șȚȘȈȕȐȞ Ȋ ȐȕȚȍȘȕȍȚȍ, ȔȖȎȍȚ ȏȈȒȖȕȟȐȚȤșȧ ȚȖȚȈȓȤȕȣȔ ȊȏȓȖȔȖȔ ȖȗȍȘȈȞȐȖȕȕȖȑ 
șȐșȚȍȔȣ Ȑ Ȋșȍȝ ȍȍ ȗȘȐȓȖȎȍȕȐȑ. 
   ǰȏ-ȏȈ ȥȚȐȝ Ȑ ȌȘțȋȐȝ ȗȘȐȟȐȕ, Ȋ 2010-ȖȔ ȖȕȈ ȘȈȏȘȈȉȖȚȈȓȈ Qubes OS 
(http://qubes-os.org/). Qubes - ȥȚȖ ȕȈșȚȖȓȤȕȈȧ ȖȗȍȘȈȞȐȖȕȕȈȧ șȐșȚȍȔȈ, 
ȐșȗȖȓȤȏțȦȡȈȧ ȋȐȗȍȘȊȐȏȖȘ, Ȑ ȖȘȐȍȕȚȐȘȖȊȈȕȕȈȧ ȕȈ ȉȍȏȖȗȈșȕȖșȚȤ ș ȗȖȔȖȡȤȦ 
ȐȏȖȓȧȞȐȐ. ǶȕȈ ȔȖȎȍȚ ȏȈȗțșȒȈȚȤ ȌȘțȋȐȍ ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ, ȒȈȎȌȈȧ Ȑȏ 
ȒȖȚȖȘȣȝ, ȉțȌȍȚ ȘȈȉȖȚȈȚȤ Ȋ ȖȚȌȍȓȤȕȖȑ ȊȐȘȚțȈȓȤȕȖȑ ȔȈȠȐȕȍ, Ȉ ȊȕțȚȘȍȕȕȧȧ șȘȍȌȈ 
ȈȌȔȐȕȐșȚȘȐȘȖȊȈȕȐȧ Ȑ șȍȚȍȊȈȧ șȘȍȌȈ ȚȈȒȎȍ ȘȈȉȖȚȈȦȚ Ȋ ȖȚȌȍȓȤȕȣȝ ȊȐȘȚțȈȓȤȕȣȝ 
ȔȈȠȐȕȈȝ. Qubes - ȗȘȖȌțȒȚ, ȖȘȐȍȕȚȐȘȖȊȈȕȕȣȑ ȕȈ ȉȍȏȖȗȈșȕȖșȚȤ, ȒȖȚȖȘȣȑ 

țȗȘȖȡȈȍȚ șȖȏȌȈȕȐȍ, țȗȘȈȊȓȍȕȐȍ Ȑ ȘȈȉȖȚț Ȋșȍȝ ȊȐȘȚțȈȓȤȕȣȝ ȔȈȠȐȕ. GUI șȖȏȌȈȍȚ 
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ȘȈȉȖȟȐȑ șȚȖȓ, ȕȈ ȒȖȚȖȘȖȔ Ȋșȍ ȊȐȘȚțȈȓȤȕȣȍ ȔȈȠȐȕȣ ȊȣȋȓȧȌȧȚ, ȒȈȒ ȖȌȕȖ ȞȍȓȖȍ, 
ȝȖȚȧ, ȕȈ șȈȔȖȔ Ȍȍȓȍ, ȖȕȐ ȗȖȓȕȖșȚȤȦ ȘȈȏȌȍȓȍȕȣ ȋȘȈȕȐȞȈȔȐ ȉȍȏȖȗȈșȕȖșȚȐ 
ȋȐȗȍȘȊȐȏȖȘȈ. ǲȈȒ Ȑ ȓȦȉȖȍ ǷǶ, ȥȚȈ șȐșȚȍȔȈ ȐȔȍȍȚ șȊȖȐ țȧȏȊȐȔȖșȚȐ, Ȑ ȖȕȈ 

ȗȖȌȊȍȘȎȍȕȈ ȊȓȐȧȕȐȦ țȧȏȊȐȔȖșȚȍȑ, ȒȖȚȖȘȣȍ ȕȍ ȔȖȎȍȚ ȒȖȕȚȘȖȓȐȘȖȊȈȚȤ 
(ȕȈȗȘȐȔȍȘ, țȧȏȊȐȔȖșȚȐ Xen). ǽȖȚȧ șȈȔȈ ǸțȚȒȖȊșȒȈȧ ȕȈȏȣȊȈȍȚ Qubes “Ȋ ȔȍȘț 
ȉȍȏȖȗȈșȕȖȑ” ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȖȑ, ȥȚȖ, ȕȈȊȍȘȕȖȍ, șȈȔȈȧ ȉȍȏȖȗȈșȕȈȧ Ƕǹ 
ȖȉȡȍȋȖ ȕȈȏȕȈȟȍȕȐȧ, ȒȖȚȖȘțȦ ȔȖȎȕȖ ȉȍșȗȓȈȚȕȖ șȒȈȟȈȚȤ Ȑ ȐșȗȖȓȤȏȖȊȈȚȤ. 
   Ǫ ȚȖ Ȏȍ ȊȘȍȔȧ, ǸțȚȒȖȊșȒȈȧ ȗȘȖȌȖȓȎȈȍȚ ȐșșȓȍȌȖȊȈȚȤ ȌȘțȋȐȍ ȗȘȖȉȓȍȔȣ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȚȈȒȐȍ ȒȈȒ ȊȘȍȌȖȕȖșȕȣȍ PDF-ȜȈȑȓȣ Ȑ 
țȧȏȊȐȔȖșȚȐ USB-ȐȕȚȍȘȜȍȑșȈ. ǶȕȈ ȈȒȚȐȊȕȣȑ șȚȖȘȖȕȕȐȒ ȥȜȜȍȒȚȐȊȕȣȝ ȔȍȚȖȌȖȊ 
ȏȈȡȐȚȣ ȐȕȜȖȘȔȈȞȐȐ, Ȑ ȖȕȈ ȗȘȖȌȖȓȎȈȍȚ țȓțȟȠȈȚȤ ȔȐȘ, ȉȘȖșȈȧ ȍȔț ȊȣȏȖȊȣ.  
 

ǷȖȌȘȖȉȕȍȍ Ȗ ǱȖȈȕȕȍ ǸțȚȒȖȊșȒȖȑ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǱȖȈȕȕȍ ǸțȚȒȖȊșȒȖȑ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǺȊȐȚȚȍȘ ǱȖȈȕȕȣ ǸțȚȒȖȊșȒȖȑ: https://twitter.com/rootkovska 

- Ǫȍȉ-șȈȑȚ Invisible Things Lab: http://invisiblethingslab.com/ 

- ǩȓȖȋ Invisible Things Lab: https://blog.invisiblethings.org/ 

- Ǫȍȉ-șȈȑȚ ȗȘȖȍȒȚȈ Qubes: http://qubes-os.org/  
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ǫȓȈȊȈ 32. ǷȘȖȜȐȓȤ: ǨȈȘȖȕ ǴȈȘȋȖȏȐș 
 

 

 

ǽȖȚȧ Ȋșȍ Ȑ ȋȖȊȖȘȧȚ, ȟȚȖ ȉȍȏȖȗȈșȕȖșȚȤ Ȑ ȕȈȌȍȎȕȖșȚȤ - ȥȚȖ ǹǨǴǶǭ ȋȓȈȊȕȖȍ Ȋ 
ȒȖȔȗȤȦȚȍȘȍ, ȕȈ șȈȔȖȔ Ȍȍȓȍ, ȕȖ ȥȚȖ ȔȕȍȕȐȍ ȘȈȏȌȍȓȧȦȚ ȕȍ Ȋșȍ. ЭȚȖ ȖȌȐȕ Ȑȏ 
ȋȘțșȚȕȣȝ ȜȈȒȚȖȊ Ȋ ȔȐȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǷȖȓȤȏȖȊȈȚȍȓȍȑ ȋȖȘȈȏȌȖ 
ȉȖȓȤȠȍ ȐȕȚȍȘȍșțȦȚ ȕȖȊȣȍ, ȒȓȈșșȕȣȍ, “țȝ Țȣ ȒȈȒȐȍ” ȜȐȠȒȐ, Ȓ ȟȍȘȚț 
ȉȍȏȖȗȈșȕȖșȚȤ! ǷȘȖȐȏȊȖȌȐȚȍȓȍȑ Ȑ ȘȈȏȘȈȉȖȚȟȐȒȖȊ, ȒȖȚȖȘȣȍ țȌȍȓȧȦȚ șȓȐȠȒȖȔ 
ȔȕȖȋȖ ȊȕȐȔȈȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ, Ȋ ȐȚȖȋȍ, ȖȉȝȖȌȧȚ ȒȖȕȒțȘȍȕȚȣ. ǸȈȏȘȈȉȖȚȟȐȒȐ, 
ȒȖȚȖȘȣȍ ȌȍȓȈȦȚ șȊȖȐ ȗȘȐȓȖȎȍȕȐȧ Ȑ țșȚȘȖȑșȚȊȈ șȓȐȠȒȖȔ ȉȍȏȖȗȈșȕȣȔȐ, Ȋ ȐȚȖȋȍ, 
ȖșȚȈȦȚșȧ ȉȍȏ ȘȈȉȖȚȣ. ǷȘȖȌțȒȚ ȔȖȎȕȖ șȌȍȓȈȚȤ ȉȍȏȖȗȈșȕȣȔ, ȚȖȓȤȒȖ ȍșȓȐ ȔȍȘȣ 
ȉȍȏȖȗȈșȕȖșȚȐ ȕȍ ȉțȌțȚ ȔȍȠȈȚȤ țȌȖȉșȚȊț ȗȖȓȤȏȖȊȈȚȍȓȧ, Ȉ ȥȚȖ ȖȟȍȕȤ șȓȖȎȕȈȧ 
ȏȈȌȈȟȈ.  
   Ǫ șȊȧȏȐ ș ȥȚȐȔ, ȉȖȓȤȠȐȕșȚȊȖ ȓȦȌȍȑ ȕȍ ȐșȗȖȓȤȏțȍȚ șȈȔȣȍ ȉȍȏȖȗȈșȕȣȍ 
ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ ȕȈ ȗȓȈȕȍȚȍ. ǷȖȌȈȊȓȧȦȡȍȍ ȉȖȓȤȠȐȕșȚȊȖ ȐșȗȖȓȤȏțȍȚ 
ȗȖȗțȓȧȘȕȣȍ, ȌȖșȚȈȚȖȟȕȖ ȕȈȌȍȎȕȣȍ ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ, ȗȖȓțȟȈȦȡȐȍ 
ȗȖșȚȖȧȕȕȣȍ ȖȉȕȖȊȓȍȕȐȧ, ȕȖ ȥȚȖ ȕȍ șȈȔȣȍ ȉȍȏȖȗȈșȕȣȍ șȐșȚȍȔȣ. ǭșȓȐ ȉȣ 
ȗȘȐȖȘȐȚȍȚȖȔ ȒȖȕȍȟȕȣȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȉȣȓȈ ȉȣ ȉȍȏȖȗȈșȕȖșȚȤ, ȚȖ 
ȖȕȐ ȉȣ ȐșȗȖȓȤȏȖȊȈȓȐ Qubes (https://www.qubes-os.org/), Ƕǹ, ȘȈȏȘȈȉȖȚȈȕȕțȦ 
ǱȖȈȕȕȖȑ ǸțȚȒȖȊșȒȖȑ, ȗȘȍȌșȚȈȊȓȍȕȕȖȑ Ȋ ȗȘȍȌȣȌțȡȍȑ ȋȓȈȊȍ ȐȓȐ OpenBSD 
(https://www.freebsd.org/). ЭȚȖ șȈȔȣȍ ȉȍȏȖȗȈșȕȣȍ ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ 
ȖȉȡȍȋȖ ȕȈȏȕȈȟȍȕȐȧ, Ȑ ȖȕȐ ȉȍșȗȓȈȚȕȣȍ, ȚȍȔ ȕȍ Ȕȍȕȍȍ, ȖȕȐ ȕȍ ȚȈȒ ȠȐȘȖȒȖ 
ȐșȗȖȓȤȏțȦȚșȧ. ǰ ȥȚȖ ȕȍ ȖȉȧȏȈȚȍȓȤȕȖ ȗȓȖȝȖ, Ȋ ȎȐȏȕȐ Ȕȣ ȗȘȐȕȐȔȈȍȔ ȔȕȖȋȖ 
ȗȖȌȖȉȕȣȝ ȘȍȠȍȕȐȑ. ǩȍȏȖȗȈșȕȖșȚȤ - ȌȈȓȍȒȖ ȕȍ ȊșȍȋȌȈ șȈȔȣȑ ȗȍȘȊȣȑ ȐȓȐ 
ȍȌȐȕșȚȊȍȕȕȣȑ ȒȘȐȚȍȘȐȑ Ȍȓȧ ȗȘȐȕȧȚȐȧ ȘȍȠȍȕȐȧ. ǹȈȔȣȍ ȗȖȗțȓȧȘȕȣȍ 
ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ Ȋ ȔȐȘȍ, ȗȖ ȒȘȈȑȕȍȑ ȔȍȘȍ ȕȈ ȌȈȕȕȣȑ ȔȖȔȍȕȚ - ȥȚȖ 
Microsoft Windows, Apple iOS Ȑ Android. 
   ǲ șȟȈșȚȤȦ, Ȋ ȖșȕȖȊȕȖȔ, șȖȊȘȍȔȍȕȕȣȍ ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ ȌȖșȚȈȚȖȟȕȖ 
ȉȍȏȖȗȈșȕȣ. ǲȈȒ ȗȘȈȊȐȓȖ, ȍșȓȐ șȓȍȌȖȊȈȚȤ ȘȍȒȖȔȍȕȌȈȞȐȧȔ ȗȘȖȐȏȊȖȌȐȚȍȓȧ, 
șȊȖȍȊȘȍȔȍȕȕȖ țșȚȈȕȈȊȓȐȊȈȚȤ ȗȈȚȟȐ Ȑ ȕȍ ȗȖȗȈȌȈȚȤșȧ ȕȈ țȓȖȊȒȐ șȖȞȐȈȓȤȕȖȑ 
ȐȕȎȍȕȍȘȐȐ, ȚȖ ȊȈș ȕȍ ȊȏȓȖȔȈȦȚ. ǪȈȎȕțȦ ȘȖȓȤ Ȋ ȖȉȍșȗȍȟȍȕȐȐ ȉȍȏȖȗȈșȕȖșȚȐ 
ȐȋȘȈȦȚ ȘȍȒȖȔȍȕȌȈȞȐȐ ȗȘȖȐȏȊȖȌȐȚȍȓȧ Ƕǹ. ǭșȓȐ Ȋȣ ȒȖȋȌȈ-ȕȐȉțȌȤ 
ȐȕȚȍȘȍșȖȊȈȓȐșȤ, ȒȈȒ ȊȣȉȐȘȈȦȚșȧ ȥȚȐ ȘȍȒȖȔȍȕȌȈȞȐȐ, ȚȖ ȖȕȐ ȖșȕȖȊȈȕȣ ȕȈ 
ȕȈȒȖȗȓȍȕȕȖȔ ȖȗȣȚȍ șȈȔȖȋȖ ȗȘȖȐȏȊȖȌȐȚȍȓȧ, țȘȖȒȈȝ ȗȘȖȠȓȖȋȖ, ȒȘȖȔȍ ȚȖȋȖ, ȍșȚȤ 
ȓȦȌȐ, ȒȖȚȖȘȣȍ ȞȍȓȍȕȈȗȘȈȊȓȍȕȕȖ ȐȏțȟȈȦȚ ȘȍȒȖȔȍȕȌȈȞȐȐ Ȍȓȧ ȒȈȎȌȖȋȖ șȓțȟȈȧ Ȑ 
ȗȣȚȈȦȚșȧ ȕȈȑȚȐ ȉȈȓȈȕș ȏȈȚȘȈȚ/ȗȖȓȤȏȣ Ȍȓȧ ȖșȕȖȊȕȖȑ ȟȈșȚȐ ȒȓȐȍȕȚȖȊ 
ȗȘȖȐȏȊȖȌȐȚȍȓȧ. ǶȌȐȕ Ȑȏ ȔȖȐȝ ȌȈȊȕȐȝ ȌȘțȏȍȑ, ǨȈȘȖȕ ǴȈȘȋȖȏȐș, șȖȚȘțȌȕȐȒ 
Microsoft, ȖȚȊȍȟȈȦȡȐȑ ȏȈ ȕȈșȚȘȖȑȒț ȉȍȏȖȗȈșȕȖȑ ȒȖȕȜȐȋțȘȈȞȐȐ Windows. 
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   ǹȍȑȟȈș ț ǴȈȘȋȖȏȐșȈ ȊȖȓȖșȣ, ȒȈȒ ț ȘȖȒ-ȏȊȍȏȌȣ, Ȑ Ȗȕ țȊȓȍȟȍȕ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȤȦ ȕȍ ȔȍȕȤȠȍ, ȟȍȔ ȉȍȑșȉȖȓȖȔ. ǻȎȍ ȗȖȟȚȐ ȌȊȈȌȞȈȚȤ ȓȍȚ Ȗȕ ȐȏțȟȈȍȚ 
ȚȣșȧȟȐ ȕȈșȚȘȖȍȒ ȉȍȏȖȗȈșȕȖșȚȐ, șȖȏȌȈȊȈȧ ȉȍșȗȓȈȚȕȣȍ ȐȕșȚȘțȔȍȕȚȣ ȕȈșȚȘȖȑȒȐ Ȑ 
ȗțȉȓȐȒțȧ șȚȈȚȤȐ Ȗ ȚȖȔ, ȒȈȒȐȔ ȌȖȓȎȍȕ ȉȣȚȤ ȉȍȏȖȗȈșȕȣȑ ȒȖȔȗȤȦȚȍȘ. ǪȔȍșȚȍ șȖ 
șȊȖȐȔ șȖȈȊȚȖȘȖȔ, ǴȈȘȒȖȔ ǸțșșȐȕȖȊȐȟȍȔ (ȗȘȍȌșȚȈȊȓȍȕȕȣȔ Ȋ ǫȓȈȊȍ 11), Ȗȕ 
ȕȈȗȐșȈȓ ȌȊȍ ȒȕȐȋȐ, Ȑȏ ȗȖȚȘȧșȈȦȡȍȑ șȍȘȐȐ Windows Sysinternals, ȖȗȐșȣȊȈȦȡȍȑ 
“ȏȈȒțȓȐșȕțȦ” ȘȈȉȖȚț Windows. ǴȕȖȋȐȍ ȚȍȝȕȐȟȍșȒȐȍ șȗȍȞȐȈȓȐșȚȣ ȗȖ ȕȈșȚȘȖȑȒȍ 
șȐșȚȍȔ Windows șȟȐȚȈȦȚ ȥȚȐ ȒȕȐȋȐ “ȉȐȉȓȐȍȑ” Ȍȓȧ ȘȍȠȍȕȐȧ ȗȘȖȉȓȍȔ. 
   ǷȖȟȚȐ ȒȈȎȌȣȑ ȌȍȕȤ ǴȈȘȋȖȏȐș ȘȍȠȈȍȚ ȗȘȖȉȓȍȔȣ ȕȈșȚȘȖȑȒȐ ȉȍȏȖȗȈșȕȖșȚȐ ȗȖȌ 
ȒȖȕȒȘȍȚȕȣȑ șȓțȟȈȑ ȐȓȐ ȗȣȚȈȍȚșȧ ȊȣȧșȕȐȚȤ, ȗȖȟȍȔț ȖȘȋȈȕȐȏȈȞȐȧ, ȉțȌȤ ȚȖ 
Microsoft ȐȓȐ ȒȚȖ-ȚȖ ȍȡȍ, ȘȍȒȖȔȍȕȌțȍȚ ȐșȗȖȓȤȏȖȊȈȚȤ ȐȔȍȕȕȖ ȚȈȒȐȍ ȕȈșȚȘȖȑȒȐ. 
ǯȈ ȥȚȐ ȋȖȌȣ, Ȗȕ ȕȈȠȍȓ ȌȍșȧȚȒȐ ȒȘȈȑȕȍ ȕȍțȌȈȟȕȣȝ ȘȍȒȖȔȍȕȌȈȞȐȑ, ȔȕȖȋȐȍ Ȑȏ 
ȒȖȚȖȘȣȝ ȔȖȋȓȐ ȉȣ ȊȣȏȊȈȚȤ ȗȘȖȉȓȍȔȣ Ȍȓȧ șȊȖȍȑ șȘȍȌȣ ȐșȗȖȓȤȏȖȊȈȕȐȧ ȐȓȐ șȚȈȚȤ 
ȗȘȐȟȐȕȖȑ ȒȘȐȏȐșȕȣȝ șȐȚțȈȞȐȑ, ȒȖȚȖȘȣȍ șȓȖȎȕȖ ȘȍȠȐȚȤ. ǴȈȘȋȖȏȐș șȌȍȓȈȓ 
ȉȖȓȤȠȍ, ȟȍȔ Ȋșȍ, ȒȖȋȖ ȧ ȏȕȈȦ, Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ ȘȍȒȖȔȍȕȌȈȞȐȐ ȗȖȗțȓȧȘȕȣȝ 
ȐȕȚȍȘȕȍȚ-ȖȘȋȈȕȐȏȈȞȐȑ, ȚȈȒȐȝ ȒȈȒ Center for Internet Security 
(https://www.cisecurity.org/), șȚȈȓȐ ȖșȕȖȊȕȣȔȐ ȘȍȒȖȔȍȕȌȈȞȐȧȔȐ ȉȖȓȤȠȐȕșȚȊȈ 
ȒȖȔȗȈȕȐȑ. ǪȔȍșȚȍ ș ȚȍȔ, ǴȈȘȋȖȏȐș ȗȐșȈȓ, Ȋȍȓ ȉȓȖȋ Ȑ ȌȍȓȐȓșȧ ȊșȍȔ, ȟȚȖ ȏȕȈȍȚ. 
ǹȍȑȟȈș Ȗȕ ȘȈȉȖȚȈȍȚ ȕȈȌ ȜțȕȒȞȐȧȔȐ AppLocker Ȑ Device Guard, ȒȖȚȖȘȣȍ ȐȡțȚ 
ȊȘȍȌȖȕȖșȕȣȍ ȗȘȖȋȘȈȔȔȣ, ȗȘȍȌȖȚȊȘȈȡȈȧ Ȑȝ ȊȣȗȖȓȕȍȕȐȍ, ȖȕȐ ȐșȗȖȓȤȏțȦȚșȧ Ȋ 
ȉȖȓȤȠȐȝ ȖȘȋȈȕȐȏȈȞȐȧȝ. ЭȚȖ ȍșȚȍșȚȊȍȕȕȖȍ ȗȘȖȌȖȓȎȍȕȐȍ ȚȖȋȖ, ȟȍȔ Ȗȕ ȏȈȕȐȔȈȓșȧ 
ȊșȦ șȊȖȦ ȒȈȘȤȍȘț.  
   ȇ ȕȈȟȈȓ ȕȈȠȍ ȐȕȚȍȘȊȤȦ ș ȊȖȗȘȖșȈ Ȗ ȚȖȔ, ȒȈȒ Ȗȕ ȗȖȗȈȓ Ȋ șȜȍȘț 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ ȖȚȊȍȚȐȓ: “ȇ ȐȏțȟȈȓ ȗșȐȝȖȓȖȋȐȦ Ȋ 
țȕȐȊȍȘșȐȚȍȚȍ ǪȐȘȌȎȐȕȐȐ, ȕȖ Ȕȍȕȧ ȊșȍȋȌȈ ȐȕȚȍȘȍșȖȊȈȓȐ ȒȖȔȗȤȦȚȍȘȣ. Ǫ 1970-

ȣȝ, ȒȖȋȌȈ Ȕȕȍ ȉȣȓȖ 12, ȧ ȕȈȟȈȓ ȗȘȖȋȘȈȔȔȐȘȖȊȈȚȤ ȕȈ BASIC. ǷȖȒȈ ȧ țȟȐȓșȧ Ȋ 
țȕȐȊȍȘșȐȚȍȚȍ ǪȐȘȌȎȐȕȐȐ, ȧ ȝȖȌȐȓ ȕȈ ȒțȘșȣ ȐȕȜȖȘȔȈȚȐȒȐ, ȕȖ ȧ ȕȍ ȊȣȉȘȈȓ 
ȐȕȜȖȘȔȈȚȐȒț ȖșȕȖȊȕȖȑ șȗȍȞȐȈȓȤȕȖșȚȤȦ, ȗȖȚȖȔț ȟȚȖ ȥȚȖ ȖȏȕȈȟȈȓȖ ȉȣ șȔȍȕț 
șȗȍȞȐȈȓȤȕȖșȚȐ ȕȈ ȐȕȎȍȕȍȘȈ. ǷȖȏȎȍ, ȧ ȕȈȟȈȓ ȘȈȉȖȚȈȚȤ ș ȒȖȔȗȤȦȚȍȘȈȔȐ, 
ȊȍȘȕțȓșȧ Ȋ țȕȐȊȍȘșȐȚȍȚ ǪȐȘȌȎȐȕȐȐ Ȑ ȗȖȓțȟȐȓ șȚȍȗȍȕȤ ȔȈȋȐșȚȘȈ ȗȖ 
ȐȕȜȖȘȔȈȚȐȒȍ.  
   ǷȖșȓȍ ȒȖȓȓȍȌȎȈ ȧ ȘȈȉȖȚȈȓ Ȋ ȕȍșȒȖȓȤȒȐȝ ȒȖȔȗȈȕȐȧȝ, ȊȒȓȦȟȈȧ ȌȊȍ ȒȖȔȗȈȕȐȐ, 
ȒȖȚȖȘȣȍ ȌȍȓȈȓȐ ȖȉȖȘțȌȖȊȈȕȐȍ Ȍȓȧ ȚȍșȚȐȘȖȊȈȕȐȧ șȓțȝȈ, ȒȖȔȗȈȕȐȦ, 
ȘȈȏȘȈȉȈȚȣȊȈȦȡțȦ ȉțȝȋȈȓȚȍȘșȒȖȍ ǷǶ, Ȑ Ȋ ȒȖȔȗȈȕȐȐ ȖȗȍȘȈȚȖȘȈ ȔȖȉȐȓȤȕȖȑ 
șȊȧȏȐ. ǫȌȍ-ȚȖ ȔȍȎȌț ȗȍȘȐȖȌȈȔȐ ȘȈȉȖȚȣ ȊȖ Ȋșȍȝ ȥȚȐȝ ȒȖȔȗȈȕȐȧ, ȧ ȘȈȉȖȚȈȓ Ȋ 
Maynard Electronics. ǶȕȐ ȘȈȏȘȈȉȈȚȣȊȈȓȐ ȗȘȖȋȘȈȔȔț ȘȍȏȍȘȊȕȖȋȖ ȒȖȗȐȘȖȊȈȕȐȧ, 
ȗȖȧȊȐȊȠțȦșȧ Ȋ ȗȍȘȊȖȑ ȊȍȘșȐȐ Windows NT, Ȉ ȚȈȒȎȍ ȗȘȖȌțȒȚ ȗȖȌ ȕȈȏȊȈȕȐȍȔ 
“Backup Exec”, ȗȘȖȌȈȊȈȍȔȣȑ ȕȍșȒȖȓȤȒȐȔȐ ȗȖȋȓȖȡȍȕȕȣȔȐ ȒȖȔȗȈȕȐȧȔȐ (ȕȣȕȍ 
Symantec). Ǵȍȕȧ ȉȍșȗȖȒȖȐȓȖ, ȟȚȖ ȗȖșȚȖȘȖȕȕȐȍ ȓȦȌȐ (ȕȈȗȘȐȔȍȘ, ȒȖȓȓȍȋȐ) ȔȖȋțȚ 
ȊȖșȗȖȓȤȏȖȊȈȚȤșȧ ȔȖȐȔ ȒȖȔȗȤȦȚȍȘȖȔ, Ȑ ȗȖȥȚȖȔț ȧ ȕȈȟȈȓ ȐȕȚȍȘȍșȖȊȈȚȤșȧ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ. Ǫ ȐȚȖȋȍ, Ȋ 1999-ȖȔ ȧ ȖȒȈȏȈȓșȧ Ȋ Microsoft, Ȑ ȌȖ 
șȐȝ ȗȖȘ ȚȈȔ ȘȈȉȖȚȈȦ”. 
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   ǴȈȘȋȖȏȐș ȉȣȓ ȖȌȕȐȔ Ȑȏ ȗȍȘȊȣȝ, ȒȚȖ șȒȈȏȈȓ Ȕȕȍ ȕȍ ȐșȗȖȓȤȏȖȊȈȚȤ ȈȒȒȈțȕȚ 
ȈȌȔȐȕȐșȚȘȈȚȖȘȈ ȕȈ ȗȖșȚȖȧȕȕȖȑ ȖșȕȖȊȍ. Ǫ ȚȖ ȊȘȍȔȧ, ȕȈ șȐșȚȍȔȈȝ Linux Ȑ Unix 
șȚȈȕȖȊȐȓȖșȤ ȗȖȗțȓȧȘȕȖ ȕȍ ȏȈȝȖȌȐȚȤ ȗȖȌ root-ȈȒȒȈțȕȚȖȔ, ȕȖ șȘȍȌȐ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ Windows Ȗȉ ȥȚȖȔ ȗȖȟȚȐ ȕȐȒȚȖ ȕȍ șȓȣȠȈȓ. ǵȈ șȈȔȖȔ Ȍȍȓȍ, 
ȗȘȈȒȚȐȟȍșȒȐ Ȋșȍ ȘȈȏȘȈȉȖȚȟȐȒȐ ȗȘȍȌȗȖȓȈȋȈȓȐ, ȟȚȖ ț ȗȖȓȤȏȖȊȈȚȍȓȧ ȊșȍȋȌȈ ȉțȌțȚ 
ȗȘȈȊȈ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ, ȟȚȖȉȣ Ȑȝ ǷǶ ȔȖȋȓȖ ȕȖȘȔȈȓȤȕȖ ȘȈȉȖȚȈȚȤ. ǩȓȈȋȖȌȈȘȧ 
ȉȖȓȤȠȖȔț ȊȒȓȈȌț Ȑ ȊȓȐȧȕȐȦ ǴȈȘȋȖȏȐșȈ, Ȋ Microsoft ȘȍȠȐȓȐ, ȟȚȖ Windows Vista 
(ȊȣȠȍȌȠȈȧ Ȋ 2006-ȖȔ) ȉțȌȍȚ ȚȖȑ șȐșȚȍȔȖȑ Windows, ȒȖȚȖȘȈȧ ȗȘȖȊȍȌȍȚ ȟȍȘȚț. Ǫ 
ȕȍȑ ȉȣȓȈ ȗȘȍȌșȚȈȊȓȍȕȈ ȜțȕȒȞȐȧ ȗȖȌ ȕȈȏȊȈȕȐȍȔ «ǲȖȕȚȘȖȓȤ țȟёȚȕȣȝ ȏȈȗȐșȍȑ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ» (User Account Control, UAC), ȒȖȚȖȘȈȧ ȗȖ țȔȖȓȟȈȕȐȦ ȌȈȊȈȓȈ 
ȗȘȈȊȈ ȖȉȣȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ, Ȉ ȕȍ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ. ЭȚȖ ȊȣȏȊȈȓȖ ȒȖȓȖșșȈȓȤȕȖȍ 
ȕȍȌȖȊȖȓȤșȚȊȖ, ȌȍșȧȚȒȐ Țȣșȧȟ ȗȘȖȋȘȈȔȔ ȗȍȘȍșȚȈȓȐ ȘȈȉȖȚȈȚȤ. Ǫ ȚȖ ȊȘȍȔȧ ȊȏȧȚȤ ȕȈ 
șȍȉȧ ȖȚȊȍȚșȚȊȍȕȕȖșȚȤ, Ȑ ȗȖȗȣȚȈȚȤșȧ ȐȏȔȍȕȐȚȤ ȊȏȋȓȧȌȣ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ Ȑ 
ȘȈȏȘȈȉȖȚȟȐȒȖȊ ȉȣȓȖ șȍȘȤȍȏȕȣȔ ȐșȗȣȚȈȕȐȍȔ. ǵȍȒȖȚȖȘȣȍ ȌțȔȈȓȐ, ȟȚȖ ȚȈȒȐȍ 
ȐȏȔȍȕȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ ȗȘȐȊȍȌțȚ Ȓ ȒȖȕȞț șțȡȍșȚȊȖȊȈȕȐȧ Microsoft Windows. 
ǵȈșȚȖȓȤȒȖ ȗȘȖȚȐȊȖȘȍȟȐȊȣȔȐ ȉȣȓȐ ȥȚȐ ȔȍȘȣ. 

   ȇ șȗȘȖșȐȓ ǴȈȘȋȖȏȐșȈ, ȒȈȒȖȊȈ ȉȣȓȈ ȍȋȖ ȘȖȓȤ Ȋ ȥȚȖȔ ȗȘȖȞȍșșȍ. “Ǫ ȚȖ ȊȘȍȔȧ, Ȋ 
Microsoft Ȋ ȞȍȓȖȔ, ȗȖȟȚȐ ȕȐȒȚȖ ȕȍ ȌțȔȈȓ Ȗ ȗȍȘȍȝȖȌȍ ȖȚ “ȊșȍȋȌȈ ȈȌȔȐȕȐșȚȘȈȚȖȘ” 
Ȓ ȗȘȈȊȈȔ ȖȉȣȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ. ǵȍȒȖȚȖȘȣȍ șȟȐȚȈȓȐ, ȟȚȖ ȥȚȖ ȕȍȖȉȝȖȌȐȔȖ, 
ȕȈȗȘȐȔȍȘ, ǴȈȑȒȓ ǽȖȊȈȘȌ (ȗȘȍȌșȚȈȊȓȍȕȕȣȑ Ȋ ǫȓȈȊȍ 7). Ƕȕ ȋȖȊȖȘȐȓ Ȗȉ ȥȚȖȔ, Ȑ 
ȊȌȖȝȕȖȊȐȓ Ȕȍȕȧ ȕȈ ȗȖȗȣȚȒț ȊșȍȋȌȈ ȘȈȉȖȚȈȚȤ ș ȗȘȈȊȈȔȐ ȖȉȣȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ. 
ȇ ȕȈȟȈȓ ȥȚȖ ȗȘȈȒȚȐȒȖȊȈȚȤ ȊȖ ȊȘȍȔȧ ȉȍȚȈ-ȚȍșȚȐȘȖȊȈȕȐȧ Windows XP, Ȑ ȔȕȖȋȐȍ 
ȗȘȖȋȘȈȔȔȣ ȗȍȘȍșȚȈȓȐ ȘȈȉȖȚȈȚȤ. ЭȚȖ ȉȣȓȖ țȊȓȍȒȈȚȍȓȤȕȖȍ ȐșȗȣȚȈȕȐȍ. ȇ ȕȈȟȈȓ 
ȌțȔȈȚȤ, ȒȈȒ ȗȘȖȌȖȓȎȐȚȤ ȥȜȜȍȒȚȐȊȕțȦ ȘȈȉȖȚț ȉȍȏ ȗȘȈȊ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ, ȚȈȒȐȔ 
ȖȉȘȈȏȖȔ ț Ȕȍȕȧ ȗȖȧȊȐȓȐșȤ ȐȕșȚȘțȔȍȕȚȣ Ȑ ȚȍȝȕȐȒȐ, ȒȖȚȖȘȣȍ ȘȈȉȖȚȈȓȐ, Ȑ ȧ 
ȗȖȌȍȓȐȓșȧ ȐȔȐ ș ȖșȚȈȓȤȕȣȔȐ. ǴȖȍ ȗȍȘȊȖȍ ȗțȉȓȐȟȕȖȍ ȊȣșȚțȗȓȍȕȐȍ șȖșȚȖȧȓȖșȤ 
ȕȈ ȗȘȍȏȍȕȚȈȞȐȐ Microsoft TechEd Ȋ 2005-ȖȔ, ȋȌȍ ȉȣȓȖ ȉȖȓȍȍ 1500 ȟȍȓȖȊȍȒ, Ȑ Ȋ 
ȥȚȖȔ ȊȣșȚțȗȓȍȕȐȐ ȧ ȋȖȊȖȘȐȓ, ȒȈȒ ȗȖȓȤȏȖȊȈȚȤșȧ Windows XP ȉȍȏ ȗȘȈȊ 
ȈȌȔȐȕȐșȚȘȈȚȖȘȈ. ǴȖȐ ȉȓȖȋȐ, ȐȕșȚȘțȔȍȕȚȣ Ȑ ȊȣșȚțȗȓȍȕȐȧ ȖȒȈȏȈȓȐ ȖȋȘȖȔȕȖȍ 
ȊȓȐȧȕȐȍ ȕȈ ȒȖȔȈȕȌț ȘȈȏȘȈȉȖȚȟȐȒȖȊ Windows Vista. ǺȖȋȌȈ ȔȕȖȋȐȍ șȖȔȕȍȊȈȓȐșȤ, Ȑ 
ȉȣȓȖ ȕȍȖȟȍȊȐȌȕȖ, ȗȖȓțȟȐȚșȧ ȓȐ ȊȕȍȌȘȐȚȤ ȗȘȈȊȈ ȖȉȣȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ ȗȖ 
țȔȖȓȟȈȕȐȦ, ȕȖ ǬȎȐȔ ǶȓȓȟȐȕ Ȑ ȒȖȔȈȕȌȈ ȘȈȏȘȈȉȖȚȟȐȒȖȊ UAC ȕȈșȚȈȐȊȈȓȐ ȕȈ 
șȊȖȍȔ. ǰ ȧ șȟȈșȚȓȐȊ, ȟȚȖ ȉȣȓ ȟȈșȚȤȦ ȥȚȖȋȖ. Ǫ ȐȚȖȋȍ, ȊȣȐȋȘȈȓȐ ȈȉșȖȓȦȚȕȖ Ȋșȍ 
ȗȖȓȤȏȖȊȈȚȍȓȐ”. 
   ȇ șȗȘȖșȐȓ ǴȈȘȋȖȏȐșȈ, ȒȈȒ Ȗȕ ȕȈȟȈȓ ȊȣȗțșȒȈȚȤ ȚȈȒȐȍ ȒȓȈșșȕȣȍ, ȉȍșȗȓȈȚȕȣȍ 
ȐȕșȚȘțȔȍȕȚȣ Ȍȓȧ ȘȍȠȍȕȐȧ ȗȘȖȉȓȍȔ ș ȕȈșȚȘȖȑȒȈȔȐ ȉȍȏȖȗȈșȕȖșȚȐ, ȒȈȒ LUA 
Buglight Ȑ Local Group Policy Object (LGPO). Ƕȕ ȖȚȊȍȚȐȓ: “Ǫșȍ ȕȈȟȈȓȖșȤ, ȒȖȋȌȈ ȧ 
ȗȘȖȌȊȐȋȈȓ ȐȌȍȦ ȕȍ ȐșȗȖȓȤȏȖȊȈȚȤ ȗȘȈȊȈ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ. ǫȖșțȌȈȘșȚȊȖ 
ȗȘȍȌșȚȈȊȐȓȖ șȗȐșȖȒ ȕȈșȚȘȖȍȒ ȉȍȏȖȗȈșȕȖșȚȐ Federal Desktop Core Configuration 
(FDCC), ȒȖȚȖȘȣȑ ȊȒȓȦȟȈȓ ȖȋȘȖȔȕȣȑ ȕȈȉȖȘ ȕȈșȚȘȖȍȒ, Ȉ ȚȈȒȎȍ ȚȘȍȉȖȊȈȕȐȍ, ȟȚȖȉȣ 
ȒȖȕȍȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ ȘȈȉȖȚȈȓ ȚȖȓȤȒȖ ș ȖȉȣȟȕȣȔȐ ȗȘȈȊȈȔȐ, ȚȖ Ȏȍ șȈȔȖȍ 
ȌȍȓȈȓ Ȑ ȧ. ǩȓȈȋȖȌȈȘȧ ȥȚȖȔț ȧ ȔȕȖȋȖȍ țȏȕȈȓ ȖȟȍȕȤ ȔȕȖȋȖȍ Ȗ ȕȈșȚȘȖȑȒȈȝ 
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ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȋȘțȗȗȖȊȖȑ ȗȖȓȐȚȐȒȍ, Ȉ ȚȈȒȎȍ ȘȈȏȘȈȉȖȚȈȓ ȐȕșȚȘțȔȍȕȚȣ Ȍȓȧ 
ȈȊȚȖȔȈȚȐȟȍșȒȖȋȖ ȊȣȗȖȓȕȍȕȐȧ ȏȈȌȈȟ, ȒȖȚȖȘȣȍ ȕȍ ȉȣȓȐ ȌȖșȚȈȚȖȟȕȖ ȗȖȌȘȖȉȕȖ 
ȖȗȐșȈȕȣ ȘȈȕȍȍ. ǶȒȈȏȈȓȖșȤ, ȟȚȖ ȗȖȌȘȖȉȕȖ ȐșșȓȍȌȖȊȈȕȕȣȍ Ȑ ȝȖȘȖȠȖ 
ȗȘȖȚȍșȚȐȘȖȊȈȕȕȣȍ ȐșȝȖȌȕȣȍ ȗȈȘȈȔȍȚȘȣ ȗȘȐȕȖșȧȚ ȖȋȘȖȔȕțȦ ȗȖȓȤȏț ȒȓȐȍȕȚȈȔ. 

ǭșȓȐ ȉȣ ț ȕȈș ȕȍ ȉȣȓȖ ȥȚȐȝ ȗȈȘȈȔȍȚȘȖȊ, ȒȈȎȌȖȔț ȒȓȐȍȕȚț ȗȘȐȠȓȖșȤ ȉȣ ȌȍȓȈȚȤ 
Ȋșȍ șȈȔȖȔț, ȟȚȖ ȏȈȕȧȓȖ ȉȣ ȔȕȖȋȖ ȊȘȍȔȍȕȐ Ȑ, ȊȍȘȖȧȚȕȖ, ȔȖȋȓȖ ȉȣ ȗȘȐȊȍșȚȐ Ȓ 
ȕȍȎȍȓȈȚȍȓȤȕȖȔț ȘȍȏțȓȤȚȈȚț. ǳȍȋȒȖ ȔȖȎȕȖ ȖȠȐȉȐȚȤșȧ ȐȓȐ șȌȍȓȈȚȤ ȕȍȊȍȘȕȖȍ 
ȗȘȍȌȗȖȓȖȎȍȕȐȍ.” 
   ȇ șȗȘȖșȐȓ ǴȈȘȋȖȏȐșȈ ȕȈȌ ȟȍȔ Ȗȕ ȍȡȍ șȍȑȟȈș ȘȈȉȖȚȈȍȚ, ȗȖȔȐȔȖ ȗȈȘȈȔȍȚȘȖȊ Ȑ 
ȕȈșȚȘȖȍȒ ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ ȖȚȊȍȚȐȓ: “ȇ ȔȕȖȋȖ ȘȈȉȖȚȈȦ ș ȉȍȓȣȔȐ șȗȐșȒȈȔȐ 
ȗȘȐȓȖȎȍȕȐȑ, ȐșȗȖȓȤȏțȧ AppLocker ȖȚ Microsoft Ȑ ȚȍȝȕȖȓȖȋȐȐ Device Guard. ЭȚȖ 
ȉțȌȍȚ ȕȈȌȍȎȕȈȧ Ȑ ȕȍȖȉȝȖȌȐȔȈȧ Ȍȓȧ ȖȘȋȈȕȐȏȈȞȐȑ ȏȈȡȐȚȈ ȖȚ ȗȘȖȋȘȈȔȔ-

ȊȣȔȖȋȈȚȍȓȍȑ Ȑ ȌȘțȋȐȝ ȊȐȌȖȊ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ. ǷȖȓȤȏȖȊȈȚȍȓȧȔ ȌȖȔȈȠȕȐȝ 
ȒȖȔȗȤȦȚȍȘȖȊ șȓȖȎȕȍȍ ȘȈȉȖȚȈȚȤ ș ȉȍȓȣȔȐ șȗȐșȒȈȔȐ, ȗȖȚȖȔț ȟȚȖ ȖȕȐ șȈȔȐ 
ȌȖȓȎȕȣ ȗȘȐȕȐȔȈȚȤ ȘȍȠȍȕȐȧ Ȗ ȊȕȍșȍȕȐȐ ȗȘȐȓȖȎȍȕȐȧ Ȋ șȗȐșȖȒ. Ǫ ȖȘȋȈȕȐȏȈȞȐȐ 
ȒȖȕȍȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ ȕȍ ȌȖȓȎȍȕ ȗȘȐȕȐȔȈȚȤ ȚȈȒȐȝ ȘȍȠȍȕȐȑ, Ȑ ȖȚ ȕȍȋȖ ȕȐȒȚȖ 
ȥȚȖȋȖ ȕȍ ȎȌȍȚ, ȗȖȥȚȖȔț ȉȍȓȣȍ șȗȐșȒȐ ȉȖȓȤȠȍ ȗȖȌȝȖȌȧȚ Ȍȓȧ ȖȘȋȈȕȐȏȈȞȐȑ ș 
ȋȘȈȔȖȚȕȣȔ ȔȍȕȍȌȎȔȍȕȚȖȔ. 
   Ǫ șȊȖȍȑ ȕȣȕȍȠȕȍȑ ȘȈȉȖȚȍ ȗȖ ȒȖȕȚȘȖȓȦ ȗȘȐȓȖȎȍȕȐȑ ȧ ȊȐȎț șȝȖȌșȚȊȈ ș ȚȍȔ, 
ȟȚȖ ȌȍȓȈȓ, ȒȖȋȌȈ ȗȘȍȌȓȈȋȈȓ ȖȚȒȈȏȈȚȤșȧ ȖȚ ȗȖșȚȖȧȕȕȖȋȖ ȐșȗȖȓȤȏȖȊȈȕȐȧ ȗȘȈȊ 
ȈȌȔȐȕȐșȚȘȈȚȖȘȈ. ǰ ȚȖ Ȑ ȌȘțȋȖȍ ȗȖȊȣȠȈȍȚ ȉȍȏȖȗȈșȕȖșȚȤ, Ȑ ȊȣȏȣȊȈȍȚ șȉȖȐ Ȋ 
ȘȈȉȖȚȍ ǷǶ, ȗȖȚȖȔț ȟȚȖ ȗȘȍȌȗȖȓȖȎȍȕȐȧ ȘȈȏȘȈȉȖȚȟȐȒȖȊ, ȒȖȚȖȘȣȔ ȖȕȐ ȗȘȐȊȣȒȓȐ 
șȓȍȌȖȊȈȚȤ, ȉȖȓȤȠȍ ȕȍ țȟȐȚȣȊȈȦȚșȧ. ǷȘȖȐȏȊȖȌȐȚȍȓȧȔ ǷǶ ȗȘȐȠȓȖșȤ ȖȚȒȈȏȈȚȤșȧ 
ȖȚ ȊȈȘȐȈȕȚȈ, Ȋ ȒȖȚȖȘȖȔ Ȑȝ ȗȘȖȋȘȈȔȔȈ ȉțȌȍȚ șȖȝȘȈȕȧȚȤ ȌȈȕȕȣȍ Ȋ ȒȈȚȈȓȖȋȍ 
Program Files, Ȑ ȐȔ ȗȘȐȌȍȚșȧ ȗȍȘȍșȚȈȚȤ ȘȈșșȟȐȚȣȊȈȚȤ ȕȈ ȊȖȏȔȖȎȕȖșȚȤ ȏȈȗțșȒȈ 
ȗȘȖȋȘȈȔȔȣ Ȑȏ ȗȈȗȒȐ ȗȖȓȤȏȖȊȈȚȍȓȧ ȐȓȐ ȌȘțȋȐȝ ȗȈȗȖȒ, ȏȈȗȐșȤ Ȋ ȒȖȚȖȘȣȍ ȔȖȎȍȚ 
ȖșțȡȍșȚȊȓȧȚȤ ȗȖȓȤȏȖȊȈȚȍȓȤ. ЭȚȖ ȉțȌȍȚ ȐȕȚȍȘȍșȕȖȍ ȐșȗȣȚȈȕȐȍ șȖȊȔȍșȚȐȔȖșȚȐ”.  
   ȇ șȗȘȖșȐȓ, Ȗ ȟȍȔ ș ȚȖȟȒȐ ȏȘȍȕȐȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, Ȗȕ ȝȖȚȍȓ ȉȣ 
ȏȕȈȚȤ ȉȖȓȤȠȍ. Ƕȕ ȗȖȘȈȏȔȣȠȓȧȓ ȔȐȕțȚț Ȑ șȒȈȏȈȓ: “ȇ ȉȣ ȝȖȚȍȓ ȏȕȈȚȤ, ȒȈȒ 
ȉȣșȚȘȍȍ ȊșȍȋȖ țȉȍȌȐȚȤ ȟȍȓȖȊȍȒȈ ȗȘȐȕȧȚȤ ȗȘȈȊȐȓȤȕȖȍ ȘȍȠȍȕȐȍ. ȇ ȕȍ țȊȍȘȍȕ, ȟȚȖ 
ȌȖșȚȈȚȖȟȕȖ ȝȖȘȖȠȖ ȖșȊȖȐȓ ȥȚț ȚȍȝȕȐȒț. ȇ ȏȕȈȦ, ȟȚȖ ȚȖ, ȟȚȖ ȧ ȌȍȓȈȦ - 

ȗȘȈȊȐȓȤȕȖ, ȕȖ, ȍșȓȐ ȉȣ ȧ ȏȕȈȓ, ȒȈȒ ȉȣșȚȘȍȍ țȉȍȌȐȚȤ Ȋ ȥȚȖȔ ȌȘțȋȐȝ, ȥȚȖ ȉȣ 
șȐȓȤȕȖ ȗȖȔȖȋȓȖ”. 
   ȇ ȌțȔȈȦ ȔȕȖȋȐȍ Ȑȏ Țȍȝ, ȒȚȖ ȗȘȍȌșȚȈȊȓȍȕ Ȋ ȥȚȖȑ ȒȕȐȋȍ ȗȖȑȔțȚ ȉȖȓȤ ǴȈȘȋȖȏȐșȈ. 
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ǷȖȌȘȖȉȕȍȍ Ȗȉ ǨȈȘȖȕȍ ǴȈȘȋȖȏȐșȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǲȕȐȋȈ Troubleshooting with the Windows Sysinternals Tools (2-Ȗȍ ȐȏȌȈȕȐȍ): 

https://www.amazon.com/Troubleshooting-Windows-Sysinternals-%20Tools-

2nd/dp/0735684448 

- ǲȕȐȋȈ Windows Sysinternals Administrator’s Reference: 

https://www.amazon.com/Windows-Sysinternals-Administrators-Reference-

Margosis/dp/073565672X 

- ǩȓȖȋ ǨȈȘȖȕȈ ǴȈȘȋȖȏȐșȈ Ȗȉ ȐșȗȖȓȤȏȖȊȈȕȐȐ ȗȘȈȊ ȖȉȣȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ, 
șȖȊȔȍșȚȐȔȖșȚȐ ȗȘȐȓȖȎȍȕȐȐ Ȑ ȊȕțȚȘȍȕȕȐȝ ȒȖȔȗȖȕȍȕȚȈȝ: 
https://blogs.msdn.microsoft.com/Aaron_Margosis 

- ǩȓȖȋ ǨȈȘȖȕȈ ǴȈȘȋȖȏȐșȈ Ȗ US Government Configuration Baseline (USGCB, 
ǲȖȕȜȐȋțȘȈȞȐȐ ȉȍȏȖȗȈșȕȖșȚȐ Ȍȓȧ ȖȘȋȈȕȐȏȈȞȐȑ, șȊȧȏȈȕȕȣȝ ș 
ȗȘȈȊȐȚȍȓȤșȚȊȖȔ ǹȀǨ): https://blogs.technet.microsoft.com/fdcc 

- ǩȓȖȋ ǨȈȘȖȕȈ ǴȈȘȋȖȏȐșȈ ș ȘȍȒȖȔȍȕȌȈȞȐȧȔȐ ȗȖ ȕȈșȚȘȖȑȒȍ ȉȍȏȖȗȈșȕȖșȚȐ: 
https://blogs.technet.microsoft.com/secguide/  
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