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ǫȓȈȊȈ 33. ǹȍȚȍȊȣȍ ȈȚȈȒȐ 

 

 

 

Ǫ ǫȓȈȊȍ 2, “ǲȈȒ ǽȈȒȍȘȣ ǪȏȓȈȔȣȊȈȦȚ”, Ȕȣ ȖȉșțȌȐȓȐ ȘȈȏȓȐȟȕȣȍ șȗȖșȖȉȣ ȊȏȓȖȔȈ 
ȒȖȔȗȤȦȚȍȘȖȊ. Ǵȣ ȘȈșșȔȖȚȘȍȓȐ ȜȐȏȐȟȍșȒȐȍ ȈȚȈȒȐ, țȧȏȊȐȔȖșȚȐ ȕțȓȍȊȖȋȖ Ȍȕȧ, 

ȕȍȗȘȖȗȈȚȟȍȕȕȖȍ ǷǶ, șȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ, șȓȈȉȣȍ ȗȈȘȖȓȐ, ȗȘȖșȓțȠȒȈ/ȈȚȈȒȐ 
man-in-the-middle, țȚȍȟȒȈ ȌȈȕȕȣȝ, ȕȍȗȘȈȊȐȓȤȕȈȧ ȕȈșȚȘȖȑȒȈ, DoS-ȈȚȈȒȐ, ȖȠȐȉȒȐ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȑ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ. Ǫșȍ ȥȚȐ ȔȍȚȖȌȣ ȊȏȓȖȔȈ ȔȖȋțȚ ȉȣȚȤ 
ȐșȗȖȓȤȏȖȊȈȕȣ ȒȈȒ ȗȘȖȚȐȊ șȈȔȖȋȖ ȒȖȔȗȤȦȚȍȘȈ, ȚȈȒ Ȑ ȗȘȖȚȐȊ șȍȚȐ, Ȓ ȒȖȚȖȘȖȑ Ȗȕ 
ȗȖȌȒȓȦȟȍȕ. 
 

ǪȐȌȣ ǹȍȚȍȊȣȝ ǨȚȈȒ  

ǹȍȚȍȊȣȍ ȈȚȈȒȐ ȔȖȋțȚ ȗȘȐȔȍȕȧȚȤșȧ ȕȈ ȓȦȉȖȔ țȘȖȊȕȍ șȍȚȍȊȖȑ ȔȖȌȍȓȐ OSI (Open 
Systems Interconnection) (https://en.wikipedia.org/wiki/OSI_model). ǴȖȌȍȓȤ OSI - 
ȕȈȐȉȖȓȍȍ ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȑ șȚȈȕȌȈȘȚ ȊȏȈȐȔȖȌȍȑșȚȊȐȧ ȖȚȒȘȣȚȣȝ șȐșȚȍȔ, ȋȌȍ 
ȍșȚȤ ȕȍșȒȖȓȤȒȖ țȘȖȊȕȍȑ, ȕȈ ȒȖȚȖȘȣȝ ȔȖȋțȚ ȊȏȈȐȔȖȌȍȑșȚȊȖȊȈȚȤ șȐșȚȍȔȣ. Ǫ 
ȔȖȌȍȓȐ OSI șȍȔȤ țȘȖȊȕȍȑ: 
 

- ǼȐȏȐȟȍșȒȐȑ  
- ǲȈȕȈȓȤȕȣȑ 

- ǹȍȚȍȊȖȑ 

- ǺȘȈȕșȗȖȘȚȕȣȑ 

- ǹȍȈȕșȖȊȣȑ 

- ǷȘȍȌșȚȈȊȐȚȍȓȤșȒȐȑ 

- ǷȘȐȒȓȈȌȕȖȑ 

 

   ǪȏȓȖȔ șȍȚȐ, Ȉ ȚȈȒȎȍ țșȚȘȖȑșȚȊ țȗȘȈȊȓȍȕȐȧ șȍȚȧȔȐ, ȔȖȎȍȚ ȖșțȡȍșȚȊȓȧȚȤșȧ ȕȈ 
Ȋșȍȝ țȘȖȊȕȧȝ (șȍȚȍȊȣȍ țșȚȘȖȑșȚȊȈ ȚȈȒ Ȏȍ ȔȖȋțȚ ȏȈȗțșȒȈȚȤ ȗȘȐȓȖȎȍȕȐȧ), ȗȘȐ 
ȥȚȖȔ ȊȏȓȖȔ ȒȖȔȗȤȦȚȍȘȈ Ȋ șȍȚȐ ȚȈȒȎȍ ȔȖȎȍȚ ȖșțȡȍșȚȊȓȧȚȤșȧ ȕȈ ȔȕȖȋȐȝ țȘȖȊȕȧȝ. 
ǨȚȈȒȈ ȕȈ ȜȐȏȐȟȍșȒȖȔ țȘȖȊȕȍ ȖșțȡȍșȚȊȓȧȍȚșȧ ȗțȚȍȔ ȗȖȓțȟȍȕȐȧ ȌȖșȚțȗȈ, 
ȗȖȓȖȔȒȐ ȐȓȐ ȒȘȈȎȐ șȍȚȍȊȖȋȖ ȖȉȖȘțȌȖȊȈȕȐȧ. Ǭȓȧ ȈȚȈȒ ȕȈ ȒȈȕȈȓȤȕȖȔ țȘȖȊȕȍ 
ȐșȗȖȓȤȏțȦȚșȧ șȍȚȍȊȣȍ ȔȖșȚȣ, ȒȖȔȔțȚȈȚȖȘȣ, Ȉ ȚȈȒȎȍ ȗȘȖȚȖȒȖȓȣ Ȑ șȚȈȕȌȈȘȚȣ 
ȥȚȐȝ țȘȖȊȕȍȑ, ȕȈȗȘȐȔȍȘ, MAC-ȈȌȘȍș țșȚȘȖȑșȚȊȈ 
(https://en.wikipedia.org/wiki/MAC_address). ǹȍȚȍȊȖȑ țȘȖȊȍȕȤ ȖȚȊȍȟȈȍȚ ȏȈ 
ȔȈȘȠȘțȚȐȏȈȞȐȦ. ǺȘȈȕșȗȖȘȚȕȣȑ Ȑ șȍȈȕșȖȊȣȑ ȖȉȍșȗȍȟȐȊȈȦȚ ȗȍȘȍȌȈȟț ȌȈȕȕȣȝ ȕȈ 
ȊȍȘȝȕȐȍ țȘȖȊȕȐ, Ȉ ȗȘȐȒȓȈȌȕȖȑ Ȑ ȗȘȍȌșȚȈȊȐȚȍȓȤșȒȐȑ ȖȚȊȍȟȈȦȚ ȏȈ ȖȚȖȉȘȈȎȍȕȐȍ 
ȌȈȕȕȣȝ ȕȈ țșȚȘȖȑșȚȊȍ ȐȓȐ Ȋ ȗȘȐȓȖȎȍȕȐȐ. ǭșȓȐ Ȋ șȍȚȍȊȖȑ șȘȍȌȍ ȗȍȘȍȌȈȟȐ 



4 
 

ȌȈȕȕȣȝ ȘȈȉȖȚȈȍȚ ȕȍșȒȖȓȤȒȖ ȗȖȓȤȏȖȊȈȚȍȓȍȑ, Ȑ ȕȍȚ ȌȖȗȖȓȕȐȚȍȓȤȕȖȑ ȏȈȡȐȚȣ, ȚȖ 
ȊșȍȋȌȈ ȍșȚȤ ȊȍȘȖȧȚȕȖșȚȤ, ȟȚȖ ȖȌȐȕ țȏȍȓ șȍȚȐ ȔȖȎȍȚ ȊȔȍȠȐȊȈȚȤșȧ Ȋ ȘȈȉȖȚț 
ȌȘțȋȐȝ țȏȓȖȊ. Ǫ șȓȍȌțȦȡȐȝ ȘȈȏȌȍȓȈȝ ȖȗȐșȈȕȣ șȈȔȣȍ ȗȖȗțȓȧȘȕȣȍ ȊȐȌȣ șȍȚȍȊȣȝ 
ȈȚȈȒ. 
 

ǷȘȖșȓțȠȒȈ 

ǷȘȖșȓțȠȒȈ - ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȑ ȗȘȖșȔȖȚȘ Ȑ/ȐȓȐ ȏȈȗȐșȤ ȟȈșȚȕȖȑ ȉȍșȍȌȣ. 
ǽȖȚȧ șȍȑȟȈș ȥȚȖȚ ȔȍȚȖȌ ȕȍ ȧȊȓȧȍȚșȧ ȚȈȒȐȔ țșȗȍȠȕȣȔ, ȘȈȕȤȠȍ ȔȖȎȕȖ ȉȣȓȖ 
ȐșȗȖȓȤȏȖȊȈȚȤ ȈȕȈȓȐȏȈȚȖȘ ȚȘȈȜȐȒȈ, ș ȗȖȔȖȡȤȦ ȒȖȚȖȘȖȋȖ ȔȖȎȕȖ ȉȣȓȖ țȊȐȌȍȚȤ Ȋ 
ȖȚȒȘȣȚȖȔ ȊȐȌȍ ȏȈȗȐșȤ ȘȈȏȋȖȊȖȘȖȊ ȐȓȐ țȟȍȚȕȣȍ ȌȈȕȕȣȍ. Ǫ ȐȕȚȍȘȕȍȚȍ șțȡȍșȚȊțȍȚ 
ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȉȍșȗȓȈȚȕȣȝ ȐȕșȚȘțȔȍȕȚȖȊ, ȒȖȚȖȘȣȍ ȔȖȎȕȖ șȒȈȟȈȚȤ, 

ȕȈȎȈȚȤ ȖȌȕț ȒȕȖȗȒț Ȑ ȕȈȟȈȚȤ ȗȍȘȍȝȊȈȚȣȊȈȚȤ ȗȈȘȖȓȐ Ȋ ȖȚȒȘȣȚȖȔ ȊȐȌȍ. ǺȈȒ Ȏȍ 
ȍșȚȤ ȐȕșȚȘțȔȍȕȚȣ Ȍȓȧ ȗȍȘȍȝȊȈȚȈ cookies Ȑ șȍșșȐȑ. ǲȈȒ ȗȘȈȊȐȓȖ, Ȍȓȧ ȘȈȉȖȚȣ ș 
ȚȈȒȐȔȐ ȗȘȖȋȘȈȔȔȈȔȐ ȕȍ ȚȘȍȉțȦȚșȧ ȖșȖȉȣȍ ȏȕȈȕȐȧ, Ȑȝ ȕțȎȕȖ ȗȘȖșȚȖ ȏȈȗțșȚȐȚȤ Ȑ 
Ȋșȍ ȉțȌȍȚ ȘȈȉȖȚȈȚȤ. 

ǨȚȈȒȐ Man-in-the-Middle     

MitM-ȈȚȈȒȐ (Man-in-the-middle, “ȟȍȓȖȊȍȒ ȗȖșȍȘȍȌȐȕȍ”) ȚȈȒȎȍ ȔȖȋțȚ 
ȖșțȡȍșȚȊȓȧȚȤșȧ ȕȈ ȓȦȉȖȔ țȘȖȊȕȍ ȔȖȌȍȓȐ OSI. ǰșȗȖȓȤȏțȧ ȚȈȒțȦ ȈȚȈȒț, 
ȏȓȖțȔȣȠȓȍȕȕȐȒ ȕȍȏȈȒȖȕȕȖ ȗȘȖȕȐȒȈȍȚ Ȋ ȒȈȕȈȓ șȊȧȏȐ ȔȍȎȌț ȕȍșȒȖȓȤȒȐȔȐ 
ȈȊȚȖȘȐȏȖȊȈȕȕȣȔȐ șȚȖȘȖȕȈȔȐ, ȗȘȐȚȊȖȘȐȊȠȐșȤ ȖȌȕȖȑ Ȑȏ ȕȐȝ. ǷȘȐ ȥȚȖȔ ȚȈ 
șȚȖȘȖȕȈ, ȒȖȚȖȘȖȑ ȗȘȐȚȊȖȘȧȍȚșȧ ȏȓȖțȔȣȠȓȍȕȕȐȒ, ȒȈȒ ȗȘȈȊȐȓȖ, ȐșȒȓȦȟȈȍȚșȧ Ȑȏ 
ȥȚȖȋȖ ȒȈȕȈȓȈ. MitM-ȈȚȈȒȐ ȐșȗȖȓȤȏțȦȚșȧ ș ȚȖȑ Ȏȍ ȞȍȓȤȦ, ȟȚȖ Ȑ ȗȘȖșȓțȠȒȈ, Ȑȝ 
ȐșȗȖȓȤȏțȦȚ Ȍȓȧ ȗȘȖșȔȖȚȘȈ Ȑ ȒȘȈȎȐ ȓȐȟȕȣȝ ȌȈȕȕȣȝ. ǶȌȕȈȒȖ, ȥȚȐ ȈȚȈȒȐ ȚȈȒȎȍ 
ȐșȗȖȓȤȏțȦȚșȧ Ȍȓȧ ȔȖȌȐȜȐȒȈȞȐȐ șȖȖȉȡȍȕȐȑ Ȑ ȌȈȕȕȣȝ, ȕȈȗȘȐȔȍȘ, ȖȚȊȍȚ “ȕȍȚ” 
ȊȔȍșȚȖ “ȌȈ”, ȐȓȐ Ȍȓȧ ȗȍȘȍȕȈȗȘȈȊȓȍȕȐȧ ȖȌȕȖȋȖ ȐȓȐ ȕȍșȒȖȓȤȒȐȝ țȟȈșȚȕȐȒȖȊ ȕȈ 
șȚȖȘȖȕȕȐȑ ȘȍșțȘș. 
   ǹȍȋȖȌȕȧ, ȔȕȖȋȐȍ ȗȘȐȓȖȎȍȕȐȧ Ȑ ȗȘȖȚȖȒȖȓȣ ȐȔȍȦȚ ȊșȚȘȖȍȕȕȣȍ șȘȍȌșȚȊȈ 
ȏȈȡȐȚȣ ȖȚ MitM-ȈȚȈȒ, ȖȌȕȈȒȖ ȥȚȐ șȘȍȌșȚȊȈ ȕȍ ȊșȍȋȌȈ ȊȒȓȦȟȍȕȣ ȗȖ țȔȖȓȟȈȕȐȦ, 
ȌȖȊȖȓȤȕȖ ȟȈșȚȖ ȚȈȒ ȗȘȖȐșȝȖȌȐȚ Ȑȏ-ȏȈ ȖȗȈșȍȕȐȑ ȗȖȚȍȘȐ ȗȘȖȐȏȊȖȌȐȚȍȓȤȕȖșȚȐ ȐȓȐ 
ȕȍșȖȊȔȍșȚȐȔȖșȚȐ. ǵȈȗȘȐȔȍȘ, ȉȍșȗȓȈȚȕȈȧ ȚȍȝȕȖȓȖȋȐȧ DNSSEC ȉȣȓȈ ȘȈȏȘȈȉȖȚȈȕȈ 
Ȋ 2004-ȖȔ Ȍȓȧ ȗȘȍȌȖȚȊȘȈȡȍȕȐȧ DNS-șȗțȜȐȕȋȈ (DNS spoofing), ȕȖ șȗțșȚȧ 
ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȊȘȍȔȍȕȐ ȍȍ ȗȖ-ȗȘȍȎȕȍȔț ȐșȗȖȓȤȏțȦȚ Ȕȍȕȍȍ 1% DNS-

șȍȘȊȍȘȖȊ ȊȖ ȊșȍȔ ȔȐȘȍ. 

DDoS-ȈȚȈȒȐ 

DDoS-ȈȚȈȒȐ, ȊȍȘȖȧȚȕȖ, ȧȊȓȧȦȚșȧ șȈȔȣȔȐ ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȔȐ Ȑ, șȖȊȍȘȠȍȕȕȖ 
ȚȖȟȕȖ, ȕȈȐȉȖȓȍȍ ȟȈșȚȣȔȐ Ȋ ȐȕȚȍȘȕȍȚȍ. ǲȈȎȌȣȑ ȌȍȕȤ ȚȍȘȈȉȈȑȚȣ ȌȈȕȕȣȝ 
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ȖȚȗȘȈȊȓȧȦȚșȧ ș ȞȍȓȤȦ ȗȖȔȍȠȈȚȤ ȘȈȉȖȚȍ ȘȈȏȓȐȟȕȣȝ șȈȑȚȖȊ Ȑ șȍȘȊȐșȖȊ. DDoS-

ȈȚȈȒȐ ȔȖȋțȚ ȐșȗȖȓȤȏȖȊȈȚȤșȧ ȕȈ ȓȦȉȖȔ țȘȖȊȕȍ ȔȖȌȍȓȐ OSI.  
 

ǹȗȖșȖȉȣ ǯȈȡȐȚȣ ȖȚ ǹȍȚȍȊȣȝ ǨȚȈȒ   

ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ șȗȖșȖȉȖȊ ȏȈȡȐȚȣ ȖȚ șȍȚȍȊȣȝ ȈȚȈȒ, ȕȍȒȖȚȖȘȣȍ Ȑȏ ȕȐȝ, 
ȖȗȐșȈȕȣ Ȋ șȓȍȌțȦȡȐȝ ȘȈȏȌȍȓȈȝ. 

ǰȏȖȓȧȞȐȧ ǬȖȔȍȕȈ  
ǰȏȖȓȧȞȐȧ ȌȖȔȍȕȈ - ȥȚȖ șȖȏȌȈȕȐȍ ȉȍȏȖȗȈșȕȖȑ ȋȘȈȕȐȞȣ, ȖȚȌȍȓȧȦȡȍȑ 
ȘȈȏȘȍȠȍȕȕȣȑ ȚȘȈȜȐȒ ȖȚ ȕȍȎȍȓȈȚȍȓȤȕȖȋȖ. Ǭȓȧ ȘȍȈȓȐȏȈȞȐȐ ȥȚȖȋȖ ȗȖȌȝȖȌȈ 
șțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȐȕșȚȘțȔȍȕȚȖȊ Ȑ ȔȍȚȖȌȖȊ, ȊȒȓȦȟȈȧ ȜȈȑȘȊȖȓȣ, 

ȊȐȘȚțȈȓȤȕȣȍ ȟȈșȚȕȣȍ șȍȚȐ, IPSEC, ȘȖțȚȍȘȣ, ȗȘȖȋȘȈȔȔȕȖ-ȖȗȘȍȌȍȓȧȍȔȣȍ șȍȚȐ 
(SDN, software-defined networks) Ȑ Ț.Ȍ. ǲȈȒ ȗȘȈȊȐȓȖ, ȍșȓȐ șȍȚȍȊȈȧ ȈȚȈȒȈ ȕȍ 
ȔȖȎȍȚ ȌȖșȚȐȟȤ țșȚȘȖȑșȚȊȈ ȐȓȐ șȍȚȐ, ȚȖ ȖȕȈ ȕȍ șȔȖȎȍȚ ȕȈȊȘȍȌȐȚȤ. ǹțȡȍșȚȊțȦȚ 
ȗȖȋȘȈȕȐȟȕȣȍ șȓțȟȈȐ, ȒȖȋȌȈ DDoS-ȈȚȈȒȈ ȔȖȎȍȚ ȗȖȊȓȐȧȚȤ ȕȈ ȏȈȊȐșȐȔȣȍ ȖȉȢȍȒȚȣ, 
Ȑ, ȚȈȒȐȔ ȖȉȘȈȏȖȔ, ȌȖșȚȐȟȤ șȊȖȍȑ ȞȍȓȐ. ǵȖ, Ȋ ȓȦȉȖȔ șȓțȟȈȍ, ȐȏȖȓȧȞȐȧ ȌȖȔȍȕȈ 
ȗȘȐȕȍșȍȚ ȚȖȓȤȒȖ ȗȖȓȤȏț. 

ǪȐȘȚțȈȓȤȕȣȍ ǿȈșȚȕȣȍ ǹȍȚȐ        
ǪȐȘȚțȈȓȤȕȈȧ ȟȈșȚȕȈȧ șȍȚȤ (Virtual Private Network, VPN) - ȖȌȕȖ Ȑȏ ȓțȟȠȐȝ 
ȘȍȠȍȕȐȑ ȗȘȐ ȘȈȉȖȚȍ Ȋ ȖȚȒȘȣȚȣȝ șȍȚȧȝ ȖȉȡȍȋȖ ȐșȗȖȓȤȏȖȊȈȕȐȧ. ǺȍȝȕȖȓȖȋȐȧ VPN 
ȔȖȎȍȚ ȉȣȚȤ ȘȍȈȓȐȏȖȊȈȕȈ ș ȗȖȔȖȡȤȦ ȗȘȖȋȘȈȔȔȕȣȝ Ȑ ȈȗȗȈȘȈȚȕȣȝ ȒȖȔȗȖȕȍȕȚȖȊ 
ȐȓȐ Ȑȝ șȖȟȍȚȈȕȐȧ. ǲȈȒ ȔȐȕȐȔțȔ, VPN ȠȐȜȘțȍȚ ȊȍșȤ ȚȘȈȜȐȒ ȔȍȎȌț 
ȖȚȗȘȈȊȐȚȍȓȍȔ Ȑ, ȗȖ ȒȘȈȑȕȍȑ ȔȍȘȍ, ȗȍȘȊȣȔ țȏȓȖȔ, Ȉ ȐȕȖȋȌȈ Ȑ ȕȈ ȊșȍȔ ȗțȚȐ 
ȗȍȘȍȌȈȟȐ ȌȈȕȕȣȝ. VPN ȕȍ ȐȌȍȈȓȤȕȣ. ǵȈȗȘȐȔȍȘ, DDoS-ȈȚȈȒȈ ȔȖȎȍȚ ȗȘȍȘȊȈȚȤ 
ȘȈȉȖȚț VPN.  

ǰșȗȖȓȤȏȖȊȈȕȐȍ ǩȍȏȖȗȈșȕȣȝ ǷȘȖȚȖȒȖȓȖȊ Ȑ ǷȘȐȓȖȎȍȕȐȑ    
ǵȍȚ ȕȐȟȍȋȖ ȓțȟȠȍ ȉȍȏȖȗȈșȕȖȋȖ ȗȘȖȚȖȒȖȓȈ Ȑ ȗȘȐȓȖȎȍȕȐȑ, ȒȖȚȖȘȣȍ ȏȈȡȐȡȍȕȣ ȖȚ 
ȐȏȊȍșȚȕȣȝ țȋȘȖȏ. ǭșȓȐ ȍșȚȤ ȚȈȒȈȧ ȊȖȏȔȖȎȕȖșȚȤ, ȚȖ ȕțȎȕȖ ȐșȗȖȓȤȏȖȊȈȚȤ 
ȉȍȏȖȗȈșȕȣȍ ȗȘȖȚȖȒȖȓȣ Ȑ ȗȘȐȓȖȎȍȕȐȧ (ȚȈȒȐȍ, ȒȈȒ SCP Ȑ SSH) Ȑ șȚȈȘȈȚȤșȧ ȕȍ 
ȐșȗȖȓȤȏȖȊȈȚȤ ȐȏȊȍșȚȕȣȍ ȕȍȉȍȏȖȗȈșȕȣȍ ȗȘȖȚȖȒȖȓȣ (ȚȈȒȐȍ, ȒȈȒ FTP Ȑ Telnet). 
ǺȈȒȎȍ, ȕȐ ȖȌȕȖ ȗȘȐȓȖȎȍȕȐȍ ȕȍ ȌȖȓȎȕȖ ȝȘȈȕȐȚȤ țȟȍȚȕȣȍ ȌȈȕȕȣȍ Ȋ ȖȚȒȘȣȚȖȔ 
ȊȐȌȍ ȕȈ ȌȐșȒȍ, Ȋ ȗȈȔȧȚȐ, ȐȓȐ ȗȍȘȍȌȈȊȈȚȤ Ȑȝ ȗȖ șȍȚȐ. 
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ǶȉȕȈȘțȎȍȕȐȍ ǪȚȖȘȎȍȕȐȧ Ȋ ǹȍȚȤ      
ǹȍȚȍȊȣȍ ȈȚȈȒȐ ȔȖȋțȚ ȉȣȚȤ ȖȉȕȈȘțȎȍȕȣ ș ȗȖȔȖȡȤȦ șȕȐȜȜȍȘȖȊ (ȊȘțȟȕțȦ) ȐȓȐ ș 
ȗȖȔȖȡȤȦ ȔȍȝȈȕȐȏȔȖȊ ȗȖȐșȒȈ ȖȗȘȍȌȍȓȍȕȕȣȝ ȠȈȉȓȖȕȖȊ ȊȘȍȌȖȕȖșȕȣȝ ȌȍȑșȚȊȐȑ. 
ǭșȓȐ ȊȘȍȌȖȕȖșȕȈȧ ȈȒȚȐȊȕȖșȚȤ ȉțȌȍȚ ȖȉȕȈȘțȎȍȕȈ, ȚȖ ȖȕȈ ȔȖȎȍȚ ȉȣȚȤ 
ȖșȚȈȕȖȊȓȍȕȈ, ȐȓȐ ȗȖȓȤȏȖȊȈȚȍȓȤ ȗȖȓțȟȐȚ ȖȗȖȊȍȡȍȕȐȍ ȉȍȏȖȗȈșȕȖșȚȐ ș ȊȣȉȖȘȖȔ 
ȌȍȑșȚȊȐȧ. ǨȕȈȓȐȏȈȚȖȘȣ șȍȚȍȊȣȝ ȗȘȖȚȖȒȖȓȖȊ (ȚȈȒȐȍ, ȒȈȒ șȕȐȜȜȍȘȣ) - ȥȚȖ 
ȖȚȓȐȟȕȣȑ ȐȕșȚȘțȔȍȕȚ Ȍȓȧ ȗȍȘȍȝȊȈȚȈ Ȑ ȘȈșȠȐȜȘȖȊȒȐ ȗȘȐȟȐȕ șȍȚȍȊȣȝ ȈȕȖȔȈȓȐȑ. 
ǹȕȐȜȜȍȘȣ ȗȖȏȊȖȓȧȦȚ ȈȕȈȓȐȏȐȘȖȊȈȚȤ ȚȘȈȜȐȒ ȒȈȒ ȊȘțȟȕțȦ, ȚȈȒ Ȑ Ȋ 
ȈȊȚȖȔȈȚȐȟȍșȒȖȔ ȘȍȎȐȔȍ. ǴȕȖȋȐȍ ȜȈȑȘȊȖȓȣ ȚȈȒȎȍ ȐȔȍȦȚ ȊșȚȘȖȍȕȕȣȍ șȘȍȌșȚȊȈ 
ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ.  

ǹȘȍȌșȚȊȈ ǯȈȡȐȚȣ ȖȚ DDoS-ȈȚȈȒ    
ǯȈȡȐȚȐȚȤșȧ ȖȚ DDoS-ȈȚȈȒ ȔȖȎȕȖ ș ȗȖȔȖȡȤȦ țșȐȓȍȕȐȧ ȏȈȡȐȚȣ șȍȚȍȊȖȋȖ 
ȖȉȖȘțȌȖȊȈȕȐȧ, ȘȈșȠȐȘȍȕȐȧ ȗȘȖȗțșȒȕȖȑ șȗȖșȖȉȕȖșȚȐ șȍȚȐ, Ȉ ȚȈȒȎȍ ȐșȗȖȓȤȏțȧ 
șȗȍȞȐȈȓȤȕȣȍ șȍȘȊȐșȣ. ǹȍȋȖȌȕȧ șțȡȍșȚȊțȦȚ ȌȍșȧȚȒȐ șȍȘȊȐșȖȊ, șȗȖșȖȉȕȣȝ 
ȏȈȡȐȚȐȚȤ ȒȖȔȗȈȕȐȐ ȖȚ ȔȈșȠȚȈȉȕȣȝ DDoS-ȈȚȈȒ. ǭȌȐȕșȚȊȍȕȕȈȧ ȗȘȖȉȓȍȔȈ Ȋ ȚȖȔ, 
ȟȚȖ Ȑȝ țșȓțȋȐ ȌȖșȚȈȚȖȟȕȖ ȌȖȘȖȋȐ, Ȑ ȗȖȘȖȑ ȗȘȖȉȓȍȔț șȖȏȌȈȦȚ ȐȔȍȕȕȖ 
ȗȖșȚȈȊȡȐȒȐ ȚȈȒȖȋȖ șȍȘȊȐșȈ. ǲ șȖȎȈȓȍȕȐȦ, ȍșȚȤ ȕȍȔȈȓȖ ȕȍȥȚȐȟȕȣȝ ȒȖȕȒțȘȍȕȚȖȊ, 
ȒȖȚȖȘȣȍ ȗȖȑȌțȚ ȕȈ Ȋșȍ, ȟȚȖȉȣ ȗȍȘȍȔȈȕȐȚȤ ȒȓȐȍȕȚȖȊ Ȓ șȍȉȍ. ǭșȓȐ Ȋȣ ȝȖȚȐȚȍ 
ȐșȗȖȓȤȏȖȊȈȚȤ șȍȘȊȐș, ȗȘȍȌȖșȚȈȊȓȧȦȡȐȑ ȏȈȡȐȚț ȖȚ DDoS-ȈȚȈȒ, ȗȘȖȊȍȌȐȚȍ 
șȖȉșȚȊȍȕȕȖȍ ȘȈșșȓȍȌȖȊȈȕȐȍ. ǺȖȓȤȒȖ ȚȈȒ Ȋȣ șȔȖȎȍȚȍ țȉȍȌȐȚȤșȧ Ȋ ȕȈȌȍȎȕȖșȚȐ Ȑ 
ȥȚȐȟȕȖșȚȐ ȥȚȖȑ ȒȖȔȗȈȕȐȐ.  

ǷȖșȍȡȍȕȐȍ ǩȍȏȖȗȈșȕȣȝ Ǫȍȉ-șȈȑȚȖȊ Ȑ ǰșȗȖȓȤȏȖȊȈȕȐȍ 
ǩȍȏȖȗȈșȕȣȝ șȍȘȊȐșȖȊ        
ǴȕȖȋȐȍ șȍȚȍȊȣȍ ȈȚȈȒȐ, ȚȈȒȐȍ ȒȈȒ ȒȘȈȎȈ cookies ȐȓȐ ȌȈȕȕȣȝ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ 

ȗȘȖȐșȝȖȌȧȚ ȚȖȓȤȒȖ ȗȖȚȖȔț, ȟȚȖ ȗȘȐ șȖȏȌȈȕȐȐ ȥȚȐȝ Ȋȍȉ-șȈȑȚȖȊ ȐȓȐ șȍȘȊȐșȖȊ ȕȍ 
ȐșȗȖȓȤȏțȍȚșȧ Security Development Lifecycle (SDL). Ǫȍȉ-șȈȑȚ ȐȓȐ șȍȘȊȐș, ȒȖȚȖȘȣȑ 
ȉȣȓ ȗȘȈȊȐȓȤȕȖ ȕȈȗȐșȈȕ, ȗȘȖȠȍȓ ȔȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ, Ȉ ȚȈȒȎȍ ȐșȗȖȓȤȏțȍȚ SDL 
Ȍȓȧ țșȚȘȈȕȍȕȐȧ ȐȏȊȍșȚȕȣȝ țȧȏȊȐȔȖșȚȍȑ, ȋȖȘȈȏȌȖ ȉȖȓȍȍ țșȚȖȑȟȐȊ Ȓ șȍȚȍȊȣȔ 
ȈȚȈȒȈȔ.  
   ǲ șȖȎȈȓȍȕȐȦ, ȖȉȣȟȕȖȔț ȐȕȚȍȘȕȍȚ-ȗȖȓȤȏȖȊȈȚȍȓȦ ȚȘțȌȕȖ ȗȖȕȧȚȤ, ȗȘȐȔȍȕȧȦȚșȧ 
ȓȐ ȕȈ ȌȈȕȕȖȔ Ȋȍȉ-șȈȑȚȍ ȐȓȐ Ȋ Ȋȍȉ-șȍȘȊȐșȍ ȉȍȏȖȗȈșȕȣȍ ȔȍȚȖȌȐȒȐ 
ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ. ǵȍȒȖȚȖȘȣȍ Ȋȍȉ-șȈȑȚȣ ȗȘȖȠȓȐ ȈȚȚȍșȚȈȞȐȦ ȐȏȊȍșȚȕȣȝ 
ȗȖșȚȈȊȡȐȒȖȊ ȘȍȠȍȕȐȑ Ȋ șȜȍȘȍ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ, ȍșȓȐ ȕȈ șȈȑȚȍ ȍșȚȤ Ȑȝ ȈȚȚȍșȚȈȚ, 
ȚȖ Ȗȉȣȟȕȣȑ ȗȖȓȤȏȖȊȈȚȍȓȤ, ȒȈȒ ȗȘȈȊȐȓȖ, ȟțȊșȚȊțȍȚ șȍȉȧ ȒȖȔȜȖȘȚȕȍȍ. 

   ǹȍȚȍȊȣȍ ȈȚȈȒȐ Ȋ ȐȕȚȍȘȕȍȚȍ șȓțȟȈȦȚșȧ ȒȈȎȌȣȑ ȌȍȕȤ, Ȑ ȕȍȒȖȚȖȘȣȍ Ȑȏ ȕȐȝ, 
ȕȈȕȖșȧȚ ȖȋȘȖȔȕȣȑ țȘȖȕ șȊȖȐȔ ȎȍȘȚȊȈȔ. ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ șȘȍȌșȚȊ ȏȈȡȐȚȣ 
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ȖȚ șȍȚȍȊȣȝ ȈȚȈȒ, ȒȖȚȖȘȣȍ ȔȖȋțȚ ȗȘȐȕȍșȚȐ ȊȣȋȖȌț ȗȖȓȤȏȖȊȈȚȍȓȧȔ Ȑ 
ȖȘȋȈȕȐȏȈȞȐȧȔ, șȕȐȏȐȊ ȘȐșȒ ȊȖȏȌȍȑșȚȊȐȧ ȈȚȈȒȐ.  
   Ǫ șȓȍȌțȦȡȍȑ ȋȓȈȊȍ Ȕȣ ȗȖȋȖȊȖȘȐȔ Ȗ ǳȖȘȍ ǿȈȗȗȍȓȓ, ȖȌȕȖȔ Ȑȏ ȓțȟȠȐȝ 
șȗȍȞȐȈȓȐșȚȖȊ Ȋ ȖȉȓȈșȚȐ ȈȕȈȓȐȏȈ șȍȚȍȊȖȋȖ ȚȘȈȜȐȒȈ. 
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ǫȓȈȊȈ 34. ǷȘȖȜȐȓȤ: ǳȖȘȈ ǿȈȗȗȍȓȓ 

 

 

 

ǻȟȍȕȣȍ ȋȖȊȖȘȧȚ, ȟȚȖ ȍșȓȐ Ȕȣ ȒȖȋȌȈ-ȕȐȉțȌȤ ȊșȚȘȍȚȐȔ ȐȕȖȗȓȈȕȍȚȕțȦ 
ȞȐȊȐȓȐȏȈȞȐȦ, ȚȖ, ȊȍȘȖȧȚȕȍȍ ȊșȍȋȖ, ȧȏȣȒȖȔ Ȍȓȧ ȖȉȡȍȕȐȧ ȉțȌȍȚ ȔȈȚȍȔȈȚȐȒȈ, 
ȗȖȚȖȔț ȟȚȖ ȔȈȚȍȔȈȚȐȒȈ - ȥȚȖ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȍȌȐȕșȚȊȍȕȕȣȑ ȧȏȣȒ ȊȖ ȊșȍȓȍȕȕȖȑ, 
ȒȖȚȖȘȣȑ ȉțȌȍȚ ȗȖȕȧȚȍȕ ȉȖȓȍȍ ȘȈȏȊȐȚȖȑ ȞȐȊȐȓȐȏȈȞȐȐ. ǭȌȐȕșȚȊȍȕȕȣȑ șȗȖșȖȉ 
ȗȖȕȧȚȤ, ȟȚȖ ȗȘȖȐșȝȖȌȐȚ ș ȒȖȔȗȤȦȚȍȘȖȔ, ȗȖȌȒȓȦȟȍȕȕȣȔ Ȓ șȍȚȐ - 

ȗȘȖȈȕȈȓȐȏȐȘȖȊȈȚȤ ȚȘȈȜȐȒ. ǵȐȒȚȖ ȕȍ ȌȍȓȈȍȚ ȥȚȖ ȓțȟȠȍ, ȟȍȔ ǳȖȘȈ ǿȈȗȗȍȓȓ. ǶȕȈ 
ȒȈȒ ǳțȐȏȈ ǩȥȕȒș (ȒȖȚȖȘțȦ șȣȋȘȈȓȈ ȅȔȐ ǨȌȈȔș) Ȑȏ ȜȐȓȤȔȈ 2016 ȋȖȌȈ ǷȘȐȉȣȚȐȍ 

ȐȓȐ ȅȓȓȐ ȅȘȘȖțȥȑ (ȒȖȚȖȘțȦ șȣȋȘȈȓȈ ǬȎȖȌȐ ǼȖșȚȍȘ) Ȑȏ ȜȐȓȤȔȈ 1997 ȋȖȌȈ 
ǲȖȕȚȈȒȚ. ǶȕȈ ȖȟȍȕȤ țȔȕȈȧ, șȖșȘȍȌȖȚȖȟȍȕȕȈȧ, ȖșȖȉȍȕȕȖ ȝȖȘȖȠȈ Ȋ șȊȖȍȔ Ȍȍȓȍ, Ȑ 
țȊȈȎȈȍȔȈ șȘȍȌȐ ȒȖȓȓȍȋ. 
   ǭȍ ȓȍȒȞȐȐ Ȑ ȗȘȍȏȍȕȚȈȞȐȐ ȊșȍȋȌȈ șȖȉȐȘȈȦȚ ȔȕȖȋȖ ȓȦȌȍȑ, Ȑ ȊȣșȖȒȖ ȐȔȐ 
ȞȍȕȧȚșȧ. ǪȗȍȘȊȣȍ, ȧ ȊșȚȘȍȚȐȓșȧ ș ȕȍȑ 20 ȓȍȚ ȕȈȏȈȌ, ȒȖȋȌȈ ȖȕȈ ȊȍȓȈ ȓȍȒȞȐȦ Ȍȓȧ 
ȔȍșȚȕȣȝ IT-șȗȍȞȐȈȓȐșȚȖȊ ȗȖ șȕȐȜȜȐȕȋț Ȋ ǪȐȘȌȎȐȕȐȧ-ǩȐȟ, ȠȚȈȚ ǪȐȘȋȐȕȐȧ. Ǫ ȚȖ 
ȊȘȍȔȧ Ȋ IT-ȐȕȌțșȚȘȐȐ ȉȣȓȖ ȔȈȓȖ ȎȍȕȡȐȕ, Ȑ ǿȈȗȗȍȓȓ ȗȘȐȊȣȒȓȈ Ȓ ȕȈȗȈȌȒȈȔ 
ȗȈȘȕȍȑ Ȑȏ ȥȚȖȑ ȐȕȌțșȚȘȐȐ, ȒȖȚȖȘȣȍ ȝȖȚȍȓȐ ȗȖȒȈȏȈȚȤ, ȟȚȖ ȏȕȈȦȚ ȉȖȓȤȠȍ Ȗ 
ȗȍȘȍȝȊȈȚȍ ȗȈȒȍȚȖȊ. ǶȕȈ ȏȈȒȖȕȟȐȓȈ ȊșȚțȗȐȚȍȓȤȕțȦ ȘȍȟȤ, șȒȈȏȈȊ ȕȈȠȍȑ ȋȘțȗȗȍ: 
“ǭșȓȐ ȌțȔȈȍȚȍ, ȟȚȖ ȔȖȎȍȚȍ ȊȣȑȚȐ șȦȌȈ Ȑ ȊȗȍȟȈȚȓȐȚȤ Ȕȍȕȧ șȊȖȐȔȐ ȏȕȈȕȐȧȔȐ 
ȈȓȤȜȈ-șȈȔȞȈ Ȗ ȗȍȘȍȝȊȈȚȍ ȗȈȒȍȚȖȊ, ȥȚȖ ȉțȌȍȚ ȗțșȚȈȧ ȚȘȈȚȈ ȊȘȍȔȍȕȐ. ȇ ȏȕȈȦ 
ȉȖȓȤȠȍ ȊȈș”. ǨțȌȐȚȖȘȐȐ ȥȚȖ ȗȖȕȘȈȊȐȓȖșȤ. ǯȈȚȍȔ ȖȕȈ ȌȖȒȈȏȈȓȈ, ȟȚȖ ȉȣȓȈ ȗȘȈȊȈ, 
Ȑ Ȕȣ șȚȈȓȐ ȍȍ ȗȘȍȌȈȕȕȣȔȐ ȜȈȕȈȚȈȔȐ. 
   ǶȕȈ ȗȖȓȤȏȖȊȈȓȈșȤ ȗȘȈȒȚȐȟȍșȒȐ ȊșȍȔȐ șȕȐȜȜȍȘȈȔȐ ȗȈȒȍȚȖȊ, ȝȖȚȧ șȍȑȟȈș ȍȑ 
ȉȖȓȤȠȍ ȊșȍȋȖ ȕȘȈȊȐȚșȧ ȗȖȗțȓȧȘȕȣȑ Wireshark (http://www.wireshark.com), ț 
ȒȖȚȖȘȖȋȖ șțȡȍșȚȊțȍȚ ȒȈȒ ȉȍșȗȓȈȚȕȈȧ, ȚȈȒ Ȑ ȗȓȈȚȕȈȧ ȊȍȘșȐȐ.  

   ȇ șȗȘȖșȐȓ ǿȈȗȗȍȓȓ, ȗȖȟȍȔț ȍȍ ȏȈȐȕȚȍȘȍșȖȊȈȓ ȈȕȈȓȐȏ ȗȈȒȍȚȖȊ, ȖȕȈ ȖȚȊȍȚȐȓȈ: 
“Ǫ ȒȖȕȞȍ 1980-ȣȝ Ȑ ȕȈȟȈȓȍ 1990-ȣȝ ȧ ȘȈȉȖȚȈȓȈ Ȋ Novell (Ȋ ȚȖ ȊȘȍȔȧ ȥȚȈ 
ȒȖȔȗȈȕȐȧ ȉȣȓȈ ȓȖȒȖȔȖȚȐȊȖȔ șȍȚȍȊȣȝ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ). ȇ ȉȣȓȈ Ȋ Novell 
Technology Institute, Ȋ ȒȖȔȈȕȌȍ ȋȐȒȖȊ, ȒȖȚȖȘȣȍ ȗȘȖȊȖȌȐȓȐ ȐșșȓȍȌȖȊȈȕȐȧ, ȗȐșȈȓȐ 
Ȑ ȊȍȓȐ ȓȍȒȞȐȐ ȕȈ șȈȔȣȍ ȋȖȘȧȟȐȍ Ȋ ȚȖ ȊȘȍȔȧ ȚȍȔȣ Ȗ șȍȚȍȊȣȝ ȚȍȝȕȖȓȖȋȐȧȝ. ǲȖȋȌȈ 
Ȋ 1989-ȖȔ Ǹȍȑ ǵțȘȌȈ, ȋȓȈȊȕȣȑ ȐșȗȖȓȕȐȚȍȓȤȕȣȑ ȌȐȘȍȒȚȖȘ Novell, ȒțȗȐȓ Excelan 

Corporation, Ȕȕȍ ȗȖșȟȈșȚȓȐȊȐȓȖșȤ ȖȒȈȏȈȚȤșȧ ȕȈ ȗȘȍȏȍȕȚȈȞȐȐ Excelan LANalyzer. 
ǵȈȉȓȦȌȈȧ ȏȈ ȚȍȔ, ȒȈȒ ȥȚȈ ȘȈȕȕȧȧ ȗȘȖȋȘȈȔȔȈ ȈȕȈȓȐȏȈ ȚȘȈȜȐȒȈ ȗȖȌȒȓȦȟȈȓȈșȤ Ȓ 
șȍȚȐ Novell, ȘȈȏȉȐȘȈȓȈ ȏȈȗȘȖșȣ/ȖȚȊȍȚȣ, ȊȣșȊȍȟȐȊȈȓȈ ȕȈ ȥȒȘȈȕȍ șȖȖȉȡȍȕȐȧ ș 
ȐȔȍȕȈȔȐ ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȑ ȗȈȘȖȓȧȔȐ Ȋ ȏȈȋȖȓȖȊȒȍ… ȧ țȊȓȍȒȓȈșȤ! ȇ șȒȈȏȈȓȈ șȍȉȍ 
(Ȑ ȊșȍȔ, ȒȚȖ șȐȌȍȓ ȘȧȌȖȔ Ȑ șȓțȠȈȓ) “ȇ ȝȖȟț ȏȈȕȐȔȈȚȤșȧ ȥȚȐȔ ȊșȦ șȊȖȦ ȎȐȏȕȤ”. 
ǩȖȎȍ… ǰ ȊȖȚ, șȗțșȚȧ Ȋșȍ ȥȚȐ ȋȖȌȣ, ȧ Ȋșȍ ȍȡȍ ȈȕȈȓȐȏȐȘțȦ ȌȈȕȕȣȍ Ȋ șȍȚȐ!”. 
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   ȇ șȗȘȖșȐȓ ǿȈȗȗȍȓȓ, ȒȈȒ ȖȕȈ ȗȖȗȈȓȈ Ȋ șȜȍȘț ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
ǶȕȈ șȒȈȏȈȓȈ: “ǪȗȍȘȊȣȍ, ȧ ȕȈȟȈȓȈ ȗȘȖȊȖȌȐȚȤ ȘȈșșȓȍȌȖȊȈȕȐȍ șȍȚȍȊȖȑ ȈȚȈȒȐ ȗȖ 
ȊȖȓȍ șȓțȟȈȧ. Ǫ 1993-ȍȔ, ȧ ȖȚȒȘȣȓȈ șȊȖȦ ȒȖȔȗȈȕȐȦ Ȑ ȗȘȖȊȖȌȐȓȈ ȉȖȓȤȠțȦ ȟȈșȚȤ 
ȊȘȍȔȍȕȐ, ȈȕȈȓȐȏȐȘțȧ șȍȚȐ ȘȈȏȓȐȟȕȣȝ ȒȖȘȗȖȘȈȞȐȑ ȕȈ ȔȍșȚȈȝ. ǺȖȋȌȈ ȓȐȠȤ 
ȕȍȔȕȖȋȐȍ ȒȖȔȗȈȕȐȐ ȉȣȓȐ ȏȈȐȕȚȍȘȍșȖȊȈȕȣ Ȋ ȘȍȠȍȕȐȍ ȗȘȖȉȓȍȔ, ȖȗȚȐȔȐȏȈȞȐȐ Ȑ 
ȗȓȈȕȐȘȖȊȈȕȐȐ ȗȘȖȗțșȒȕȖȑ șȗȖșȖȉȕȖșȚȐ. ǺȖȋȌȈ ȕȐȒȚȖ ȕȍ ȏȊȈȓ Ȕȍȕȧ ȗȖȋȖȊȖȘȐȚȤ Ȗ 
“ȉȍȏȖȗȈșȕȖșȚȐ”.  
   ǶȌȕȈȒȖ, Ȋ ȚȍȟȍȕȐȍ ȔȕȖȋȐȝ ȓȍȚ ȘȈȉȖȚȣ, ȧ ȗȖȌȒȓȦȟȈȓȈșȤ Ȓ ȐȕȜȘȈșȚȘțȒȚțȘȍ 
ȒȖȔȗȈȕȐȐ ȚȖȓȤȒȖ Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ ȖȉȕȈȘțȎȐȚȤ ȖȋȘȖȔȕȣȍ ȗȘȖȉȓȍȔȣ ȉȍȏȖȗȈșȕȖșȚȐ 
ȊȖ Ȋșȍȑ Ȑȝ șȍȚȐ. ǵȍ țȗțșȒȈȧ Ȑȏ ȊȐȌț ȖșȕȖȊȕțȦ ȏȈȌȈȟț, ȒȖȚȖȘȈȧ ȐȕȚȍȘȍșȖȊȈȓȈ 
ȒȓȐȍȕȚȖȊ, ȧ șȚȈȓȈ ȌȖȊȖȌȐȚȤ ȌȖ ȕȐȝ ȐȕȜȖȘȔȈȞȐȦ Ȗ ȗȘȖȉȓȍȔȈȝ ȉȍȏȖȗȈșȕȖșȚȐ. ȇ 
ȊȐȌȍȓȈ ȗȈȒȍȚȣ Ȑ ȏȈȗȘȖșȣ Ȋ Ȑȝ șȍȚȐ, ȒȖȚȖȘȣȝ ȗȘȖșȚȖ ȕȍ ȌȖȓȎȕȖ ȉȣȓȖ ȉȣȚȤ. ǩȣȓȖ 
ȕȍȔȈȓȖ șȓțȟȈȍȊ, ȒȖȋȌȈ ȧ ȗȖȕȐȔȈȓȈ, ȟȚȖ ȗȓȖȝȈȧ ȘȈȉȖȚȈ șȍȚȐ ȉȣȓȈ ȕȈȐȔȍȕȤȠȍȑ Ȑȏ 
Ȑȝ ȗȘȖȉȓȍȔ - Ȑȝ ȋȘȈȉȐȓȐ ȗȘȧȔȖ ț ȕȐȝ ȗȖȌ ȕȖșȖȔ (ȚȖȟȕȍȍ ȗȖ ȗȘȖȊȖȌȈȔ). ǹȚȈȓȖ 
ȖȟȍȊȐȌȕȖ, ȟȚȖ Ȕȕȍ ȕțȎȕȖ ȌȖȉȈȊȐȚȤ “ȈȕȈȓȐȏ ȉȍȏȖȗȈșȕȖșȚȐ” Ȓ ȔȖȐȔ ȖȉȣȟȕȣȔ 
ȏȈȌȈȟȈȔ șȍȚȍȊȖȋȖ ȈȕȈȓȐȏȈ. ǸȈșșȓȍȌȖȊȈȕȐȍ șȍȚȍȊȣȝ ȗȘȍșȚțȗȓȍȕȐȑ șȚȈȓȖ 
ȗȍȘȊȖȖȟȍȘȍȌȕȖȑ ȏȈȌȈȟȍȑ. ǪȖȚ ȕȍșȒȖȓȤȒȖ ȕȈȋȓȧȌȕȣȝ ȗȘȐȔȍȘȖȊ: 
   ǷȖșȘȍȌȐ ȈȕȈȓȐȏȈ ȗȓȖȝȖ ȘȈȉȖȚȈȦȡȍȑ șȍȚȐ ȒȓȐȍȕȚȈ ȕȈ ȔȍșȚȍ, ȧ ȖȉȕȈȘțȎȐȓȈ 
ȊȕȍȏȈȗȕȣȑ, ȉȍȏȖșȚȈȕȖȊȖȟȕȣȑ ȗȖȚȖȒ ȚȘȈȜȐȒȈ, ȒȖȚȖȘȣȑ ȕȈȗȘȈȊȓȧȓșȧ Ȓ ȚȖȟȒȍ 
ȊȣȝȖȌȈ Ȑȏ șȍȚȐ. ȅȚȖȚ ȚȘȈȜȐȒ ȐșȝȖȌȐȓ ȖȚ șȐșȚȍȔȣ, ȒȖȚȖȘȈȧ ȌȖȓȎȕȈ ȉȣȚȤ 
ȖȚȕȖșȐȚȍȓȤȕȖ ȚȐȝȖȑ, ȚȈȒ ȒȈȒ ȕȈ ȥȚȖȑ ȔȈȠȐȕȍ ȕȐȒȚȖ ȕȍ ȘȈȉȖȚȈȓ. 

ǷȘȐșȔȖȚȘȍȊȠȐșȤ ȊȕȐȔȈȚȍȓȤȕȍȍ Ȓ ȥȚȖȔț ȗȖȚȖȒț ȚȘȈȜȐȒȈ, ȧ ȖȉȕȈȘțȎȐȓȈ Ȋ ȕȍȔ 
ȔȕȖȎȍșȚȊȖ ȏȕȈȒȖȊ ȌȖȓȓȈȘȈ Ȑ ȉȖȓȤȠȐȍ șțȔȔȣ Ȋ ȌȖȓȓȈȘȈȝ. ǷȖșȓȍ ȊȖșșȖȏȌȈȕȐȧ 

ȥȚȖȋȖ ȗȖȚȖȒȈ, ȧ ȗȖȕȧȓȈ, ȟȚȖ ț Ȕȍȕȧ ȍșȚȤ ȈȉșȖȓȦȚȕȖ Ȋșȍ ȗȓȈȚȍȎȕȣȍ ȊȍȌȖȔȖșȚȐ 
ȒȖȔȗȈȕȐȐ. 
   ǪȖ ȊȘȍȔȧ ȈȕȈȓȐȏȈ șȍȚȐ Ȋ ȉȖȓȤȕȐȞȍ ȧ ȖȉȕȈȘțȎȐȓȈ, ȟȚȖ, șȚțȌȍȕȚȣ Ȑȏ ȒȘțȗȕȖȋȖ 
țȕȐȊȍȘșȐȚȍȚȈ, ȗȖ Ȋșȍȑ ȊȐȌȐȔȖșȚȐ, ȗȖȓțȟȐȓȐ ȌȖșȚțȗ Ȓ ȘȍȞȍȗȚțȘȕȖȑ ȉȈȏȍ ȌȈȕȕȣȝ, 
Ȋ ȒȖȚȖȘȖȑ șȖȌȍȘȎȈȓȐșȤ ȕȍ ȚȖȓȤȒȖ ȐȔȍȕȈ, ȈȌȘȍșȈ Ȑ ȕȖȔȍȘȈ șȖȞșȚȘȈȝȖȊȈȕȐȧ 
ȗȈȞȐȍȕȚȖȊ, ȕȖ ȚȈȒȎȍ ȗȖȓȕȖȍ ȖȗȐșȈȕȐȍ ȊȣȗȐșȈȕȕȣȝ ȔȍȌȐȒȈȔȍȕȚȖȊ, Ȑ ȗȘȐȟȐȕȣ, 
ȗȖ ȒȖȚȖȘȣȔ Ȑȝ ȊȣȗȐșȣȊȈȓȐ. ǴȖȍȑ ȗȍȘȊȖȖȟȍȘȍȌȕȖȑ ȏȈȌȈȟȍȑ ȉȣȓ ȈȕȈȓȐȏ șȍșșȐȑ, 

ȕȍȖȉȝȖȌȐȔȖ ȉȣȓȖ ȖȉȕȈȘțȎȐȚȤ ȗȘȐȟȐȕț ȔȍȌȓȍȕȕȖȑ ȈȊȚȖȘȐȏȈȞȐȐ. ǶȌȕȈȒȖ, ȗȖșȓȍ 
ȚȖȋȖ, ȒȈȒ ȧ ȖȉȕȈȘțȎȐȓȈ ȗȖȌȖȏȘȐȚȍȓȤȕȣȑ ȚȘȈȜȐȒ, Ȋșȍ ȐȏȔȍȕȐȓȖșȤ. ȇ șȚȈȓȈ 
ȏȈȕȐȔȈȚȤșȧ ȖȉȕȈȘțȎȍȕȐȍȔ ȊȘȍȌȖȕȖșȕȖȋȖ ȚȘȈȜȐȒȈ”. ǶșȚȈȓȤȕȖȍ țȎȍ ȐșȚȖȘȐȧ. 
   ȇ șȗȘȖșȐȓ ǿȈȗȗȍȓȓ, ȟȚȖ șȍȑȟȈș ȗȘȍȌșȚȈȊȓȧȍȚ Ȍȓȧ ȕȍȍ ȕȈȐȉȖȓȤȠȐȑ ȐȕȚȍȘȍș Ȋ 
șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ șȒȈȏȈȓȈ: “ȅȚȖ șȓȖȎȕȣȑ ȊȖȗȘȖș. 
ǹțȡȍșȚȊțȍȚ ȚȈȒ ȔȕȖȋȖ țȊȓȍȒȈȚȍȓȤȕȣȝ ȕȈȗȘȈȊȓȍȕȐȑ ȘȈșșȓȍȌȖȊȈȕȐȧ șȍȚȍȊȣȝ ȈȚȈȒ. 
ǬȊȈ, ȕȈȐȉȖȓȍȍ ȐȕȚȍȘȍșȕȣȝ Ȕȕȍ șȍȑȟȈș: ǶȉȕȈȘțȎȍȕȐȍ ȈȊȚȖȔȈȚȐȟȍșȒȐȝ ȜȖȕȖȊȣȝ 
ȗȘȖȞȍșșȖȊ, ȒȖȋȌȈ ȖȕȐ ȖȚȗȘȈȊȓȧȦȚ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕțȦ Ȑ ȓȐȟȕțȦ ȐȕȜȖȘȔȈȞȐȦ 
ȕȍȏȈȔȍȚȕȖ Ȍȓȧ ȗȖȓȤȏȖȊȈȚȍȓȍȑ, Ȑ ȖȉțȟȍȕȐȍ ȘȍȉȧȚ ȕȈșȚȘȖȑȒȍ Wireshark, ȟȚȖȉȣ 

ȖȕȐ ȔȖȋȓȐ ȉȣșȚȘȖ ȖȉȕȈȘțȎȐȚȤ ȖșȕȖȊȕȣȍ ȗȘȐȏȕȈȒȐ ȘȈȏȊȍȌȒȐ șȍȚȐ Ȑ ȈȚȈȒȐ ȕȈ 
ȕȍȍ. ȇ șȟȐȚȈȦ ȕȈșȚȘȖȑȒț Wireshark ȋȖȘȧȟȍȑ ȚȍȔȖȑ. ǲȖȕȜȐȋțȘȈȞȐȧ Wireshark, 
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ȒȖȚȖȘȈȧ ȉȣșȚȘȖ șȖȖȉȡȐȚ ȖȗȍȘȈȚȖȘț Ȗȉ țȋȘȖȏȍ - ȥȚȖ ȖȟȍȕȤ ȗȖȓȍȏȕȣȑ ȐȕșȚȘțȔȍȕȚ. 
Ǵȕȍ ȖȟȍȕȤ ȕȘȈȊȐȚșȧ țȟȐȚȤ ȘȍȉȧȚ ȗȖȓȤȏȖȊȈȚȤșȧ Wireshark’ȖȔ Ȍȓȧ ȈȕȈȓȐȏȈ șȍȚȐ”. 
   ȇ șȗȘȖșȐȓ, ȟȚȖ ȖȕȈ șȟȐȚȈȍȚ șȈȔȖȑ ȉȖȓȤȠȖȑ ȗȘȖȉȓȍȔȖȑ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ ȖȚȊȍȚȐȓȈ: “ǰșȝȖȌȧ Ȑȏ ȖȗȣȚȈ ȘȈșșȓȍȌȖȊȈȕȐȧ șȍȚȍȊȣȝ 
ȗȘȍșȚțȗȓȍȕȐȑ, ȧ ȌȖȓȎȕȈ șȒȈȏȈȚȤ, ȟȚȖ ȕȍȔȕȖȋȐȍ ȒȖȔȗȈȕȐȐ ȗȖȕȐȔȈȦȚ, ȒȈȒ 
ȌȖȓȎȕȣ ȊȏȈȐȔȖȌȍȑșȚȊȖȊȈȚȤ ȘȈȏȓȐȟȕȣȍ ȗȖȌȘȈȏȌȍȓȍȕȐȧ. ǴȖȑ ȖȗȣȚ ȗȖȒȈȏȣȊȈȍȚ, 
ȟȚȖ ȘȍȉȧȚȈ, ȒȖȚȖȘȣȍ țșȚȈȕȈȊȓȐȊȈȦȚ ǷǶ ȕȈ ȒȖȔȗȤȦȚȍȘȣ ȖȘȋȈȕȐȏȈȞȐȐ, ȕȍ 
ȏȈȐȕȚȍȘȍșȖȊȈȕȣ Ȋ ȐȏțȟȍȕȐȐ ȉȍȏȖȗȈșȕȖșȚȐ șȍȚȐ - ȖȕȐ ȗȘȖșȚȖ țșȚȈȕȈȊȓȐȊȈȦȚ ǷǶ 

Ȑ Ȋșȍ. ǶȕȐ ȕȍ ȗȘȖȊȖȌȧȚ ȈȕȈȓȐȏ ȚȘȈȜȐȒȈ Ȓ/ȖȚ ȕȍȌȈȊȕȖ țșȚȈȕȖȊȓȍȕȕȖȑ șȐșȚȍȔȣ. 
ǶȕȐ ȕȍ ȗȖȕȐȔȈȦȚ, ȒȈȒ ȊȣȋȓȧȌȐȚ “ȕȖȘȔȈȓȤȕȣȑ” ȚȘȈȜȐȒ, ȗȖȥȚȖȔț ȖȕȐ ȕȍ ȔȖȋțȚ 
ȖȗȘȍȌȍȓȐȚȤ ȍșȓȐ Ȗȕ ȕȍȕȖȘȔȈȓȤȕȣȑ. ǻ ȕȐȝ ȚȖȟȕȖ ȕȍȚ ȌȖșȚțȗȈ Ȓ IDS-șȐșȚȍȔȍ, ȖȕȐ 
ȕȍ ȗȘȖȗțșȒȈȦȚ ȟȍȘȍȏ ȕȍȍ ȜȈȑȓȣ ȚȘȈșșȐȘȖȊȒȐ. ǩȣȓȖ ȉȣ ȏȈȔȍȟȈȚȍȓȤȕȖ, ȍșȓȐ ȉȣ 
ȘȍȉȧȚȈ, ȏȈȕȐȔȈȦȡȐȍșȧ ȉȍȏȖȗȈșȕȖșȚȤȦ Ȋ ȒȖȔȗȈȕȐȧȝ, ȗȘȖȊȖȌȐȓȐ ȖȉțȟȍȕȐȍ Ȗ 
șȗȖșȖȉȈȝ ȊȏȓȖȔȈ șȐșȚȍȔȣ Ȑ ȚȖȔ, ȒȈȒ ȗȘȍȌȖȚȊȘȈȚȐȚȤ ȗȘȖȉȓȍȔȣ Ȋ ȉțȌțȡȍȔ. ȇ 
ȏȕȈȦ, ț ȥȚȐȝ ȘȍȉȧȚ ȔȕȖȋȖ ȘȈȉȖȚȣ, ȕȖ ȐȔ ȕțȎȕȖ ȌȍȓȐȚȤșȧ ȏȕȈȕȐȧȔȐ ș ȌȘțȋȐȔȐ 
ȗȖȌȘȈȏȌȍȓȍȕȐȧȔȐ”. 
   Ǫ ȒȖȕȞȍ ȐȕȚȍȘȊȤȦ, ȧ șȗȘȖșȐȓ, ȟȚȖ ȖȕȈ ȗȖȘȍȒȖȔȍȕȌȖȊȈȓȈ ȉȣ ȚȍȔ, ȒȚȖ 
ȘȈșșȔȈȚȘȐȊȈȍȚ ȒȈȘȤȍȘț Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ ȖȚȊȍȚȐȓȈ: 
“ǲȖȕȍȟȕȖ Ȏȍ, ȊȖ-ȗȍȘȊȣȝ, ȕȍȖȉȝȖȌȐȔȖ ȊȣțȟȐȚȤ Wireshark! Ȁțȟț… ȝȖȚȧ ȕȍȚ, ȕȈ 
șȈȔȖȔ Ȍȍȓȍ, ȕȍ Ƞțȟț. Wireshark - ȥȚȖ ȐȌȍȈȓȤȕȣȑ ȐȕșȚȘțȔȍȕȚ Ȍȓȧ ȐȏțȟȍȕȐȧ 
ȘȈȉȖȚȣ șȍȚȐ, Ȑ Ȗȕ ȉȍșȗȓȈȚȕȣȑ! ǵȍ ȏȘȧ ȥȚȖ ȐȕșȚȘțȔȍȕȚ ȉȍȏȖȗȈșȕȖșȚȐ №1 ȗȖ 
ȊȍȘșȐȐ sectools.org (ǹȍȘȤȍȏȕȖ, ȕȈȉȓȦȌȈȚȤ ȏȈ ȘțȒȖȗȖȎȈȚȐȍȔ (handshake) TCP 
ȕȈȔȕȖȋȖ ȐȕȚȍȘȍșȕȍȍ, ȟȍȔ ȟȐȚȈȚȤ Ȗ ȕȍȔ Ȋ RFC!).  
   ǪȖ-ȊȚȖȘȣȝ, ȖȟȍȕȤ, ȖȟȍȕȤ ȝȖȘȖȠȖ ȏȕȈȚȤ TCP/IP. ǻȌȍȓȐȚȍ ȊȘȍȔȧ ȗȍȘȍȝȊȈȚț 
șȖȉșȚȊȍȕȕȖȋȖ ȚȘȈȜȐȒȈ ȗȘȐ ȗȖȌȒȓȦȟȍȕȐȐ Ȓ Ȋȍȉ-șȍȘȊȍȘț, ȖȚȗȘȈȊȒȍ ȥȓȍȒȚȘȖȕȕȖȋȖ 

ȗȐșȤȔȈ, ȏȈȋȘțȏȒȍ ȜȈȑȓȈ ȕȈ FTP, Ȑ ȚȈȒ ȌȈȓȍȍ. ǷȖȒȈ Ȋȣ ȐȏțȟȈȍȚȍ, ȒȈȒ ȘȈȉȖȚȈȦȚ 
ȗȘȖȚȖȒȖȓȣ, ȕȈȉȓȦȌȈȑȚȍ ȏȈ Ȑȝ ȘȈȉȖȚȖȑ, ȐșȗȖȓȤȏțȧ Wireshark. ǵȈȉȓȦȌȈȑȚȍ ȏȈ 
ȚȍȔ, ȒȈȒ ȘȈȉȖȚȈȍȚ ȘțȒȖȗȖȎȈȚȐȍ Ȋ TCP, ȏȈ ȗȘȐȘȖȌȖȑ ȏȈȗȘȖșȈ/ȖȚȊȍȚȈ ȗȘȐ ȘȈȉȖȚȍ 
ȗȘȐȓȖȎȍȕȐȑ, ȒȈȒ ȗȘȖȐșȝȖȌȐȚ ȗȘȖȞȍșș ȘȈȏȢȍȌȐȕȍȕȐȧ, Ȑ ȚȈȒ ȌȈȓȍȍ. 

   Ǫ-ȚȘȍȚȤȐȝ, șȖȉȍȘȐȚȍ ȕȍȉȖȓȤȠțȦ ȓȈȉȖȘȈȚȖȘȐȦ Ȍȓȧ ȗȘȖȊȍȌȍȕȐȧ ȈȚȈȒ. ǵȍ 
ȖȉȧȏȈȚȍȓȤȕȖ, ȟȚȖȉȣ ȒȖȔȗȤȦȚȍȘȣ ȉȣȓȐ ȌȖȘȖȋȐȔȐ Ȑ ȔȖȡȕȣȔȐ, ȗȘȖșȚȖ 
ȖȉȢȍȌȐȕȐȚȍ ȕȍșȒȖȓȤȒȖ ȒȖȔȗȤȦȚȍȘȖȊ ȟȍȘȍȏ ȒȖȔȔțȚȈȚȖȘ Ȑ ȐșȗȖȓȤȏțȑȚȍ 
ȉȍșȗȓȈȚȕȣȍ ȐȕșȚȘțȔȍȕȚȣ Ȍȓȧ șȒȈȕȐȘȖȊȈȕȐȧ/ȚȍșȚȐȘȖȊȈȕȐȧ ȕȈ ȗȘȖȕȐȒȕȖȊȍȕȐȍ. 
ǪȖ ȊȘȍȔȧ ȗȘȖȊȍȌȍȕȐȧ ȈȚȈȒ ȕȈ șȊȖȐ șȐșȚȍȔȣ, ȗȍȘȍȝȊȈȚȣȊȈȑȚȍ Ȑ ȈȕȈȓȐȏȐȘțȑȚȍ 
ȚȘȈȜȐȒ. ǩȖȓȤȠȐȕșȚȊȖ Ȑȏ ȕȈș ȓțȟȠȍ ȊȖșȗȘȐȕȐȔȈȦȚ ȕȈȋȓȧȌȕțȦ ȐȕȜȖȘȔȈȞȐȦ - 

șȔȖȚȘȍȚȤ, ȒȈȒ ȘȈȉȖȚȈȍȚ șȍȚȤ ȕȈȔȕȖȋȖ ȐȕȚȍȘȍșȕȍȍ, ȟȍȔ ȗȘȖșȚȖ ȟȐȚȈȚȤ Ȗ ȚȖȔ, ȒȈȒ 
Ȋșȍ ȗȘȖȐșȝȖȌȐȚ. ǰȕȜȖȘȔȈȞȐȖȕȕȈȧ ȉȍȏȖȗȈșȕȖșȚȤ ȊȒȓȦȟȈȍȚ ȌȊȍ șȚȖȘȖȕȣ ȖȌȕȖȑ 
ȔȍȌȈȓȐ. ǵȍȖȉȝȖȌȐȔȖ ȊȐȌȍȚȤ Ȑ ȗȖȕȐȔȈȚȤ, ȒȈȒ ȘȈȉȖȚȈȦȚ ȘȈȏȓȐȟȕȣȍ ȈȚȈȒȐ, ȚȖȓȤȒȖ 
ȚȈȒ ȔȖȎȕȖ ȗȖȕȧȚȤ, ȒȈȒ ȖȚ ȕȐȝ ȏȈȡȐȚȐȚȤșȧ.  

   ȅȚȖ ȐȋȘȈ. ǰȋȘȈ Ȋ “ȕȈȑȌȐ ȘȍȠȍȕȐȍ ȗȘȖȉȓȍȔȣ” - ȥȚȖ ȖȚȓȐȟȕȣȑ șȗȖșȖȉ 
ȕȈȚȘȍȕȐȘȖȊȈȚȤ ȔȖȏȋ Ȍȓȧ ȈȕȈȓȐȏȈ șȍȚȐ Ȑ ȉȍȏȖȗȈșȕȖșȚȐ.  
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   ǳȖȘȈ ǿȈȗȗȍȓȓ - ȎȍȕȡȐȕȈ, ȒȖȚȖȘȈȧ ȕȈȠȓȈ șȊȖȦ ȕȐȠț Ȋ ȔȐȘȍ ȗȍȘȍȝȊȈȚȈ 
ȗȈȒȍȚȖȊ Ȋ șȍȚȐ, șȚȈȓȈ ȔȐȘȖȊȣȔ ȥȒșȗȍȘȚȖȔ, Ȑ șȗțșȚȧ ȉȖȓȍȍ 20 ȓȍȚ ȖȕȈ Ȋșȍ ȍȡȍ 
ȓțȟȠȈȧ Ȋ șȊȖȍȔ Ȍȍȓȍ. 
 

ǷȖȌȘȖȉȕȍȍ Ȗ ǳȖȘȍ ǿȈȗȗȍȓȓ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǳȖȘȍ ǿȈȗȗȍȓȓ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǻȕȐȊȍȘșȐȚȍȚ ǿȈȗȗȍȓȓ: https://www.chappellu.com/ 

- ǷȘȖȜȐȓȤ ǳȖȘȣ ǿȈȗȗȍȓȓ Ȋ LinkedIn: 
https://www.linkedin.com/in/chappelllaura 

- ǺȊȐȚȚȍȘ ǳȖȘȣ ǿȈȗȗȍȓȓ: https://twitter.com/LauraChappell 

- ǩȓȖȋ «Ǫ ȓȈȉȖȘȈȚȖȘȐȐ ǳȖȘȣ» (șȚȈȘȣȑ ȔȈȚȍȘȐȈȓ, ȕȖ, ȚȍȔ ȕȍ Ȕȍȕȍȍ, 
ȊȈȎȕȣȑ): http://laurachappell.blogspot.com/ 
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ǫȓȈȊȈ 35. ǪȏȓȖȔ IoT 

 

 

 

ǹȍȋȖȌȕȧ ȔȐȘ ȒȖȔȗȤȦȚȍȘȖȊ - ȥȚȖ ȕȍ ȚȖȓȤȒȖ ȗȍȘșȖȕȈȓȤȕȣȍ ȒȖȔȗȤȦȚȍȘȣ. ȅȚȖ 
ȈȊȚȖȔȖȉȐȓȐ, ȌȖȔȈ, ȚȍȓȍȊȐȏȖȘȣ, ȝȖȓȖȌȐȓȤȕȐȒȐ, ȚȖșȚȍȘȣ, ȖȟȒȐ, ȉȘȈșȓȍȚȣ, 
ȒȘȖșșȖȊȒȐ, ȗȘȐȉȖȘȣ ȖșȊȍȡȍȕȐȧ, ȘȈȌȐȖȕȧȕȐ, ȔȍȌȐȞȐȕșȒȐȍ ȗȘȐȉȖȘȣ, Ȑ 
ȗȘȈȒȚȐȟȍșȒȐ ȓȦȉȖȑ ȌȘțȋȖȑ ȗȘȍȌȔȍȚ, ȒȖȚȖȘȣȑ ȗȖ ȔȕȍȕȐȦ ȗȘȖȌȈȊȞȈ ȉțȌȍȚ ȉȖȓȍȍ 
ȊȖșȚȘȍȉȖȊȈȕ, ȍșȓȐ Ȋ ȕȍȔ ȉțȌȍȚ ȒȖȔȗȤȦȚȍȘ ȐȓȐ șȍȕșȖȘ. ǲȈȒ ȗȘȈȊȐȓȖ, ȥȚȐ ȊȍȡȐ 
ȗȖȌȒȓȦȟȍȕȣ Ȓ ȐȕȚȍȘȕȍȚț, Ȑ ȐȔȍȦȚ șȊȖȑ IP-ȈȌȘȍș (Internet Protocol address). Ǫșȍ 
ȖȕȐ ȖȚȕȖșȧȚșȧ Ȓ ȐȕȚȍȘȕȍȚț Ȋȍȡȍȑ (Internet of Things, IoT). ǲ șȖȎȈȓȍȕȐȦ, 
ȔȕȖȋȐȍ, ȍșȓȐ ȕȍ ȉȖȓȤȠȐȕșȚȊȖ Ȑȏ ȕȐȝ, ȖȟȍȕȤ ȕȍȉȍȏȖȗȈșȕȣ, Ȑ ȔȖȋțȚ ȉȣȚȤ 
ȊȏȓȖȔȈȕȣ.  

 

ǲȈȒ ǽȈȒȍȘȣ ǪȏȓȈȔȣȊȈȦȚ IoT?     

ǺȈȒȎȍ, ȒȈȒ Ȑ Ȗȉȣȟȕȣȍ ȒȖȔȗȤȦȚȍȘȣ, ȐșȗȖȓȤȏțȧ ȖȌȕț ȐȓȐ ȕȍșȒȖȓȤȒȖ țȧȏȊȐȔȖșȚȍȑ 
Ȋ țȘȖȊȕȧȝ ȔȖȌȍȓȐ OSI (Open Systems Interconnection) (ǼȐȏȐȟȍșȒȐȑ, ǲȈȕȈȓȤȕȣȑ, 
ǹȍȚȍȊȖȑ, ǺȘȈȕșȗȖȘȚȕȣȑ, ǹȍȈȕșȖȊȣȑ, ǷȘȍȌșȚȈȊȐȚȍȓȤșȒȐȑ Ȑ ǷȘȐȒȓȈȌȕȖȑ). 
ǭȌȐȕșȚȊȍȕȕȈȧ ȘȈȏȕȐȞȈ Ȋ ȚȖȔ, ȟȚȖ IoT-țșȚȘȖȑșȚȊȖ ȔȖȎȍȚ ȕȍ ȐșȗȖȓȤȏȖȊȈȚȤ 
ȚȘȈȌȐȞȐȖȕȕȖȍ ȎȍȓȍȏȖ ȐȓȐ ȐȏȊȍșȚȕțȦ ȖȗȍȘȈȞȐȖȕȕțȦ șȐșȚȍȔț (ȐȓȐ ȌȈȎȍ ȕȍ 
ȐșȗȖȓȤȏȖȊȈȚȤ ȕȐȒȈȒțȦ ȖȗȍȘȈȞȐȖȕȕțȦ șȐșȚȍȔț). ǽȈȒȍȘȣ ȌȖȓȎȕȣ țȏȕȈȚȤ ȒȈȒ 
ȔȖȎȕȖ ȉȖȓȤȠȍ Ȗȉ ȥȚȖȔ țșȚȘȖȑșȚȊȍ, ȐșșȓȍȌȖȊȈȚȤ ȒȖȔȗȖȕȍȕȚȣ Ȑ ȗȘȐȕȞȐȗ ȘȈȉȖȚȣ, 
Ȑ ȕȈȑȚȐ țȧȏȊȐȔȖșȚȐ. 
   ǵȈȗȘȐȔȍȘ, ȗȘȍȌȗȖȓȖȎȐȔ, ȟȚȖ ȝȈȒȍȘ ȝȖȟȍȚ ȊȏȓȖȔȈȚȤ IoT-ȚȖșȚȍȘ. ǷȍȘȊȣȑ ȗțȕȒȚ 
ȕȈ ȗȖȊȍșȚȒȍ Ȍȕȧ - ȒțȗȐȚȤ ȚȈȒȖȑ ȚȖșȚȍȘ Ȑ ȐȏțȟȐȚȤ ȊșȦ ȌȖȒțȔȍȕȚȈȞȐȦ. ǯȈȚȍȔ 
ȕțȎȕȖ ȊȣȧșȕȐȚȤ, ȒȈȒ ȥȚȖ țșȚȘȖȑșȚȊȖ ȗȖȌȒȓȦȟȈȍȚșȧ Ȓ șȍȚȐ Ȑ ȒȈȒȐȍ ȗȈȒȍȚȣ 
ȖȚȗȘȈȊȓȧȍȚ. Ǭȓȧ ȥȚȖȋȖ ȕțȎȕȖ ȊȒȓȦȟȐȚȤ țșȚȘȖȑșȚȊȖ Ȑ ȐșȗȖȓȤȏȖȊȈȚȤ șȕȐȜȜȍȘ. 
ǴȖȎȕȖ ȗȖȓțȟȐȚȤ ȕȍȊȍȘȖȧȚȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȐȕȜȖȘȔȈȞȐȐ Ȗȉ țșȚȘȖȑșȚȊȍ, 
“ȗȘȖșȓțȠȐȊȈȧ”, ȟȚȖ ȖȕȖ ȌȍȓȈȍȚ ȐȓȐ ȗȣȚȈȍȚșȧ șȌȍȓȈȚȤ, ȒȖȋȌȈ ȕȈȟȐȕȈȍȚ ȘȈȉȖȚȈȚȤ. 
ǽȈȒȍȘ ȔȖȎȍȚ ȗȘȖȊȍșȚȐ șȒȈȕȐȘȖȊȈȕȐȍ ȕȈ ȕȈȓȐȟȐȍ ȗȖȘȚȖȊ ȗȘȖșȓțȠȐȊȈȕȐȧ, Ȑ 
ȊȣȟȐșȓȐȚȤ ȐșȗȖȓȤȏțȍȔȣȍ șȍȘȊȐșȣ Ȑ ȖȗȍȘȈȞȐȖȕȕțȦ șȐșȚȍȔț. ǷȘȐ ȕȈȓȐȟȐȐ 

ȒȖȕșȖȓȐ ȈȌȔȐȕȐșȚȘȈȚȖȘȈ, ȝȈȒȍȘ ȗȖȗȘȖȉțȍȚ Ȓ ȕȍȑ ȗȖȌȒȓȦȟȐȚȤșȧ. Ƕȕ ȗȖȗȣȚȈȍȚșȧ 
ȊȣȧșȕȐȚȤ, ȕȈ ȒȈȒȖȔ ȧȏȣȒȍ ȕȈȗȐșȈȕȖ ǷǶ ȥȚȖȋȖ țșȚȘȖȑșȚȊȈ Ȑ ȗȖȗȘȖȉțȍȚ ȕȈȑȚȐ 
ȗȘȖȋȘȈȔȔȕȣȑ ȐȕȚȍȘȜȍȑș ȗȘȐȓȖȎȍȕȐȧ (application programming interface, API). 
   ǺȈȒȎȍ Ȍȓȧ ȊȏȓȖȔȈ IoT-țșȚȘȖȑșȚȊ ȟȈșȚȖ ȐșȗȖȓȤȏțȍȚșȧ ȜȐȏȐȟȍșȒȐȑ ȊȏȓȖȔ. 
ǽȈȒȍȘȣ ȘȈȏȉȐȘȈȦȚ țșȚȘȖȑșȚȊȖ Ȑ ȐȏțȟȈȦȚ ȍȋȖ ȒȖȔȗȖȕȍȕȚȣ, ȖȉȘȈȡȈȧ ȊȕȐȔȈȕȐȍ ȕȈ 
șȈȔ ȟȐȗ Ȑ ȍȋȖ ȔȈȘȒȐȘȖȊȒț. ǩȖȓȤȠȐȕșȚȊȖ țșȚȘȖȑșȚȊ ȐșȗȖȓȤȏțȍȚ 
ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȍ ȟȐȗȣ, Ȗ ȒȖȚȖȘȣȝ ȍșȚȤ ȕȍȔȈȓȖ ȐȕȜȖȘȔȈȞȐȐ. ǰȕȖȋȌȈ 
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țȧȏȊȐȔȖșȚȐ ȟȐȗȈ ȝȖȘȖȠȖ ȐȏȊȍșȚȕȣ, Ȑ ȗȘȐșțȚșȚȊțȦȚ ȕȈ ȔȕȖȋȐȝ țșȚȘȖȑșȚȊȈȝ. 
ǽȈȒȍȘȣ, șȗȍȞȐȈȓȐȏȐȘțȦȡȐȍșȧ ȕȈ Ȏȍȓȍȏȍ, ȗȘȐȗȈȐȊȈȦȚ ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ 
ȒȖȕȚȈȒȚȣ ȕȈ ȟȐȗ, Ȑ ȌȈȎȍ ȌȍȓȈȦȚ șȖȉșȚȊȍȕȕȣȍ ȟȐȗȣ, ȟȚȖȉȣ ȖȉȖȑȚȐ 
ȈțȚȍȕȚȐȜȐȒȈȞȐȦ Ȑ ȗȖȓțȟȐȚȤ ȌȖșȚțȗ Ȓ țȗȘȈȊȓȍȕȐȦ țșȚȘȖȑșȚȊȖȔ. ǶșȖȉȖȍ 
ȊȕȐȔȈȕȐȍ ȖȕȐ țȌȍȓȧȦȚ ȗȖȐșȒț ȊȝȖȌȕȣȝ Ȑ ȊȣȝȖȌȕȣȝ ȗȖȘȚȖȊ. ǰȔ ȥȚȖ ȕȍȖȉȝȖȌȐȔȖ 
Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ ȖȗȘȍȌȍȓȐȚȤ ȔȖȎȕȖ ȓȐ ȗȖȌȒȓȦȟȐȚȤ Ȓ țșȚȘȖȑșȚȊț șȊȖȑ ȖȚȓȈȌȟȐȒ 
(debugger). 

   ǿȚȖȉȣ țȏȕȈȚȤ, ȒȈȒȈȧ ȐȕȜȖȘȔȈȞȐȧ ȗȍȘȍȌȈȍȚșȧ, Ȉ ȚȈȒȎȍ ȐȏȔȍȕȐȚȤ 
ȗȍȘȍȌȈȊȈȍȔȣȍ ȌȈȕȕȣȍ Ȑ ȐȏțȟȐȚȤ ȗȖșȓȍȌșȚȊȐȧ, ȝȈȒȍȘȣ ȐșȗȖȓȤȏțȦȚ MitM-ȈȚȈȒȐ 
(man-in-the-middle). ǿȈșȚȖ ȖȕȐ ȌȍȓȧȚșȧ ȗȖȓțȟȍȕȕȖȑ ȐȕȜȖȘȔȈȞȐȍȑ ȕȈ ȜȖȘțȔȈȝ, 
ȗȖșȊȧȡȍȕȕȣȝ IoT, ȐȓȐ ȌȈȎȍ ȕȈ ȜȖȘțȔȈȝ ȒȖȕȒȘȍȚȕȣȝ IoT-țșȚȘȖȑșȚȊ. ǶȕȐ ȌȈȎȍ 
șȖȏȌȈȦȚ ȊȐȘȚțȈȓȤȕȣȍ șȖȖȉȡȍșȚȊȈ, ȗȖșȊȧȡȍȕȕȣȍ ȖȗȘȍȌȍȓȍȕȕȖȔț țșȚȘȖȑșȚȊț, 
ȖȉȢȍȌȐȕȧȧ ȖȗȣȚ ȘȈȏȓȐȟȕȣȝ țȟȈșȚȕȐȒȖȊ șȖȖȉȡȍșȚȊȈ. 
   ǪȖȚ ȕȍșȒȖȓȤȒȖ ȗȘȐȔȍȘȖȊ ȖȉȡȍȌȖșȚțȗȕȣȝ ȖȗȐșȈȕȐȑ ȊȏȓȖȔȈ IoT-țșȚȘȖȑșȚȊ, 
ȒȖȚȖȘȣȍ ȐȕȚȍȘȍșȕȖ ȗȖȟȐȚȈȚȤ:     
 

- https://blog.avast.com/2015/11/11/the-anatomy-of-an-iot-hack/ 

- https://www.rapid7.com/docs/Hacking-IoT-A-Case-Study-on-Baby-Monitor-

Exposures-and-Vulnerabilities.pdf 

- https://securelist.com/analysis/publications/66207/iot-how-i-hacked-my-

home/ 

- http://resources.infosecinstitute.com/hardware-hacking-iot-devices-offensive-

iot-exploitation/ 

 

Ǫ ȞȍȓȖȔ, ȍșȓȐ Ȋȣ ȔȖȎȍȚȍ ȗȘȖȊȍșȚȐ ȗȍȕȚȍșȚ ȖȉȣȟȕȖȋȖ ȒȖȔȗȤȦȚȍȘȈ, ȚȖ ȔȖȎȕȖ 
ȗȘȖȊȍșȚȐ ȗȍȕȚȍșȚ Ȑ IoT-țșȚȘȖȑșȚȊ, ȘȈȏȊȍ ȟȚȖ IoT-țșȚȘȖȑșȚȊȈ ȚȘȍȉțȦȚ ȉȖȓȤȠȍ 
ȒȘȍȈȚȐȊȈ Ȑ ȐșșȓȍȌȖȊȈȕȐȑ, ȖșȖȉȍȕȕȖ, ȍșȓȐ ȊȈȔ ȕȍȏȕȈȒȖȔȈ Ȑȝ ȖȗȍȘȈȞȐȖȕȕȈȧ 
șȐșȚȍȔȈ ȐȓȐ ȟȐȗȣ. ǶȌȕȈȒȖ, ȗȖȔȐȔȖ ȚȖȋȖ, ȟȚȖ Ȑȝ ȔȖȎȕȖ ȊȏȓȖȔȈȚȤ, șȌȍȓȈȚȤ ȥȚȖ 
ȕȈȔȕȖȋȖ ȓȍȋȟȍ, ȗȖȚȖȔț ȟȚȖ ȔȕȖȋȐȍ ȗȘȖȐȏȊȖȌȐȚȍȓȐ IoT-țșȚȘȖȑșȚȊ ȕȍ ȖșȖȏȕȈȦȚ 
ȘȐșȒ Ȑ ȕȍ țȌȍȓȧȦȚ ȏȈȡȐȚȍ ȌȖșȚȈȚȖȟȕȖȋȖ ȊȕȐȔȈȕȐȧ, ȗȖ ȒȘȈȑȕȍȑ ȔȍȘȍ șȍȑȟȈș. 
 

ǯȈȡȐȚȈ IoT-țșȚȘȖȑșȚȊ            

ǵȍ ȚȖ, ȟȚȖȉȣ ȕȈȌ țȓțȟȠȍȕȐȍȔ ȏȈȡȐȚȣ IoT-țșȚȘȖȑșȚȊ ȕȍ ȘȈȉȖȚȈȦȚ. ǴȕȖȋȐȍ 
ȗȘȖȐȏȊȖȌȐȚȍȓȐ șȟȐȚȈȦȚ, ȟȚȖ țȌȍȓȧȦȚ ȍȑ ȌȖșȚȈȚȖȟȕȖ ȊȕȐȔȈȕȐȧ. ǬȍșȧȚȒȐ 
ȕȍȏȈȊȐșȐȔȣȝ ȋȘțȗȗ, ȚȈȒȐȝ ȒȈȒ IoT Village (https://www.iotvillage.org/) ȘȈȉȖȚȈȦȚ 

ȕȈȌ ȚȍȔ, ȟȚȖȉȣ ȗȖȔȖȟȤ ȗȘȖȐȏȊȖȌȐȚȍȓȧȔ ȗȖȊȣșȐȚȤ ȉȍȏȖȗȈșȕȖșȚȤ Ȑȝ țșȚȘȖȑșȚȊ. ǲ 
șȖȎȈȓȍȕȐȦ, ȝȈȒȍȘșȒȐȍ ȋȘțȗȗȣ, ȚȈȒȐȍ ȒȈȒ San Francisco IOT Hacking Meetup 
(https://www.meetup.com/San-Francisco-IOT-hacking-Meetup/) ȕȍ Ȕȍȕȍȍ ȈȒȚȐȊȕȣ 
Ȑ Ȑȝ ȘȈȉȖȚȈ ȉȖȓȍȍ țșȗȍȠȕȈ. ǲȖȋȌȈ ȗȘȖȐȏȊȖȌȐȚȍȓȤ IoT-țșȚȘȖȑșȚȊȈ ȋȖȊȖȘȐȚ, ȟȚȖ 
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ȍȋȖ ȗȘȖȌțȒȚ ȝȖȘȖȠȖ ȏȈȡȐȡȍȕ, Ȗȕ șȒȖȘȍȍ ȊșȍȋȖ ȖȠȐȉȈȍȚșȧ. ǲȈȒ ȗȘȈȊȐȓȖ, șȐȓȤȕȖ 
ȖȠȐȉȈȍȚșȧ.  
   ǺȈȒ ȟȚȖ Ȏȍ ȔȖȎȍȚ șȌȍȓȈȚȤ ȗȘȖȐȏȊȖȌȐȚȍȓȤ IoT-țșȚȘȖȑșȚȊ, ȟȚȖȉȣ ȖȉȍȏȖȗȈșȐȚȤ 
șȊȖȑ ȗȘȖȌțȒȚ? ǵț, ȖȚȕȍșȚȐșȤ Ȓ ȉȍȏȖȗȈșȕȖșȚȐ ȚȈȒȎȍ, ȒȈȒ ȖȚȕȖșȧȚșȧ Ȓ 
ȉȍȏȖȗȈșȕȖșȚȐ Ȗȉȣȟȕȣȝ ȒȖȔȗȤȦȚȍȘȖȊ. ǹ șȈȔȖȋȖ ȕȈȟȈȓȈ ȗȘȖȊȖȌȐȚȤ 
ȔȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ, Ȑ ȖȉȍșȗȍȟȐȚȤ ȎȐȏȕȍȕȕȣȑ ȞȐȒȓ ȉȍȏȖȗȈșȕȖȑ ȘȈȏȘȈȉȖȚȒȐ 
(security design lifecycle, SDL) ș șȈȔȖȋȖ ȕȈȟȈȓȈ ȌȖ ȖȒȖȕȟȈȕȐȧ ȗȖȌȌȍȘȎȒȐ 
ȗȘȖȌțȒȚȈ. ǻȉȍȌȐȚȤșȧ, ȟȚȖ țșȚȘȖȑșȚȊȖ ȐșȗȖȓȤȏțȍȚ șȈȔțȦ ȗȖșȓȍȌȕȦȦ ȊȍȘșȐȦ ǷǶ ș 
șȈȔȣȔȐ ȕȖȊȣȔȐ ȗȈȚȟȈȔȐ, Ȑ ȖȉȍșȗȍȟȐȚȤ ȈȊȚȖȖȉȕȖȊȓȍȕȐȍ țșȚȘȖȑșȚȊȈ. ǻȉȘȈȚȤ Ȋșȍ 
ȕȍȕțȎȕȖȍ ǷǶ, șȍȘȊȐșȣ Ȑ șȞȍȕȈȘȐȐ. ǯȈȒȘȣȚȤ Ȋșȍ ȕȍȕțȎȕȣȍ ȗȖȘȚȣ. ǰșȗȖȓȤȏȖȊȈȚȤ 
ȕȈȌȍȎȕȖȍ ȠȐȜȘȖȊȈȕȐȍ. ǶȉȍșȗȍȟȐȚȤ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ ȒȓȐȍȕȚȈ. ǵȍ șȖȉȐȘȈȚȤ 
ȕȍȕțȎȕțȦ ȐȕȜȖȘȔȈȞȐȦ. ǩȍȏȖȗȈșȕȖ ȝȘȈȕȐȚȤ ȕțȎȕțȦ ȐȕȜȖȘȔȈȞȐȦ Ȗ ȒȓȐȍȕȚȈȝ. 
ǰșȗȖȓȤȏȖȊȈȚȤ ȕȈȌȍȎȕȣȍ șȗȖșȖȉȣ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ, Ȑ ȗȘȖȊȖȌȐȚȤ ȔȕȖȎȍșȚȊȖ 
ȗȍȕȚȍșȚȖȊ ȊȖ ȊȘȍȔȧ ȘȈȏȘȈȉȖȚȒȐ Ȑ ȉȍȚȈ-ȚȍșȚȐȘȖȊȈȕȐȧ ȗȘȖȌțȒȚȈ. ǷȘȍȌȓȈȋȈȚȤ 
ȕȈȋȘȈȌț ȏȈ ȖȉȕȈȘțȎȍȕȐȍ ȉȈȋȖȊ. ǵȍ ȕȈȒȈȏȣȊȈȚȤ ȝȈȒȍȘȖȊ, șȖȖȉȡȐȊȠȐȝ Ȗ ȉȈȋȈȝ. ǷȖ 
șțȚȐ, ȊȏȧȚȤ Ȋșȍ țȘȖȒȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȗȖȓțȟȍȕȕȣȍ Ȑȏ ȔȐȘȈ 
ȒȖȔȗȤȦȚȍȘȖȊ ȏȈ ȕȍșȒȖȓȤȒȖ ȌȍșȧȚȐȓȍȚȐȑ, Ȑ ȗȘȐȔȍȕȐȚȤ Ȑȝ Ȓ IoT-țșȚȘȖȑșȚȊȈȔ. 
   ǲ șȖȎȈȓȍȕȐȦ, ȉȖȓȤȠȐȕșȚȊȖ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ ȕȍ ȌȍȓȈȦȚ ȥȚȖȋȖ, Ȑ Ȕȣ, șțȌȧ ȗȖ 
ȊșȍȔț, ȖȉȘȍȟȍȕȣ ȕȈ șȓȈȉțȦ ȏȈȡȐȚț IoT-țșȚȘȖȑșȚȊ Ȋ ȉȓȐȎȈȑȠȐȍ ȕȍșȒȖȓȤȒȖ 
ȌȍșȧȚȐȓȍȚȐȑ.  
   Ǫ șȓȍȌțȦȡȍȑ ȋȓȈȊȍ Ȕȣ ȗȖȋȖȊȖȘȐȔ Ȗ ǬȖȒȚȖȘȍ ǿȈȘȓȐ ǴȐȓȓȍȘȍ, ȒȖȚȖȘȣȑ 
șȟȐȚȈȍȚșȧ ȖȌȕȐȔ Ȑȏ ȓțȟȠȐȝ ȝȈȒȍȘȖȊ ȈȊȚȖȔȖȉȐȓȍȑ.  
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ǫȓȈȊȈ 36. ǬȖȒȚȖȘ ǿȈȘȓȐ ǴȐȓȓȍȘ 

 

 

 

ǩȖȓȤȠȐȕșȚȊȖ ȓȦȌȍȑ, ȏȕȈȒȖȔȣȝ ș ȐȔȍȕȍȔ ǬȖȒȚȖȘȈ ǿȈȘȓȐ ǴȐȓȓȍȘȈ Ȑ ȍȋȖ ȘȈȉȖȚȖȑ 
ȏȕȈȦȚ ȍȋȖ, ȒȈȒ țȟȈșȚȕȐȒȈ ȝȈȒȍȘșȒȖȋȖ ȌțȥȚȈ, șȗȖșȖȉȕȖȋȖ șȌȍȓȈȚȤ Ȑȏ ȊȈȠȍȋȖ 
ȈȊȚȖȔȖȉȐȓȧ ȐȋȘțȠȒț ș ȌȐșȚȈȕȞȐȖȕȕȣȔ țȗȘȈȊȓȍȕȐȍȔ. ǭșȓȐ Ȋȣ ȊȐȌȍȓȐ ȕȖȊȖșȚȐ 
ȗȖșȓȍȌȕȐȝ ȓȍȚ Ȗ ȝȈȒȍȘȈȝ, șȗȖșȖȉȕȣȝ ȌȐșȚȈȕȞȐȖȕȕȖ ȖȚȌȈȚȤ ȒȖȔȈȕȌț ȈȊȚȖȔȖȉȐȓȦ 
ȔȈȘȒȐ Jeep ȐȓȐ ȌȘțȋȖȔț, ȊȕȍȏȈȗȕȖ țșȒȖȘȐȚȤșȧ ȐȓȐ ȌȈȎȍ șȢȍȝȈȚȤ ș ȌȖȘȖȋȐ, ȚȖ Ȋșȍ 
ȖȕȐ ȉȣȓȐ șȊȧȏȈȕȣ ș ǬȖȒȚȖȘȖȔ ǴȐȓȓȍȘȖȔ. ǮțȘȕȈȓȐșȚ ȐȏȌȈȕȐȧ Wired ȖȗȐșȈȓ șȊȖȑ 
ȖȗȣȚ ȘȈȉȖȚȣ ș ǬȖȒȚȖȘȖȔ ǴȐȓȓȍȘȖȔ Ȑ ȍȋȖ ȗȈȘȚȕȍȘȖȔ ǲȘȐșȖȔ ǪȈȓȈșȍȒȖȔ. 
   ǴȐȓȓȍȘ Ȑ ǪȈȓȈșȍȒ ȕȈȗȐșȈȓȐ ȗȖȌȘȖȉȕțȦ ȘȈȉȖȚț ȗȖȌ ȕȈȏȊȈȕȐȍȔ “Adventures in 
Automotive Networks and Control Units” (“ǷȘȐȒȓȦȟȍȕȐȧ Ȋ ȈȊȚȖȔȖȉȐȓȤȕȣȝ șȍȚȧȝ Ȑ 
ȉȓȖȒȈȝ țȗȘȈȊȓȍȕȐȧ”) (http://illmatics.com/car_hacking.pdf), Ȋ ȒȖȚȖȘȖȑ ȖȗȐșȈȓȐ, 
ȒȈȒȐȔȐ ȒȖȔȗȖȕȍȕȚȈȔȐ ȈȊȚȖȔȖȉȐȓȧ, ȒȘȐȚȐȟȍșȒȐȔȐ Ȑ ȕȍ ȒȘȐȚȐȟȍșȒȐȔȐ, ȔȖȎȕȖ 
țȗȘȈȊȓȧȚȤ, ȊȒȓȦȟȈȧ șȐșȚȍȔț ȥȒșȚȘȍȕȕȖȋȖ ȚȖȘȔȖȎȍȕȐȧ, ȒȖȕȌȐȞȐȖȕȍȘ, șȊȍȚȖȊțȦ 
ȐȕȌȐȒȈȞȐȦ, ȒȖȘȖȉȒț ȗȍȘȍȌȈȟ, șȐșȚȍȔȣ ȔțȓȤȚȐȔȍȌȐȈ, ȚȖȘȔȖȏȈ Ȑ ȌȈȎȍ ȘțȓȍȊȖȍ 
țȗȘȈȊȓȍȕȐȍ. ǴȕȖȋȐȔ Ȑȏ ȕȈș, ȥȚȖȚ ȌȖȒțȔȍȕȚ ȌȈȓ ȊȖȏȔȖȎȕȖșȚȤ ȗȖȕȧȚȤ, ȒȈȒ 
ȘȈȉȖȚȈȍȚ Ȑ ȊȏȈȐȔȖȌȍȑșȚȊțȍȚ șȍȚȤ ȈȊȚȖȔȖȉȐȓȤȕȣȝ ȒȖȔȗȤȦȚȍȘȕȣȝ șȐșȚȍȔ. Ǫ 
ȗȖșȓȍȌțȦȡȐȝ ȊȍȘșȐȧȝ ȌȖȒțȔȍȕȚȈ ȖȕȐ ȊȣȧșȕȐȓȐ, ȒȈȒ ȔȖȎȕȖ ȌȍȓȈȚȤ ȥȚȖ 
țȌȈȓȍȕȕȖ. ȅȚȖ ȉȣȓȈ ȕȐȘȊȈȕȈ Ȍȓȧ ȝȈȒȍȘȖȊ ȈȊȚȖȔȖȉȐȓȍȑ! ǨȊȚȖȘȣ ȌȈȎȍ ȊȣȗțșȚȐȓȐ 
șȖȉșȚȊȍȕȕȣȍ ȐȕșȚȘțȔȍȕȚȣ, ȖȉȓȍȋȟȈȦȡȐȍ ȗȖȓțȟȍȕȐȍ ȒȖȕȚȘȖȓȧ ȕȈȌ șȐșȚȍȔȈȔȐ 
ȈȊȚȖȔȖȉȐȓȧ. 
   ǹȈȔȈ ȐȌȍȧ țȌȈȓȍȕȕȖȋȖ ȊȏȓȖȔȈ ȈȊȚȖȔȖȉȐȓȧ ȕȍ ȉȣȓȈ ȠȖȒȐȘțȦȡȍȑ, ȖȌȕȈȒȖ, 
ȗȖșȓȍ ȗȘȖșȔȖȚȘȈ ȊȐȌȍȖ, ȋȌȍ ȌȊȈ ȗȈȘȕȧ ȊȏȓȈȔȣȊȈȦȚ ȈȊȚȖȔȖȉȐȓȤ ȕȈȝȖȌȧșȤ ȖȚ 
ȕȍȋȖ ȕȈ ȘȈșșȚȖȧȕȐȐ 15 ȒȐȓȖȔȍȚȘȖȊ, țȋȘȖȏȈ șȚȈȓȈ ȉȖȓȍȍ ȘȍȈȓȤȕȖȑ Ȑ ȊȣȠȓȈ Ȑȏ 
ȘȈȏȘȧȌȈ ȋȐȗȖȚȍȚȐȟȍșȒȐȝ. ǬȖȒȚȖȘț ǴȐȓȓȍȘț ȕȍ ȗȖȕȈȌȖȉȐȓȖșȤ ȈȒȚȐȊȕȖ 
ȗȘȖȌȊȐȋȈȚȤ ȐȌȍȦ, ȟȚȖ Ȋ ȗȓȖȝȐȝ ȘțȒȈȝ ȚȈȒȐȍ ȚȍȝȕȖȓȖȋȐȐ șȚȈȕțȚ ȗȘȐȟȐȕȖȑ ȈȊȈȘȐȑ 
Ȑ șȔȍȘȚȍȑ. ǬȖ ȚȖȋȖ, ȒȈȒ ǬȖȒȚȖȘ ǴȐȓȓȍȘ ȕȈȟȈȓ ȗȖșȚȖȧȕȕȖ ȗțȉȓȐȒȖȊȈȚȤ șȊȖȐ 
ȖȚȒȘȣȚȐȧ, ȗȘȖȐȏȊȖȌȐȚȍȓȐ ȕȍ șȐȓȤȕȖ ȏȈȕȐȔȈȓȐșȤ ȉȍȏȖȗȈșȕȖșȚȤȦ ȈȊȚȖȔȖȉȐȓȤȕȣȝ 
ȒȖȔȗȤȦȚȍȘȕȣȝ șȐșȚȍȔ (ǵȍȐȏȊȍșȚȕȖșȚȤ ȚȈȒȐȝ ȗȘȖȉȓȍȔ ȉȣȓȈ ȓțȟȠȍȑ ȏȈȡȐȚȖȑ). 
ǰșșȓȍȌȖȊȈȕȐȧ Ȑ ȗȘȐȒȓȦȟȍȕȐȧ ǴȐȓȓȍȘȈ Ȑ ǪȈȓȈșȍȒȈ Ȋșȍ ȐȏȔȍȕȐȓȐ. 
ǷȘȖȐȏȊȖȌȐȚȍȓȐ șȚȈȓȐ ȗȘȐȕȐȔȈȚȤ ȊȖ ȊȕȐȔȈȕȐȍ Ȋșȍ ȕȍȋȈȚȐȊȕȣȍ ȖȚȏȣȊȣ Ȋ ǹǴǰ Ȑ 
ȊȕȐȔȈȚȍȓȤȕȍȍ ȖȚȕȖșȐȚșȧ Ȓ ȉȍȏȖȗȈșȕȖșȚȐ ȈȊȚȖȔȖȉȐȓȤȕȣȝ ȒȖȔȗȤȦȚȍȘȕȣȝ șȐșȚȍȔ. 
ǩȣȓȐ ȌȈȎȍ șȓțȝȐ, ȟȚȖ ȒȘțȗȕȣȍ ȈȊȚȖȔȖȉȐȓȤȕȣȍ ȒȖȔȗȈȕȐȐ ȗȖȌȈȊȈȓȐ Ȋ șțȌ ȕȈ 
ȚȍșȚȐȘȖȊȡȐȒȖȊ. ǶȕȐ șȚȈȘȈȓȐșȤ șȖȘȊȈȚȤ ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ ȘȈșșȓȍȌȖȊȈȕȐȧ Ȑ ȕȖȊȣȍ 
ȖȚȒȘȣȚȐȧ. 
   ǲȖȋȌȈ ȧ ȉȘȈȓ ȐȕȚȍȘȊȤȦ ț ǬȖȒȚȖȘȈ ǴȐȓȓȍȘȈ, Ȗȕ ȏȈȊȍȘȐȓ Ȕȍȕȧ, ȟȚȖ ȕȈ ȕȍȋȖ Ȑ 
ȌȘțȋȐȝ ȝȈȒȍȘȖȊ ȕȐȒȖȋȌȈ ȕȍ ȗȖȌȈȊȈȓȐ Ȋ șțȌ, Ȑ ȌȈȎȍ ȕȍ țȋȘȖȎȈȓȐ șțȌȖȔ: “ǷȖȌȈȚȤ 
Ȋ șțȌ ȔȖȎȕȖ ȕȈ ȒȈȎȌȖȋȖ, ȕȖ Ȕȣ ȌȍȑșȚȊȖȊȈȓȐ ȗȘȖȜȍșșȐȖȕȈȓȤȕȖ. ȅȚȖ 
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ȗȖȌȌȍȘȎȐȊȈȍȚ ȕȈȠț ȘȍȗțȚȈȞȐȦ Ȑ ȘȍȗțȚȈȞȐȦ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ. ǶȕȐ ȗȘȖșȐȓȐ ȕȈș 
ȕȍ ȘȈșȒȘȣȊȈȚȤ ȖȗȘȍȌȍȓȍȕȕȣȝ ȗȖȌȘȖȉȕȖșȚȍȑ Ȋ ȖȌȕȖȑ Ȑȏ ȕȈȠȐȝ ȗȘȍȌșȚȖȧȡȐȝ 
ȗȘȍȏȍȕȚȈȞȐȑ, ȕȖ Ȕȣ Ȑȝ Ȋșȍ ȘȈȊȕȖ ȘȈșȒȘȣȓȐ, Ȑ ȕȐȒȚȖ ȕȍ ȗȖȌȈȓ ȕȈ ȕȈș Ȋ șțȌ”. ǵȍ 
ȚȖ, ȟȚȖȉȣ ȈȊȚȖȔȖȉȐȓȤȕȣȔ ȒȖȔȗȈȕȐȧȔ ȕȘȈȊȐȚșȧ ȚȖ, ȟȍȔ Ȗȕ ȏȈȕȐȔȈȍȚșȧ. ǵȍșȔȖȚȘȧ 
ȕȈ ȚȖ, ȟȚȖ ǬȖȒȚȖȘ ǴȐȓȓȍȘ ȖȗțȉȓȐȒȖȊȈȓ ȓțȟȠȐȍ ȐșșȓȍȌȖȊȈȕȐȧ ȗȖ ȊȏȓȖȔț 
ȈȊȚȖȔȖȉȐȓȤȕȣȝ ȒȖȔȗȤȦȚȍȘȕȣȝ șȐșȚȍȔ, ȈȊȚȖȗȘȖȐȏȊȖȌȐȚȍȓȐ ȕȐ ȘȈȏț ȕȍ 
ȖȚȗȘȈȊȓȧȓȐ ȍȔț ȓȐȟȕȣȝ ȐȓȐ ȒȈȒȐȝ-ȚȖ ȌȘțȋȐȝ ȗȘȐȋȓȈȠȍȕȐȑ, ȟȚȖȉȣ ȊȣșȚțȗȐȚȤ ș 
ȌȖȒȓȈȌȖȔ Ȗ șȊȖȐȝ ȖȚȒȘȣȚȐȧȝ. Ǩ ȒȖȋȌȈ, ȕȈ ȖȌȕȖȑ ȒȖȕȜȍȘȍȕȞȐȐ, Ȗȕ ȗȖȗȘȖșȐȓ Ȑȝ Ȗ 
ȉȖȓȤȠȍȑ ȗȘȖȏȘȈȟȕȖșȚȐ Ȋ ȉțȌțȡȍȔ, ȟȚȖȉȣ ȈȊȚȖȔȖȉȐȓȤȕȣȍ ȝȈȒȍȘȣ ȔȖȋȓȐ 
ȖȉȕȈȘțȎȐȚȤ Ȑ ȐșȒȖȘȍȕȐȚȤ ȉȖȓȤȠȍ ȉȈȋȖȊ, Ȋ ȖȚȊȍȚ ȗȖșȓȍȌȖȊȈȓȖ ȋȘȖȔȒȖȍ, ȏȊțȟȕȖȍ 
“ǵȍȚ”. ǷȖ ȗȘȐȟȐȕȈȔ, ȒȖȚȖȘȣȍ, Ȓ șȖȎȈȓȍȕȐȦ, șȒȓȖȕȕȣ șȕȖȊȈ Ȑ șȕȖȊȈ ȗȖȊȚȖȘȧȚȤșȧ 
Ȋ ȘȈȏȕȣȝ ȐȕȌțșȚȘȐȧȝ, ȒȖȔȗȈȕȐȐ, ȒȖȚȖȘȣȍ ȔȖȋȓȐ ȉȣ ȐȏȊȓȍȟȤ ȕȈȐȉȖȓȤȠțȦ ȗȖȓȤȏț 
Ȑȏ ȐșșȓȍȌȖȊȈȕȐȑ ȝȈȒȍȘȖȊ, șȟȐȚȈȦȚ ȗȖșȓȍȌȕȐȝ ȓȐȠȤ ȘȈȏȌȘȈȎȈȦȡȐȔ ȜȈȒȚȖȘȖȔ, Ȉ 
ȊȖȏȔȖȎȕȖ ȌȈȎȍ Ȑ ȊȘȈȋȖȔ. ǲ șȟȈșȚȤȦ, ȊȘȍȔȍȕȈ ȐȏȔȍȕȐȓȐșȤ, Ȑ șȍȑȟȈș ǬȖȒȚȖȘ 
ǴȐȓȓȍȘ ȘȈȉȖȚȈȍȚ Ȋ Uber - ȕȍȒȖȚȖȘȣȍ ȗȖȓȈȋȈȦȚ, ȟȚȖ Ȗȕ ȖȉȍșȗȍȟȐȊȈȍȚ 
ȉȍȏȖȗȈșȕȖșȚȤ Ȑȝ ȉțȌțȡȐȝ ȉȍșȗȐȓȖȚȕȣȝ ȈȊȚȖȔȖȉȐȓȍȑ.  
   ǪȗȍȘȊȣȍ, ȧ ȊșȚȘȍȚȐȓ ǬȖȒȚȖȘȈ ǴȐȓȓȍȘȈ ȖȒȖȓȖ ȌȍșȧȚȐ ȓȍȚ ȕȈȏȈȌ, ȒȖȋȌȈ Ȗȕ 
ȗȣȚȈȓșȧ șȚȈȚȤ ȊȣșȖȒȖȖȗȓȈȟȐȊȈȍȔȣȔ ȚȍșȚȐȘȖȊȡȐȒȖȔ. Ƕȕ ȗȖȓțȟȐȓ șȚȍȗȍȕȤ 
ȉȈȒȈȓȈȊȘȈ ȗȖ ȔȈȚȍȔȈȚȐȒȍ Ȋ ǹȍȊȍȘȖ-ǪȖșȚȖȟȕȖȔ țȕȐȊȍȘșȐȚȍȚȍ ȠȚȈȚȈ ǴȐșșțȘȐ 
(Northeast Missouri State University) (ȚȍȗȍȘȤ ȥȚȖ ǫȖșțȌȈȘșȚȊȍȕȕȣȑ țȕȐȊȍȘșȐȚȍȚ 
ǺȘțȔȈȕȈ, Truman State University), Ȑ șȚȍȗȍȕȤ ȌȖȒȚȖȘȈ ȔȈȚȍȔȈȚȐȟȍșȒȐȝ ȕȈțȒ - Ȋ 
ǻȕȐȊȍȘșȐȚȍȚȍ ǵȖȚȘ-ǬȈȔ. ǽȖȚȧ ȍȋȖ țșȚȘȈȐȊȈȍȚ, ȒȖȋȌȈ ȍȋȖ ȕȈȏȣȊȈȦȚ ȌȖȒȚȖȘȖȔ, 
ǴȐȓȓȍȘȈ ȟȈșȚȖ ȔȖȎȕȖ ȊșȚȘȍȚȐȚȤ ȊȈȓȧȦȡȐȔ ȌțȘȈȒȈ Ȋ ȖȉȡȍșȚȊȍȕȕȣȝ ȔȍșȚȈȝ, 
ȒȖȋȌȈ ȚȈȔ ȔȕȖȋȖ ȓȦȌȍȑ, Ȋ ȖȟȒȈȝ, ȒȈȒ ț ȅȓȚȖȕȈ ǬȎȖȕȈ, șȚȈȘȈȦȡȐȔșȧ ȘȈȏȊȍșȍȓȐȚȤ 

ȌȘțȏȍȑ. ǭșȓȐ Ȋȣ ȗȘȍȌșȚȈȊȓȧȍȚȍ șȍȉȍ șȍȘȤȍȏȕȖȋȖ, ȗȘȖȜȍșșȐȖȕȈȓȤȕȖȋȖ 
ȈȊȚȖȔȖȉȐȓȤȕȖȋȖ ȝȈȒȍȘȈ, ȌȖȒȚȖȘȈ ȕȈțȒ, ȚȖ ǿȈȘȓȐ ǴȐȓȓȍȘ ȕȍ șȖȖȚȊȍȚșȚȊțȍȚ ȥȚȖȔț 
ȗȘȍȌșȚȈȊȓȍȕȐȦ. 
   ǬȖ șȊȖȍȑ ȕȣȕȍȠȕȍȑ ȘȈȉȖȚȣ, Ȗȕ ȗȘȖȊȍȓ ȗȧȚȤ ȓȍȚ Ȋ ǨȋȍȕȚșȚȊȍ ȕȈȞȐȖȕȈȓȤȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ (Ǩǵǩ), ȚȘȐ ȋȖȌȈ ȘȈȉȖȚȈȓ ȕȈ ǺȊȐȚȚȍȘ, Ȉ ȖșȚȈȓȤȕȖȍ ȊȘȍȔȧ ȉȣȓ 
ȒȖȕșțȓȤȚȈȕȚȖȔ Ȑ ȘȈȉȖȚȈȓ Ȋ ȌȘțȋȐȝ ȒȖȔȗȈȕȐȧȝ. ǩȓȈȋȖȌȈȘȧ șȊȖȍȔț ȗȘȖȠȓȖȔț Ȑ 
ȓȦȉȊȐ Ȓ ȔȈȚȍȔȈȚȐȒȍ ǬȖȒȚȖȘ ǴȐȓȓȍȘ ȏȈȐȕȚȍȘȍșȖȊȈȓșȧ ȒȘȐȗȚȖȋȘȈȜȐȍȑ, Ȉ ȏȈȚȍȔ Ȑ 
ȘȈȉȖȚȖȑ Ȋ Ǩǵǩ. Ǭȓȧ Țȍȝ, ȒȚȖ ȕȍ ȏȕȈȍȚ, Ǩǵǩ (https://www.nsa.gov/) - ȗȍȘȍȌȖȊȖȍ 
ȈȋȍȕȚșȚȊȖ ȗȖ ȠȐȜȘȖȊȈȕȐȦ/ȘȈșȠȐȜȘȖȊȒȍ Ȋ ǹȀǨ, ȍșȓȐ ȕȍ ȊȖ ȊșȍȔ ȔȐȘȍ. Ǫ șȚȍȕȈȝ 
Ǩǵǩ ȕȍȔȈȓȖ ȖȚȓȐȟȕȣȝ șȗȍȞȐȈȓȐșȚȖȊ ȗȖ ȒȘȐȗȚȖȋȘȈȜȐȐ, ȖȌȕȐȔ Ȑȏ ȒȖȚȖȘȣȝ 
ȧȊȓȧȍȚșȧ ǬȖȒȚȖȘ ǴȐȓȓȍȘ. 
   ȇ șȗȘȖșȐȓ ǬȖȒȚȖȘȈ ǴȐȓȓȍȘȈ, ȒȈȒ Ȗȕ șȚȈȓ șȗȍȞȐȈȓȐșȚȖȔ Ȋ ȖȉȓȈșȚȐ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȔ ȈȊȚȖȔȖȉȐȓȤȕȣȔ ȝȈȒȍȘȖȔ, 
Ȑ ȊȖȚ, ȟȚȖ Ȗȕ ȖȚȊȍȚȐȓ: “ǬȖ ȘȈȉȖȚȣ Ȋ Ǩǵǩ, ȧ ȕȐȒȖȋȌȈ ȕȍ ȌțȔȈȓ, ȟȚȖ ț Ȕȍȕȧ 
ȗȖȓțȟȐȚșȧ (șȚȈȚȤ ȥȒșȗȍȘȚȖȔ Ȋ ȖȉȓȈșȚȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ). Ǩǵǩ 
ȕȈȕȧȓȐ Ȕȍȕȧ Ȋ ȒȈȟȍșȚȊȍ șȗȍȞȐȈȓȐșȚȈ ȗȖ ȒȘȐȗȚȖȋȘȈȜȐȐ, Ȑ ȧ ȗȖȌțȔȈȓ, ȟȚȖ ș ȥȚȐȔ 
Ȑ ȉțȌȍȚ șȊȧȏȈȕȈ ȔȖȧ ȘȈȉȖȚȈ. Ǫ Ǩǵǩ ȕțȎȕȖ ȒȈȎȌȣȍ ȗȖȓȋȖȌȈ ȔȍȕȧȚȤ ȖȜȐș (ȚȖ 
ȍșȚȤ, ȘȈȉȖȚȈȚȤ Ȋ ȌȘțȋȖȔ ȗȖȌȘȈȏȌȍȓȍȕȐȐ), ȟȚȖȉȣ ȗȖȓțȟȐȚȤ ȉȖȓȍȍ ȠȐȘȖȒȖȍ 
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ȗȘȍȌșȚȈȊȓȍȕȐȍ Ȗ ȘȈȏȓȐȟȕȣȝ ȚȍȝȕȖȓȖȋȐȧȝ, ȒȖȚȖȘȣȍ ȐȕȚȍȘȍșțȦȚ Ǩǵǩ. ǵțȎȕȖ 
ȐȏțȟȈȚȤ ȘȈȏȓȐȟȕȣȍ ȚȍȔȣ, ȕȖ ȧ, ȚȈȒ șȒȈȏȈȚȤ, ȖȉȔȈȕțȓ Ȑȝ, Ȑ șȌȍȓȈȓ ȚȈȒ, ȟȚȖȉȣ 
Ȕȍȕȧ ȋȖȚȖȊȐȓȐ ȚȖȓȤȒȖ ȒȈȒ șȗȍȞȐȈȓȐșȚȈ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ, Ȋ 
ȖșȕȖȊȕȖȔ, Ȋȕȍ șȜȍȘȣ ȒȘȐȗȚȖȋȘȈȜȐȐ. ǬȘțȋȐȍ ȚȍȔȣ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ ȉȣȓȐ ȋȖȘȈȏȌȖ ȐȕȚȍȘȍșȕȍȍ, ȟȍȔ ȒȘȐȗȚȖȋȘȈȜȐȧ. ȇ șȌȍȓȈȓ ȚȈȒ, ȟȚȖȉȣ 
ȔȖȐ ȘțȒȖȊȖȌȐȚȍȓȐ ȌțȔȈȓȐ, ȟȚȖ ȒȈȎȌȣȑ ȖȜȐș, Ȋ ȒȖȚȖȘȖȔ ȧ ȕȈȝȖȌȐȓșȧ, 
șȗȍȞȐȈȓȐȏȐȘȖȊȈȓșȧ ȕȈ șȖȊȍȘȠȍȕȕȖ ȌȘțȋȖȔ ȕȈȗȘȈȊȓȍȕȐȐ, ȕȖ ȕȈ șȈȔȖȔ Ȍȍȓȍ, ȥȚȐ 
ȗȖȌȘȈȏȌȍȓȍȕȐȧ șȗȍȞȐȈȓȐȏȐȘȖȊȈȓȐșȤ ȕȈ ȕȍșȒȖȓȤȒȐȝ, ȉȖȓȍȍ țȏȒȐȝ ȚȍȔȈȝ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǿȍȘȍȏ ȚȘȐ ȋȖȌȈ, ȧ țȏȕȈȓ ȔȕȖȋȖ ȒȓȈșșȕȣȝ Ȋȍȡȍȑ 
Ȗ ȉȍȏȖȗȈșȕȖșȚȐ ȌȈȕȕȣȝ. Ǵȕȍ ȗȖșȟȈșȚȓȐȊȐȓȖșȤ ȖȒȈȏȈȚȤșȧ Ȋ ȖȘȋȈȕȐȏȈȞȐȐ, ȋȌȍ ȧ 
ȌȖȓȎȍȕ ȉȣȓ țȟȐȚȤșȧ Ȑ ȗȖȓțȟȈȓ ȏȈ ȥȚȖ ȌȍȕȤȋȐ. 
   ȇ șȗȘȖșȐȓ ǬȖȒȚȖȘȈ ǴȐȓȓȍȘȈ, ȒȈȒ Ȗȕ ȕȈȟȈȓ ȊȏȓȈȔȣȊȈȚȤ ȈȊȚȖȔȖȉȐȓȤȕȣȍ 
ȒȖȔȗȤȦȚȍȘȕȣȍ șȐșȚȍȔȣ. Ƕȕ șȒȈȏȈȓ: “ǬȖȓȋȖȍ ȊȘȍȔȧ ȧ ȊȏȓȈȔȣȊȈȓ ȒȖȔȗȤȦȚȍȘȣ Ȑ 
ȚȍȓȍȜȖȕȣ. ǵȖ ȌȍȔȖȕșȚȘȈȞȐȧ ȊȏȓȖȔȈ ȒȖȔȗȤȦȚȍȘȈ ȐȓȐ ȚȍȓȍȜȖȕȈ ȖȉȣȟȕȣȔ ȓȦȌȧȔ 
ȕȍ ȗȘȐȕȖșȐȓȈ ȖȎȐȌȈȍȔȖȋȖ ȗȖȕȐȔȈȕȐȧ ȐȓȐ ȊȖșȝȐȡȍȕȐȧ. ǵȖ ȓȦȌȐ ȗȘȍȒȘȈșȕȖ 
ȗȖȕȐȔȈȦȚ, Ȓ ȟȍȔț ȔȖȎȍȚ ȗȘȐȊȍșȚȐ șȈȔȖȗȘȖȐȏȊȖȓȤȕȣȑ ȗȖȊȖȘȖȚ Șțȓȧ ȐȓȐ 
șȘȈȉȈȚȣȊȈȕȐȍ ȚȖȘȔȖȏȖȊ. ȅȚȖ ȉȣȓ ȝȈȒ, ȒȖȚȖȘȣȑ ȕȍ ȕțȎȕȖ ȉȣȓȖ ȗȘȖȌȊȐȋȈȚȤ ȐȓȐ 
ȗȘȖȌȈȊȈȚȤ. Ƕȕ ȗȘȖȌȊȐȋȈȓ șȍȉȧ șȈȔ Ȑ ȉȣȓ ȌȖșȚțȗȍȕ ȖȉȣȟȕȣȔ ȓȦȌȧȔ. Ǵȣ ȕȍ ȉȣȓȐ 
ȗȍȘȊȣȔȐ, ȒȚȖ ȊȏȓȖȔȈȓ ȈȊȚȖȔȖȉȐȓȤȕȣȍ ȒȖȔȗȤȦȚȍȘȕȣȍ șȐșȚȍȔȣ. ǬȖ ȕȈș ȥȚȖ 
șȌȍȓȈȓȐ ȌȘțȋȐȍ. Ǵȣ ȖșȕȖȊȈȓȐ șȊȖȦ ȘȈȉȖȚț ȕȈ Ȑȝ ȖȚȒȘȣȚȐȐ, Ȑ ȝȖȚȍȓȐ țȏȕȈȚȤ, ȒȈȒ 
ȌȈȓȍȒȖ ȔȖȎȕȖ ȏȈȑȚȐ”. 
   ǹ șȈȔȖȋȖ ȕȈȟȈȓȈ ǬȖȒȚȖȘ ǴȐȓȓȍȘ șȌȍȓȈȓ șȍȉȍ ȐȔȧ, ȏȈ șȟȐȚȈȕȕȣȍ ȔȐȕțȚȣ 
ȖȌȍȘȎȈȊ ȕȍșȒȖȓȤȒȖ ȗȖȉȍȌ Ȋ ȝȈȒȍȘșȒȐȝ șȖȘȍȊȕȖȊȈȕȐȧȝ Pwn2Own. ǹȖȘȍȊȕȖȊȈȕȐȧ 
Pwn2Own (https://en.wikipedia.org/wiki/Pwn2Own) ȗȘȖȝȖȌȧȚ Ȋ ǪȈȕȒțȊȍȘȍ, 
ǲȈȕȈȌȈ. ǽȈȒȍȘ, ȊȏȓȖȔȈȊȠȐȑ ȖȗȍȘȈȞȐȖȕȕțȦ șȐșȚȍȔț ȐȓȐ ǷǶ, Ȋ ȒȖȚȖȘȣȝ ȌȖ ȥȚȖȋȖ 
ȕȍ ȉȣȓȖ ȖȉȕȈȘțȎȍȕȖ ȉȈȋȖȊ, ȗȖȓțȟȈȍȚ ȌȍȕȍȎȕȣȍ Ȑ ȌȘțȋȐȍ ȗȘȐȏȣ. ǲȈȎȌȣȑ 
țșȗȍȠȕȣȑ ȊȏȓȖȔ ȉȣȓ ȕȖȊȖȑ “țȧȏȊȐȔȖșȚȤȦ ȕțȓȍȊȖȋȖ Ȍȕȧ” – țȧȏȊȐȔȖșȚȤ Ȗ ȒȖȚȖȘȖȑ 
ȏȕȈȦȚ ȝȈȒȍȘȣ, ȕȖ Ȗ ȒȖȚȖȘȖȑ ȕȍȐȏȊȍșȚȕȖ ȗȘȖȐȏȊȖȌȐȚȍȓȦ.    

   Ǫ ȚȍȟȍȕȐȍ ȕȍșȒȖȓȤȒȐȝ ȓȍȚ, ȋȓȈȊȕȣȔ șȖȉȣȚȐȍȔ șȖȘȍȊȕȖȊȈȕȐȑ Pwn2Own ȉȣȓȖ 
ȗȖȧȊȓȍȕȐȍ ǬȖȒȚȖȘȈ ǴȐȓȓȍȘȈ, ȒȖȚȖȘȣȑ ȐșȗȖȓȤȏȖȊȈȓ șȊȖȐ ȥȒșȗȓȖȑȚȣ ș ȗȖȔȖȡȤȦ 
ȒȖȚȖȘȣȝ Ȗȕ ȏȈ ȕȍșȒȖȓȤȒȖ ȔȐȕțȚ ȊȏȓȈȔȣȊȈȓ șȐșȚȍȔț Ȑ ȏȈȉȐȘȈȓ ȖȌȐȕ ȐȓȐ Ȋșȍ 
ȋȓȈȊȕȣȍ ȗȘȐȏȣ. Ƕȕ ȌȍȓȈȓ ȥȚȖ șȚȖȓȤȒȖ ȘȈȏ, ȟȚȖ, Ȋ ȒȖȕȞȍ ȒȖȕȞȖȊ, ȥȚȖ 
șȖȘȍȊȕȖȊȈȕȐȍ ȗȘȐȖȉȘȍȓȖ șȓȈȊț ȔȍșȚȈ, ȋȌȍ ȓȦȉȈȧ ȗȘȖȋȘȈȔȔȈ ȊȏȓȈȔȣȊȈȍȚșȧ ȏȈ 
ȕȍșȒȖȓȤȒȖ ȔȐȕțȚ, ȗȖșȓȍ ȚȖȋȖ, ȒȈȒ ǬȖȒȚȖȘ ǴȐȓȓȍȘ ȐȓȐ ȖȌȐȕ Ȑȏ ȍȋȖ ȒȖȕȒțȘȍȕȚȖȊ 
șȈȌȐȚșȧ ȏȈ ȒȖȔȗȤȦȚȍȘ. ǵȍșȒȖȓȤȒȖ ȓȍȚ ȐȔȧ ǬȖȒȚȖȘȈ ǴȐȓȓȍȘȈ șȖȖȚȕȖșȐȓȖșȤ 
ȐȔȍȕȕȖ ș ȗȖȉȍȌȖȑ ȕȈ ȥȚȐȝ șȖȘȍȊȕȖȊȈȕȐȧȝ, Ȉ ȕȍ șȖ ȊȏȓȖȔȖȔ ȈȊȚȖȔȖȉȐȓȤȕȣȝ 
ȒȖȔȗȤȦȚȍȘȕȣȝ șȐșȚȍȔ. ǰȏ-ȏȈ ȚȖȋȖ, ȟȚȖ Ȗȕ țșȗȍȠȕȖ ȊȏȓȈȔȣȊȈȓ șȈȔȣȍ 
ȗȖȗțȓȧȘȕȣȍ ȖȗȍȘȈȞȐȖȕȕȣȍ șȐșȚȍȔȣ, ȉȘȈțȏȍȘȣ Ȑ țșȚȘȖȑșȚȊȈ, ȓȦȌȐ șȚȈȓȐ 
ȊȕȐȔȈȚȍȓȤȕȍȍ Ȓ ȕȍȔț ȗȘȐșȓțȠȐȊȈȚȤșȧ, ȒȖȋȌȈ Ȗȕ ȏȈȋȖȊȖȘȐȓ Ȗ ȊȏȓȖȔȍ 
ȈȊȚȖȔȖȉȐȓȤȕȣȝ ȒȖȔȗȤȦȚȍȘȕȣȝ șȐșȚȍȔ. ǸȍȗțȚȈȞȐȧ ȖȗȍȘȍȎȈȓȈ ȍȋȖ. Ǵȣ ȏȕȈȓȐ, ȟȚȖ 
Ȗȕ ȏȕȈȍȚ, Ȗ ȟȍȔ ȋȖȊȖȘȐȚ, Ȑ, ȟȚȖ Ȗȕ, șȒȖȘȍȍ ȊșȍȋȖ, ȌȖȉȤȍȚșȧ țșȗȍȝȈ.  
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   ǹȍȒȘȍȚ țșȗȍȝȈ ǬȖȒȚȖȘȈ ǴȐȓȓȍȘȈ ȏȈȒȓȦȟȈȓșȧ Ȋ ȚȖȔ, ȟȚȖ Ȍȓȧ ȉȣșȚȘȖȋȖ ȊȏȓȖȔȈ 
Ȗȕ ȐșȗȖȓȤȏȖȊȈȓ ȜȈȏȏȐȕȋ. ǹțȡȍșȚȊțȍȚ ȕȍȔȈȓȖ șȗȖșȖȉȖȊ ȖȉȕȈȘțȎȐȚȤ ȖȠȐȉȒȐ Ȋ 
ȗȘȖȋȘȈȔȔȍ. ǴȖȎȕȖ ȗȘȖȚȍșȚȐȘȖȊȈȚȤ ȍȍ, ȗȘȖȊȍȘȧȧ Ȋșȍ ȊȖȏȔȖȎȕȣȍ ȒȖȔȉȐȕȈȞȐȐ Ȑ 
ȐȏȔȍȕȧȧ ȏȕȈȟȍȕȐȧ ȊȘțȟȕțȦ. ǴȖȎȕȖ ȗȘȖȊȍșȚȐ șȚȈȚȐȟȍșȒȐȑ ȈȕȈȓȐȏ ȒȖȌȈ, 
ȐșȗȖȓȤȏțȧ ȗȘȖȋȘȈȔȔț ȗȘȖȊȍȘȒȐ ȐșȝȖȌȕȖȋȖ ȒȖȌȈ (ȐȓȐ ȗȘȖȊȍȘȐȊ ȍȋȖ 
șȈȔȖșȚȖȧȚȍȓȤȕȖ), ȒȖȚȖȘȈȧ ȐȡȍȚ ȖȗȘȍȌȍȓȍȕȕȣȍ ȖȠȐȉȒȐ Ȋ ȕȈȗȐșȈȕȐȐ ǷǶ. ǰȓȐ 
ȔȖȎȕȖ șȓțȟȈȑȕȖ ȕȈȚȒȕțȚȤșȧ ȕȈ ȉȈȋ, ȗȘȖșȚȖ ȐșȗȖȓȤȏțȧ ȗȘȖȋȘȈȔȔț. 
ǬȍșȧȚȐȓȍȚȐȧȔȐ ȥȚȐ ȚȘȐ ȚȘȈȌȐȞȐȖȕȕȣȝ ȔȍȚȖȌȈ ȐșȗȖȓȤȏȖȊȈȓȐșȤ Ȍȓȧ ȖȉȕȈȘțȎȍȕȐȧ 
șȈȔȣȝ șȍȘȤȍȏȕȣȝ ȉȈȋȖȊ.  
   Ǫ ȒȖȕȞȍ 1990-ȣȝ ȜȈȏȏȐȕȋ șȚȈȓ ȐȕșȚȘțȔȍȕȚȖȔ Ȍȓȧ ȖȉȕȈȘțȎȍȕȐȧ ȕȍȊȍȘȖȧȚȕȖȋȖ 
ȒȖȓȐȟȍșȚȊȈ ȉȈȋȖȊ, Ȑ ȓȦȉȖȑ ȘȈȏȘȈȉȖȚȟȐȒ ǷǶ ȘȐșȒțȍȚ ȊȣȗțșȚȐȚȤ șȊȖȑ ȗȘȖȌțȒȚ ș 
ȖȋȘȖȔȕȣȔ ȒȖȓȐȟȍșȚȊȖȔ țȧȏȊȐȔȖșȚȍȑ ȕțȓȍȊȖȋȖ Ȍȕȧ, ȍșȓȐ Ȗȕ ȕȍ ȗȘȖȊȖȌȐȚ 
ȚȍșȚȐȘȖȊȈȕȐȍ ș ȗȖȔȖȡȤȦ ȜȈȏȏȐȕȋȈ. Ǭȓȧ ȚȈȒȖȋȖ ȚȍșȚȐȘȖȊȈȕȐȧ ȗȘȐȔȍȕȧȍȚșȧ 
ȗȘȖȋȘȈȔȔȈ (ȜȈȏȏȍȘ), ȒȖȚȖȘȈȧ ȈȊȚȖȔȈȚȐȟȍșȒȐ ȊȊȖȌȐȚ ȊșȍȊȖȏȔȖȎȕȣȍ ȏȕȈȟȍȕȐȧ, 
ȒȈȒ ȗȘȈȊȐȓȖ, ȕȍȖȎȐȌȈȕȕȣȍ Ȍȓȧ ȗȘȖȋȘȈȔȔȐșȚȈ ȐȓȐ ȧȏȣȒȈ ȗȘȖȋȘȈȔȔȐȘȖȊȈȕȐȧ 
(ȕȈȗȘȐȔȍȘ, șȓȐȠȒȖȔ ȌȓȐȕȕȣȍ, șȖȌȍȘȎȈȡȐȍ șȓțȟȈȑȕȣȍ țȗȘȈȊȓȧȦȡȐȍ șȐȔȊȖȓȣ, 
“ȏȈȘȍȏȍȘȊȐȘȖȊȈȕȕȣȍ șȓȖȊȈ” Ȑ ȚȈȒ ȌȈȓȍȍ) Ȋ ȘȈȉȖȟțȦ ȊȍȘșȐȦ ȗȘȖȋȘȈȔȔȣ, ȟȚȖȉȣ 
ȊȣȏȊȈȚȤ ȖȠȐȉȒȐ. ǯȈȚȍȔ ȒȈȎȌȈȧ ȖȉȕȈȘțȎȍȕȕȈȧ ȖȠȐȉȒȈ ȗȘȖȊȍȘȧȍȚșȧ ȓȐȉȖ 
ȗȘȖȋȘȈȔȔȖȑ-ȜȈȏȏȍȘȖȔ, ȓȐȉȖ ȊȘțȟȕțȦ, ȟȚȖȉȣ țȏȕȈȚȤ, ȔȖȎȕȖ ȓȐ ȐșȗȖȓȤȏȖȊȈȚȤ ȥȚț 
ȖȠȐȉȒț Ȍȓȧ ȊȏȓȖȔȈ ȗȘȖȋȘȈȔȔȣ ȐȓȐ ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȣ, ȕȈ ȒȖȚȖȘȖȑ ȖȕȈ 
ȘȈȉȖȚȈȍȚ. 
   ǪȖȚ ȒȈȒ ǬȖȒȚȖȘ ǴȐȓȓȍȘ ȖȗȐșȣȊȈȍȚ șȊȖȐ țșȗȍȝȐ, șȊȧȏȈȕȕȣȍ ș ȐșȗȖȓȤȏȖȊȈȕȐȍȔ 
ȜȈȏȏȍȘȖȊ: “ȇ țȏȕȈȓ Ȗ ȜȈȏȏȐȕȋȍ Ȋ Ǩǵǩ. Ǵȕȍ ȗȖȕȘȈȊȐȓȈșȤ ȥȚȈ ȚȍȝȕȐȒȈ, ȗȖȚȖȔț ȟȚȖ 
ș ȍȍ ȗȖȔȖȡȤȦ ȔȖȎȕȖ ȉȣșȚȘȖ ȖȉȕȈȘțȎȐȚȤ ȉȈȋȐ, Ȑ ȍȍ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȓȍȋȒȖ 
ȐșȗȖȓȤȏȖȊȈȚȤ. ȇ ȏȈȗțșȒȈȦ ȜȈȏȏȍȘ, ȐȌț șȔȖȚȘȍȚȤ ȚȍȓȍȊȐȏȖȘ, ȏȈȚȍȔ ȐȌț șȗȈȚȤ, 
ȗȘȖșȣȗȈȦșȤ Ȑ șȔȖȚȘȦ, ȟȚȖ țȌȈȓȖșȤ ȖȉȕȈȘțȎȐȚȤ. ǫȌȍ-ȚȖ Ȋ 2010-ȖȔ ȕȈ 

ȒȖȕȜȍȘȍȕȞȐȐ Blackhat (http://blackhat.com/), ȧ ȐșȗȖȓȤȏȖȊȈȓ ȕȈ șȞȍȕȍ ȜȈȏȏȐȕȋ Ȋ 
ȘȍȈȓȤȕȖȔ ȊȘȍȔȍȕȐ Ȍȓȧ ȖȉȕȈȘțȎȍȕȐȧ ȉȈȋȖȊ, șȖȘȍȊȕțȧșȤ ș ȌȘțȋȐȔȐ ȘȍȉȧȚȈȔȐ. 

ǶȕȐ ȐșȗȖȓȤȏȖȊȈȓȐ ȗȘȖȋȘȈȔȔț șȚȈȚȐȟȍșȒȖȋȖ ȈȕȈȓȐȏȈ, Ȉ ț Ȕȍȕȧ ȉȣȓ ȜȈȏȏȍȘ. Ǵȕȍ 
ȗȖȕȈȌȖȉȐȓȖșȤ ȕȍșȒȖȓȤȒȖ ȔȐȕțȚ, ȟȚȖȉȣ ȕȈșȚȘȖȐȚȤ ȍȋȖ, ȕȖ ȏȈȚȍȔ, ȧ ȉțȒȊȈȓȤȕȖ 
ȏȈȒȐȕțȓ ȕȖȋȐ ȕȈ șȞȍȕț Ȑ, șȗțșȚȧ ȟȈș, ȗȖȉȍȌȐȓ”.  
 

ǷǸИǴЕЧАǵИЕ ǭșȓȐ ȊȈș ȐȕȚȍȘȍșțȍȚ ȜȈȏȏȐȕȋ, șțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ 
ȒȖȔȔȍȘȟȍșȒȐȝ Ȑ ȉȍșȗȓȈȚȕȣȝ ȗȘȖȌțȒȚȖȊ. Microsoft ȌȈȎȍ ȗȘȍȌȓȈȋȈȍȚ Ȍȓȧ ȥȚȖȋȖ 
ȌȖșȚȖȑȕȖȍ ȉȍșȗȓȈȚȕȖȍ ȘȍȠȍȕȐȍ: https://www.microsoft.com/en-us/springfield/.      

 

   ȇ șȗȘȖșȐȓ ǬȖȒȚȖȘȈ ǴȐȓȓȍȘȈ, ȗȖȟȍȔț Ȋ șȈȔȖȔ ȕȈȟȈȓȍ Ȗȕ ȉȖȓȤȠȍ ȊșȍȋȖ 
ȜȖȒțșȐȘȖȊȈȓșȧ ȕȈ ȊȏȓȖȔȍ ȗȘȖȌțȒȚȖȊ Apple. Ƕȕ șȒȈȏȈȓ: “Ǫ ȚȖ ȊȘȍȔȧ, Ȋ ȒȖȌȍ 
ȗȘȖȌțȒȚȖȊ Apple ȕȍ ȉȣȓȖ ȕȈȌȍȎȕȖȋȖ țȘȖȊȕȧ ȏȈȡȐȚȣ ȐȕȜȖȘȔȈȞȐȐ, ȖșȖȉȍȕȕȖ 
ȏȈȡȐȚȣ ȗȈȔȧȚȐ. ǰ ȖȕȐ ȕȍ ȗȘȖȊȖȌȐȓȐ ȜȈȏȏȐȕȋ-ȚȍșȚȐȘȖȊȈȕȐȍ. ȇ șȌȍȓȈȓ ȥȚȖ ȏȈ 
ȕȐȝ, Ȑ ȕȈȠȍȓ ȔȕȖȎȍșȚȊȖ ȉȈȋȖȊ, ȒȖȚȖȘȣȍ ȔȖȎȕȖ ȉȣȓȖ ȐșȗȖȓȤȏȖȊȈȚȤ ȕȈ Pwn2Own 
Ȑ ȌȘțȋȐȝ șȖȘȍȊȕȖȊȈȕȐȧȝ. Ǫ Microsoft Ȑ Microsoft Windows ȗȘȖȊȖȌȐȓȐ ȚȈȒȖȍ 
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ȚȍșȚȐȘȖȊȈȕȐȍ, Ȋ Ȑȝ ȗȘȖȋȘȈȔȔȈȝ ȍșȚȤ ȊșȚȘȖȍȕȕȈȧ ȏȈȡȐȚȈ ȗȈȔȧȚȐ. ǻ Ȕȍȕȧ ȕȍ ȉȣȓȖ 
ȞȍȓȐ ȊȏȓȖȔȈȚȤ Apple, ȟȚȖȉȣ ȟȚȖ-ȚȖ ȌȖȒȈȏȈȚȤ. ǷȘȖșȚȖ Ȋ Ȑȝ ȗȘȖȌțȒȚȈȝ ȉȣȓȖ ȓȍȋȟȍ 
ȖȉȕȈȘțȎȐȚȤ ȉȈȋȐ, Ȉ Ȕȕȍ ȕȍ ȕțȎȕȣ ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ șȓȖȎȕȖșȚȐ”.   
   Ǫ 2007-ȖȔ Ȗȕ șȚȈȓ ȗȍȘȊȣȔ ȐȏȊȍșȚȕȣȔ ȟȍȓȖȊȍȒȖȔ, ȒȖȚȖȘȣȑ țȌȈȓȍȕȕȖ ȊȏȓȖȔȈȓ 
iPhone, Ȉ Ȋ 2008-ȖȔ, Ȋ ȌȍȕȤ, ȒȖȋȌȈ ȗȖȧȊȐȓșȧ ȗȍȘȊȣȑ ȚȍȓȍȜȖȕ ȕȈ Android, Ȗȕ 
țȌȈȓȍȕȕȖ ȊȏȓȖȔȈȓ Ȑ ȍȋȖ. ǷȖȏȎȍ Ȋ 2008-ȖȔ, ǬȖȒȚȖȘ ǴȐȓȓȍȘ ȖȉȕȈȘțȎȐȓ 
țȧȏȊȐȔȖșȚȤ ȕțȓȍȊȖȋȖ Ȍȕȧ Ȋ ȉȘȈțȏȍȘȍ Safari ȕȈ MacBook Air, Ȑ ȊȣȐȋȘȈȓ $10 000. Ǫ 
2009 Ȑ 2010 ȋȖȌȈȝ Ȗȕ șȕȖȊȈ ȊȏȓȖȔȈȓ ȉȘȈțȏȍȘ Safari, Ȑ ȗȘȖȌȖȓȎȐȓ ȊȏȓȈȔȣȊȈȚȤ 
ȔȖȉȐȓȤȕȣȍ ȚȍȓȍȜȖȕȣ Apple. Ǫ 2011-ȖȔ, Ȗȕ ȖȉȕȈȘțȎȐȓ ȌȣȘȣ Ȋ ȉȍȏȖȗȈșȕȖșȚȐ iOS 
ȕȈ iPad Ȑ iPhone. Ƕȕ ȕȈȋȓȧȌȕȖ ȗȖȒȈȏȈȓ, ȒȈȒ ȟȍȘȍȏ ȗȘȖȊȍȘȍȕȕȖȍ ȗȘȐȓȖȎȍȕȐȍ Ȑȏ 
ȔȈȋȈȏȐȕȈ Apple ȔȖȎȕȖ ȒȘȈșȚȤ ȐȕȜȖȘȔȈȞȐȦ, ȚȖ ȍșȚȤ ȊȏȓȈȔȣȊȈȚȤ ȊȓȈȌȍȓȤȞȍȊ Ȑȝ 
țșȚȘȖȑșȚȊ. Ƕȕ șȖȏȌȈȓ ȌȍȔȖȕșȚȘȈȞȐȖȕȕțȦ ȗȘȖȋȘȈȔȔț, ȒȖȚȖȘțȦ ȘȈȏȔȍșȚȐȓ Ȋ App 
Store.  

   Ǫ ȥȚȖȚ ȔȖȔȍȕȚ ȗȖȐșȒȐ ȉȈȋȖȊ ǬȖȒȚȖȘȈ ǴȐȓȓȍȘȈ ȊȣȏȊȈȓȐ ȋȕȍȊ Apple. ǶȕȐ 
ȖȉȊȐȕȐȓȐ ȍȋȖ Ȋ ȕȈȘțȠȍȕȐȐ țșȓȖȊȐȑ șȖȋȓȈȠȍȕȐȧ ș ȘȈȏȘȈȉȖȚȟȐȒȖȔ (ȒȖȚȖȘȣȍ Ȗȕ, 
ȚȍȝȕȐȟȍșȒȐ, ȕȍ ȕȈȘțȠȈȓ) Ȑ ȖȚȖȉȘȈȓȐ ț ȕȍȋȖ ȗȘȈȊȈ ȕȈ ȘȈȏȘȈȉȖȚȒț Ȑ ȗțȉȓȐȒȈȞȐȦ 
ȗȘȐȓȖȎȍȕȐȑ Ȋ Ȑȝ ȔȈȋȈȏȐȕȍ. ǪȖȚ, ȒȈȒ Ȗȕ ȖȗȐșȈȓ ȥȚț șȐȚțȈȞȐȦ: “ǶȕȐ șȒȈȏȈȓȐ, ȟȚȖ 
ȏȈȉȐȘȈȦȚ ț Ȕȍȕȧ developer ID (țȟȍȚȕȈȧ ȏȈȗȐșȤ ȘȈȏȘȈȉȖȚȟȐȒȈ ǷǶ) ȕȈ ȋȖȌ. ǷȖșȓȍ 
ȚȖȋȖ, ȒȈȒ ȧ șȕȖȊȈ ȖȉȘȈȚȐȓșȧ ȏȈ ȍȋȖ ȊȖșșȚȈȕȖȊȓȍȕȐȍȔ, Ȕȕȍ ȖȚȒȈȏȈȓȐ. ǵȈ ȌȈȕȕȣȑ 
ȔȖȔȍȕȚ ț Ȕȍȕȧ Ȋșȍ ȍȡȍ ȕȍȚ developer ID (țȟȍȚȕȈȧ ȏȈȗȐșȤ ȘȈȏȘȈȉȖȚȟȐȒȈ ǷǶ)”. 
ǩȖȓȤȠȐȕșȚȊȖ Ȑȏ Țȍȝ, ȒȚȖ ȕȈȉȓȦȌȈȓ ȏȈ șȐȚțȈȞȐȍȑ, ȌțȔȈȓȐ, ȟȚȖ Apple ȉțȌȍȚ 
țȟȐȚȤșȧ ȕȈ șȊȖȐȝ ȖȠȐȉȒȈȝ, Ȑ ȗȘȍȌȓȖȎȐȚ ǬȖȒȚȖȘț ǴȐȓȓȍȘț ȖȗȓȈȚț ȏȈ ȍȋȖ ȗȖȐșȒȐ 
ȉȈȋȖȊ ȐȓȐ ȕȈȑȔȍȚ ȍȋȖ ȕȈ ȘȈȉȖȚț. 
   ǲȖȋȌȈ ȧ ȊȗȍȘȊȣȍ ȊșȚȘȍȚȐȓ ǬȖȒȚȖȘȈ ǴȐȓȓȍȘȈ, Ȗȕ ȖȚȟȈȧȕȕȖ ȗȣȚȈȓșȧ ȕȈȑȚȐ 
ȊȣșȖȒȖȖȗȓȈȟȐȊȈȍȔțȦ ȘȈȉȖȚț ȚȍșȚȐȘȖȊȡȐȒȈ. Ǫ ȚȖ ȊȘȍȔȧ ȓȐȠȤ ȕȍȔȕȖȋȐȍ 
ȏȈȘȈȉȈȚȣȊȈȓȐ ȕȈ ȗȖȐșȒȈȝ ȉȈȋȖȊ. ǩȖȓȤȠȐȕșȚȊȖ, ȒȈȒ Ȑ ǬȖȒȚȖȘ ǴȐȓȓȍȘ, ȊȖȖȉȡȍ 
ȕȐȟȍȋȖ ȕȍ ȗȖȓțȟȈȓȐ. Ǫ ȚȖ ȊȘȍȔȧ ț ȘȈȏȘȈȉȖȚȟȐȒȖȊ ȉȣȓȖ ȖȟȍȕȤ ȔȈȓȖ ȗȘȖȋȘȈȔȔ 

“ǷȖ ȊȖȏȕȈȋȘȈȎȌȍȕȐȦ ȏȈ ȖȉȕȈȘțȎȍȕȐȍ ȉȈȋȖȊ”, ȚȖȋȌȈ ȒȈȒ șȍȋȖȌȕȧ, ȚȈȒȐȍ 
ȗȘȖȋȘȈȔȔȣ șțȡȍșȚȊțȦȚ ȗȖȊșȍȔȍșȚȕȖ. ǵȈ șȈȔȖȔ Ȍȍȓȍ, ȉȖȓȤȠȐȍ șțȔȔȣ ȏȈ 
ȖȉȕȈȘțȎȍȕȐȍ ȕȖȊȣȝ țȧȏȊȐȔȖșȚȍȑ ȕțȓȍȊȖȋȖ Ȍȕȧ ȗȖȓțȟȈȓȐ ȚȖȓȤȒȖ 
ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȐ, ȒȖȚȖȘȣȔ ȗȓȈȚȐȓȐ ȗȓȖȝȐȍ ȗȈȘȕȐ Ȑ ȗȘȍșȚțȗȕȣȍ ȖȘȋȈȕȐȏȈȞȐȐ. 
ǪȘȍȔȧ ȖȚ ȊȘȍȔȍȕȐ, “ȉȍȓȣȍ Ƞȓȧȗȣ” ȔȖȋȓȐ ȗȘȖȌȈȊȈȚȤ ȉȈȋȐ ȖȜȐȞȐȈȓȤȕȣȔ 
ȒȖȔȗȈȕȐȧȔ, ȒȖȚȖȘȣȍ ȊȗȖșȓȍȌșȚȊȐȐ ȗȍȘȍȗȘȖȌȈȊȈȓȐ Ȑȝ ȗȖ șȈȔȖȑ ȊȣșȖȒȖȑ Ȟȍȕȍ 
ȘȈȏȘȈȉȖȚȟȐȒȈȔ, ȟȚȖȉȣ Țȍ șȔȖȋȓȐ ȐȏțȟȐȚȤ Ȑ ȐșȗȘȈȊȐȚȤ ȥȚȐ ȉȈȋȐ. ǺȈȒ ȗȘȖȐșȝȖȌȐȚ 
Ȑ șȍȑȟȈș.  
   ǵȖ ǬȖȒȚȖȘ ǴȐȓȓȍȘ ȝȖȚȍȓ ȘȈȉȖȚȈȚȤ Ȋ Apple, Microsoft ȐȓȐ ȌȘțȋȖȑ ȒȖȔȗȈȕȐȐ, 
ȒȖȚȖȘȈȧ ȖȞȍȕȐȓȈ ȉȣ ȍȋȖ ȥȕȚțȏȐȈȏȔ Ȑ ȏȕȈȕȐȧ. ǬȖȓȋȖȍ ȊȘȍȔȧ ȥȚȖȋȖ ȕȍ 
ȗȘȖȐșȝȖȌȐȓȖ, ȗȖ ȒȘȈȑȕȍȑ ȔȍȘȍ, ȚȈȒ, ȒȈȒ Ȗȕ ȕȈȌȍȧȓșȧ. ǵȖ, Ȋ ȒȖȕȍȟȕȖȔ șȟȍȚȍ, ȍȋȖ 
șȚȘȍȔȓȍȕȐȍ ȗȘȐȊȍȓȖ ȍȋȖ Ȓ ȊȣșȖȒȐȔ ȗȖșȚȈȔ Ȋ Twitter Ȑ Uber. ǪȔȍșȚȍ ș ȥȚȐȔ, Ȗȕ 
ȊȣȌȊȐȕțȓ ȕȈ ȗȍȘȊȣȑ ȗȓȈȕ ȐȌȍȦ, ȟȚȖ Țȍ, ȒȚȖ ȗȘȖȜȍșșȐȖȕȈȓȤȕȖ ȏȈȕȐȔȈȍȚșȧ 
ȗȖȐșȒȖȔ ȉȈȋȖȊ, ȌȖȓȎȕȣ ȗȖȓțȟȈȚȤ ȖȗȓȈȚț ȏȈ șȊȖȐ țșȐȓȐȧ. Ƕȕ ȕȍ ȉȣȓ ȋȓȈȊȕȣȔ ȍȍ 
șȚȖȘȖȕȕȐȒȖȔ, ȕȖ ȔȕȖȋȖ ȋȖȊȖȘȐȓ Ȗȉ ȥȚȖȔ. Ƕȕ ȌȈȎȍ ȕȈȟȈȓ ȒȈȔȗȈȕȐȦ ȗȖȌ 
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ȕȈȏȊȈȕȐȍȔ “No More Free Bugs” (“ǩȖȓȤȠȍ ȕȐȒȈȒȐȝ ȉȍșȗȓȈȚȕȣȝ ȉȈȋȖȊ”). ǹȍȋȖȌȕȧ, 
ȗȘȈȒȚȐȟȍșȒȐ ț Ȋșȍȝ ȒȘțȗȕȣȝ ȘȈȏȘȈȉȖȚȟȐȒȖȊ ǷǶ ȍșȚȤ ȗȘȖȋȘȈȔȔȈ ȌȍȕȍȎȕȖȋȖ 
ȊȖȏȕȈȋȘȈȎȌȍȕȐȧ ȏȈ ȖȉȕȈȘțȎȍȕȐȍ ȉȈȋȖȊ, Ȑ ȝȖȘȖȠȐȍ ȖȝȖȚȕȐȒȐ ȏȈ ȉȈȋȈȔȐ ȔȖȋțȚ 
ȗȖȓțȟȐȚȤ ȖȜȐȞȐȈȓȤȕțȦ, ȊȣșȖȒȖȖȗȓȈȟȐȊȈȍȔțȦ ȘȈȉȖȚț.  
   ȇ șȗȘȖșȐȓ ǬȖȒȚȖȘȈ ǴȐȓȓȍȘȈ, ȟȚȖ Ȗȕ ȟțȊșȚȊȖȊȈȓ Ȋ Țȍ ȌȕȐ, ȒȖȋȌȈ ȉȣȓ ȊȣȕțȎȌȍȕ 
ȘȈȉȖȚȈȚȤ ȒȖȕșțȓȤȚȈȕȚȖȔ, ȊȔȍșȚȖ ȚȖȋȖ, ȟȚȖ ȕȈȑȚȐ ȘȈȉȖȚț, șȖȖȚȊȍȚșȚȊțȦȡțȦ ȍȋȖ 
ȏȕȈȕȐȧȔ Ȑ ȚȈȓȈȕȚț. Ƕȕ șȒȈȏȈȓ: “Ǫ ȐȚȖȋȍ, ȧ șȚȈȓ ȘȈȉȖȚȈȚȤ ȊȣȍȏȌȕȣȔ 
ȒȖȕșțȓȤȚȈȕȚȖȔ, Ȑ ȥȚȖ ȕȍȗȓȖȝȈȧ ȌȖȓȎȕȖșȚȤ Ȍȓȧ ȕȈȟȈȓȈ ȒȈȘȤȍȘȣ. ǴȖȎȕȖ țȊȐȌȍȚȤ 
ȘȈȏȓȐȟȕȣȍ ȒȖȔȗȈȕȐȐ, Ȑȝ ȗȘȖȉȓȍȔȣ Ȑ ȈȚȔȖșȜȍȘț. ǪșȍȋȖ ȖȌȐȕ ȘȈȏ Ȕȕȍ ȏȈȗȓȈȚȐȓȐ 
ȏȈ ȉȈȋ, ȒȖȚȖȘȣȑ ȧ ȖȉȕȈȘțȎȐȓ Ȋȕȍ șȖȘȍȊȕȖȊȈȕȐȧ Pwn2Own, Ȋ 2007-ȖȔ. ȇ ȉȣșȚȘȖ 
ȗȖȕȧȓ, ȟȚȖ ȊȣșȚțȗȈȚȤ ȕȈ ȒȖȕȜȍȘȍȕȞȐȧȝ Ȕȕȍ ȕȘȈȊȐȚșȧ ȌȈȎȍ ȉȖȓȤȠȍ, ȟȍȔ 
ȗȖȓțȟȈȚȤ ȖȗȓȈȚț. Ǭȓȧ Ȕȍȕȧ ȊȈȎȕȍȍ ȗȖȋȖȊȖȘȐȚȤ, ȗȖȌȍȓȐȚȤșȧ șȊȖȐȔȐ ȏȕȈȕȐȧȔȐ, 
ȟȍȔ ȗȖȓțȟȈȚȤ ȌȍȕȤȋȐ, ȕȖ ȗȘȐ ȥȚȖȔ ȔȖȓȟȈȚȤ”. 
   Ǻȍ, ȒȚȖ ȉȣȓ ȕȈ ȍȋȖ ȗȘȍȏȍȕȚȈȞȐȧȝ Ȑ ȒȖȕȜȍȘȍȕȞȐȧȝ ȏȕȈȦȚ, ȟȚȖ ǬȖȒȚȖȘ ǴȐȓȓȍȘ 
ȓȦȉȐȚ ȊȍșȍȓȐȚȤșȧ, ȘȈȏȊȓȍȒȈȚȤ Ȑ țȟȐȚȤ ȈțȌȐȚȖȘȐȦ. ǶȟȍȊȐȌȕȖ, ȟȚȖ ȍȋȖ ȐȕȚȍȘȍș 
ȊȣȏȊȈȕ ȕȍ ȚȖȓȤȒȖ ȊȍșȍȓȤȍȔ Ȑ ȌȍȕȤȋȈȔȐ, ȕȖ Ȑ ȓȦȉȖȗȣȚșȚȊȖȔ. ǲȈȒ ȚȖȓȤȒȖ Ȗȕ ȟȚȖ-

ȚȖ ȖșȊȖȐȓ, Ȗȕ ȗȍȘȍȝȖȌȐȚ Ȋ ȌȘțȋțȦ ȖȉȓȈșȚȤ, Ȓ șȓȍȌțȦȡȍȑ ȞȍȓȐ. Ƕȕ șȒȈȏȈȓ Ȕȕȍ: 
“ǲȈȒ ȚȖȓȤȒȖ ȧ ȕȈȝȖȎț Ȋ ȗȘȖȋȘȈȔȔȍ ȗȧȚȤ ȉȈȋȖȊ, ȖȕȈ șȚȈȕȖȊȐȚșȧ țȎȍ ȕȍ ȚȈȒȖȑ 
ȐȕȚȍȘȍșȕȖȑ, Ȑ ȧ ȌȊȐȋȈȦșȤ ȌȈȓȤȠȍ”. Ǫ ȚȖ Ȏȍ ȊȘȍȔȧ, Ȗȕ ȖȉȕȈȘțȎȐȓ țȧȏȊȐȔȖșȚȐ 
ȉȍȏȖȗȈșȕȖșȚȐ Ȋ ȌȘțȋȐȝ ȖȉȓȈșȚȧȝ, ȕȈȗȘȐȔȍȘ Ȋ NFC (Near Field Communication). Ƕȕ 
ȚȈȒȎȍ ȖȗțȉȓȐȒȖȊȈȓ ȚȘȐ ȒȕȐȋȐ (https://www.amazon.com/Charlie-

Miller/e/B0085NZ1PS/), Ȋ ȒȖȚȖȘȣȝ ȖȗȐșȈȕ ȊȏȓȖȔ șȐșȚȍȔ Mac, iOS Ȑ ȜȈȏȏȐȕȋ-
ȚȍșȚȐȘȖȊȈȕȐȍ. 
   ǷȖșȓȍȌȕȐȑ ȔȖȑ ȊȖȗȘȖș ǬȖȒȚȖȘț ǴȐȓȓȍȘț ȏȊțȟȈȓ ȚȈȒ: ǹȟȐȚȈȍȚ ȓȐ Ȗȕ, ȟȚȖ Ȋ 
ȉȓȐȎȈȑȠȍȍ ȊȘȍȔȧ ȈȊȚȖȔȖȉȐȓȤȕȣȍ ȒȖȔȗȤȦȚȍȘȕȣȍ șȐșȚȍȔȣ ȉțȌțȚ ȌȖșȚȈȚȖȟȕȖ 
ȉȍȏȖȗȈșȕȣ? Ƕȕ ȖȚȊȍȚȐȓ: “ǨȊȚȖȔȖȉȐȓȐ ȕȐȟȍȔ ȕȍ ȖȚȓȐȟȈȦȚșȧ ȖȚ ȒȖȔȗȤȦȚȍȘȖȊ, Ȉ 
Ȕȣ Ȋșȍ ȍȡȍ ȕȍ ȏȕȈȍȔ, ȒȈȒ șȖȏȌȈȚȤ ȐȌȍȈȓȤȕțȦ ȏȈȡȐȚț Ȍȓȧ ȒȖȔȗȤȦȚȍȘȖȊ. ǪȏȓȖȔ 
ȈȊȚȖȔȖȉȐȓȤȕȣȝ ȒȖȔȗȤȦȚȍȘȕȣȝ șȐșȚȍȔ ȗȖȝȖȎ ȕȈ ȊȏȓȖȔ șȍȚȍȑ, ȚȈȒ ȒȈȒ Ȋ ȥȚȐȝ 
șȐșȚȍȔȈȝ ȐșȗȖȓȤȏțȍȚșȧ ȔȕȖȎȍșȚȊȖ ȉȓȖȒȖȊ țȗȘȈȊȓȍȕȐȧ. ǷȘȖȉȓȍȔȈ ȈȊȚȖȔȖȉȐȓȍȑ Ȋ 
ȚȖȔ, ȟȚȖ ȔȖȎȕȖ ȕȈȕȍșȚȐ ȜȐȏȐȟȍșȒȐȑ ȊȘȍȌ. ȅȚȖ ȗȖȌȕȐȔȈȍȚ șȚȈȊȒȐ. ǪȖȏȔȖȎȕȖ, ȧ 
ȕȍ șȔȖȋț ȖșȚȈȕȖȊȐȚȤ ȊȏȓȖȔ ȒȖȔȗȤȦȚȍȘȕȖȑ șȐșȚȍȔȣ ȈȊȚȖȔȖȉȐȓȧ, ȕȖ ȍșȚȤ ȕȍȔȈȓȖ 
șȗȖșȖȉȖȊ, ȒȖȚȖȘȣȔȐ ȧ ȔȖȋț șȔȧȋȟȐȚȤ ȗȖșȓȍȌșȚȊȐȧ șȈȔȣȝ șȚȘȈȠȕȣȝ ȈȚȈȒ. 
ǪȖȏȔȖȎȕȖ, ȏȓȖțȔȣȠȓȍȕȕȐȒȐ șȔȖȋțȚ “ȗȖȐȋȘȈȚȤșȧ” ș șȐșȚȍȔȖȑ ȔțȓȤȚȐȔȍȌȐȈ, ȕȖ, 
ȍșȓȐ Ȕȣ Ȋșȍ șȌȍȓȈȍȔ ȗȘȈȊȐȓȤȕȖ, ȚȖ ȖȕȐ ȕȍ șȔȖȋțȚ ȗȖȓțȟȐȚȤ ȌȖșȚțȗ Ȓ ȚȖȘȔȖȏȕȖȑ 
Ȑ ȌȘțȋȐȔ ȒȘȐȚȐȟȍșȒȐ ȊȈȎȕȣȔ șȐșȚȍȔȈȔ”.  
   ȇȊȓȧȧșȤ ȉȣȊȠȐȔ șȖȚȘțȌȕȐȒȖȔ Ǩǵǩ, Ȗȕ ȕȍ ȘȈșșȒȈȏȈȓ Ȕȕȍ, ȕȈȌ ȟȍȔ ȐȔȍȕȕȖ Ȗȕ 
ȘȈȉȖȚȈȍȚ Ȋ Uber, ȕȖ ȔȖȎȕȖ ȌȖȋȈȌȈȚȤșȧ, ȟȚȖ Uber Ȑ Ȑȝ ȗȈșșȈȎȐȘȣ ȖșȚȈȕțȚșȧ Ȋ 
ȊȣȐȋȘȣȠȍ. 
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ǷȖȌȘȖȉȕȍȍ Ȗ ǿȈȘȓȐ ǴȐȓȓȍȘȍ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǿȈȘȓȐ ǴȐȓȓȍȘȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǺȊȐȚȚȍȘ ǿȈȘȓȐ ǴȐȓȓȍȘȈ: https://twitter.com/0xcharlie 

- ǲȕȐȋȐ ǿȈȘȓȐ ǴȐȓȓȍȘȈ: https://www.amazon.com/Charlie-

Miller/e/B0085NZ1PS 

- ǷțȉȓȐȒȈȞȐȧ “Adventures in Automotive Networks and Control Units”: 
http://illmatics.com/car_hacking.pdf 

- ǷțȉȓȐȒȈȞȐȧ “Car Hacking: For Poories”: 
http://illmatics.com/car_hacking_poories.pdf 

- ǷțȉȓȐȒȈȞȐȧ “A Survey of Remote Automotive Attack Surfaces”: 
http://illmatics.com/remote%20attack%20surfaces.pdf 

- ǷțȉȓȐȒȈȞȐȧ “Remote Exploitation of an Unaltered Passenger Vehicle”: 
http://illmatics.com/Remote%20Car%20Hacking.pdf 

- ǷțȉȓȐȒȈȞȐȧ “CAN Message Injection”:  
http://illmatics.com/can%20message%20injection.pdf                     
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ǫȓȈȊȈ 37. ǷȖȓȐȚȐȒȐ Ȑ ǹȚȘȈȚȍȋȐȐ    

                                                                             

 

 

ȇ ȉȣȓ ȖȌȕȐȔ Ȑȏ Țȍȝ, ȒȚȖ ȕȍȕȈȊȐȌȐȚ ȗȖȓȐȚȐȒȐ Ȑ ȗȘȖȞȍȌțȘȣ. ȇ ȕȍ ȊȐȌȍȓ șȔȣșȓȈ Ȋ 
ȖȜȖȘȔȓȍȕȐȐ ȌȖȒțȔȍȕȚȈȞȐȐ. ȅȚȖ ȚȖȓȤȒȖ ȏȈȔȍȌȓȧȍȚ ȘȈȉȖȚț. ǺȖȋȌȈ ȧ ȌțȔȈȓ 
ȐȔȍȕȕȖ ȚȈȒ.  
   ǷȖșȓȍ ȌȍșȧȚȐȓȍȚȐȑ țȗȖȘȕȖȑ ȘȈȉȖȚȣ șȗȍȞȐȈȓȐșȚȖȔ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ, ȧ ȕȈȒȖȕȍȞ ȗȖȕȧȓ, ȟȚȖ ȉȍȏ șȖȖȚȊȍȚșȚȊțȦȡȐȝ ȖșȕȖȊ Ȑ ȗȖȘȧȌȒȈ 
ȌȍȑșȚȊȐȑ ȕȐȟȍȋȖ ȕȍ ȗȖȓțȟȐȚșȧ. ǲȚȖ țȋȖȌȕȖ ȔȖȎȍȚ ȏȈȡȐȚȐȚȤ ȕȍșȒȖȓȤȒȖ 
ȒȖȔȗȤȦȚȍȘȖȊ Ȑ țșȚȘȖȑșȚȊ. Ǵȍȕȧ ȕȍ ȊȏȓȈȔȣȊȈȓȐ ȗȖȟȚȐ ȌȊȈ ȌȍșȧȚȐȓȍȚȐȧ. ǵȖ ȉȍȏ 
“ȗȘȈȊȐȓȤȕȖȑ” ȌȖȒțȔȍȕȚȈȞȐȐ ȕȍȊȖȏȔȖȎȕȖ ȏȈȡȐȚȐȚȤ ȒȖȔȗȤȦȚȍȘȣ ȞȍȓȖȑ 
ȒȖȔȗȈȕȐȐ. Ǫ ȐȚȖȋȍ ȧ ȖșȖȏȕȈȓ ȕȍȖȉȝȖȌȐȔȖșȚȤ șȚȈȕȌȈȘȚȖȊ, ȗȖȓȐȚȐȒ, ȗȘȖȞȍȌțȘ, 
ȖșȕȖȊ, Ȑ ȕȈȟȈȓ ȞȍȕȐȚȤ ȚȘțȌ Țȍȝ, ȒȚȖ ȗȣȚȈȍȚșȧ ȗȘȈȊȐȓȤȕȖ Ȑȝ ȗȘȐȔȍȕȐȚȤ. ȅȚȖ 
ȕȈșȚȖȧȡȐȍ “ȏȈȒțȓȐșȕȣȍ” ȋȍȘȖȐ, ȉȍȏ ȒȖȚȖȘȣȝ Ȕȣ ȕȍ șȔȖȋȓȐ ȉȣ șȌȍȓȈȚȤ 
ȒȖȔȗȤȦȚȍȘȣ ȏȕȈȟȐȚȍȓȤȕȖ ȉȍȏȖȗȈșȕȍȍ. 
   Ǫ ȥȚȖȑ ȋȓȈȊȍ ȧ ȘȈȏȉȍȘț ȌȖȒțȔȍȕȚȣ, ȒȖȚȖȘȣȍ ȗȘȍȌșȚȈȊȓȧȦȚ Ȑȏ șȍȉȧ șȚȈȕȌȈȘȚȣ, 
ȗȖȓȐȚȐȒȐ, ȗȘȖȞȍȌțȘȣ, ȜȘȍȑȔȊȖȘȒȐ Ȑ ȏȈȒȖȕȣ. 

 

ǷǸИǴЕЧАǵИЕ ǸȍȎȍ ȐșȗȖȓȤȏțȦȚșȧ ȚȍȘȔȐȕȣ “ȘțȒȖȊȖȌșȚȊȖ” ȐȓȐ “ȗȘȈȒȚȐȒȐ”. 
 

ǹȚȈȕȌȈȘȚȣ        

ǹȚȈȕȌȈȘȚȣ - ȥȚȖ ȖȗȐșȈȕȐȧ ȔȐȕȐȔȈȓȤȕȖȋȖ ȕȈȉȖȘȈ ȕȖȘȔ, ȗȘȈȊȐȓ, ȗȘȖȚȖȒȖȓȖȊ Ȑ 
ȚȘȍȉȖȊȈȕȐȑ. Ǫ ȔȐȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, șȚȈȕȌȈȘȚȣ ȏȈȟȈșȚțȦ 
ȗȘȍȌșȚȈȊȓȧȦȚ Ȑȏ șȍȉȧ țȚȊȍȘȎȌȍȕȐȧ, ȚȈȒȐȍ, ȒȈȒ: 
 

- ǪȖ ȊȘȍȔȧ ȗȍȘȍȌȈȟȐ Ȑ ȝȘȈȕȍȕȐȧ, Ȋșȍ ȒȘȐȚȐȟȍșȒȐ ȊȈȎȕȣȍ ȌȈȕȕȣȍ ȉțȌțȚ 
ȏȈȠȐȜȘȖȊȈȕȣ 

- ǴȐȕȐȔȈȓȤȕȣȑ ȘȈȏȔȍȘ ȖȚȒȘȣȚȖȋȖ ȒȓȦȟȈ ȌȖȓȎȍȕ șȖșȚȈȊȓȧȚȤ 2048 ȉȐȚ Ȍȓȧ 
ȈȓȋȖȘȐȚȔȖȊ RSA Ȑ ǬȐȜȜȐ-ǽȍȓȓȔȈȕȈ, Ȑ 384 ȉȐȚȈ Ȍȓȧ ECC. 

- ǷȈȘȖȓȐ ȌȖȓȎȕȣ șȖșȚȖȧȚȤ, ȒȈȒ ȔȐȕȐȔțȔ, Ȑȏ ȌȊȍȕȈȌȞȈȚȐ șȐȔȊȖȓȖȊ Ȑ 
șȖȌȍȘȎȈȚȤ, ȗȖ ȒȘȈȑȕȍȑ ȔȍȘȍ, ȌȊȈ ȕȍȈȓȜȈȊȐȚȕȣȝ șȐȔȊȖȓȈ. 

- ǷȖșȓȍ ȚȘȍȝ ȕȍțȌȈȟȕȣȝ ȗȖȗȣȚȖȒ ȊȊȍȌȍȕȐȧ ȗȈȘȖȓȧ Ȋ ȚȍȟȍȕȐȍ ȗȧȚȐ ȔȐȕțȚ, 
ȈȒȒȈțȕȚ ȌȖȓȎȍȕ ȉȣȚȤ ȏȈȉȓȖȒȐȘȖȊȈȕ, ȗȖȒȈ ȍȋȖ ȕȍ ȗȘȖȊȍȘȐȚ 
ȈȌȔȐȕȐșȚȘȈȚȖȘ.  

- Ǫșȍ ȒȘȐȚȐȟȍșȒȐȍ ȖȉȕȖȊȓȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ ȌȖȓȎȕȣ ȉȣȚȤ țșȚȈȕȖȊȓȍȕȣ Ȋ 
ȚȍȟȍȕȐȍ ȗȧȚȐ ȘȈȉȖȟȐȝ Ȍȕȍȑ ș ȔȖȔȍȕȚȈ Ȑȝ ȊȣȗțșȒȈ ȗȘȖȐȏȊȖȌȐȚȍȓȍȔ.  
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- ǵȈ Ȋșȍȝ ȒȖȔȗȤȦȚȍȘȈȝ ȌȖȓȎȍȕ ȉȣȚȤ țșȚȈȕȖȊȓȍȕ ȗȍȘșȖȕȈȓȤȕȣȑ ȜȈȑȘȊȖȓ, Ȋ 
ȒȖȚȖȘȖȔ ȗȖ țȔȖȓȟȈȕȐȦ ȌȖȓȎȕȖ ȘȈȉȖȚȈȚȤ ȏȈȗȘȍȡȈȦȡȍȍ ȗȘȈȊȐȓȖ. 

 

   ǲȈȒ ȗȘȈȊȐȓȖ, șȚȈȕȌȈȘȚ ȗȘȍȌșȚȈȊȓȍȕ Ȋ ȊȐȌȍ ȗȖȓȐȚȐȒ Ȑ ȗȖȌȌȍȘȎȐȊȈȍȚșȧ 
șȖȖȚȊȍȚșȚȊțȦȡȐȔȐ ȗȘȖȞȍȌțȘȈȔȐ. 
   Ǫ ȕȍȒȖȚȖȘȣȝ șȓțȟȈȧȝ șȚȈȕȌȈȘȚȣ șȚȈȕȖȊȧȚșȧ ȕȖȘȔȈȚȐȊȈȔȐ, ȏȈȒȖȕȈȔȐ ȐȓȐ 
ȚȘȍȉȖȊȈȕȐȧȔȐ, ȒȖȚȖȘȣȍ ȌȖȓȎȕȣ ȗȘȐȔȍȕȧȚȤșȧ Ȓ ȓȦȉȖȔț țșȚȘȖȑșȚȊț. Ǫ ǹȀǨ, 
ȖȌȕȐȔ Ȑȏ șȈȔȣȝ ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȝ șȚȈȕȌȈȘȚȖȊ, ȒȖȚȖȘȣȑ ȌȖȓȎȕȣ șȖȉȓȦȌȈȚȤ 

ȌȍșȧȚȒȐ ȔȐȓȓȐȖȕȖȊ ȒȖȔȗȤȦȚȍȘȖȊ - ȥȚȖ United States Government Configuration 
Baseline (USGCB, ǲȖȕȜȐȋțȘȈȞȐȐ ȉȍȏȖȗȈșȕȖșȚȐ Ȍȓȧ ȖȘȋȈȕȐȏȈȞȐȑ, șȊȧȏȈȕȕȣȝ ș 
ȗȘȈȊȐȚȍȓȤșȚȊȖȔ ǹȀǨ) (https://usgcb.nist.gov/). ǷȘȖȐȏȊȖȌȐȚȍȓȐ ȚȈȒȎȍ ȔȖȋțȚ 
ȘȈȏȘȈȉȈȚȣȊȈȚȤ șȊȖȐ șȚȈȕȌȈȘȚȣ, ȕȈȗȘȐȔȍȘ, Microsoft’s Security Compliance 
Manager (ǴȍȕȍȌȎȍȘ ȕȈșȚȘȖȍȒ ȉȍȏȖȗȈșȕȖșȚȐ Ȍȓȧ ȗȘȖȌțȒȚȖȊ Microsoft) 
(https://technet.microsoft.com/en-us/library/cc677002.aspx). ǰȕȖȋȌȈ șȚȈȕȌȈȘȚȣ 
ȗȖȓțȟȈȦȚ ȚȈȒȖȍ ȌȖȊȍȘȐȍ Ȑ țȊȈȎȍȕȐȍ, ȟȚȖ șȚȈȕȖȊȧȚșȧ ȕȈȞȐȖȕȈȓȤȕȣȔȐ ȐȓȐ 
ȔȐȘȖȊȣȔȐ. ǶȚȓȐȟȕȣȔ ȗȘȐȔȍȘȖȔ șȓțȎȐȚ ȗȘȈȒȚȐȟȍșȒȐ ȒȈȎȌȣȑ șȚȈȕȌȈȘȚ 

ȘȈȏȘȈȉȖȚȈȕȕȣȑ ǵȈȞȐȖȕȈȓȤȕȣȔ ȐȕșȚȐȚțȚȖȔ șȚȈȕȌȈȘȚȖȊ Ȑ ȚȍȝȕȖȓȖȋȐȑ (National 
Institute of Standards and Technology, NIST) (https://www.nist.gov/). Ǩ ȔȕȖȋȐȍ 
ȒȖȔȗȈȕȐȐ ȚȘȈȚȧȚ ȖȋȘȖȔȕȣȍ șțȔȔȣ Ȑ ȘȍșțȘșȣ, ȟȚȖȉȣ ȗȘȖȑȚȐ șȍȘȚȐȜȐȒȈȞȐȦ ȗȖ 
șȚȈȕȌȈȘȚȈȔ ISO/IEC 27001 
(http://www.iso.org/iso/home/standards/managementstandards/iso27001.htm). 

 

ǷȖȓȐȚȐȒȐ          

ǷȖȓȐȚȐȒȐ - ȏȈȌȖȒțȔȍȕȚȐȘȖȊȈȕȕȣȍ ȗȘȐȕȞȐȗȣ, ȖȗȘȍȌȍȓȧȦȡȐȍ ȗȘȐȕȧȚȐȍ ȘȍȠȍȕȐȑ 
Ȍȓȧ ȌȖșȚȐȎȍȕȐȧ ȎȍȓȈȍȔȖȋȖ ȘȍȏțȓȤȚȈȚȈ. ǯȈȟȈșȚțȦ, ȥȚȖ ȌȖȒțȔȍȕȚȣ, ȉȍȏ ȒȖȚȖȘȣȝ 
ȗȘȐȔȍȕȐȚȤ șȖȖȚȊȍȚșȚȊțȦȡȐȍ ȗȘȐȕȞȐȗȣ ȉȣȓȖ ȉȣ ȕȈȔȕȖȋȖ șȓȖȎȕȍȍ. ǵȈȗȘȐȔȍȘ, 
“ǹȖȚȘțȌȕȐȒȐ ȕȍ ȌȖȓȎȕȣ ȐșȗȖȓȤȏȖȊȈȚȤ ȖȌȐȕ Ȑ ȚȖȚ Ȏȍ ȗȈȘȖȓȤ Ȍȓȧ ȘȈȏȕȣȝ șȍȚȍȑ”. 
ǽȖȚȧ ȥȚȖ ȕȍ ȌȈȍȚ ȒȖȔȗȈȕȐȧȔ ȋȈȘȈȕȚȐȐ, ȟȚȖ ȚȈȒȖȋȖ ȕȐȒȖȋȌȈ ȕȍ ȗȘȖȐȏȖȑȌȍȚ, 
ȕȈȓȐȟȐȍ ȌȖȒțȔȍȕȚȈ, Ȗ ȒȖȚȖȘȖȔ ȏȕȈȦȚ șȖȚȘțȌȕȐȒȐ, ȏȕȈȟȐȚȍȓȤȕȖ șȕȐȎȈȍȚ ȠȈȕșȣ 
ȕȈȘțȠȍȕȐȑ. ǲȘȖȔȍ ȚȖȋȖ, ȍșȓȐ Ȗ ȕȈȘțȠȍȕȐȐ șȚȈȕȍȚ ȐȏȊȍșȚȕȖ, ȚȖ ȉțȌȍȚ ȗȘȖȡȍ 
ȗȘȐȔȍȕȐȚȤ șȖȖȚȊȍȚșȚȊțȦȡȍȍ ȕȈȒȈȏȈȕȐȍ. 
 

ǷȘȖȞȍȌțȘȣ (ǷȖȘȧȌȖȒ ǬȍȑșȚȊȐȑ) 

ǷȖȘȧȌȖȒ ȌȍȑșȚȊȐȑ - ȏȈȌȖȒțȔȍȕȚȐȘȖȊȈȕȕȈȧ ȗȖșȓȍȌȖȊȈȚȍȓȤȕȖșȚȤ ȠȈȋȖȊ ȗȘȐ 
ȘȈȉȖȚȍ Ȑ țșȚȈȕȖȊȒȍ ȖȉȖȘțȌȖȊȈȕȐȧ, ȕȈȗȘȈȊȓȍȕȕȈȧ ȕȈ ȗȖȌȌȍȘȎȒț șȚȈȕȌȈȘȚȖȊ Ȑ 
ȗȖȓȐȚȐȒ. ǷȖȘȧȌȖȒ ȌȍȑșȚȊȐȑ ȖȉȍșȗȍȟȐȊȈȍȚ Ȑȝ ȕȈȌȓȍȎȈȡȍȍ Ȑ șȊȖȍȊȘȍȔȍȕȕȖȍ 
ȗȘȐȔȍȕȍȕȐȍ. ǷȖȘȧȌȖȒ ȌȍȑșȚȊȐȑ ȔȖȎȍȚ ȉȣȚȤ ȐȏȔȍȕȍȕ, ȕȍȏȈȊȐșȐȔȖ ȖȚ șȚȈȕȌȈȘȚȖȊ 
Ȑ ȗȖȓȐȚȐȒ, ȕȈȗȘȐȔȍȘ, ȕȖȊȈȧ ȗȘȖȋȘȈȔȔȈ ȔȖȎȍȚ ȗȖȚȘȍȉȖȊȈȚȤ ȌȘțȋȖȑ ȗȖȘȧȌȖȒ 
ȌȍȑșȚȊȐȑ.  
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ǼȘȍȑȔȊȖȘȒȐ 

ǹȖȏȌȈȕȐȍ șȚȈȕȌȈȘȚȖȊ Ȑ ȗȖȓȐȚȐȒ Ȍȓȧ ȊșȍȋȖ șȗȍȒȚȘȈ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ ș ȕțȓȧ ȔȖȎȍȚ ȉȣȚȤ ȖȟȍȕȤ șȓȖȎȕȖȑ ȏȈȌȈȟȍȑ. Ǫ ȥȚȖȔ ȔȖȋțȚ ȗȖȔȖȟȤ 
ȖȉȡȐȍ ȗȘȐȕȞȐȗȣ, ȌȍȔȖȕșȚȘȐȘțȦȡȐȍ ȕȈȐȉȖȓȍȍ ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȍ șȚȈȕȌȈȘȚȣ, 
ȗȖȓȐȚȐȒȐ, ȜȖȘȔȈȚȣ Ȑ șȖȌȍȘȎȈȡȐȍ ȖȉȠȐȘȕȣȑ ȕȈȉȖȘ șȖȖȚȊȍȚșȚȊțȦȡȐȝ ȚȍȔ. 
ǶȚȓȐȟȕȣȑ ȗȘȐȔȍȘ ȖȉȡȐȝ ȗȘȐȕȞȐȗȖȊ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ - ȥȚȖ NIST’s 
Cybersecurity Framework (https://www.nist.gov/cyberframework).  

 

ǸȍȋțȓȐȘțȦȡȐȍ ǯȈȒȖȕȣ        

ǹȚȈȕȌȈȘȚȣ Ȑ ȗȖȓȐȚȐȒȐ ȔȖȋțȚ ȉȣȚȤ ȏȈȒȖȕȖȌȈȚȍȓȤȕȖ ȏȈȒȘȍȗȓȍȕȣ. ǵȈȗȘȐȔȍȘ 
ȒȖȔȗȈȕȐȐ, ȒȖȚȖȘȣȍ ȝȖȚȧȚ ȖȉȘȈȉȈȚȣȊȈȚȤ ȉȖȓȤȠȖȍ ȒȖȓȐȟȍșȚȊȖ ȕȈȐȉȖȓȍȍ 
ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȝ ȒȘȍȌȐȚȕȣȝ ȒȈȘȚ, ȌȖȓȎȕȣ șȓȍȌȖȊȈȚȤ șȚȈȕȌȈȘȚȈȔ Payment Card 
Industry Data Security Standard (șȚȈȕȌȈȘȚ ȉȍȏȖȗȈșȕȖșȚȐ ȌȈȕȕȣȝ ȐȕȌțșȚȘȐȐ 
ȗȓȈȚёȎȕȣȝ ȒȈȘȚ, ȘȈȏȘȈȉȖȚȈȕȕȣȑ ǹȖȊȍȚȖȔ ȗȖ șȚȈȕȌȈȘȚȈȔ ȉȍȏȖȗȈșȕȖșȚȐ 
ȐȕȌțșȚȘȐȐ ȗȓȈȚȍȎȕȣȝ ȒȈȘȚ) (https://www.pcisecuritystandards.org/). ǶȚȒȈȏ ȖȚ 
șȓȍȌȖȊȈȕȐȧ șȚȈȕȌȈȘȚȈȔ PCI DSS ȔȖȎȍȚ ȗȘȐȊȍșȚȐ Ȓ ȊȘȍȔȍȕȕȖȔț ȖȚșȚȘȈȕȍȕȐȦ ȖȚ 
ȖȉȘȈȉȖȚȒȐ ȌȈȕȕȣȝ ȗȓȈȚȍȎȕȣȝ ȒȈȘȚ ȐȓȐ ȌȈȎȍ ȕȈȒȈȏȈȕȐȦ ȕȈ țȘȖȊȕȍ ȏȈȒȖȕȈ. Ǫ 
ǹȀǨ, ȖȘȋȈȕȐȏȈȞȐȐ, ȏȈȕȐȔȈȦȡȐȍșȧ ȏȌȘȈȊȖȖȝȘȈȕȍȕȐȍȔ, ȌȖȓȎȕȣ șȓȍȌȖȊȈȚȤ 
ȏȈȒȖȕț “Ƕ ȗȍȘȍȔȍȡȈȍȔȖșȚȐ Ȑ ȗȖȌȖȚȟȍȚȕȖșȚȐ șȚȘȈȝȖȊȈȕȐȧ ȏȌȖȘȖȊȤȧ” (Health 
Insurance Portability and Accountability Act, HIPAA). ǳȦȉȈȧ ȒȖȔȗȈȕȐȧ, ȟȤȐ ȉțȔȈȋȐ 
ȚȖȘȋțȦȚșȧ ȕȈ ȉȐȘȎȈȝ ǹȀǨ, ȌȖȓȎȕȣ șȓȍȌȖȊȈȚȤ ȚȘȍȉȖȊȈȕȐȧȔ ȏȈȒȖȕȈ ǹȈȘȉȍȑȕȏȈ-

ǶȒșȓȐ (Sarbanes-Oxley Act), Ȑ ȚȈȒ ȌȈȓȍȍ.  
 

ǷȘȖȉȓȍȔȣ ǲȖȔȗȈȕȐȑ, ǸȈȉȖȚȈȦȡȐȝ ȕȈ ǴȐȘȖȊȣȝ ǸȣȕȒȈȝ  

Ǫ ȒȈȎȌȖȑ șȚȘȈȕȍ, ȋȌȍ ȘȈȉȖȚȈȍȚ ȔȍȎȌțȕȈȘȖȌȕȈȧ ȒȖȔȗȈȕȐȧ ȍșȚȤ șȊȖȑ ȕȈȉȖȘ 
șȚȈȕȌȈȘȚȖȊ Ȑ ȗȖȓȐȚȐȒ, ȟȈșȚȖ ȒȖȕȜȓȐȒȚțȦȡȐȝ șȖ șȚȈȕȌȈȘȚȈȔȐ ȌȘțȋȐȝ șȚȘȈȕ. Ǫ 
ȕȍȒȖȚȖȘȣȝ șȚȘȈȕȈȝ ȊȣșȖȒȖ ȞȍȕȐȚșȧ ȕȍȗȘȐȒȖșȕȖȊȍȕȕȖșȚȤ ȟȈșȚȕȖȑ ȎȐȏȕȐ, Ȋ ȚȖ 
ȊȘȍȔȧ, ȒȈȒ Ȋ ȌȘțȋȐȝ, ȚȘȍȉȖȊȈȕȐȧ Ȗ ȍȍ ȕȍȗȘȐȒȖșȕȖȊȍȕȕȖșȚȐ ȔȖȋțȚ ȖȚșțȚșȚȊȖȊȈȚȤ 
ȕȈ țȘȖȊȕȍ ȏȈȒȖȕȈ. ǯȈȒȖȕȣ ȕȍȒȖȚȖȘȣȝ șȚȘȈȕ ȔȖȋțȚ ȚȘȍȉȖȊȈȚȤ, ȟȚȖȉȣ 
ȒȖȔȗȤȦȚȍȘȕȣȍ șȐșȚȍȔȣ, ȐșȗȖȓȤȏțȍȔȣȍ Ȋ ȌȘțȋȐȝ șȚȘȈȕȈȝ, ȐșȗȖȓȤȏȖȊȈȓȐ ȉȖȓȍȍ 
șȓȈȉȖȍ ȠȐȜȘȖȊȈȕȐȍ (ȕȈȗȘȐȔȍȘ, ȏȈȒȖȕȣ ǹȀǨ Ȗȉ ȥȒșȗȖȘȚȍ șȚȈȕȌȈȘȚȖȊ 
ȠȐȜȘȖȊȈȕȐȧ). ǲȖȓȐȟȍșȚȊȖ șȍȘȤȍȏȕȣȝ ȗȘȖȉȓȍȔ ȒȖȔȗȈȕȐȑ, ȘȈȉȖȚȈȦȡȐȝ ȕȈ 
ȔȍȎȌțȕȈȘȖȌȕȣȝ ȘȣȕȒȈȝ, ȗȖșȚȖȧȕȕȖ țȊȍȓȐȟȐȊȈȍȚșȧ.     
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ǹȐșȚȍȔȕȈȧ ǷȖȌȌȍȘȎȒȈ   

ǴȕȖȋȐȔ ȒȖȔȗȈȕȐȧȔ ȗȘȐȝȖȌȐȚșȧ ȘȈȉȖȚȈȚȤ ș ȘȈȏȓȐȟȕȣȔȐ, ȐȕȖȋȌȈ 
ȒȖȕȜȓȐȒȚțȦȡȐȔȐ ȌȘțȋ ș ȌȘțȋȖȔ ȚȘȍȉȖȊȈȕȐȧȔȐ. ǷȖ ȥȚȖȑ ȗȘȐȟȐȕȍ ȉȣȓȈ șȖȏȌȈȕȈ 
ȞȍȓȈȧ ȥȒȖșȐșȚȍȔȈ ȒȖȔȗȈȕȐȑ Ȑ ȐȕșȚȘțȔȍȕȚȖȊ, ȗȖȔȖȋȈȦȡȐȝ șȓȍȌȖȊȈȚȤ ȖȌȕȖȔț ȐȓȐ 
ȕȍșȒȖȓȤȒȐȔ șȚȈȕȌȈȘȚȈȔ ȐȓȐ ȚȘȍȉȖȊȈȕȐȧȔ. ǲȈȒ ȗȘȈȊȐȓȖ, ț ȒȖȔȗȈȕȐȑ ȍșȚȤ 
șȗȍȞȐȈȓȤȕȣȍ ȒȖȔȈȕȌȣ, șȖȚȘțȌȕȐȒȐ, ȌȖȘȖȋȖȍ ǷǶ, Ȑ ȌȐȘȍȒȚȖȘȈ, ȏȈȕȐȔȈȦȡȐȍșȧ 
ȥȚȖȑ ȗȘȖȉȓȍȔȖȑ. ǿȚȖȉȣ șȊȖȍȊȘȍȔȍȕȕȖ ȊȣȗȖȓȕȧȚȤ ȚȘȍȉȖȊȈȕȐȧ șȚȈȕȌȈȘȚȖȊ, 
ȕțȎȕȣ șȗȍȞȐȈȓȤȕȣȍ șȖȚȘțȌȕȐȒȐ, ȞȍȓȈȧ IT-ȒȖȔȈȕȌȈ, Ȑ țȟȈșȚȐȍ Ȋ ȖȉȡȍȔ Ȍȍȓȍ 
ȒȈȎȌȖȋȖ șȖȚȘțȌȕȐȒȈ. ǹȖȖȚȊȍȚșȚȊȐȍ ȚȘȍȉȖȊȈȕȐȧȔ - ȥȚȖ ȞȍȓȖȍ ȕȈȗȘȈȊȓȍȕȐȍ 
ȉȐȏȕȍșȈ. ǸȍȏțȓȤȚȈȚȖȔ ȕȍȗȖȌȟȐȕȍȕȐȧ ȔȖȋțȚ șȚȈȚȤ ȗȘȖȉȓȍȔȣ ș ȏȈȒȖȕȖȔ, șțȌȍȉȕȣȍ 
ȗȘȖȞȍșșȣ, Ȉ ȚȈȒȎȍ ȕȈȓȐȟȐȍ țȧȏȊȐȔȖșȚȍȑ, ȒȖȚȖȘȣȔȐ ȔȖȋțȚ ȊȖșȗȖȓȤȏȖȊȈȚȤșȧ 
ȝȈȒȍȘȣ.  
   ǭșȓȐ Ȋȣ ȚȖȓȤȒȖ ȟȚȖ ȗȘȖȟȐȚȈȓȐ ȥȚț ȋȓȈȊț Ȑ ȎȈȓȍȍȚȍ Ȗ ȗȖȚȍȘȧȕȕȣȝ ȔȐȕțȚȈȝ 
ȎȐȏȕȐ, ȗȖȚȖȔț ȟȚȖ ȟțȚȤ ȕȍ țșȕțȓȐ, ȏȕȈȑȚȍ, ȟȚȖ ȒȖȋȌȈ-ȚȖ ȧ ȚȖȎȍ șȟȐȚȈȓ Ȋșȍ ȥȚȖ 
ȗțșȚȖȑ ȚȘȈȚȖȑ ȊȘȍȔȍȕȐ. ǬȍșȧȚȐȓȍȚȐȧȔȐ ȧ ȕȈȉȓȦȌȈȓ ȏȈ ȚȍȔ, ȒȈȒ ȔȖȐ ȕȍȊȍȘȖȧȚȕȖ 
ȜțȕȒȞȐȖȕȈȓȤȕȣȍ, ȚȖȟȕȣȍ ȘȍȒȖȔȍȕȌȈȞȐȐ ȗȘȐȔȍȕȧȓȐ ȕȍȗȘȈȊȐȓȤȕȖ ȐȓȐ ȊȖȊșȍ 
ȐȋȕȖȘȐȘȖȊȈȓȐ. ȅȚȖ Ȑ ȗȘȐȊȍȓȖ Ȕȍȕȧ Ȓ ȖșȖȏȕȈȕȐȦ ȊȈȎȕȖșȚȐ șȖȏȌȈȕȐȧ ȗȖȓȐȚȐȒ Ȑ 
ȌȖȒțȔȍȕȚȈȞȐȐ. ǩȍȏ ȕȍȖȉȝȖȌȐȔȖȑ ȌȖȒțȔȍȕȚȈȞȐȐ ȕȍ ȔȖȎȍȚ ȉȣȚȤ Ȑ ȘȍȟȐ Ȗ 
ȕȈȌȍȎȕȖșȚȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ǫșȍ ȗȘȖșȚȖ.  
   Ǫ șȓȍȌțȦȡȍȑ ȋȓȈȊȍ Ȕȣ ȗȖȋȖȊȖȘȐȔ Ȗ ǾȏȐȕ Ȍȍ ǬȎȖȕ-ǿȍȕ, ȘȈȉȖȚȈȦȡȍȑ ȕȈȌ 
țȓțȟȠȍȕȐȍȔ ȔȍȎȌțȕȈȘȖȌȕȣȝ șȚȈȕȌȈȘȚȖȊ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȔȐȘȖȊȖȋȖ 
ȒȐȉȍȘȗȘȈȊȐȚȍȓȤșȚȊȈ. 
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ǫȓȈȊȈ 38. ǷȘȖȜȐȓȤ: ǾȏȐȕ Ȍȍ ǬȎȖȕ-ǿȍȕ 

 

 

 

ǲȈȒ țȎȍ ȋȖȊȖȘȐȓȖșȤ Ȋ ȗȘȍȌȣȌțȡȍȑ ȋȓȈȊȍ, ȉȍȏ ȗȖȓȐȚȐȒ Ȑ șȚȘȈȚȍȋȐȑ ȕȍȓȤȏȧ 
ȌȖșȚȐȟȤ ȕȈȌȍȎȕȖȑ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǵȍȒȖȚȖȘȣȍ Ȑȏ “ȕȍȊȐȌȐȔȣȝ” 
ȋȍȘȖȍȊ Ȋ șȜȍȘȍ ȉȍȏȖȗȈșȕȖșȚȐ ȐȕȜȖȘȔȈȞȐȐ ȏȈȕȐȔȈȦȚșȧ șȖȏȌȈȕȐȍȔ Ȑ 
ȗȘȖȌȊȐȎȍȕȐȍȔ ȒȖȘȗȖȘȈȚȐȊȕȣȝ Ȑ ȔȍȎȌțȕȈȘȖȌȕȣȝ șȚȘȈȚȍȋȐȑ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǾȏȐȕ Ȍȍ ǬȎȖȕ-ǿȍȕ, ȗȈȘȚȕȍȘ Ȑ ȋȍȕȍȘȈȓȤȕȣȑ ȔȍȕȍȌȎȍȘ, 
ȗȘȍȌșȚȈȊȓȧȦȡȈȧ ȖȚȌȍȓȣ șȚȘȈȚȍȋȐȐ ȋȓȖȉȈȓȤȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȒȖȘȗȖȘȈȚȐȊȕȣȝ 
ȖȚȕȖȠȍȕȐȑ, ȊȕȍȠȕȐȝ șȊȧȏȍȑ Ȑ ȦȘȐȌȐȟȍșȒȐȑ ȖȚȌȍȓ Ȋ Microsoft, ȗȖșȊȧȚȐȓȈ șȊȖȦ 
ȗȘȖȜȍșșȐȖȕȈȓȤȕțȦ ȒȈȘȤȍȘț ȗȘȖȌȊȐȎȍȕȐȦ Ȑ țȓțȟȠȍȕȐȦ ȔȐȘȖȊȣȝ șȚȈȕȌȈȘȚȖȊ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȋȈȘȔȖȕȐȏȈȞȐȐ ȗȖȓȐȚȐȒ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ. 
ǶȕȈ ȚȈȒȎȍ ȧȊȓȧȍȚșȧ ȊȐȞȍ-ȗȘȍȏȐȌȍȕȚȖȔ Trusted Computing Group (TCG), 

ȕȍȒȖȔȔȍȘȟȍșȒȖȑ, ȔȍȎȌțȕȈȘȖȌȕȖȑ ȖȘȋȈȕȐȏȈȞȐȐ, ȘȈȏȘȈȉȈȚȣȊȈȦȡȍȑ șȚȈȕȌȈȘȚȣ Ȋ 
ȐȕȌțșȚȘȐȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȟȤȍȑ ȞȍȓȤȦ ȧȊȓȧȦȚșȧ ȐȕȕȖȊȈȞȐȐ 
ȚȍȝȕȖȓȖȋȐȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ ȚȈȒȎȍ ȧȊȓȧȍȚșȧ ȟȓȍȕȖȔ ȒȖȕșțȓȤȚȈȚȐȊȕȖȋȖ 
ȒȖȔȐȚȍȚȈ Executive Women Forum, ȖȘȋȈȕȐȏȈȞȐȐ, ȏȈȕȐȔȈȦȡȍȑșȧ ȗȘȖȌȊȐȎȍȕȐȍȔ 
ȎȍȕȡȐȕ Ȋ ȗȘȖȜȍșșȐȧȝ, șȊȧȏȈȕȕȣȝ ș ȉȍȏȖȗȈșȕȖșȚȤȦ, ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤȦ Ȑ 
țȗȘȈȊȓȍȕȐȍȔ ȘȐșȒȈȔȐ. ǲȘȖȔȍ ȚȖȋȖ, Ȍȍ ǬȎȖȕ-ǿȍȕ ȧȊȓȧȍȚșȧ șȖȊȍȚȕȐȒȖȔ ȗȘȖȍȒȚȈ 
Digital Futures, șȖȏȌȈȕȕȖȋȖ ǴȍȎȌțȕȈȘȖȌȕȣȔ ȕȈțȟȕȣȔ ȞȍȕȚȘȖȔ ȐȔȍȕȐ ǪțȌȘȖ 
ǪȐȓȤșȖȕȈ (Woodrow Wilson Center). Ǫ 2014-ȖȔ ȖȕȈ ȗȖȓțȟȐȓȈ ȗȘȍȔȐȦ “Women of 
Influence Award” ȖȚ ȖȘȋȈȕȐȏȈȞȐȐ Executive Women Forum ȏȈ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȑ 
ȊȒȓȈȌ Ȋ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȤ. ǻ ȕȍȍ ȍșȚȤ șȚȍȗȍȕȤ ȔȈȋȐșȚȘȈ ȗȖ țȗȘȈȊȓȍȕȐȦ 
ȉȐȏȕȍșȖȔ Ȑ șȚȍȗȍȕȤ ȉȈȒȈȓȈȊȘȈ ȗȖ ȐȕȜȖȘȔȈȚȐȒȍ. 
   ǲȖȋȌȈ ȧ ȊȗȍȘȊȣȍ ȉȘȈȓ ț ȕȍȍ ȐȕȚȍȘȊȤȦ, ȧ șȘȈȏț ȖȉȘȈȚȐȓ ȊȕȐȔȈȕȐȍ, ȕȈșȒȖȓȤȒȖ 
șȖȌȍȘȎȈȚȍȓȤȕȖ Ȑ ȗȖȓȕȖ ȖȕȈ ȖȚȊȍȟȈȍȚ ȕȈ ȊȖȗȘȖșȣ. ǻȎȍ ȕȍșȒȖȓȤȒȖ ȌȍșȧȚȐȓȍȚȐȑ 
ȖȕȈ țșȗȍȠȕȖ ȉȖȘȍȚșȧ ȏȈ țȓțȟȠȍȕȐȍ ȔȐȘȖȊȣȝ ȖȉȡȍșȚȊȍȕȕȣȝ ȗȖȓȐȚȐȒ Ȑ 
șȚȈȕȌȈȘȚȖȊ, Ȉ ȍȍ ȖȗȣȚ Ȑ ȏȕȈȕȐȧ ȉȣȓȐ ȕȍȖȌȕȖȒȘȈȚȕȖ ȖȚȔȍȟȍȕȣ. ǭȍ ȖȗȣȚ 
țȕȐȒȈȓȍȕ, ȒȈȒ Ȍȓȧ ȎȍȕȡȐȕȣ-șȗȍȞȐȈȓȐșȚȈ, ȚȈȒ Ȑ Ȍȓȧ ȗȘȖȜȍșșȐȖȕȈȓȈ Ȑȏ ǨȏȐȐ, Ȑ 
ȖȕȈ ȖȝȖȚȕȖ ȥȚȖ ȗȘȐȏȕȈȍȚ, ȗȖșȒȖȓȤȒț ȧȊȓȧȍȚșȧ ȈȒȚȐȊȕȣȔ șȚȖȘȖȕȕȐȒȖȔ 
ȘȈȏȕȖȖȉȘȈȏȐȧ Ȋ ȖȉȓȈșȚȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
   ȇ șȗȘȖșȐȓ, ȒȈȒ ȖȕȈ ȊȗȍȘȊȣȍ ȗȖȗȈȓȈ Ȋ șȜȍȘț ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
ǶȕȈ ȖȚȊȍȚȐȓȈ: “Ǫ 1992-ȖȔ ȧ ȕȈȟȈȓȈ ȘȈȉȖȚȈȚȤ Ȋ Microsoft, Ȉ ȐȔȍȕȕȖ Ȋ ȖȚȌȍȓȍ 
ȐșșȓȍȌȖȊȈȕȐȑ Ȑ ȘȈȏȘȈȉȖȚȒȐ, ȟȚȖȉȣ ȉȖȘȖȚȤșȧ ș ȚȘțȌȕȖșȚȧȔȐ ȗȘȐ șȖȏȌȈȕȐȐ 
ȈȏȐȈȚșȒȐȝ ȊȍȘșȐȑ Windows 3.1. Ǫ ȚȖ ȊȘȍȔȧ ȕȍ ȉȣȓȖ ȒȐȚȈȑșȒȖȑ ȊȍȘșȐȐ Windows, 
Ȉ ǲȐȚȈȑ ȈȒȚȐȊȕȖ ȗȘȖȌȊȐȋȈȓ ȥȒȖȕȖȔȐȟȍșȒȐȍ ȘȍȜȖȘȔȣ Ȑ șȚȈȕȖȊȐȓșȧ ȊȈȎȕȖȑ 
ȟȈșȚȤȦ ȔȐȘȖȊȖȑ ȥȒȖȕȖȔȐȒȐ.  Ǵȣ șȖȏȌȈȓȐ ȗȍȘȊȣȍ ȧȗȖȕșȒȐȍ, ȒȖȘȍȑșȒȐȍ Ȑ 
ȒȐȚȈȑșȒȐȍ ȊȍȘșȐȐ Windows 3.1, ȋȌȍ ȗȖȌȌȍȘȎȐȊȈȓșȧ ȕȈȉȖȘ “ȌȊțȝȉȈȑȚȖȊȣȝ” 
șȐȔȊȖȓȖȊ. ǿȚȖȉȣ șȖȖȚȊȍȚșȚȊȖȊȈȚȤ ȕȈȠȍȔț ȊȐȌȍȕȐȦ ȌȍȔȖȒȘȈȚȐȏȈȞȐȐ 
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ȒȖȔȗȤȦȚȍȘȖȊ, ȒȖȚȖȘȖȍ ȗȘȍȌȗȖȓȈȋȈȓȖ “ȒȖȔȗȤȦȚȍȘ Ȋ ȒȈȎȌȖȔ ȌȖȔȍ Ȑ ȕȈ ȒȈȎȌȖȔ 
șȚȖȓȍ”, Ȕȣ ȌȖȓȎȕȣ ȉȣȓȐ șȖȏȌȈȊȈȚȤ ȕȈȠȍ ǷǶ, ș țȟȍȚȖȔ ȗȖȓȤȏȖȊȈȚȍȓȍȑ ȗȖ ȊșȍȔț 
ȔȐȘț. ǶșȕȖȊȣȊȈȧșȤ ȕȈ Țȍȝ ȚȘțȌȕȖșȚȧȝ, ș ȒȖȚȖȘȣȔȐ ȕȈȔ ȗȘȐȠȓȖșȤ șȚȖȓȒȕțȚȤșȧ 
ȗȘȐ ȘȈȏȘȈȉȖȚȒȍ Windows 3.1, Ȕȣ ȗȖȕȧȓȐ, ȟȚȖ ȌȖȓȎȕȣ ȐȏȔȍȕȐȚȤ ȗȖȌȝȖȌ Ȓ 
șȖȏȌȈȕȐȦ ȗȘȖȋȘȈȔȔ. Ǵȣ ȘȈȏȘȈȉȖȚȈȓȐ ȗȖȌȝȖȌ, ȗȘȍȌțșȔȈȚȘȐȊȈȦȡȐȑ 
ȐșȗȖȓȤȏȖȊȈȕȐȍ ȖȌȕȖȑ ȒȖȌȖȊȖȑ ȉȈȏȣ, Ȕȣ ȝȖȚȍȓȐ ȐșȗȖȓȤȏȖȊȈȚȤ ȆȕȐȒȖȌ, Ȑ 
ȖȚȌȍȓȐȚȤ ȘȍșțȘșȣ (ȧȏȣȒȖȊȣȍ ȒȖȔȗȖȕȍȕȚȣ) ȖȚ ȐșȝȖȌȕȖȋȖ ȒȖȌȈ.  
   ǲ ȚȖȔț ȔȖȔȍȕȚț, ȒȖȋȌȈ Ȕȣ ȊȣȗțșȚȐȓȐ ȔȍȎȌțȕȈȘȖȌȕțȦ ȊȍȘșȐȦ Windows 95, 
ȖȌȕȖȊȘȍȔȍȕȕȖ ȊȣȗțșȚȐȊ ȊȍȘșȐȐ ș ȗȖȌȌȍȘȎȒȖȑ ȘȈȏȓȐȟȕȣȝ ȧȏȣȒȖȊ, Ȕȣ șȐȓȤȕȖ 
ȖȗȍȘȍȎȈȓȐ ȔȕȖȋȐȍ ȒȖȔȗȈȕȐȐ, ȘȈȏȘȈȉȈȚȣȊȈȦȡȐȍ ǷǶ. Ǵȣ ȊȣȗțșȚȐȓȐ ȊȍȘșȐȦ 
Windows 95 ș ȗȖȌȌȍȘȎȒȖȑ țȗȘȖȡȍȕȕȣȝ ȒȐȚȈȑșȒȐȝ ȐȍȘȖȋȓȐȜȖȊ ȟȍȘȍȏ ȗȖȓȋȖȌȈ 
ȗȖșȓȍ ȊȣȝȖȌȈ ȈȔȍȘȐȒȈȕșȒȖȑ ȊȍȘșȐȐ. ȅȚȖ ȉȣȓȖ ȌȖșȚȐȎȍȕȐȍȔ, țȟȐȚȣȊȈȧ țșȐȓȐȧ 
ȗȖ ȓȖȒȈȓȐȏȈȞȐȐ. ǿȚȖȉȣ șȖȖȚȊȍȚșȚȊȖȊȈȚȤ ȕȈȞȐȖȕȈȓȤȕȖȔț șȚȈȕȌȈȘȚț ȧȏȣȒȈ, Ȕȣ 
ȌȖȉȈȊȐȓȐ ȉȖȓȍȍ 25 000 țȗȘȖȡȍȕȕȣȝ Ȑ ȚȘȈȌȐȞȐȖȕȕȣȝ ȒȐȚȈȑșȒȐȝ ȐȍȘȖȋȓȐȜȖȊ. 
ǲȈȒ Ȋȣ ȏȕȈȍȚȍ, ǲȐȚȈȑ ȋȖȘȌȐȚșȧ ȚȍȔ, ȟȚȖ ȧȊȓȧȍȚșȧ ȘȖȌȐȕȖȑ ȒȕȐȋȖȗȍȟȈȚȈȕȐȧ, ȕȖ 
ȌȖ ȗȖȧȊȓȍȕȐȧ ȒȖȔȔȍȘȟȍșȒȐȝ ȖȗȍȘȈȞȐȖȕȕȣȝ șȐșȚȍȔ, ȚȈȒȐȝ, ȒȈȒ Windows 95, 
ȊȣȝȖȌ Ȋ ȗȍȟȈȚȤ Ȋșȍ ȍȡȍ ȚȘȍȉȖȊȈȓ ȘțȟȕȖȑ ȘȈȉȖȚȣ. Ǵȣ ȘȈȉȖȚȈȓȐ ș ȗȘȖȜȍșșȖȘȖȔ 
ǪȈȕȋ ǽțȈȕ, ȗȐȖȕȍȘȖȔ Founder Group (ȒȐȚȈȑșȒȖȑ ȒȖȔȗȈȕȐȐ, șȗȍȞȐȈȓȐȏȐȘțȦȡȍȑșȧ 
ȕȈ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ ȚȍȝȕȖȓȖȋȐȧȝ), ȕȈȌ șȖȏȌȈȕȐȍȔ ȗȘȐȓȖȎȍȕȐȧ Ȍȓȧ ȥȓȍȒȚȘȖȕȕȖȑ 
ȗțȉȓȐȒȈȞȐȐ ȕȈ ȉȈȏȍ Windows, ȒȖȚȖȘȖȍ ȔȖȔȍȕȚȈȓȤȕȖ ȖȒȈȏȈȓȖ ȊȓȐȧȕȐȍ ȕȍ ȚȖȓȤȒȖ 
ȕȈ ǲȐȚȈȑ, ȕȖ Ȑ ȒȐȚȈȑșȒȐȍ ȐȏȌȈȚȍȓȤșȒȐȍ șȖȖȉȡȍșȚȊȈ, ȕȈȝȖȌȧȡȐȍșȧ ȏȈ ȘțȉȍȎȖȔ. 
ǷȖșȓȍ ȚȣșȧȟȍȓȍȚȐȑ ȘțȟȕȖȋȖ ȚȘțȌȈ ȥȚȖ ȉȣȓȐ ȗȍȘȊȣȍ ȠȈȋȐ ǲȐȚȈȧ ȕȈ ȗțȚȐ Ȓ 
ȥȓȍȒȚȘȖȕȕȖȑ ȗțȉȓȐȒȈȞȐȐ. ȅȚȖ ȗȘȖȌȍȔȖȕșȚȘȐȘȖȊȈȓȖ ȞȍȕȕȖșȚȤ ȒȖȔȗȤȦȚȍȘȖȊ, 
șȗȖșȖȉȕȣȝ ȏȕȈȟȐȚȍȓȤȕȖ țȊȍȓȐȟȐȚȤ ȗȘȖȐȏȊȖȌȐȚȍȓȤȕȖșȚȤ ȚȘțȌȈ. ǳȐȟȕȖ ȧ ȉȣȓȈ 
ȖȟȍȕȤ ȌȖȊȖȓȤȕȈ ȘȍȏțȓȤȚȈȚȖȔ. 
   ǯȈȚȍȔ Ȋ 1998-ȖȔ, ȗȘȐȔȍȘȕȖ Ȋ ȕȈȟȈȓȍ ȘȍȊȖȓȦȞȐȐ Ȋ ȥȓȍȒȚȘȖȕȕȖȑ ȒȖȔȔȍȘȞȐȐ, 
Microsoft ȏȈȐȕȚȍȘȍșȖȊȈȓȐșȤ ȐȕȚȍȘȕȍȚ-ȗȘȖșȚȘȈȕșȚȊȖȔ. ȇ șȚȈȓȈ ȘȈȉȖȚȈȚȤ Ȋ 
ȗȖȌȘȈȏȌȍȓȍȕȐȐ ȖȕȓȈȑȕ-țșȓțȋ, ȕȖ ȕȍȓȤȏȧ ȘȈȉȖȚȈȚȤ ș ȐȕȚȍȘȕȍȚ-șȍȘȊȐșȈȔȐ Ȑ 
ȗȘȖȋȘȈȔȔȈȔȐ, ȕȍ ȖȉȘȈȡȈȧ ȊȕȐȔȈȕȐȧ ȕȈ ȉȍȏȖȗȈșȕȖșȚȤ. Ǫ ȚȍȟȍȕȐȍ ȕȍșȒȖȓȤȒȐȝ 
ȓȍȚ, ț ȕȈș ȉȣȓȐ șȍȘȤȍȏȕȣȍ ȚȘțȌȕȖșȚȐ, ȗȖșȒȖȓȤȒț ȝȈȒȍȘȣ șȚȈȓȐ ȐșȗȖȓȤȏȖȊȈȚȤ 
ȊȐȘțșȣ Ȑ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ ȕȈȊȘȍȌȐȚȤ ȕȈȔ Ȑ ȕȈȠȐȔ ȒȓȐȍȕȚȈȔ. 
ǬȊȈ ȗȘȐȔȍȘȈ - ȥȚȖ Code Red Ȑ SQL Slammer. Ǫșȍ șȖȚȘțȌȕȐȒȐ Windows ȗȣȚȈȓȐșȤ 
ȊȣȧșȕȐȚȤ, ȒȈȒ ȔȖȎȕȖ șȖȏȌȈȚȤ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȖȍ Ȑ ȕȈȌȍȎȕȖȍ ǷǶ. Ǫ ȚȖ ȊȘȍȔȧ, 
ȈȚȈȒȐ 11 șȍȕȚȧȉȘȧ ȗȖȒȈȏȈȓȐ, ȟȚȖ ȐȕȌțșȚȘȐȐ, ȚȈȒȐȍ ȒȈȒ ȜȐȕȈȕșȖȊȈȧ, ȉȣȓȐ ȓțȟȠȍ 
ȗȖȌȋȖȚȖȊȓȍȕȣ Ȓ ȒȈȚȈșȚȘȖȜȈȔ Ȑ ȔȖȋȓȐ ȉȣșȚȘȍȍ ȊȖșșȚȈȕȖȊȐȚȤșȧ. ǻȘȖȒȐ, 
ȗȖȓțȟȍȕȕȣȍ ȗȖșȓȍ ȗȘȖȉȓȍȔȣ Y2K (ǷȘȖȉȓȍȔȈ 2000 ȋȖȌȈ) ȗȖȠȓȐ ȕȈ ȗȖȓȤȏț ȥȚȐȔ 
ȒȖȔȗȈȕȐȧȔ. ȇ ȗȖȕȧȓȈ, ȋȌȍ ȗȘȖȉȓȍȔȈȔ ȉȍȏȖȗȈșȕȖșȚȐ țȌȍȓȧȍȚșȧ ȕȈȐȉȖȓȤȠȍȍ 
ȊȕȐȔȈȕȐȍ Ȑ ȗȘȐșȖȍȌȐȕȐȓȈșȤ Ȓ ȖȚȌȍȓț ȘȈșȠȐȘȍȕȕȣȝ ȗȖȓȐȚȐȒ Ȑ șȚȘȈȚȍȋȐȐ 
Microsoft (Microsoft’s Advanced Policy and Strategy Division), ȗȖȌ ȘțȒȖȊȖȌșȚȊȖȔ 
ǲȘȍȑȋȈ ǴȈȕȌȐ. ȇ șȚȈȓȈ ȘȈȉȖȚȈȚȤ Ȋ Trustworthy Computing Group, ȗȖȌ 
ȘțȒȖȊȖȌșȚȊȖȔ ǹȒȖȚȚȈ ǿȈȘȕȐ, Ȑ ȕȈȠȍȑ ȞȍȓȤȦ ȉȣȓȐ ȉȍȏȖȗȈșȕȖșȚȤ, 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ, ȕȈȌȍȎȕȖșȚȤ Ȑ ȒȖȘȗȖȘȈȚȐȊȕȈȧ ȥȚȐȒȈ. Ǵȕȍ ȗȖȊȍȏȓȖ 



28 
 

ȖȉțȟȈȚȤșȧ ț ȌȊțȝ ȖȟȍȕȤ ȖȗȣȚȕȣȝ ȘțȒȖȊȖȌȐȚȍȓȍȑ, ȒȈȒ Ȋ ȖȉȓȈșȚȐ ȚȍȝȕȖȓȖȋȐȑ, ȚȈȒ 
Ȑ Ȋ ȖȉȓȈșȚȐ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ.  
   ǷȖȔȕȦ ȊȖ ȊȘȍȔȧ ȗȍȘȊȣȝ ȈȚȈȒ, șȍȘȤȍȏȕȖ ȗȖșȚȘȈȌȈȓȐ ȚȈȒȐȍ ȘȣȕȒȐ, ȒȈȒ ȘȣȕȖȒ 
ǲȖȘȍȐ Ȑ ȇȗȖȕȐȐ, ȗȖȚȖȔț ȟȚȖ ȖȕȐ ȖȌȕȐȔȐ Ȑȏ ȗȍȘȊȣȝ ȗȍȘȍȠȓȐ ȕȈ ȕȈȠȐ 
ȚȍȝȕȖȓȖȋȐȐ Ȑ ȕȈȟȈȓȐ ȘȈȉȖȚȈȚȤ Ȋ ȐȕȚȍȘȕȍȚȍ. ǪȓȐȧȕȐȦ ȥȚȐȝ ȈȚȈȒ ȗȖȌȊȍȘȋȓȐșȤ 
ȔȐȓȓȐȖȕȣ ȗȖȓȤȏȖȊȈȚȍȓȍȑ. ǷȘȈȊȐȚȍȓȤșȚȊȈ ȉȣȓȐ ȖȉȍșȗȖȒȖȍȕȣ. ǻ Microsoft ȉȣȓȖ 
șȖȊșȍȔ ȕȍȔȕȖȋȖ ȊȘȍȔȍȕȐ, ȟȚȖȉȣ ȖȚȘȍȈȋȐȘȖȊȈȚȤ. ȇ ȗȖȓȕȖșȚȤȦ ȗȖșȊȧȚȐȓȈ șȍȉȧ 
ȗȘȖȉȓȍȔȈȔ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȘȈȉȖȚȍ ș ȗȘȈȊȐȚȍȓȤșȚȊȖȔ. ȇ 
ȕȈȟȈȓȈ ȏȈȕȐȔȈȚȤșȧ ȗȘȖȗȈȋȈȕȌȖȑ Ȑ ȐșȒȈȓȈ șȗȖșȖȉȣ ȗȖȔȖȟȤ ȕȈȓȈȌȐȚȤ 
ȗȈȘȚȕȍȘșȒȐȍ ȖȚȕȖȠȍȕȐȧ ȔȍȎȌț ȋȖșțȌȈȘșȚȊȍȕȕȣȔ Ȑ ȟȈșȚȕȣȔ șȍȒȚȖȘȈȔȐ Ȍȓȧ 
ȔȐȕȐȔȐȏȈȞȐȐ ȘȐșȒȖȊ Ȑ ȒȖȔȗȓȍȒșȕȖȋȖ ȘȍȠȍȕȐȧ ȊȖȗȘȖșȖȊ ȉȍȏȖȗȈșȕȖșȚȐ. ǻ ȕȈș 
ȉȣȓȈ ȊȖȏȔȖȎȕȖșȚȤ ȌȍȓȐȚȤșȧ ȏȕȈȕȐȧȔȐ Ȑ ȘȈȏȘȈȉȈȚȣȊȈȚȤ ȘȍȠȍȕȐȧ Ȍȓȧ ȗȖȌȌȍȘȎȒȐ 
ȗȘȈȊȐȚȍȓȤșȚȊȍȕȕȣȝ Ȑ ȒȖȘȗȖȘȈȚȐȊȕȣȝ ȗȈȘȚȕȍȘȖȊ. ǵȈȗȘȐȔȍȘ, Ȋ ȘȈȏȓȐȟȕȣȝ 
șȚȘȈȕȈȝ, Ȋ țȗȘȈȊȓȍȕȐȐ ȗȖȓȐȞȐȐ ȐșȗȖȓȤȏȖȊȈȓȐșȤ ȖȟȍȕȤ șȚȈȘȣȍ șȐșȚȍȔȣ, Ȑ ȕȍ 
ȉȣȓȖ ȗȖȌȘȈȏȌȍȓȍȕȐȑ, ȏȈȕȐȔȈȦȡȐȝșȧ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȤȦ. ǲȖȋȌȈ ȘȈșșȓȍȌȖȊȈȕȐȍ 
ȒȐȉȍȘȗȘȍșȚțȗȓȍȕȐȑ șȚȈȓȖ ȉȖȓȍȍ ȗȘȐȖȘȐȚȍȚȕȖȑ ȏȈȌȈȟȍȑ, șȚȘțȒȚțȘȈȔ 
ȗȘȈȊȖȗȖȘȧȌȒȈȔ ȗȖȕȈȌȖȉȐȓȖșȤ ȉȖȓȤȠȍ ȥȒșȗȍȘȚȖȊ, șȗȖșȖȉȕȣȝ ȘȍȈȋȐȘȖȊȈȚȤ ȕȈ ȥȚȐ 
ȐȕȞȐȌȍȕȚȣ Ȑ ȗȘȖȊȖȌȐȚȤ ȥȒșȗȍȘȚȕȣȑ ȈȕȈȓȐȏ. Microsoft ȊȣșȚțȗȐȓȐ Ȋ ȗȖȌȌȍȘȎȒț 
ȥȚȐȝ țșȐȓȐȑ, ȖȉȍșȗȍȟȐȊȈȧ ȕȍȖȉȝȖȌȐȔțȦ ȚȍȝȕȐȟȍșȒțȦ ȗȖȌȋȖȚȖȊȒț, Ȋ ȚȖȔ ȟȐșȓȍ, Ȋ 
ȚȈȒȐȝ ȘȍȋȐȖȕȈȝ, ȒȈȒ ȆȋȖ-ǪȖșȚȖȟȕȈȧ ǨȏȐȧ. 
   ǻ Ȕȍȕȧ șțȗȍȘȌȐȕȈȔȐȟȕȈȧ ȘȈȉȖȚȈ, Ȑ Ȕȕȍ ȗȖȊȍȏȓȖ șȖȚȘțȌȕȐȟȈȚȤ ș ȒȖȓȓȍȋȈȔȐ Ȑ 
ȍȌȐȕȖȔȣȠȓȍȕȕȐȒȈȔȐ, ȒȖȚȖȘȣȍ ȔȕȖȋȖȔț Ȕȍȕȧ ȕȈțȟȐȓȐ. Microsoft șȚȈȓȐ 
ȟȍȔȗȐȖȕȖȔ Ȋ ȖȉȓȈșȚȐ ȚȍȝȕȖȓȖȋȐȑ Ȑ șȚȘȈȚȍȋȐȑ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ. Ǵȣ 
ȘȈșȠȐȘȐȓȐ ȋȘȈȕȐȞȣ șȊȖȐȝ ȊȏȋȓȧȌȖȊ, Ȕȣ șȚȈȓȐ șȔȖȚȘȍȚȤ Ȑ ȊȕțȚȘȤ, Ȑ ȕȈȘțȎț. 
ǷȓȦș Ȕȣ șȚȈȓȐ ȘȈȉȖȚȈȚȤ ș ȗȈȘȚȕȍȘȈȔȐ. ǺȖȋȌȈ șȖȚȘțȌȕȐȟȍșȚȊȖ ȒȖȕȒțȘȍȕȚȖȊ ȉȣȓȖ 
ȘȍȌȒȐȔ ȧȊȓȍȕȐȍȔ, ȕȖ Ȕȣ ȊȍȘȐȓȐ, ȟȚȖ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȤ ȊȈȎȕȍȍ ȒȖȕȒțȘȍȕȞȐȐ. 
Ǵȣ ȌȍȓȐȓȐșȤ șȗȖșȖȉȈȔȐ ȏȈȡȐȚȣ ȊȈȎȕȖȑ ȐȕȜȖȘȔȈȞȐȐ ș ȗȖșȚȈȊȡȐȒȈȔȐ 
ȈȕȚȐȊȐȘțșȖȊ, Ȑ ȘȈȏȘȈȉȖȚȈȓȐ ȗȘȈȊȐȚȍȓȤșȚȊȍȕȕțȦ ȗȘȖȋȘȈȔȔț ȏȈȡȐȚȣ 
(Government Security Program) Ȍȓȧ țȓțȟȠȍȕȐȧ șȐȚțȈȞȐȐ Ȋ ȖȉȓȈșȚȐ 

ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ, ȒȈȒ Ȋ ȘȈȏȊȐȊȈȦȡȐȝșȧ, ȚȈȒ Ȑ Ȋ ȘȈȏȊȐȚȣȝ șȚȘȈȕȈȝ. Ǫ ȒȖȕȞȍ 
ȒȖȕȞȖȊ, Ȋ 2008-ȖȔ ȧ șȚȈȓȈ ȘȈȉȖȚȈȚȤ ȕȈȌ ȈȗȗȈȘȈȚȕȣȔȐ ȘȍȠȍȕȐȧȔȐ Ȍȓȧ 
ȖȉȍșȗȍȟȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ ș Țȍȝ ȗȖȘ ȗȘȖȌȖȓȎȈȓȈ ȌȍȧȚȍȓȤȕȖșȚȤ Ȋ Trusted 
Computing Group, ȋȌȍ Ȕȕȍ ȌȖȊȍȓȖșȤ ȘȈȉȖȚȈȚȤ șȖ ȔȕȖȋȐȔȐ ȚȈȓȈȕȚȓȐȊȣȔȐ 
ȓȦȌȤȔȐ”. 
   ȇ ȗȖȐȕȚȍȘȍșȖȊȈȓșȧ, ș ȒȈȒȐȔȐ ȗȘȖȉȓȍȔȈȔȐ ȍȑ ȗȘȐȝȖȌȐȚșȧ șȚȈȓȒȐȊȈȚȤșȧ Ȑ ȒȈȒȐȍ 
ȗȘȖȉȓȍȔȣ ȍȑ ȗȘȐȝȖȌȐȚșȧ ȘȍȠȈȚȤ ȕȈ ȗȖșȚț ȊȐȞȍ-ȗȘȍȏȐȌȍȕȚȈ Trusted Computing 
Group (TCG). ǶȕȈ ȗȘȐȊȍȓȈ ȗȘȐȔȍȘ: “Ǫȣ ȏȕȈȍȚȍ Ȗ ȟȐȗȍ Trusted Platform Module 
(TPM), ȒȖȚȖȘȣȑ ȗȖȔȖȋȈȍȚ ȖȉȍșȗȍȟȐȚȤ ȉȍȏȖȗȈșȕȖșȚȤ ȒȖȔȗȤȦȚȍȘȖȊ ȕȈ ȈȗȗȈȘȈȚȕȖȔ 
țȘȖȊȕȍ. ǪȍȘșȐȧ TPM 1.2 ȘȈȉȖȚȈȓȈ ȖȚȓȐȟȕȖ, ȕȖ ȍȑ ȕȍ ȝȊȈȚȈȓȖ ȋȐȉȒȖșȚȐ, ȟȚȖȉȣ 
“șȗȘȧȚȈȚȤ” ȈȓȋȖȘȐȚȔȣ ȠȐȜȘȖȊȈȕȐȧ ȗȘȐ ȖȉȕȈȘțȎȍȕȐȐ țȧȏȊȐȔȖșȚȐ. Ǫ ȚȖ Ȏȍ 
ȊȘȍȔȧ, ȘȈȏȓȐȟȕȣȍ șȚȘȈȕȣ ȕȈȟȈȓȐ ȗȘȖȌȊȐȋȈȚȤ ȐșȗȖȓȤȏȖȊȈȕȐȍ șȖȉșȚȊȍȕȕȣȝ 
ȈȓȋȖȘȐȚȔȖȊ Ȋ șȊȖȐȝ ȗȘȖȌțȒȚȈȝ Ȍȓȧ ȖȉȍșȗȍȟȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ. Ǫ TPM 1.2 ȉȣȓȖ 
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ȕȍȊȖȏȔȖȎȕȖ țȌȖȊȓȍȚȊȖȘȐȚȤ ȥȚȖ ȚȘȍȉȖȊȈȕȐȍ, ȗȖșȒȖȓȤȒț Ȋ ȥȚȖȑ ȊȍȘșȐȐ 
ȗȖȌȌȍȘȎȐȊȈȓșȧ ȚȖȓȤȒȖ ȖȗȘȍȌȍȓȍȕȕȣȑ ȕȈȉȖȘ ȈȓȋȖȘȐȚȔȖȊ. 
   ǷȖȧȊȐȓșȧ ȘȐșȒ ȒȖȕȒțȘȍȕȞȐȐ ș ȗȘȈȊȐȚȍȓȤșȚȊȈȔȐ ȕȈ țȘȖȊȕȍ șȚȈȕȌȈȘȚȖȊ, ȗȍȘȍȌ 
ȚȍȔ, ȒȈȒ ȥȚȈ ȚȍȝȕȖȓȖȋȐȧ șȚȈȕȍȚ ȐșȗȖȓȤȏȖȊȈȚȤșȧ ȔȍȎȌțȕȈȘȖȌȕȖ. ǭșȓȐ șȚȘȈȕȣ 
ȗȖȑȌțȚ ȗȖ ȗțȚȐ ȘȈȏȘȈȉȖȚȒȐ ȕȍșȖȊȔȍșȚȐȔȣȝ șȚȈȕȌȈȘȚȖȊ, ȚȖ ȚȖȓȤȒȖ Ȑȏ-ȏȈ 
ȐșȗȖȓȤȏȖȊȈȕȐȧ șȖȉșȚȊȍȕȕȖȋȖ ȈȓȋȖȘȐȚȔȈ ȗȖșȚȘȈȌȈȍȚ ȉȍȏȖȗȈșȕȖșȚȤ Ȋșȍȝ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ. ǹ ȚȖȟȒȐ ȏȘȍȕȐȧ ȊȕȍȌȘȍȕȐȧ ȥȚȖȑ ȚȍȝȕȖȓȖȋȐȐ, ȥȚȖ ȕȍȐȏȉȍȎȕȖ 
ȗȘȐȊȍȓȖ ȉȣ Ȓ ȗȘȖȉȓȍȔȈȔ șȖȊȔȍșȚȐȔȖșȚȐ ȔȍȎȌț ȟȐȗȈȔȐ ȉȍȏȖȗȈșȕȖșȚȐ, 
ȖșȕȖȊȈȕȕȣȔȐ ȕȈ ȔȍȎȌțȕȈȘȖȌȕȣȝ șȚȈȕȌȈȘȚȈȝ, Ȑ ȚȍȔȐ, ȒȖȚȖȘȣȍ ȘȈȏȘȈȉȖȚȈȕȣ Ȋ 
șȖȖȚȊȍȚșȚȊȐȐ șȖ șȚȈȕȌȈȘȚȈȔȐ ȖȗȘȍȌȍȓȍȕȕȖȑ șȚȘȈȕȣ. Ǫ TCG ȗȘȐȕȧȓȐ ȘȍȠȍȕȐȍ 
ȘȈȏȖȉȘȈȚȤșȧ ș ȥȚȖȑ ȗȘȖȉȓȍȔȖȑ “ȗȖȌȊȐȎȕȖșȚȐ ȠȐȜȘȖȊȈȕȐȧ”, ȗȖȔȐȔȖ ȌȘțȋȐȝ 
țȓțȟȠȍȕȐȑ, ȒȖȚȖȘȣȍ ȉȣȓȐ ȗȘȍȌșȚȈȊȓȍȕȣ Ȋ ȊȍȘșȐȐ TPM 2.0. ǩȓȈȋȖȌȈȘȧ țșȐȓȐȧȔ 
ȔȕȖȋȐȝ ȥȒșȗȍȘȚȖȊ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ Ȑȏ ȘȈȏȕȣȝ șȚȘȈȕ, șȚȈȕȌȈȘȚ TPM 2.0 ȉȣȓ 
ȗȘȐȕȧȚ, ȒȈȒ ISO/IEC 11889:2015. ǺȍȗȍȘȤ ȥȚȖ țȕȐȒȈȓȤȕȣȑ șȚȈȕȌȈȘȚ, ȒȖȚȖȘȣȑ 
ȐșȗȖȓȤȏțȍȚșȧ ȊȖ ȊșȍȔ ȔȐȘȍ. ȅȚȖ ȖȟȍȕȤ ȏȕȈȟȐȔȖȍ șȖȉȣȚȐȍ, ȗȖșȒȖȓȤȒț 
ȗȖȚȘȍȉȖȊȈȓȖșȤ șȖȋȓȈșȐȍ ȔȍȎȌț ȔȕȖȋȐȔȐ șȚȘȈȕȈȔȐ, ȊȒȓȦȟȈȧ ǹȀǨ, ǲȐȚȈȑ, 
ǸȖșșȐȦ, ǲȈȕȈȌț, ȇȗȖȕȐȦ, ǼȘȈȕȞȐȦ, ȆȎȕțȦ ǨȜȘȐȒț, ǴȈȓȈȑȏȐȦ Ȑ ȌȘțȋȐȍ. Ǵȣ 
ȌȍȑșȚȊȐȚȍȓȤȕȖ ȌȖșȚȐȋȓȐ ȟȍȋȖ-ȚȖ ȖșȖȉȍȕȕȖȋȖ. ǵȖȊȣȑ șȚȈȕȌȈȘȚ ȗȘȍȌȓȈȋȈȍȚ 
ȋȖȘȈȏȌȖ ȉȖȓȍȍ ȠȐȘȖȒȐȑ țȘȖȊȍȕȤ ȉȍȏȖȗȈșȕȖșȚȐ ȐȕȜȖȘȔȈȞȐȐ ȕȍ ȚȖȓȤȒȖ Ȍȓȧ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ PC, ȕȖ ȚȈȒȎȍ Ȍȓȧ ȖȉȓȈȟȕȣȝ ȘȍȠȍȕȐȑ Ȑ IoT-țșȚȘȖȑșȚȊ”. Ǵȕȍ ȉȣȓȖ 
ȖȟȍȊȐȌȕȖ, ȟȚȖ ȘȈȉȖȚȈ Ȍȍ ǬȎȖȕ-ǿȍȕ ȗȖ ȋȓȖȉȈȓȐȏȈȞȐȐ Windows 95 ȗȘȐȕȍșȓȈ 
ȗȓȖȌȣ, ȒȖȋȌȈ ȖȕȈ ȗȖȔȖȋȈȓȈ ȘȈȏȘȈȉȈȚȣȊȈȚȤ ȔȐȘȖȊȖȑ șȚȈȕȌȈȘȚ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ 
ȚȍȝȕȖȓȖȋȐȑ Ȑ ȥȒȖșȐșȚȍȔț. 

   ȇ șȗȘȖșȐȓ, ȟȚȖ ȕȈ ȍȍ ȊȏȋȓȧȌ ȧȊȓȧȍȚșȧ șȈȔȣȔ ȉȖȓȤȠȐȔ ȗȘȍȗȧȚșȚȊȐȍȔ Ȍȓȧ 
ȏȕȈȟȐȚȍȓȤȕȖȋȖ țȓțȟȠȍȕȐȧ ȔȐȘȖȊȖȑ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ 
ȖȚȊȍȚȐȓȈ: “Ǫ ȘȈȏȕȣȝ șȚȘȈȕȈȝ ȘȈȏȕȖȍ ȔȐȘȖȊȖȏȏȘȍȕȐȍ, Ȑ ȥȚȖ ȕțȎȕȖ țȟȐȚȣȊȈȚȤ, 
ȗȘȖȌȊȐȋȈȧ ȔȍȎȌțȕȈȘȖȌȕȣȍ șȚȈȕȌȈȘȚȣ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȕȈȐȉȖȓȍȍ ȥȜȜȍȒȚȐȊȕȣȍ 
ȗȖȌȝȖȌȣ. ǭșȚȤ ȗȘȖȉȓȍȔȣ, șȊȧȏȈȕȕȣȍ ș ȗȖȓȐȚȐȒȈȔȐ Ȑ ȚȍȝȕȖȓȖȋȐȧȔȐ. ǸȈȏțȔȍȍȚșȧ, 
ȟȚȖ ȚȍȝȕȐȟȍșȒȐȍ șȗȍȞȐȈȓȐșȚȣ ȝȖȚȧȚ șȖȏȌȈȚȤ ȓțȟȠțȦ ȚȍȝȕȖȓȖȋȐȦ, ȕȖ ȥȚȖ ȓȐȠȤ 
ȟȈșȚȤ ȗȘȖȉȓȍȔȣ. ǹțȡȍșȚȊțȦȚ ȗȘȖȉȓȍȔȣ ȥȒȖșȐșȚȍȔȣ Ȑ ȒȐȉȍȘȗȘȈȊȐȚȍȓȤșȚȊȈ. 
ǲȈȎȌȈȧ șȚȘȈȕȈ șȚȘȍȔȐȚșȧ ȏȈȡȐȚȐȚȤ șȊȖȑ șțȊȍȘȍȕȐȚȍȚ Ȋ ȒȐȉȍȘȗȘȖșȚȘȈȕșȚȊȍ, 
ȗȣȚȈȧșȤ ȌȖȉȐȚȤșȧ Ȋ ȥȚȖȑ ȖȉȓȈșȚȐ ȔȈȒșȐȔȈȓȤȕȖ ȊȖȏȔȖȎȕȣȝ ȘȍȏțȓȤȚȈȚȖȊ. ǵȍȓȤȏȧ 
ȘȍȠȈȚȤ ȚȖȓȤȒȖ ȚȍȝȕȖȓȖȋȐȟȍșȒȐȍ ȗȘȖȉȓȍȔȣ ȐȓȐ ȖșȚȈȊȐȚȤ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȤ 
ȗȖȓȐȚȐȒȈȔ. ǵțȎȕȖ ȕȈȑȚȐ ȕȈȐȓțȟȠȍȍ ȘȍȠȍȕȐȍ Ȑ ȉȈȓȈȕș șȖȖȚȊȍȚșȚȊȐȧ șȈȔȣȔ 
ȘȈȏȓȐȟȕȣȔ ȚȘȍȉȖȊȈȕȐȧȔ. ǰ ȥȚȖ ȗȘȍȊȘȈȡȈȍȚșȧ Ȋ ȖȟȍȕȤ șȓȖȎȕțȦ șȐșȚȍȔț, 

ȒȖȚȖȘțȦ ȌȖȓȎȕȣ țȟȐȚȣȊȈȚȤ ȊȣșȠȍȍ ȘțȒȖȊȖȌșȚȊȖ Ȑ ȓȐȌȍȘȣ ȐȕȌțșȚȘȐȐ ȗȍȘȍȌ 
ȚȍȔ, ȒȈȒ ȟȚȖ-ȚȖ ȌȍȓȈȚȤ. ǷȖȓȐȚȐȟȍșȒȐȍ ȊȖȗȘȖșȣ țȟȐȚȣȊȈȦȚ: ȉȍȏȖȗȈșȕȖșȚȤ Ȑ 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ ȐȕȚȍȘȕȍȚ-ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȏȈȡȐȚț ȒȘȐȚȐȟȍșȒȖȑ 
ȐȕȜȘȈșȚȘțȒȚțȘȣ, șȖȞȐȈȓȤȕțȦ Ȑ ȥȒȖȕȖȔȐȟȍșȒțȦ șȚȈȉȐȓȤȕȖșȚȤ, Ȉ ȚȈȒȎȍ 
ȔȍȎȌțȕȈȘȖȌȕȣȍ șȊȧȏȐ Ȑ ȚȖȘȋȖȊȓȦ. ǿȍȔ ȉȖȓȤȠȍ șȚȘȈȕ ȊȣȗțșȒȈȦȚ șȖȉșȚȊȍȕȕȣȍ 
ȕȖȘȔȣ ȉȍȏȖȗȈșȕȖșȚȐ, ȚȍȔ ȊȣȠȍ ȞȍȕȈ ȖȘȋȈȕȐȏȈȞȐȑ, ȏȈȕȐȔȈȦȡȐȝșȧ 
ȔȍȎȌțȕȈȘȖȌȕȖȑ ȚȖȘȋȖȊȓȍȑ. Ǭȓȧ ȚȖȋȖ, ȟȚȖȉȣ șȖȖȚȊȍȚșȚȊȖȊȈȚȤ ȚȘȍȉȖȊȈȕȐȧȔ, 
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ȕȍȖȉȝȖȌȐȔȖ țȟȐȚȣȊȈȚȤ ȗȖȓȐȚȐȟȍșȒȐȍ ȗȖșȓȍȌșȚȊȐȧ, ȗȘȈȊȖȊȣȍ ȘȐșȒȐ, ȐȏȔȍȕȍȕȐȧ 
ȗȘȖȍȒȚȈ Ȑ ȐȏȔȍȕȍȕȐȧ ȉȐȏȕȍș Ȑ ȖȗȍȘȈȞȐȖȕȕȖȑ ȔȖȌȍȓȐ. ǭșȚȤ ȔȕȖȎȍșȚȊȖ 
ȚȘțȌȕȖșȚȍȑ Ȑ ȊȖȏȔȖȎȕȖșȚȍȑ, ȕȖ ȕȍȓȤȏȧ ȘȍȠȐȚȤ ȒȘțȗȕȣȍ, ȖȉȡȐȍ ȗȘȖȉȓȍȔȣ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȉȍȏ ȗȖȕȐȔȈȕȐȧ ȊȕțȚȘȍȕȕȍȋȖ țșȚȘȖȑșȚȊȈ șȚȘȈȕȣ 
Ȑ ȊȏȈȐȔȖșȊȧȏȐ ȘȈȏȓȐȟȕȣȝ ȥȓȍȔȍȕȚȖȊ. ǭșȓȐ Ȋșȍ ȌȍȓȈȚȤ ȗȘȈȊȐȓȤȕȖ, ȚȖ ȊȖȏȔȖȎȕȖ ț 
ȕȈș ȗȖȓțȟȐȚȤșȧ ȌȖșȚȐȟȤ ȘȈȊȕȖȊȍșȐȧ, ȕȍȖȉȝȖȌȐȔȖȋȖ Ȍȓȧ țȓțȟȠȍȕȐȧ 
ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȏȈȡȐȚȣ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȐȕȜȘȈșȚȘțȒȚțȘȣ, Ȑ, ȗȘȐ ȥȚȖȔ, 
ȖȉȍșȗȍȟȐȚȤ ȉȍȏȖȗȈșȕȖșȚȤ ȟȈșȚȕȣȝ ȌȈȕȕȣȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȟȍșȚȕțȦ 
ȒȖȕȒțȘȍȕȞȐȦ, Ȑ ȗȘȐ ȥȚȖȔ ȏȕȈȟȐȚȍȓȤȕȖ șȕȐȏȐȚȤ șȚȖȐȔȖșȚȤ ȊȍȌȍȕȐȧ ȉȐȏȕȍșȈ ȗȘȐ 

ȔȍȎȌțȕȈȘȖȌȕȖȑ ȚȖȘȋȖȊȓȍ”. 
   ȇ șȗȘȖșȐȓ Ȗ ȕȍȌȖșȚȈȚȒȍ ȎȍȕȡȐȕ Ȋ IT-ȐȕȌțșȚȘȐȐ. Ǭȍ ǬȎȖȕ-ǿȍȕ ȖȚȊȍȚȐȓȈ: “Ǫ 
ȞȍȓȖȔ, Ȋ IT-ȐȕȌțșȚȘȐȐ ȘȈȉȖȚȈȍȚ ȔȈȓȖ ȎȍȕȡȐȕ, ȕȖ Ȑȝ ȍȡȍ ȔȍȕȤȠȍ Ȋ șȜȍȘȍ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ȇ ȘȈȉȖȚȈȓȈ ș ȒȘțȗȕȖȑ ȐȕȚȍȘȕȍȚ-ȒȖȔȗȈȕȐȍȑ, ȋȌȍ 
ȈȒȚȐȊȕȖ ȕȈȕȐȔȈȓȐ ȎȍȕȡȐȕ, Ȑ ȊȐȌȍȓȐ Ȋ ȕȐȝ ȗȖȚȍȕȞȐȈȓ. ǬȈȎȍ ȕȍșȔȖȚȘȧ ȕȈ ȚȖ, 
ȟȚȖ ȗȧȚȤȌȍșȧȚ ȟȍȚȣȘȍ ȗȘȖȞȍȕȚȈ șȖȚȘțȌȕȐȒȖȊ șȖșȚȈȊȓȧȓȐ ȎȍȕȡȐȕȣ, ȧ ȥȚȖȋȖ ȕȍ 
ȏȈȔȍȚȐȓȈ, ȒȖȋȌȈ ȖȉȡȈȓȈșȤ ș Ȑȝ ȒȖȔȈȕȌȖȑ ȗȖ ȖȉȍșȗȍȟȍȕȐȦ ȉȍȏȖȗȈșȕȖșȚȐ. ǺȈȔ 
ȉȣȓȈ ȚȖȓȤȒȖ ȖȌȕȈ ȎȍȕȡȐȕȈ, Ȑ ȖȕȈ ȉȣȓȈ ȕȍ șȗȍȞȐȈȓȐșȚȖȔ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ, Ȉ 
ȒȖȖȘȌȐȕȈȚȖȘȖȔ. Ǫ ȔȐȘȍ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ ȕțȎȕȖ ȉȖȓȤȠȍ ȚȈȓȈȕȚȖȊ, Ȑ Ȕȣ 
ȌȖȓȎȕȣ ȕȈȑȚȐ șȗȖșȖȉ ȗȘȐȊȓȍȟȤ Ȑ țȌȍȘȎȈȚȤ ȎȍȕȡȐȕ Ȋ IT-ȐȕȌțșȚȘȐȐ, Ȑ ȚȍȔ 
șȈȔȣȔ, ȖȉȍșȗȍȟȐȚȤ ȘȈȏȕȖȖȉȘȈȏȐȍ șȗȍȞȐȈȓȐșȚȖȊ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǵȈȔ ȕțȎȕȣ Ȋșȍ Ȍȓȧ ȌȖșȚȐȎȍȕȐȧ ȥȚȖȑ ȞȍȓȐ”.  
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ǷȖȌȘȖȉȕȍȍ Ȗ ǾȏȐȕ Ȍȍ ǬȎȖȕ-ǿȍȕ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǾȏȐȕ Ȍȍ ǬȎȖȕ-ǿȍȕ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǩȓȖȋ ǾȏȐȕ Ȍȍ ǬȎȖȕ-ǿȍȕ Ȋ Microsoft: 
http://blogs.microsoft.com/microsoftsecure/author/jingdejongchen/   

- ǷȘȖȜȐȓȤ ǾȏȐȕ Ȍȍ ǬȎȖȕ-ǿȍȕ Ȋ LinkedIn: 
https://www.linkedin.com/vsearch/p?rig=SEO_SN&firstName=Jing&lastName

=Jong-Chen&trk=SEO_SN  

- “Governments Recognize the Importance of TPM 2.0 through ISO Adoption” 
(ǷțȉȓȐȒȈȞȐȧ Ȋ Microsoft Secure Blog): 

http://blogs.microsoft.com/microsoftsecure/2015/06/29/governments-

recognize-theimportance-of-tpm-2-0-through-iso-adoption/   

- “U.S.-China Cybersecurity Relations: Understanding China’s Current 
Environment” (ǹȚȈȚȤȧ Ȋ ȎțȘȕȈȓȍ Georgetown Journal of International 

Affairs): http://journal.georgetown.edu/u-s-china-cybersecurity-

relationsunderstanding-chinas-current-environment/  

- Spotlight on Cyber V: Data Sovereignty, Cybersecurity and Challenges for 

Globalization (ǹȚȈȚȤȧ Ȋ ȎțȘȕȈȓȍ Georgetown Journal of International 

Affairs): http://journal.georgetown.edu/data-sovereignty-cybersecurity-

andchallenges-for-globalization/  
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ǫȓȈȊȈ 39. ǴȖȌȍȓȐȘȖȊȈȕȐȍ ǻȋȘȖȏ 
 

 

 

ǴȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ ȗȘȍȌșȚȈȊȓȧȍȚ șȖȉȖȑ ȐȏțȟȍȕȐȍ ȕȈȐȉȖȓȍȍ ȊȍȘȖȧȚȕȣȝ Ȑ 
ȏȕȈȟȐȔȣȝ țȋȘȖȏ Ȋ ȗȘȖȋȕȖȏȐȘțȍȔȖȔ ȊȈȘȐȈȕȚȍ ȘȈȏȊȐȚȐȧ șȖȉȣȚȐȑ, ș ȖȗȘȍȌȍȓȍȕȐȍȔ 
Ȑȝ ȗȖȚȍȕȞȐȈȓȤȕȖȋȖ țȘȖȕȈ ȏȈ ȒȖȕȒȘȍȚȕȣȑ ȗȍȘȐȖȌ ȊȘȍȔȍȕȐ, Ȑ ȗȖȐșȒȖȔ ȕȈȐȉȖȓȍȍ 
ȥȒȖȕȖȔȐȟȕȣȝ șȗȖșȖȉȖȊ țȔȍȕȤȠȍȕȐȧ Ȑȝ ȊȘȍȌȈ, Ȍȓȧ ȖȉȍșȗȍȟȍȕȐȧ ȏȈȡȐȚȣ ȖȚ 
șȈȔȣȝ ȗȘȐȖȘȐȚȍȚȕȣȝ țȋȘȖȏ. ǴȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ ȗȘȐȔȍȕȧȍȚșȧ ȊȖ Ȋșȍȝ 
ȐȕȌțșȚȘȐȧȝ, Ȋ ȚȖȔ ȟȐșȓȍ Ȑ Ȋ ȕȈȠȍȔ șȓțȟȈȍ, Ȍȓȧ ȖȗȘȍȌȍȓȍȕȐȧ șȗȖșȖȉȖȊ ȏȈȡȐȚȣ 
ȐȕȜȖȘȔȈȞȐȐ. ǴȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ ȗȘȐȔȍȕȧȍȚșȧ Ȋ security development lifecycle 
(SDL) ȗȘȐ ȕȈȗȐșȈȕȐȐ Ȑ ȗȘȖȊȍȘȒȍ ȗȘȖȋȘȈȔȔ, Ȉ ȚȈȒȎȍ ȊȖ ȊȘȍȔȧ Ȑȝ ȘȈȉȖȚȣ ȕȈ 
ȒȖȔȗȤȦȚȍȘȈȝ Ȑ Ȋ ȐȕȜȘȈșȚȘțȒȚțȘȍ. ǰȔȍȕȕȖ ȔȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ ȗȖȏȊȖȓȧȍȚ 
ȏȈȡȐȚȕȐȒȈȔ ȖȗȘȍȌȍȓȧȚȤ ȒȖȓȐȟȍșȚȊȖ țȋȘȖȏ, ȘȐșȒȖȊ Ȑ șȘȍȌșȚȊ, ȕȍȖȉȝȖȌȐȔȣȝ Ȍȓȧ 
țȔȍȕȤȠȍȕȐȧ ȕȍȋȈȚȐȊȕȣȝ ȗȖșȓȍȌșȚȊȐȑ, Ȉ ȚȈȒȎȍ șȘȈȊȕȐȚȤ ȐșȗȖȓȤȏțȍȔȣȑ ȗȓȈȕ 
ȌȍȑșȚȊȐȑ ș ȘȍȈȓȤȕȣȔȐ șȐȚțȈȞȐȧȔȐ.  
 

ǯȈȟȍȔ ǷȘȖȊȖȌȐȚȤ ǴȖȌȍȓȐȘȖȊȈȕȐȍ ǻȋȘȖȏ?             

ǴȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ șȕȐȎȈȍȚ ȘȐșȒȐ. ǷȖ ȒȘȈȑȕȍȑ ȔȍȘȍ, ȖȕȖ ȗȖȏȊȖȓȧȍȚ ȖȌȕȖȔț 
ȐȓȐ ȕȍșȒȖȓȤȒȐȔ șȗȍȞȐȈȓȐșȚȈȔ ȘȈșșȔȖȚȘȍȚȤ ȘȈȏȓȐȟȕȣȍ țȋȘȖȏȣ Ȑ ȘȐșȒȐ Ȋ ȌȈȕȕȖȔ 
șȞȍȕȈȘȐȐ ȘȈȉȖȚȣ. ǶȕȖ ȗȖȏȊȖȓȧȍȚ ȖȞȍȕȐȚȤ ȗȖșȓȍȌșȚȊȐȧ ȘȈȏȓȐȟȕȣȝ țȋȘȖȏ, 
ȖȞȍȕȐȚȤ Ȑ ȘȈȏȘȈȉȖȚȈȚȤ șȘȍȌșȚȊȈ ȗȘȍȌȖȚȊȘȈȡȍȕȐȧ ȥȚȐȝ ȗȖșȓȍȌșȚȊȐȑ, Ȑ, 
ȊȍȘȖȧȚȕȖ, ȚȈȒȐȍ șȘȍȌșȚȊȈ ȉțȌțȚ ȥȜȜȍȒȚȐȊȕȣȔȐ Ȑ ȥȒȖȕȖȔȐȟȍșȒȐ ȊȣȋȖȌȕȣȔȐ. Ǵȣ 
șȖȊȍȘȠȍȕȕȖ ȚȖȟȕȖ ȏȕȈȍȔ, ȟȚȖ Ȋ ȌȖȓȋȖșȘȖȟȕȖȑ ȗȍȘșȗȍȒȚȐȊȍ, ȗȘȖȋȘȈȔȔȣ, ȗȘȐ 
șȖȏȌȈȕȐȐ ȒȖȚȖȘȣȝ ȐșȗȖȓȤȏȖȊȈȓȖșȤ ȔȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ, ȐȔȍȦȚ ȔȍȕȤȠȍ ȉȈȋȖȊ Ȑ 
țȧȏȊȐȔȖșȚȍȑ. ǭșȓȐ ȔȖȌȍȓȐȘȖȊȈȕȐȍ ȗȘȖȊȖȌȐȚșȧ ȊȗȍȘȊȣȍ, ȚȖ ȚȍșȚȐȘȖȊȡȐȒȐ ȔȖȋțȚ 
ȖȉȕȈȘțȎȐȚȤ ȉȖȓȤȠȍ ȉȈȋȖȊ Ȑ țȧȏȊȐȔȖșȚȍȑ, ȟȍȔ ȉȣȓȖ ȖȉȕȈȘțȎȍȕȖ ȘȈȕȍȍ, Ȑ Ȋ 
ȚȍȟȍȕȐȍ ȖȗȘȍȌȍȓȍȕȕȖȋȖ ȗȍȘȐȖȌȈ, Ȑȝ ȒȖȓȐȟȍșȚȊȖ ȔȖȎȍȚ țȊȍȓȐȟȐȊȈȚȤșȧ, ȕȖ Ȋ 
ȒȖȕȍȟȕȖȔ șȟȍȚȍ, ȕȖȊȣȝ ȉȈȋȖȊ Ȑ țȧȏȊȐȔȖșȚȍȑ ȉțȌȍȚ Ȋșȍ ȔȍȕȤȠȍ. Ǫ ȘȍȏțȓȤȚȈȚȍ, ȕȈ 
ȗȘȖȚȧȎȍȕȐȐ ȊșȍȋȖ ȗȍȘȐȖȌȈ șțȡȍșȚȊȖȊȈȕȐȧ ȗȘȖȍȒȚȈ ȐȓȐ ȗȘȖȌțȒȚȈ, Ȗȉȡȍȍ ȟȐșȓȖ 
ȉȈȋȖȊ Ȑ Ȑȝ ȕȍȋȈȚȐȊȕȣȝ ȗȖșȓȍȌșȚȊȐȑ ȌȖȓȎȕȖ ȉȣȚȤ ȔȍȕȤȠȍ. Ǩ ȏȈȟȍȔ ȍȡȍ 
ȗȘȖȊȖȌȐȚȤ ȔȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ? 

   ǴȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ țȟȐȚȣȊȈȍȚ, Ȋ ȚȖȔ ȟȐșȓȍ, Ȑ ȥȒȖȕȖȔȐȟȍșȒțȦ ȊȣȋȖȌț ȖȚ 
ȊȕȍȌȘȍȕȐȧ șȘȍȌșȚȊ ȗȘȍȌȖȚȊȘȈȡȍȕȐȧ ȕȍȋȈȚȐȊȕȣȝ ȗȖșȓȍȌșȚȊȐȑ. ǹȚȖȐȔȖșȚȤ 
ȊȕȍȌȘȍȕȐȧ ȚȈȒȐȝ șȘȍȌșȚȊ ȔȖȎȍȚ ȉȣȚȤ ȕȈșȚȖȓȤȒȖ ȊȣșȖȒȖȑ (țȟȐȚȣȊȈȧ Ȟȍȕț, 
ȏȈȚȘȈȟȍȕȕȣȍ ȘȍșțȘșȣ, ȊȖȏȔȖȎȕȣȍ ȗȘȖȉȓȍȔȣ ȗȘȖȐȏȊȖȌȐȚȍȓȤȕȖșȚȐ, Ȑ ȚȈȒ ȌȈȓȍȍ), 
ȟȚȖ, ȕȍșȔȖȚȘȧ ȕȈ ȊȖȏȔȖȎȕȣȍ ȘȐșȒȐ, ȉțȌȍȚ ȊȣȋȖȌȕȍȍ Ȑȝ ȕȍ ȐșȗȖȓȤȏȖȊȈȚȤ. 
ǵȈȗȘȐȔȍȘ, ȗȘȍȌȗȖȓȖȎȐȔ, ȟȚȖ ȒȖȔȗȤȦȚȍȘȕȣȍ ȊȐȘțșȣ ȍȎȍȋȖȌȕȖ ȕȈȕȖșȧȚ 
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ȒȖȔȗȈȕȐȐ țȘȖȕ Ȋ $100 000. ǪȘȧȌ ȓȐ ȥȚȈ ȒȖȔȗȈȕȐȧ ȏȈȝȖȟȍȚ ȚȘȈȚȐȚȤ ȉȖȓȤȠȍ, ȟȍȔ 
$100 000, ȟȚȖȉȣ ȖșȚȈȕȖȊȐȚȤ ȥȚȐ ȊȐȘțșȣ. ȅȚȖ ȖȟȍȕȤ ȗȘȖșȚȖȑ, ȕȖ ȕȈȋȓȧȌȕȣȑ 
ȗȘȐȔȍȘ ȚȖȋȖ, ȟȚȖ Ȍȓȧ ȒȖȔȗȈȕȐȐ ȉțȌȍȚ ȊȣȋȖȌȕȍȍ ȕȍ ȚȘȈȚȐȚȤșȧ ȕȈ șȘȍȌșȚȊȈ 
ȈȕȚȐȊȐȘțșȕȖȑ ȏȈȡȐȚȣ.  
 

ǰșȗȖȓȤȏțȍȔȣȍ ǴȖȌȍȓȐ ǻȋȘȖȏ      

ǴȖȌȍȓȍȑ țȋȘȖȏ șțȡȍșȚȊțȍȚ ȕȍ ȔȍȕȤȠȍ, ȟȍȔ Ȑȝ ȊȐȌȖȊ. ǲȈȒ ȗȘȈȊȐȓȖ, ȕȈȏȊȈȕȐȧ 
ȔȖȌȍȓȍȑ ȗȘȍȌșȚȈȊȓȧȦȚ Ȑȏ șȍȉȧ ȈȒȘȖȕȐȔȣ, ȚȈȒȐȍ ȒȈȒ STRIDE, PASTA, VAST, 
TRIKE Ȑ OCTAVE. ǭșȚȤ ȔȕȖȎȍșȚȊȖ ȗȘȖȋȘȈȔȔȕȣȝ ȐȕșȚȘțȔȍȕȚȖȊ, ȒȖȚȖȘȣȍ 
ȘȈȉȖȚȈȦȚ ȕȈ ȖșȕȖȊȍ șȖȉșȚȊȍȕȕȣȝ ȔȖȌȍȓȍȑ, ȓȐȉȖ ȕȈ ȖșȕȖȊȍ țȎȍ șțȡȍșȚȊțȦȡȐȝ. 
ǻ ȒȈȎȌȖȑ ȔȖȌȍȓȐ ȍșȚȤ șȚȖȘȖȕȕȐȒȐ Ȑ ȒȘȐȚȐȒȐ. Ǭȓȧ ȘȈȏȘȈȉȖȚȟȐȒȖȊ Ȑ ȗȖșȚȈȊȡȐȒȖȊ 
șȘȍȌșȚȊ ȖȉȍșȗȍȟȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ ȐȕȜȖȘȔȈȞȐȐ ȕȈȔȕȖȋȖ ȊȈȎȕȍȍ ȗȘȖȊȖȌȐȚȤ 
ȔȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ, ȐșȗȖȓȤȏțȧ ȓȦȉțȦ ȔȖȌȍȓȤ, ȟȍȔ ȕȍ ȗȘȖȊȖȌȐȚȤ ȍȋȖ ȊȖȊșȍ, 

ȍșȓȐ ȖȕȐ ȕȍ ȔȖȋțȚ ȖȗȘȍȌȍȓȐȚȤșȧ, ȒȈȒțȦ ȔȖȌȍȓȤ ȊȣȉȘȈȚȤ. ǴȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ, 
Ȋ ȓȦȉȖȔ șȓțȟȈȍ, ȗȘȐȕȖșȐȚ ȗȖȓȤȏț.  
   ǲȈȎȌȈȧ ȔȖȌȍȓȤ ȗȣȚȈȍȚșȧ țȟȐȚȣȊȈȚȤ ȗȖȕȐȔȈȕȐȍ ȚȖȋȖ, ȟȍȔ, Ȋ șȖȊȖȒțȗȕȖșȚȐ, 
ȧȊȓȧȍȚșȧ ȘȈșșȔȈȚȘȐȊȈȍȔȣȑ ȗȘȖȍȒȚ. ǲȈȒ ȗȘȈȊȐȓȖ, Ȍȓȧ ȥȚȖȋȖ ȐșȗȖȓȤȏțȦȚșȧ 
ȔȍȚȖȌȣ ȔȖȏȋȖȊȖȋȖ ȠȚțȘȔȈ, ȗȖșȚȘȖȍȕȐȧ ȌȐȈȋȘȈȔȔ, Ȉ ȚȈȒȎȍ ȗȖȌȘȖȉȕȖȍ ȖȗȐșȈȕȐȍ 
Ȋșȍȝ ȗȘȖȞȍșșȖȊ ȘȈȉȖȚȣ. ǯȈȚȍȔ ȘȈșșȔȈȚȘȐȊȈȦȚșȧ Ȋșȍ ȗȖȚȍȕȞȐȈȓȤȕȣȍ țȋȘȖȏȣ Ȍȓȧ 
ȌȈȕȕȖȋȖ ȗȘȖȍȒȚȈ, ȗȘȖȋȘȈȔȔȣ ȐȓȐ șȍȘȊȐșȈ. ǶȞȍȕȐȊȈȍȚșȧ Ȑȝ ȊȍȘȖȧȚȕȖșȚȤ Ȑ 
ȗȖȚȍȕȞȐȈȓȤȕȣȑ țȘȖȕ. Ǫ ȗȍȘȊțȦ ȖȟȍȘȍȌȤ ȘȈșșȔȈȚȘȐȊȈȦȚșȧ țȋȘȖȏȣ Ȑ ȘȐșȒȐ, 
ȒȖȚȖȘȣȍ ȔȖȋțȚ ȕȈȕȍșȚȐ ȕȈȐȉȖȓȤȠȐȑ țȘȖȕ. ǯȈȚȍȔ ȘȈȏȘȈȉȈȚȣȊȈȦȚșȧ șȘȍȌșȚȊȈ 
ȗȘȍȌȖȚȊȘȈȡȍȕȐȧ ȕȍȋȈȚȐȊȕȣȝ ȗȖșȓȍȌșȚȊȐȑ, Ȉ ȚȈȒȎȍ ȖȞȍȕȐȊȈȍȚșȧ Ȑȝ 
ȥȜȜȍȒȚȐȊȕȖșȚȤ Ȑ ȥȒȖȕȖȔȐȟȍșȒȈȧ ȊȣȋȖȌȈ ȗȖ ȖȚȕȖȠȍȕȐȦ Ȓ ȒȈȎȌȖȑ ȒȖȕȒȘȍȚȕȖȑ 
țȋȘȖȏȍ.  
   ǳȦȉȈȧ ȔȖȌȍȓȤ ȌȖȓȎȕȈ ȕȈȟȐȕȈȚȤșȧ ș ȗȖȕȐȔȈȕȐȧ ȚȖȋȖ, ȒȈȒȖȑ ȖșȚȈȊȠȐȑșȧ 
(ȖșȚȈȚȖȟȕȣȑ) ȘȐșȒ ȎȍȓȈȍȚ ȗȖȓțȟȐȚȤ ȐȓȐ ȔȖȎȍȚ șȍȉȍ ȗȖȏȊȖȓȐȚȤ ȒȓȐȍȕȚ, ȗȖșȓȍ 
ȗȘȐȕȧȚȐȧ ȏȈȡȐȚȕȣȝ ȔȍȘ. ǵȈȗȘȐȔȍȘ, ȔȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ Ȍȓȧ ȕȈșȚțȗȈȚȍȓȤȕȖȋȖ 
ȐȓȐ ȖȉȖȘȖȕȐȚȍȓȤȕȖȋȖ ȊȖȖȘțȎȍȕȐȧ ȕȈȟȐȕȈȍȚșȧ ș ȗȖȕȐȔȈȕȐȧ ȚȖȋȖ, ȟȚȖ 
ȖșȚȈȚȖȟȕȣȑ ȘȐșȒ ȌȖȓȎȍȕ ȉȣȚȤ ȔȐȕȐȔȈȓȤȕȣȔ. ǶȌȕȈ ȒȖȔȗȈȕȐȧ ȔȖȎȍȚ ȗȖȏȊȖȓȐȚȤ 
șȍȉȍ ȔȈȒșȐȔȈȓȤȕȖ țȔȍȕȤȠȐȚȤ ȖșȚȈȚȖȟȕȣȑ ȘȐșȒ, Ȋ ȚȖ ȊȘȍȔȧ, ȒȈȒ ȘȍșțȘșȣ ȌȘțȋȖȑ 
ȒȖȔȗȈȕȐȐ șȐȓȤȕȖ ȖȋȘȈȕȐȟȍȕȣ, Ȑ ȖȕȈ ȊȣȕțȎȌȍȕȈ șȖȋȓȈșȐȚșȧ ș ȗȘȐȕȧȚȐȍȔ 
ȋȖȘȈȏȌȖ ȉȖȓȍȍ șȍȘȤȍȏȕȣȝ ȘȐșȒȖȊ. ǴȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ ȗȖȔȖȋȈȍȚ 
ȗȖȓȤȏȖȊȈȚȍȓȧȔ ȓțȟȠȍ ȗȖȌȋȖȚȖȊȐȚȤșȧ Ȓ ȘȈȉȖȚȍ, ș țȟȍȚȖȔ ȖșȚȈȚȖȟȕȖȋȖ ȘȐșȒȈ. ǹ 
ȚȖȑ Ȏȍ ȞȍȓȤȦ, ȕȍȒȖȚȖȘȣȍ ȔȖȌȍȓȐ țȌȍȓȧȦȚ ȊȕȐȔȈȕȐȍ ȕȈ “ȐȏȊȍșȚȕȣȔ 
ȕȍȐȏȊȍșȚȕȣȔ” (“known unknowns”) Ȑ “ȕȍȐȏȊȍșȚȕȣȔ ȕȍȐȏȊȍșȚȕȣȔ” (“unknown 
unknowns”), Ȉ ȚȈȒȎȍ, ȕȈȗȖȔȐȕȈȦȚ ȗȖȓȤȏȖȊȈȚȍȓȧȔ, ȟȚȖ ȕȍȊȖȏȔȖȎȕȖ ȘȈșșȔȖȚȘȍȚȤ 
Ȑ ȗȘȍȌȖȚȊȘȈȚȐȚȤ Ȋșȍ ȘȐșȒȐ.  
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ǯȓȖțȔȣȠȓȍȕȕȐȒȐ                      

ǲȈȎȌȈȧ ȔȖȌȍȓȤ ȚȈȒȎȍ ȌȖȓȎȕȈ țȟȐȚȣȊȈȚȤ ȘȈȏȕȖȖȉȘȈȏȐȍ ȝȈȒȍȘȖȊ, ȒȖȚȖȘȣȍ ȔȖȋțȚ 
ȍȍ ȈȚȈȒȖȊȈȚȤ. ǹțȡȍșȚȊțȍȚ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȏȓȖțȔȣȠȓȍȕȕȐȒȖȊ Ȑ ț Ȋșȍȝ șȊȖȧ 
ȔȖȚȐȊȈȞȐȧ. 

ǷȘȈȊȐȚȍȓȤșȚȊȍȕȕȣȍ ǽȈȒȍȘȣ   
Ǫ ȉȖȓȤȠȐȕșȚȊȍ ȘȈȏȊȐȚȣȝ șȚȘȈȕ ȍșȚȤ ȒȖȔȈȕȌȣ Ȑȏ țȔȕȣȝ, șȗȖșȖȉȕȣȝ Ȑ 
Ȗȉȍșȗȍȟȍȕȕȣȝ ȘȍșțȘșȈȔȐ ȝȈȒȍȘȖȊ, ȒȖȚȖȘȣȍ ȕȈșȚȘȖȍȕȣ ȗȈȚȘȐȖȚȐȟȕȖ, Ȑ ȘȈȉȖȚȈȦȚ 
ȓȐȉȖ Ȋ ȐȕȚȍȘȍșȈȝ ȗȘȈȊȐȚȍȓȤșȚȊȈ, ȓȐȉȖ Ȋ ȐȕȚȍȘȍșȈȝ ȈȘȔȐȐ. ǶȕȐ ȈȚȈȒțȦȚ Ȑ 

ȊȏȓȈȔȣȊȈȦȚ șȚȘȈȚȍȋȐȟȍșȒȐȍ ȖȉȢȍȒȚȣ ȌȘțȋȐȝ șȚȘȈȕ. ǵȍȖȚȢȍȔȓȍȔȣȑ ȒȖȔȗȖȕȍȕȚ Ȋ 
ȘȈȉȖȚȍ ȚȈȒȐȝ ȝȈȒȍȘȖȊ - ȥȚȖ ȒȐȉȍȘȖȘțȎȐȍ. ǲȐȉȍȘȖȘțȎȐȍ șȖșȚȖȐȚ Ȑȏ ȊȘȍȌȖȕȖșȕȖȋȖ 
ǷǶ, Ȑ ȗȘȐȔȍȕȧȍȚșȧ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȔȐ ȝȈȒȍȘȈȔȐ. ǶȕȐ șȚȈȘȈȦȚșȧ ȗȖȔȍȠȈȚȤ 
ȗȘȖȚȐȊȕȐȒț ȊȍșȚȐ ȊȖȑȕț ȐȓȐ ȗȖșȚȘȖȐȚȤ ȕȈȌȍȎȕțȦ ȏȈȡȐȚț. ǶȚȓȐȟȕȣȑ ȗȘȐȔȍȘ - 
ȟȍȘȊȤ Stuxnet, ȒȖȚȖȘȣȑ țȕȐȟȚȖȎȐȓ ȧȌȍȘȕțȦ ȐȕȜȘȈșȚȘțȒȚțȘț ȞȍȓȖȑ șȚȘȈȕȣ. 
ǷȘȖȟȐȍ țȋȘȖȏȣ ȊȘȍȔȧ ȖȚ ȊȘȍȔȍȕȐ ȔȖȋțȚ ȗȖȧȊȓȧȚȤșȧ Ȑ ȐșȟȍȏȈȚȤ, ȕȖ 
ȗȘȈȊȐȚȍȓȤșȚȊȍȕȕȣȍ ȝȈȒȍȘȣ ȉțȌțȚ ȊșȍȋȌȈ.  

ǽȈȒȍȘȣ, ǸȈȉȖȚȈȦȡȐȍ Ȋ ǰȕȚȍȘȍșȈȝ ǲȖȕȒțȘȍȕȚȖȊ       
ǵȍȒȖȚȖȘȣȍ ȝȈȒȍȘȣ ȒȘȈȌțȚ șȍȒȘȍȚȣ Ȑ ȐȕȚȍȓȓȍȒȚțȈȓȤȕțȦ șȖȉșȚȊȍȕȕȖșȚȤ 
ȘȈȏȓȐȟȕȣȝ ȒȖȔȗȈȕȐȑ Ȍȓȧ ȗȖșȓȍȌțȦȡȍȑ ȗȍȘȍȗȘȖȌȈȎȐ ȌȘțȋȐȔ ȒȖȔȗȈȕȐȧȔ. 
ǽȈȒȍȘȣ, ȗȘȍȌșȚȈȊȓȧȦȡȐȍ ȚȈȒțȦ țȋȘȖȏț, ȔȖȋțȚ ȘȈȉȖȚȈȚȤ ȕȈ ȒȖȕȒțȘȍȕȚȖȊ, 
ȌȍȑșȚȊțȧ ȓȐȉȖ Ȋ ȐȕȚȍȘȍșȈȝ ȖȗȘȍȌȍȓȍȕȕȖȋȖ ȋȖșțȌȈȘșȚȊȈ, ȓȐȉȖ Ȋ ȒȈȟȍșȚȊȍ 
ȜȘȐȓȈȕșȍȘȈ.  
 

ǷǸИǴЕЧАǵИЕ ǽȈȒȍȘȣ, ȘȈȉȖȚȈȦȡȐȍ ȒȈȒ ȕȈ ȗȘȈȊȐȚȍȓȤșȚȊȖ, ȚȈȒ Ȑ ȕȈ 
ȒȖȕȒțȘȍȕȚȕțȦ ȖȘȋȈȕȐȏȈȞȐȦ șȖȊȍȘȠȈȦȚ ȞȍȓȍȊȣȍ ȒȐȉȍȘȈȚȈȒȐ (Advanced 
Persistent Threats, APT, “ȘȈȏȊȐȚȈȧ țșȚȖȑȟȐȊȈȧ țȋȘȖȏȈ”). APT-ȈȚȈȒȐ șȖȊȍȘȠȈȦȚșȧ 
șȒȖȖȘȌȐȕȐȘȖȊȈȕȕȣȔȐ țșȐȓȐȧȔȐ ȗȘȖȜȍșșȐȖȕȈȓȖȊ, ȒȖȚȖȘȣȍ ȖșȚȈȦȚșȧ Ȋ șȐșȚȍȔȍ 
ȗȘȖȚȐȊȕȐȒȈ Ȋ ȚȍȟȍȕȐȍ ȌȓȐȚȍȓȤȕȖȋȖ ȗȍȘȐȖȌȈ. ǲȈȒ, ȗȘȈȊȐȓȖ, Ȍȓȧ ȕȐȝ ȊȣȌȍȓȧȦȚșȧ 
ȖȋȘȖȔȕȣȍ ȘȍșțȘșȣ, Ȑ Ȑȝ, ȗȘȈȒȚȐȟȍșȒȐ ȕȍȊȖȏȔȖȎȕȖ ȖșȚȈȕȖȊȐȚȤ. 

ǼȐȕȈȕșȖȊȣȍ ǷȘȍșȚțȗȓȍȕȐȧ        
ǼȐȕȈȕșȖȊȣȍ ȒȐȉȍȘȗȘȍșȚțȗȓȍȕȐȧ șȖȊȍȘȠȈȦȚșȧ ȏȓȖțȔȣȠȓȍȕȕȐȒȈȔȐ, ȒȖȚȖȘȣȍ 
ȘȈșȗȘȖșȚȘȈȕȧȦȚ ȗȘȖȋȘȈȔȔȣ-ȊȣȔȖȋȈȚȍȓȐ, ȐșȗȖȓȤȏțȦȚ DDoS-ȈȚȈȒȐ, șȖȏȌȈȦȚ 
ȘȍȒȓȈȔȕȖȍ ǷǶ, Ȉ ȚȈȒȎȍ ȝȈȒȍȘȈȔȐ, ȏȈȐȕȚȍȘȍșȖȊȈȕȕȣȔȐ Ȋ ȒȘȈȎȍ ȞȐȜȘȖȊȖȑ 
ȊȈȓȦȚȣ, ȌȈȕȕȣȝ ȈțȚȍȕȚȐȜȐȒȈȞȐȐ Ȑ ȗȍȘșȖȕȈȓȤȕȣȝ ȌȈȕȕȣȝ. ǬȍȕȤȋȐ ȐȕȚȍȘȍșȖȊȈȓȐ 
ȗȘȍșȚțȗȕȐȒȖȊ ȏȈȌȖȓȋȖ ȌȖ ȗȖȧȊȓȍȕȐȧ ȒȖȔȗȤȦȚȍȘȖȊ, ȕȖ ȕȣȕȍȠȕȍȍ șȖșȚȖȧȕȐȍ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȗȖȏȊȖȓȧȍȚ ȏȓȖțȔȣȠȓȍȕȕȐȒȈȔ ȒȘȈșȚȤ ȉȖȓȤȠȍ 
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Ȍȍȕȍȋ, Ȑ, ȗȘȐ ȥȚȖȔ, ȘȐșȒȖȊȈȚȤ ȔȍȕȤȠȍ, ȟȍȔ ȗȘȐ șȖȊȍȘȠȍȕȐȐ Ȗȉȣȟȕȣȝ 

ȗȘȍșȚțȗȓȍȕȐȑ, ȕȍ șȊȧȏȈȕȕȣȝ ș ȒȖȔȗȤȦȚȍȘȈȔȐ. 

ǽȈȒȍȘȣ-ȈȒȚȐȊȐșȚȣ      
ǳȦȌȐ, ȒȖȚȖȘȣȍ ȔȖȚȐȊȐȘȖȊȈȕȣ ȗȖȓȐȚȐȟȍșȒȐȔȐ, ȔȖȘȈȓȤȕȣȔȐ Ȑ ȗșȐȝȖȓȖȋȐȟȍșȒȐȔȐ 
ȐȌȍȧȔȐ. ǶȕȐ ȟȈșȚȖ șȒȓȖȕȕȣ ȕȈȕȖșȐȚȤ ȊȘȍȌ (ȜȐȕȈȕșȖȊȣȑ, ȘȍȗțȚȈȞȐȖȕȕȣȑ, Ȑ ȚȈȒ 
ȌȈȓȍȍ) ȒȖȔȗȈȕȐȧȔ Ȑ ȖȘȋȈȕȐȏȈȞȐȧȔ, ș ȒȖȚȖȘȣȔȐ ȖȕȐ ȕȍ șȖȋȓȈșȕȣ. ǶȌȕȐ Ȑȏ șȈȔȣȝ 
ȔȈșȠȚȈȉȕȣȝ ȈȚȈȒ Ȋ ȐșȚȖȘȐȐ, ȉȣȓȐ șȖȊȍȘȠȍȕȣ ȝȈȒȍȘȈȔȐ-ȈȒȚȐȊȐșȚȈȔȐ. 

ǫȍȑȔȍȘȣ      
ǲȖȔȗȤȦȚȍȘȕȣȍ ȐȋȘȣ Ȑ ȋȍȑȔȍȘȣ - ȥȚȖ ȖȌȐȕ Ȑȏ ȋȓȈȊȕȣȝ ȌȊȐȎțȡȐȝ ȜȈȒȚȖȘȖȊ, 
ȒȖȚȖȘȣȍ ȊȣȕțȎȌȈȦȚ șȖȏȌȈȚȍȓȍȑ ǷǶ Ȑ ȎȍȓȍȏȈ șȖȊȍȘȠȍȕșȚȊȖȊȈȚȤ 
ȗȘȖȐȏȊȖȌȐȚȍȓȤȕȖșȚȤ Ȑ ȚȍȝȕȖȓȖȋȐȐ. ǹȍȋȖȌȕȧ ȓȦȌȐ ȗȓȈȚȧȚ ȕȍ ȚȖȓȤȒȖ ȏȈ ȚȖ, ȟȚȖȉȣ 
ȗȖȐȋȘȈȚȤ, ȕȖ Ȑ ȏȈ ȚȖ, ȟȚȖȉȣ ȗȖșȔȖȚȘȍȚȤ, ȒȈȒ ȐȋȘȈȦȚ ȌȘțȋȐȍ. ǵȈ 
ȒȐȉȍȘșȗȖȘȚȐȊȕȣȝ șȖȘȍȊȕȖȊȈȕȐȧȝ șȖȉȐȘȈȍȚșȧ ȕȍ ȔȍȕȤȠȍ ȜȈȕȈȚȖȊ, ȟȍȔ ȘȈȕȤȠȍ 
șȖȉȐȘȈȓȖșȤ ȕȈ ȒȖȕȞȍȘȚȈȝ ȘȖȒ-ȏȊȍȏȌ. ǰȕȖȋȌȈ ȒȈȎȍȚșȧ, ȟȚȖ ȗȖȓȖȊȐȕȈ Ȋșȍȑ 
ȚȍȓȍȊȐȏȐȖȕȕȖȑ ȘȍȒȓȈȔȣ, ȒȖȚȖȘțȦ ȗȖȒȈȏȣȊȈȦȚ ȊȖ ȊȘȍȔȧ ȚȘȈȕșȓȧȞȐȐ ȗȖȗțȓȧȘȕȣȝ 
șȖȉȣȚȐȑ (ȚȈȒȐȝ, ȒȈȒ ȟȍȔȗȐȖȕȈȚ Super Bowl) - ȥȚȖ ȘȍȒȓȈȔȈ ȒȖȔȗȤȦȚȍȘȕȣȝ ȐȋȘ. 
ǹȒȈȏȈȚȤ, ȟȚȖ șȍȋȖȌȕȧ ȒȖȔȗȤȦȚȍȘȕȣȍ ȐȋȘȣ ȗȘȐȖȉȘȍȓȐ ȉȖȓȤȠțȦ ȗȖȗțȓȧȘȕȖșȚȤ - 

Ȋșȍ ȘȈȊȕȖ, ȟȚȖ ȕȐȟȍȋȖ ȕȍ șȒȈȏȈȚȤ. ǵȍȒȖȚȖȘȣȍ ȝȈȒȍȘȣ șȟȐȚȈȦȚ șȊȖȍȑ ȞȍȓȤȦ 
ȐșȒȓȦȟȐȚȍȓȤȕȖ ȊȏȓȖȔ ȒȖȔȗȤȦȚȍȘȕȣȝ ȐȋȘ. ǹ ȗȖȔȖȡȤȦ ȊȏȓȖȔȈ ȐȋȘ ȖȕȐ șȚȈȘȈȦȚșȧ 
ȗȖȊȣșȐȚȤ șȊȖȑ ȗȖȒȈȏȈȚȍȓȤ ȗȖȉȍȌ (ȊȖ Ȋșȍȝ șȔȣșȓȈȝ), ȗȖȓțȟȐȚȤ ȐȋȘȖȊȖȍ 
ȗȘȍȐȔțȡȍșȚȊȖ Ȑ ȕȈȊȘȍȌȐȚȤ ȐȋȘȖȊȣȔ șȍȘȊȐșȈȔ, ȒȖȚȖȘȣȍ Ȑȝ ȕȍ țșȚȘȈȐȊȈȦȚ. 

ǻȋȘȖȏȈ ǰȕșȈȑȌȈ 

ǪȖȗȘȖș Ȗ ȚȖȔ, ȕȈșȒȖȓȤȒȖ șȍȘȤȍȏȕțȦ țȋȘȖȏț ȔȖȋțȚ ȗȘȍȌșȚȈȊȓȧȚȤ șȖȉșȚȊȍȕȕȣȍ 
șȖȚȘțȌȕȐȒȐ, ȖȉșțȎȌȈȓșȧ ȊșȍȋȌȈ, ȕȖ ȖȟȍȊȐȌȕȖ, ȟȚȖ ȕȍȔȈȓȈȧ ȟȈșȚȤ Ȋșȍȝ ȈȚȈȒ 
șȖȊȍȘȠȈȍȚșȧ ȐȏȕțȚȘȐ. ǵȍȒȖȚȖȘȣȍ șȖȚȘțȌȕȐȒȐ ȒȘȈȌțȚ ȌȈȕȕȣȍ ȐȓȐ ȗȘȖȟțȦ 

ȐȕȚȍȓȓȍȒȚțȈȓȤȕțȦ șȖȉșȚȊȍȕȕȖșȚȤ Ȍȓȧ ȗȖșȓȍȌțȦȡȍȑ ȗȘȖȌȈȎȐ ȒȖȕȒțȘȍȕȚȈȔ ȐȓȐ 
Ȍȓȧ ȗȖȓțȟȍȕȐȧ ȗȘȍȐȔțȡȍșȚȊȈ ȗȘȐ țșȚȘȖȑșȚȊȍ ȕȈ ȌȘțȋțȦ ȘȈȉȖȚț. ǬȘțȋȐȍ ȒȘȈȌțȚ 
ȌȍȕȤȋȐ ȐȓȐ ȐȕȜȖȘȔȈȞȐȦ, ȕȈȗȘȐȔȍȘ, ȌȈȕȕȣȍ ȒȘȍȌȐȚȕȖȑ ȒȈȘȚȣ ȒȓȐȍȕȚȈ (Ȍȓȧ 
ȓȐȟȕȖȋȖ ȖȉȖȋȈȡȍȕȐȧ). ǶȟȍȕȤ șȓȖȎȕȖ ȖȉȕȈȘțȎȐȚȤ Ȑ ȗȖȔȍȠȈȚȤ șȖȚȘțȌȕȐȒȈȔ, 
ȒȖȚȖȘȣȍ șȖȊȍȘȠȈȦȚ ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȍ ȌȍȑșȚȊȐȧ, ȖșȖȉȍȕȕȖ, ȒȖȋȌȈ ȖȕȐ 
ȗȘȖȊȖȌȧȚ ȚȘȈȕȏȈȒȞȐȐ, ȐșȗȖȓȤȏțȧ șȊȖȐ ȌȖȓȎȕȖșȚȕȣȍ ȗȖȓȕȖȔȖȟȐȧ. ǰȕȌțșȚȘȐȧ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȋșȍ ȍȡȍ ȐșȗȣȚȣȊȈȍȚ ȚȘțȌȕȖșȚȐ Ȋ ȉȖȘȤȉȍ ș ȥȚȖȑ 
țȋȘȖȏȖȑ. 
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Ƕȉȣȟȕȣȍ ǽȈȒȍȘȣ-ȖȌȐȕȖȟȒȐ ȐȓȐ ǽȈȒȍȘșȒȐȍ ǫȘțȗȗȣ     
ǬȈȊȈȑȚȍ ȕȍ ȉțȌȍȔ ȏȈȉȣȊȈȚȤ Ȗȉ Ȗȉȣȟȕȣȝ ȝȈȒȍȘȈȝ, ȒȖȚȖȘȣȍ ȊȏȓȈȔȣȊȈȦȚ, ȘȈȌȐ 
șȊȖȐȝ șȖȉșȚȊȍȕȕȣȝ Ȟȍȓȍȑ, ȉțȌȤ ȚȖ ȜȐȕȈȕșȖȊȈȧ ȊȣȋȖȌȈ ȐȓȐ ȗȘȖșȚȖ, ȟȚȖȉȣ 
ȌȖȒȈȏȈȚȤ, ȟȚȖ ȖȕȐ țȔȍȦȚ ȊȏȓȈȔȣȊȈȚȤ. ǩȖȓȤȠȍ ȌȍșȧȚȐ ȓȍȚ ȕȈȏȈȌ ȚȈȒȐȍ ȝȈȒȍȘȣ 
ȉȣȓȐ ȌȖȔȐȕȐȘțȦȡȐȔ ȉȖȓȤȠȐȕșȚȊȖȔ. ǺȖȋȌȈ șȘȍȌȐ ȝȈȒȍȘȖȊ ȘȍȌȒȖ ȊșȚȘȍȟȈȓȐșȤ 
ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȍ ȒȐȉȍȘȗȘȍșȚțȗȕȐȒȐ. Ǫ ȖșȕȖȊȕȖȔ, ȖȕȐ ȗȘȖșȚȖ ȗȐșȈȓȐ ȊȐȘțșȣ, 
ȒȖȚȖȘȣȍ ȊȣșȊȍȟȐȊȈȓȐ ȕȈ ȒȖȔȗȤȦȚȍȘȍ ȏȈȉȈȊȕȣȍ ȕȈȌȗȐșȐ ȐȓȐ Ȋ ȖȗȘȍȌȍȓȍȕȕȣȑ 
ȔȖȔȍȕȚ ȗȘȖȐȋȘȣȊȈȓȐ “Yankee Doodle Dandy”. ǵȍȒȖȚȖȘȣȍ ȊȐȘțșȣ ȕȈȕȖșȐȓȐ 
șȍȘȤȍȏȕȣȑ țȘȖȕ, ȕȈȗȘȐȔȍȘ, Michelangelo, ȒȖȚȖȘȣȑ ȜȖȘȔȈȚȐȘȖȊȈȓ ȎȍșȚȒȐȍ ȌȐșȒȐ. 
ǵȖ, ȒȈȒ ȗȘȈȊȐȓȖ, ȥȚȖ ȉȣȓȐ ȗȘȖșȚȖ ȗȘȖȍȒȚȣ, ȞȍȓȤȦ ȒȖȚȖȘȣȝ ȉȣȓȖ ȗȘȖșȚȖ 

ȗȖȒȈȏȈȚȤ ȖșȚȈȓȤȕȣȔ, ȟȚȖ ȈȊȚȖȘ ȌȖșȚȈȚȖȟȕȖ țȔȍȕ Ȑ șȔȖȋ ȍȋȖ șȖȏȌȈȚȤ. ǻ ȥȚȐȝ 
ȝȈȒȍȘȖȊ ȕȍ ȉȣȓȖ ȞȍȓȐ ȕȈȕȍșȚȐ șȍȘȤȍȏȕȣȑ, ȔȈșȠȚȈȉȕȣȑ țȘȖȕ.  
   Ǫșȍ ȘȈȏȘȈȉȖȚȟȐȒȐ Ȑ șȗȍȞȐȈȓȐșȚȣ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȌȖȓȎȕȣ 
ȗȘȖȊȖȌȐȚȤ ȔȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ. ȅȚȖ ȏȕȈȟȐȚȍȓȤȕȖ șȕȐȎȈȍȚ ȘȐșȒ Ȑ ȗȖȏȊȖȓȧȍȚ 
ȘȈȕȎȐȘȖȊȈȚȤ țȋȘȖȏȣ, ȖșȕȖȊȣȊȈȧșȤ ȕȈ Ȑȝ ȗȖȚȍȕȞȐȈȓȤȕȖȔ ȊȘȍȌȍ. Ǻȍ, ȒȚȖ ȕȍ 
ȗȘȖȊȖȌȐȚ ȔȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ, ȔȖȋțȚ ȚȖȓȤȒȖ ȌȖȋȈȌȣȊȈȚȤșȧ ȒȈȒȐȍ șȘȍȌșȚȊȈ 
ȏȈȡȐȚȣ ȕȍȖȉȝȖȌȐȔȖ țșȚȈȕȖȊȐȚȤ. 
   Ǫ șȓȍȌțȦȡȍȑ ȋȓȈȊȍ Ȕȣ ȗȖȋȖȊȖȘȐȔ Ȗȉ ǨȌȈȔȍ ȀȖșȚȈȒȍ, țȊȈȎȈȍȔȖȔ șȗȍȞȐȈȓȐșȚȍ 
ȗȖ ȔȖȌȍȓȐȘȖȊȈȕȐȦ țȋȘȖȏ Ȑ ȈȊȚȖȘȍ ȕȍșȒȖȓȤȒȐȝ ȒȕȐȋ.  
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ǫȓȈȊȈ 40. ǷȘȖȜȐȓȤ: ǨȌȈȔ ȀȖșȚȈȒ 

            

 

 

ǶȌȕȈ Ȑȏ ȔȖȐȝ ȗȍȘȊȣȝ ȊșȚȘȍȟ ș ǨȌȈȔȖȔ ȀȖșȚȈȒȖȔ ȉȣȓȈ Ȋ Microsoft, ȒȖȋȌȈ Ȗȕ 
ȗȘȖȌȊȐȋȈȓ ȕȖȊȣȑ șȗȖșȖȉ ȘȍȠȍȕȐȧ ȗȘȖȉȓȍȔȣ. ǲȖȕȒȘȍȚȕȖ Ȋ ȚȖȔ șȓțȟȈȍ, ȕțȎȕȖ 
ȉȣȓȖ ȘȍȠȐȚȤ, ȒȈȒ ȗȖȉȍȌȐȚȤ ȟȍȘȊȧ Conficker 

(https://en.wikipedia.org/wiki/Conficker). Conficker ȉȣȓ ȖȟȍȕȤ ȕȍȗȘȐȧȚȕȖȑ 
ȊȘȍȌȖȕȖșȕȖȑ ȗȘȖȋȘȈȔȔȖȑ, ȒȖȚȖȘȈȧ ȊȗȍȘȊȣȍ ȗȖȧȊȐȓȈșȤ Ȋ ȒȖȕȞȍ 2008-ȋȖ. ǶȕȈ 
ȘȈșȗȘȖșȚȘȈȕȧȓȈșȤ ȕȍșȒȖȓȤȒȐȔȐ șȗȖșȖȉȈȔȐ (ȚȖ ȍșȚȤ, ȟȍȘȍȏ ȘȈȏȕȣȍ “ȊȍȒȚȖȘȣ”), 
ȊȒȓȦȟȈȧ ȗȖȌȉȖȘ șȓȈȉȣȝ ȗȈȘȖȓȍȑ ȗȍȘȍȌȈȊȈȍȔȣȝ ȜȈȑȓȖȊ, ȚȘȦȒ ș desktop.ini, 
țȧȏȊȐȔȖșȚȐ ǷǶ, Ȉ ȚȈȒȎȍ ȟȍȘȍȏ USB-ȒȓȦȟȐ, ȐșȗȖȓȤȏțȧ ȊșȚȘȖȍȕȕțȦ Ȋ Windows 
ȜțȕȒȞȐȦ ȈȊȚȖȏȈȗțșȒȈ. ǭȎȍȋȖȌȕȖ Conficker ȏȈȘȈȎȈȓ ȔȐȓȓȐȖȕȣ ȔȈȠȐȕ, Ȑ Ȗȕ ȕȍ 
șȕȐȎȈȓ «ȖȉȖȘȖȚȣ». ǷȘȖȐȏȊȖȌȐȚȍȓȐ ȏȈȡȐȚȕȖȋȖ ǷǶ ȔȖȋȓȐ ȓȍȋȒȖ ȍȋȖ ȖȉȕȈȘțȎȐȚȤ, 
Ȑ Microsoft ȊȣȗțșȚȐȓȐ ȕȍșȒȖȓȤȒȖ șȚȈȚȍȑ Ȗ ȚȖȔ, ȒȈȒ ȖșȚȈȕȖȊȐȚȤ ȍȋȖ 
ȘȈșȗȘȖșȚȘȈȕȍȕȐȍ, ȖȌȕȈȒȖ ȟȍȘȊȤ Ȋșȍ ȘȈȊȕȖ ȗȘȖȌȖȓȎȈȓ ȏȈȘȈȎȈȚȤ ȒȖȔȗȤȦȚȍȘȣ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ. 
   ǿȚȖȉȣ ȌȍȚȈȓȤȕȍȍ ȘȈȏȖȉȘȈȚȤșȧ Ȋ ȗȘȖȉȓȍȔȍ ȀȖșȚȈȒ ȗȘȍȌȓȖȎȐȓ ȐșȗȖȓȤȏȖȊȈȚȤ 
ȈȕȈȓȐȏ ȌȈȕȕȣȝ. Ƕȕ Ȑ Microsoft ȕȈȟȈȓȐ ȐȏțȟȈȚȤ, ȒȈȒȐȍ ȊȍȒȚȖȘȣ ȈȚȈȒȐ ȗȖȏȊȖȓȧȓȐ 
ȟȍȘȊȦ Conficker ȕȈȐȉȖȓȍȍ ȥȜȜȍȒȚȐȊȕȖ ȘȈșȗȘȖșȚȘȈȕȧȚȤșȧ. ǹȕȈȟȈȓȈ Ȕȣ 
ȗȘȍȌȗȖȓȈȋȈȓȐ, ȟȚȖ ȉȖȓȤȠȐȕșȚȊȖ ȗȖȓȤȏȖȊȈȚȍȓȍȑ ȉȣȓȐ ȏȈȘȈȎȍȕȣ, ȗȖȚȖȔț ȟȚȖ ȕȍ 
țșȚȈȕȖȊȐȓȐ ȗȈȚȟ, ȒȖȚȖȘȣȑ ȉȣȓ ȌȈȊȕȖ Ȋȣȗțȡȍȕ. ǰ ȗȍȘȊȖȍ ȊȘȍȔȧ, ȥȚȖ 
ȌȍȑșȚȊȐȚȍȓȤȕȖ ȉȣȓ ȖȌȐȕ Ȑȏ șȈȔȣȝ ȗȖȗțȓȧȘȕȣȝ ȊȍȒȚȖȘȖȊ. ǵȖ Ȓ ȚȖȔț ȔȖȔȍȕȚț, 
șȗțșȚȧ țȎȍ ȗȖȟȚȐ ȌȊȈ ȋȖȌȈ, ȀȖșȚȈȒ ȖȉȕȈȘțȎȐȓ, ȟȚȖ, Ȋ ȖșȕȖȊȕȖȔ, ȏȈȘȈȎȍȕȐȍ 
ȗȘȖȐșȝȖȌȐȓȖ ȟȍȘȍȏ USB-ȒȓȦȟȐ. ǻȟȐȚȣȊȈȧ șȖȉȘȈȕȕȣȍ ȌȈȕȕȣȍ, Ȗȕ ȗȘȍȌȓȖȎȐȓ 
Microsoft ȖȚȒȓȦȟȐȚȤ ȜțȕȒȞȐȦ ȈȊȚȖȏȈȗțșȒȈ, ȟȚȖ ȉȣȓȖ ȖȟȍȕȤ șȍȘȤȍȏȕȣȔ 
ȘȍȠȍȕȐȍȔ. ȅȚȖ ȉȣ ȗȘȐȊȍȓȖ ȐȏȔȍȕȍȕȐȧȔ Ȋ ȘȈȉȖȚȍ Windows Ȑ, ș ȥȚȖȋȖ ȔȖȔȍȕȚȈ, 
ȊȣȕțȎȌȈȓȖ Ȋșȍȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȕȍ ȚȖȓȤȒȖ ȏȈȘȈȎȍȕȕȣȝ, șȖȊȍȘȠȈȚȤ 
ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ ȌȍȑșȚȊȐȧ Ȍȓȧ ȏȈȗțșȒȈ ȗȘȖȋȘȈȔȔȣ ȕȈ șȢȍȔȕȖȔ ȕȖșȐȚȍȓȍ. ǵȖ ț 
ȀȖșȚȈȒȈ ȉȣȓȐ ȌȈȕȕȣȍ. ǶȕȐ ȉȣȓȐ ȚȖȑ șȐȓȖȑ, ȒȖȚȖȘȈȧ ȗȖȏȊȖȓȧȓȈ ȗȘȐȔȍȕȐȚȤ 
ȚȈȒȖȑ ȗȖȌȝȖȌ, Ȑ Ȋ șȓȍȌțȦȡȍȔ ȗȈȚȟȍ, Ȋ ȕȍȔ Microsoft ȌȖȉȈȊȐȓȐ ȖȉȕȖȊȓȍȕȐȍ, 
ȒȖȚȖȘȖȍ ȖȚȒȓȦȟȈȓȖ ȜțȕȒȞȐȦ ȈȊȚȖȏȈȗțșȒȈ. ǰ ȊȖȚ ȚȈȒ ȗȘȖșȚȖ Conficker țȔȍȘ. ǵț, 
ȚȖ ȍșȚȤ, Ȗȕ ȕȍ țȔȍȘ ȖȒȖȕȟȈȚȍȓȤȕȖ, ȕȖ ș ȚȖȋȖ ȔȖȔȍȕȚȈ Ȗȕ ȗȍȘȍșȚȈȓ ȉȣȚȤ 
ȖȋȘȖȔȕȖȑ ȗȘȖȉȓȍȔȖȑ. ǵȈ șȈȔȖȔ Ȍȍȓȍ, ș ȚȖȋȖ ȔȖȔȍȕȚȈ, ȘȈșȗȘȖșȚȘȈȕȍȕȐȍ 
ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ ȟȍȘȍȏ USB-ȒȓȦȟȐ ȗȍȘȍșȚȈȓȖ ȉȣȚȤ șȍȘȤȍȏȕȖȑ ȗȘȖȉȓȍȔȖȑ. 
   ǷȖȌȝȖȌ ȀȖșȚȈȒȈ Ȑ Microsoft, țȟȐȚȣȊȈȦȡȐȑ ȐșȗȖȓȤȏȖȊȈȕȐȍ ȌȈȕȕȣȝ Ȍȓȧ 
ȘȍȈȒȞȐȐ ȕȈ ȗȘȖȉȓȍȔț ȖȒȈȏȈȓ ȕȈ Ȕȍȕȧ șȐȓȤȕȖȍ ȊȗȍȟȈȚȓȍȕȐȍ. ǩȓȈȋȖȌȈȘȧ ȥȚȖȔț, ȧ 
ȊȣȗțșȚȐȓȕȈ ȔȖȑ ȊȏȋȓȧȌ, șȈȔțȦ ȊȈȎȕțȦ ȘȈȉȖȚț Ȋ șȊȖȍȑ ȒȈȘȤȍȘȍ “Implementing a 

Data-Driven Computer Security Defense” 
(https://gallery.technet.microsoft.com/Fixing-the-1-Problem-in-2e58ac4a), ȒȖȚȖȘțȦ, 
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ȊȗȖșȓȍȌșȚȊȐȐ, șȚȈȓȐ ȘȍȒȖȔȍȕȌȖȊȈȚȤ Ȓ ȗȘȖȟȚȍȕȐȦ ȔȕȖȋȐȍ șȖȖȉȡȍșȚȊȈ Ȑ șȊȍȚȐȓȈ 
ȐȕȌțșȚȘȐȐ. 
   ǷȖȏȎȍ ȧ ȗȘȖȟȐȚȈȓ ȒȕȐȋț ȀȖșȚȈȒȈ, ȒȖȚȖȘȈȧ ȕȈȏȣȊȈȍȚșȧ Threat Modeling: 

Designing for Security (https://www.amazon.com/Threat-Modeling-Designing-Adam-

Shostack/dp/1118809998), ȐȏȌȈȕȕțȦ Wiley. ǩȣȓȖ ȖȟȍȊȐȌȕȖ, ȟȚȖ Ȗȕ 
ȌȍȑșȚȊȐȚȍȓȤȕȖ ȗȖȕȐȔȈȍȚ, ȒȈȒ ȕțȎȕȖ ȗȘȖȊȖȌȐȚȤ ȔȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ, Ȉ ȚȈȒȎȍ 
ȖȠȐȉȒȐ ȌȘțȋȐȝ ȔȖȌȍȓȍȑ Ȑ ȔȍȚȖȌȖȊ. ȅȚȖ Ȋșȍ ȍȡȍ ȖȌȕȈ Ȑȏ ȗȍȘȊȣȝ ȒȕȐȋ, ȒȖȚȖȘȣȍ ȧ 
ȘȍȒȖȔȍȕȌțȦ ȚȍȔ, ȒȚȖ ȐȕȚȍȘȍșțȍȚșȧ ȔȖȌȍȓȐȘȖȊȈȕȐȍȔ țȋȘȖȏ. ȀȖșȚȈȒ ȉȣȓ ȖȟȍȕȤ 
ȚȍșȕȖ șȊȧȏȈȕ ș Microsoft, ȗȖȔȖȋȈȧ ș ȘȈȏȓȐȟȕȣȔȐ ȗȘȖȍȒȚȈȔȐ, ȊȒȓȦȟȈȧ ȐȏȔȍȕȍȕȐȧ 
Ȋ ȘȈȉȖȚȍ ȈȊȚȖȏȈȗțșȒȈ, ȒȖȚȖȘȣȍ ȕȍȖȉȝȖȌȐȔȖ ȉȣȓȖ ȗȘȖȊȍșȚȐ Ȍȓȧ ȖșȚȈȕȖȊȒȐ ȟȍȘȊȧ 
Conficker. ǷȖȔȐȔȖ ȥȚȖȋȖ Ȗȕ ȚȈȒȎȍ șȖȏȌȈȓ ȐȕșȚȘțȔȍȕȚ Ȍȓȧ ȔȖȌȍȓȐȘȖȊȈȕȐȧ țȋȘȖȏ 
SDL Threat Modeling Tool (https://www.microsoft.com/en-

us/sdl/adopt/threatmodeling.aspx). ǷȓȦș Ȗȕ ȧȊȓȧȍȚșȧ șȖȖșȕȖȊȈȚȍȓȍȔ Privacy 
Enhancing Technologies Symposium (ǹȐȔȗȖȏȐțȔ ȗȖ țȓțȟȠȍȕȐȦ ȚȍȝȕȖȓȖȋȐȑ 
ȏȈȡȐȚȣ ȟȈșȚȕȣȝ ȌȈȕȕȣȝ) Ȑ International Financial Cryptography Association 
(ǴȍȎȌțȕȈȘȖȌȕȈȧ ȈșșȖȞȐȈȞȐȧ ȜȐȕȈȕșȖȊȖȑ ȒȘȐȗȚȖȋȘȈȜȐȐ). ǺȈȒȎȍ Ȗȕ ȈȒȚȐȊȕȖ 
ȗȐȠȍȚ, ȊȍȌȍȚ ȉȓȖȋ Ȑ ȊȣșȚțȗȈȍȚ ȕȈ ȒȖȕȜȍȘȍȕȞȐȧȝ. 
   ȇ șȗȘȖșȐȓ, ȒȈȒ Ȗȕ ȗȖȗȈȓ Ȋ șȜȍȘț ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ șȒȈȏȈȓ: 
“ǲȈȒ șȗȍȞȐȈȓȐșȚ, ȧ ȘȈȉȖȚȈȓ șȐșȚȍȔȕȣȔ ȈȌȔȐȕȐșȚȘȈȚȖȘȖȔ Ȋ ȓȈȉȖȘȈȚȖȘȐȐ 
ȔȍȌȐȞȐȕșȒȐȝ ȐșșȓȍȌȖȊȈȕȐȑ, Ȑ ȉȍȏȖȗȈșȕȖșȚȤ ȉȣȓȈ ȟȈșȚȤȦ ȔȖȍȑ ȘȈȉȖȚȣ. ȅȚȖ ȉȣȓ 

1993-Ȑȑ Ȑ 1994-ȣȑ. ȇ ȕȈȟȈȓ ȟȐȚȈȚȤ ȕȍȒȖȚȖȘȣȍ Ȕȍȑȓ-ȓȐșȚȣ, ȕȈȗȘȐȔȍȘ, Ȕȍȑȓ-

ȓȐșȚȣ Ȗ ȗȍȘȊȣȝ ȜȈȑȘȊȖȓȈȝ Ȑ ȒȐȉȍȘȗȈȕȒȍ. Ǫ ȥȚȐȝ Ȕȍȑȓ-ȓȐșȚȈȝ ȘȈȏȕȣȍ 
ȐȕȚȍȘȍșȕȣȍ ȓȦȌȐ ȘȈșșȒȈȏȣȊȈȓȐ Ȗȉ ȐȕȚȍȘȍșȕȣȝ ȊȍȡȈȝ. ȇ ȕȈȟȈȓ țȟȈșȚȊȖȊȈȚȤ Ȋ 
ȌȐșȒțșșȐȐ Ȑ ȗȖȕȧȓ, ȟȚȖ ȔȖȋț ȊȕȍșȚȐ șȊȖȑ ȊȒȓȈȌ. ǴȖȧ șȓȍȌțȦȡȈȧ ȘȈȉȖȚȈ ȉȣȓȈ 
ȉȖȓȍȍ ȖȘȐȍȕȚȐȘȖȊȈȕȈ ȕȈ ȉȍȏȖȗȈșȕȖșȚȤ. ȇ șȚȈȓ ȒȖȕșțȓȤȚȈȕȚȖȔ Ȋ ǩȖșȚȖȕȍ. Ǫ ȚȖ 
ȊȘȍȔȧ ȐȕȚȍȘȕȍȚ ȚȖȓȤȒȖ ȕȈȟȈȓ ȕȈȉȐȘȈȚȤ ȉȖȓȤȠțȦ ȗȖȗțȓȧȘȕȖșȚȤ. ǺȈȒ ȟȚȖ ȏȕȈȕȐȧ 
Ȗ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ ȊȖȏȔȖȎȕȖșȚȤ ȊȕȍșȚȐ ȊȒȓȈȌ Ȋ ȐȕȚȍȘȕȍȚ-ȉȍȏȖȗȈșȕȖșȚȤ ȖȟȍȕȤ 
ȞȍȕȐȓȐșȤ. ǲȖȍ-ȋȌȍ ȧ ȔȖȋ ȖȉȕȈȘțȎȐȚȤ țȧȏȊȐȔȖșȚȐ Ȑ ȥȚȖ ȗȖȔȖȋȓȖ ȏȈȘȈȉȖȚȈȚȤ 

ȘȍȗțȚȈȞȐȦ”. 
   ȇ ȗȖȗȘȖșȐȓ ȍȋȖ ȗȘȐȊȍșȚȐ ȗȘȐȔȍȘ. Ƕȕ ȖȚȊȍȚȐȓ: “ȇ ȖȉȕȈȘțȎȐȓ țȧȏȊȐȔȖșȚȤ Ȋ 
ȉȘȍȓȒȍ ȉȍȏȖȗȈșȕȖșȚȐ. ȅȚȖ ȉȣȓ ȗȘȍȌȠȍșȚȊȍȕȕȐȒ RSA Secure ID, ȗȖȏȎȍ RSA 

ȒțȗȐȓȐ ȥȚț ȚȍȝȕȖȓȖȋȐȦ. ǻȧȏȊȐȔȖșȚȤ ȏȈȒȓȦȟȈȓȈșȤ Ȋ ȚȖȔ, ȟȚȖ ȐȕȜȖȘȔȈȞȐȧ Ȑȏ 
ȗȘȍȌȣȌțȡȍȋȖ șȖȖȉȡȍȕȐȧ ȐșȗȖȓȤȏȖȊȈȚȤ Ȍȓȧ ȖȉȍșȗȍșȗȍȟȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ 
șȓȍȌțȦȡȍȋȖ șȖȖȉȡȍȕȐȧ. ǶȌȕȈȒȖ, Ȋ Ȑȝ ȈȓȋȖȘȐȚȔȍ ȉȣȓȈ țȧȏȊȐȔȖșȚȤ, ȒȖȚȖȘȈȧ 
șȊȧȏȣȊȈȓȈ ȗȘȍȌȣȌțȡȍȍ șȖȖȉȡȍȕȐȍ ș ȗȖșȓȍȌțȦȡȐȔ, ȟȚȖ ȌȍȓȈȓȖ ȒȓȦȟ Ȍȓȧ ȥȚȐȝ 
șȖȖȉȡȍȕȐȑ ȉȖȓȍȍ ȗȘȍȌșȒȈȏțȍȔȣȔ, Ȑ, șȓȍȌȖȊȈȚȍȓȤȕȖ, țȧȏȊȐȔȣȔ”.  
   ȇ șȗȘȖșȐȓ, ȒȈȒ Ȗȕ ȕȈȟȈȓ ȘȈȉȖȚȈȚȤ ș ȗȘȖȍȒȚȖȔ CVE (Common Vulnerabilities and 
Exposures), ȉȈȏȖȑ ȌȈȕȕȣȝ ȖȉȡȍȐȏȊȍșȚȕȣȝ țȧȏȊȐȔȖșȚȍȑ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. Ƕȕ ȗȖȧșȕȐȓ: “ǶȌȕȐȔ Ȑȏ ȒȓȐȍȕȚȖȊ, ȒȖȚȖȘȣȝ ȧ ȒȖȕșțȓȤȚȐȘȖȊȈȓ, 
ȉȣȓȈ ȒȖȔȗȈȕȐȧ Fidelity Investments. ǶȕȐ ȗȖȘțȟȐȓȐ Ȕȕȍ ȖȉȍșȗȍȟȐȚȤ ȉȍȏȖȗȈșȕȖșȚȤ 
ȒȖȌȈ, ȚȍȔ Ȏȍ ȧ ȏȈȕȐȔȈȓșȧ Ȋ Microsoft, șȗțșȚȧ 15 ȓȍȚ. ȇ Ȋșȍ ȍȡȍ ȈȒȚȐȊȕȖ 
ȗȖȓȤȏȖȊȈȓșȧ Ȕȍȑȓ-ȓȐșȚȈȔȐ Ȑ ȐȕȚȍȘȕȍȚȖȔ, ȌȍȓȐȓșȧ ȏȕȈȕȐȧȔȐ Ȑ ȗȖȓțȟȈȓ 
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ȖȉȘȈȚȕțȦ șȊȧȏȤ. ȇ ȊșȍȋȌȈ ȉțȌț ȉȓȈȋȖȌȈȘȍȕ ȘțȒȖȊȖȌȐȚȍȓȧȔ, ȒȖȚȖȘȣȍ ȗȖȏȊȖȓȧȓȐ 
Ȕȕȍ ȥȚȖ ȌȍȓȈȚȤ, ȗȖȚȖȔț ȟȚȖ ȕȍ Ȋșȍ ȘțȒȖȊȖȌȐȚȍȓȐ ȐȓȐ ȒȖȔȗȈȕȐȐ ȗȖȏȊȖȓȧȦȚ 
ȌȍȓȐȚȤșȧ ȚȈȒȐȔȐ ȏȕȈȕȐȧȔȐ. ǷȖșȓȍ Fidelity ȧ șȚȈȓ ȘȈȉȖȚȈȚȤ Ȋ ȊȍȕȟțȘȕȖȑ 
ȒȖȔȗȈȕȐȐ, ȒȖȚȖȘȈȧ ȊȓȈȌȍȓȈ ȟȈșȚȤȦ ȖȘȋȈȕȐȏȈȞȐȐ, ȏȈȕȐȔȈȦȡȍȑșȧ ȘȈȏȘȈȉȖȚȒȖȑ 
șȒȈȕȍȘȈ țȧȏȊȐȔȖșȚȍȑ, Ȑ ȧ ȗȖȌțȔȈȓ, ȟȚȖ ȥȚȖ ȉțȌȍȚ ȐȕȚȍȘȍșȕȖ, ȗȖȥȚȖȔț ȗȍȘȍȠȍȓ 
ȚțȌȈ. Ǵȣ ȗȘȐȓȖȎȐȓȐ Ȋșȍ țșȐȓȐȧ, ȟȚȖȉȣ ȕȈȠ ȗȘȖȌțȒȚ ȔȖȋ ȖȉȕȈȘțȎȐȚȤ 
ȔȈȒșȐȔȈȓȤȕȖȍ ȒȖȓȐȟȍșȚȊȖ țȧȏȊȐȔȖșȚȍȑ. ȇ ȘȈȉȖȚȈȓ ȕȈȌ ȕȖȊȖȑ țȧȏȊȐȔȖșȚȤȦ 
ȗȘȖȋȘȈȔȔȣ fingerd, Ȑ ȕȍ ȏȕȈȓ, ȔȖȋțȚ ȓȐ ȗȘȖȌțȒȚȣ ȕȈȠȐȝ ȒȖȕȒțȘȍȕȚȖȊ 
ȖȉȕȈȘțȎȐȚȤ ȥȚț țȧȏȊȐȔȖșȚȤ. Ǫ ȚȖ ȊȘȍȔȧ ȐȕȜȖȘȔȈȞȐȐ Ȗȉ țȧȏȊȐȔȖșȚȧȝ ȉȣȓȖ 
ȕȐȟȚȖȎȕȖ ȔȈȓȖ, Ȉ ȗȖȐșȒȖȊȣȍ șȐșȚȍȔȣ ȘȈȉȖȚȈȓȐ ȖȚȊȘȈȚȐȚȍȓȤȕȖ. ǵȈȑȚȐ 
ȐȕȜȖȘȔȈȞȐȦ ȉȣȓȖ ȌȈȓȍȒȖ ȕȍ ȚȈȒ ȗȘȖșȚȖ, ȒȈȒ șȍȋȖȌȕȧ. Ǵȕȍ șȚȈȓȖ ȐȕȚȍȘȍșȕȖ, ȒȈȒ 
ȔȖȎȕȖ ȕȈȓȈȌȐȚȤ ȒȖȕȚȈȒȚ ș ȌȘțȋȐȔȐ șȗȍȞȐȈȓȐșȚȈȔȐ, ȒȖȚȖȘȣȍ ȐșșȓȍȌțȦȚ ǷǶ, Ȑ 
țȏȕȈȚȤ, ȒȈȒȐȍ țȧȏȊȐȔȖșȚȐ Ȕȣ șȔȖȋȓȐ ȖȉȕȈȘțȎȐȚȤ, Ȉ ȒȈȒȐȍ ȕȍȚ, Ȑ ȥȚȖ ȗȘȐȊȍȓȖ 
Ȕȍȕȧ Ȓ ȘȈȏȔȣȠȓȍȕȐȧȔ Ȗ ȚȖȔ, ȒȈȒ ȒȖȕȚȈȒȚȐȘȖȊȈȚȤ ș șȐșȚȍȔȕȣȔȐ 
ȈȌȔȐȕȐșȚȘȈȚȖȘȈȔȐ. ǵȈȔ ȉȣȓȈ ȕțȎȕȈ șȐșȚȍȔȈ, ȒȖȚȖȘȈȧ ȗȖȏȊȖȓȐȓȈ ȉȣ 
ȖȉȢȍȌȐȕȐȚȤ ȘȈȏȓȐȟȕȣȝ șȗȍȞȐȈȓȐșȚȖȊ, ȟȚȖȉȣ ȖȕȐ ȔȖȋȓȐ ȖȉșțȌȐȚȤ ȖȌȕț Ȑ Țț Ȏȍ 
ȗȘȖȉȓȍȔț ȕȈ ȗȖȕȧȚȕȖȔ ȊșȍȔ ȧȏȣȒȍ. ǩȈȏȈ ȌȈȕȕȣȝ CVE ȖȒȈȏȈȓȈșȤ ȥȚȖȑ șȐșȚȍȔȖȑ”. 
   ȇ șȗȘȖșȐȓ ȀȖșȚȈȒȈ Ȗ ȍȋȖ șȈȔȖȔ ȊȓȐȧȚȍȓȤȕȖȔ ȊȒȓȈȌȍ Ȋ ȔȖȌȍȓȐȘȖȊȈȕȐȍ țȋȘȖȏ. 
Ƕȕ ȕȍȕȈȌȖȓȋȖ ȏȈȌțȔȈȓșȧ, Ȉ ȏȈȚȍȔ ȖȚȊȍȚȐȓ: “ȇ ȗȘȐșȓțȠȐȊȈȓșȧ Ȓ ȓȦȌȧȔ, ȒȖȋȌȈ 
ȖȕȐ ȋȖȊȖȘȐȓȐ, ȟȚȖ ȟȚȖ-ȚȖ ȕȍ ȘȈȉȖȚȈȍȚ. ǵȍȒȖȚȖȘȣȍ țȟȈȚ ȌȘțȋȐȝ, ȒȈȒ ȕȈȌȖ ȌȍȓȈȚȤ, 
ȟȚȖȉȣ ȘȈȉȖȚȈȓȖ, ȕȖ ȧ ȊȐȎț, ȟȚȖ ȚȈȒȖȑ ȗȖȌȝȖȌ ȕȍ ȘȈȉȖȚȈȍȚ Ȑ ȟȚȖ ȕțȎȕȖ ȔȍȕȧȚȤ 
șȈȔț șȐșȚȍȔț. ǵȈȗȘȐȔȍȘ, ȍșȓȐ ȒȚȖ-ȚȖ ȗȘȖȌȖȓȎȈȍȚ ȖȚȒȘȣȊȈȚȤ ȏȈȘȈȎȍȕȕȣȍ 
ȥȓȍȒȚȘȖȕȕȣȍ ȗȐșȤȔȈ, ȌȈȎȍ, ȍșȓȐ ȐȔ ȋȖȊȖȘȧȚ, ȟȚȖ ȥȚȖȋȖ ȌȍȓȈȚȤ ȕȍȓȤȏȧ. ǵȈ ȔȖȑ 
ȊȏȋȓȧȌ ȥȚȖ ȗȘȖȉȓȍȔȈ șȐșȚȍȔȣ, Ȉ ȕȍ ȗȖȓȤȏȖȊȈȚȍȓȧ. Ǵȣ ȌȖȓȎȕȣ șȖȏȌȈȊȈȚȤ 
șȐșȚȍȔȣ, ȒȖȚȖȘȣȍ țȟȐȚȣȊȈȦȚ ȌȍȑșȚȊȐȧ ȓȦȌȍȑ, ȗȖȚȖȔț ȟȚȖ ȥȚȖ ȕȍ ȖȕȐ ȌȍȓȈȦȚ 
ȟȚȖ-ȚȖ ȕȍ ȚȈȒ. ǷȘȖȉȓȍȔȈ Ȋ șȐșȚȍȔȈȝ. ȇ ȟȐȚȈȦ Ȗ șȐșȚȍȔȈȝ ȉȍȏȖȗȈșȕȖșȚȐ Ȋ 
șȈȔȖȓȍȚȈȝ, ȗȖȚȖȔț ȟȚȖ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȕȣ ȕȍ ȗȘȖȊȖȌȐȔ 
ȌȖșȚȈȚȖȟȕȖ ȚȡȈȚȍȓȤȕȣȑ ȈȕȈȓȐȏ șȖȉșȚȊȍȕȕȣȝ ȖȠȐȉȖȒ. Ǩ Ȋ ȐȕȌțșȚȘȐȐ 
ȗȘȖȐȏȊȖȌșȚȊȈ șȈȔȖȓȍȚȖȊ ȗȘȖȊȖȌȧȚ. ǬȈȎȍ ȍșȓȐ șȓțȟȈȍȚșȧ ȗȘȖȐșȠȍșȚȊȐȍ ȉȍȏ 
ȗȖșȓȍȌșȚȊȐȑ, ȚȖ șțȡȍșȚȊțȍȚ ȜȖȘȔȈ, ȒȖȚȖȘțȦ ȔȖȎȍȚ ȏȈȗȖȓȕȐȚȤ ȓȦȉȖȑ ȗȐȓȖȚ, 
ȖȗȐșȈȊ ȥȚȖ ȗȘȖȐșȠȍșȚȊȐȍ, Ȑ ȖȚȗȘȈȊȐȚȤ Ȋ șȖȖȚȊȍȚșȚȊțȦȡțȦ ȖȘȋȈȕȐȏȈȞȐȦ. ȅȚȈ 
ȖȘȋȈȕȐȏȈȞȐȧ șȖȉȐȘȈȍȚ Ȋșȍ ȜȖȘȔȣ Ȑ ȈȕȈȓȐȏȐȘțȍȚ ȒȈȎȌțȦ Ȑȏ ȕȐȝ. ǶȕȐ ȔȖȋțȚ 
ȖȉȕȈȘțȎȐȚȤ ȖȌȕȐ Ȑ Țȍ Ȏȍ ȖȠȐȉȒȐ, ȌȈȎȍ ȍșȓȐ ȗȖȕȈȟȈȓț, ȗȘȐȟȐȕȖȑ ȚȈȒȖȋȖ 
ȗȘȖȐșȠȍșȚȊȐȧ șȟȐȚȈȓșȧ ȟȍȓȖȊȍȟȍșȒȐȑ ȜȈȒȚȖȘ. ǶȘȋȈȕȐȏȈȞȐȧ ȔȖȎȍȚ ȕȈȗȘȈȊȐȚȤ 
ȘȍȒȖȔȍȕȌȈȞȐȦ ȕȈ ȘȈȌȐȖȏȈȊȖȌ, Ȑ șȖȖȉȡȐȚȤ ȐȔ, ȒȈȒ ȔȖȎȕȖ ȘȍȠȐȚȤ ȗȘȖȉȓȍȔț ș 
ȘȈȌȐȖșȊȧȏȤȦ, ȌȖȉȈȊȐȊ ȓȈȔȗȖȟȒț, ȐȓȐ șȖȖȉȡȐȚȤ ȖȗȘȍȌȍȓȍȕȕȖȔț ȈȥȘȖȗȖȘȚț (ȐȓȐ 
ȕȍșȒȖȓȤȒȐȔ ȈȥȘȖȗȖȘȚȈȔ), ȒȈȒ ȘȍȠȐȚȤ ȗȘȖȉȓȍȔț ș ȖșȊȍȡȍȕȐȍȔ ǪǷǷ. ȅȚȖ 
ȉȍȏțȗȘȍȟȕȣȑ ȈȕȈȓȐȏ ȖșȕȖȊȕȣȝ ȗȘȐȟȐȕ. Ǫ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ 
ȕȍ ȗȘȖȊȖȌȐȚșȧ ȌȖșȚȈȚȖȟȕȖȋȖ ȈȕȈȓȐȏȈ, ȗȖȥȚȖȔț Ȕȣ ȗȖȊȚȖȘȧȍȔ ȖȌȕȐ Ȑ Țȍ Ȏȍ 
ȖȠȐȉȒȐ, șȕȖȊȈ Ȑ șȕȖȊȈ, Ȑ șȖȏȌȈȕȐȍ ȉȖȓȍȍ șȖȊȍȘȠȍȕȕȣȝ șȐșȚȍȔ ȏȈȕȐȔȈȍȚ ȉȖȓȤȠȍ 
ȊȘȍȔȍȕȐ”. 
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   ȇ ȏȈȒȖȕȟȐȓ ȕȈȠȍ ȐȕȚȍȘȊȤȦ șȗȘȖșȐȊ ȍȋȖ Ȗ ȚȖȔ, ȟȚȖ Ȗȕ ȔȖȎȍȚ ȗȖșȖȊȍȚȖȊȈȚȤ 

ȔȖȓȖȌȣȔ ȓȦȌȧȔ, ȒȖȚȖȘȣȍ ȐȕȚȍȘȍșțȦȚșȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ. Ƕȕ 
ȖȚȊȍȚȐȓ: “ǬȊȍ ȊȍȡȐ. ǪȖ-ȗȍȘȊȣȝ, ȧ ȌțȔȈȦ, șȚțȌȍȕȚȣ ȔȖȋțȚ ȗȖȓțȟȐȚȤ 

ȗȘȍȐȔțȡȍșȚȊȖ, ȐȏțȟȈȧ ȋțȔȈȕȐȚȈȘȕȣȍ ȕȈțȒȐ (ȗșȐȝȖȓȖȋȐȦ, ȜȐȓȖșȖȜȐȦ, Ȑ ȚȈȒ 
ȌȈȓȍȍ). Ǫ șȈȔȖȔ ȕȈȟȈȓȍ ȒȈȘȤȍȘȣ, ȧ ȐȏțȟȈȓ ȥȒȖȓȖȋȐȦ. ȇ țȏȕȈȓ, ȟȚȖ ȗȘȖȉȓȍȔȣ 
ȖȒȘțȎȈȦȡȍȑ șȘȍȌȣ ȧȊȓȧȦȚșȧ șȓȍȌșȚȊȐȍȔ ȗȖȓȐȚȐȟȍșȒȐȝ, ȗȘȈȊȖȊȣȝ Ȑ 
ȥȒȖȕȖȔȐȟȍșȒȐȝ ȗȘȖȉȓȍȔ, Ȑ ȍșȓȐ ȕȍ ȘȍȠȐȚȤ ȥȚȐ ȗȘȖȉȓȍȔȣ, ȚȖ ȕȍ ȗȖȓțȟȐȚșȧ 
ȘȍȠȐȚȤ ȗȘȖȉȓȍȔȣ ȖȒȘțȎȈȦȡȍȑ șȘȍȌȣ. ǺȖ Ȏȍ șȈȔȖȍ Ȑ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǶȗȘȍȌȍȓȍȕȕȖ, șțȡȍșȚȊțȦȚ ȚȍȝȕȐȟȍșȒȐȍ ȗȘȖȉȓȍȔȣ, ȕȖ, ȟȚȖȉȣ Ȑȝ 
ȘȍȠȐȚȤ, ȕȍȖȉȝȖȌȐȔȖ ȗȖȕȐȔȈȚȤ ȗȖȓȐȚȐȟȍșȒȐȍ, ȗȘȈȊȖȊȣȍ Ȑ ȥȒȖȕȖȔȐȟȍșȒȐȍ 
ȗȘȖȉȓȍȔȣ. ȅȚȖ ȕȍ ȗȘȖȉȓȍȔȈ ȖȌȕȖȋȖ ȜȈȑȘȊȖȓȈ. ǺȈȒȎȍ, ȕțȎȕȖ ȕȈțȟȐȚȤșȧ 
ȋȘȈȔȖȚȕȖ ȗȐșȈȚȤ. ǪȖ-ȊȚȖȘȣȝ, ȚȍȝȕȐȟȍșȒȐȍ ȕȈȊȣȒȐ ȕȍ ȚȈȒ ȊȈȎȕȣ, ȒȈȒ ȗȘȈȊȐȓȤȕȖȍ 
ȔȣȠȓȍȕȐȍ. ǺȍȝȕȖȓȖȋȐȟȍșȒȐȍ ȗȘȖȉȓȍȔȣ, ș ȒȖȚȖȘȣȔȐ ȧ șȚȖȓȒȕțȓșȧ, ȒȖȋȌȈ ȚȖȓȤȒȖ 
ȕȈȟȐȕȈȓ ȘȈȉȖȚȈȚȤ Ȋ ȥȚȖȑ ȖȉȓȈșȚȐ, ȕȍ șȘȈȊȕȐȔȣ ș ȚȍȔȐ, ȒȖȚȖȘȣȍ șțȡȍșȚȊțȦȚ 

șȍȋȖȌȕȧ. ǵȖ ȔȖȑ ȗȖȌȝȖȌ ȖșȚȈȓșȧ ȗȘȍȎȕȐȔ. ȇ ȐȏțȟȈȦ ȉȖȓȤȠțȦ ȗȘȖȉȓȍȔț Ȑ ȏȈȌȈȦ 
ȊȖȗȘȖș “ȗȖȟȍȔț ȟȚȖ-ȚȖ ȕȍ ȘȈȉȖȚȈȍȚ?”. ȇ ȗȖȌȝȖȎț Ȓ ȗȘȖȉȓȍȔȍ ș ȚȖȟȒȐ ȏȘȍȕȐȧ 
ȠȐȘȖȒȖȋȖ ȊȖȗȘȖșȈ Ȑ ȏȈȚȍȔ șțȎȈȦ ȜȖȒțș, ȟȚȖȉȣ ȘȍȠȐȚȤ ȍȍ. ǵȍȓȤȏȧ ȔȖȔȍȕȚȈȓȤȕȖ 
ȘȍȠȐȚȤ șȍȘȤȍȏȕțȦ ȗȘȖȉȓȍȔț. ǿȐȚȈȚȍȓȐ ȌȖȓȎȕȣ țȔȍȚȤ ȊȣȉȐȘȈȚȤ ȌȍȑșȚȊȐȚȍȓȤȕȖ 
ȊȈȎȕȣȍ ȗȘȖȉȓȍȔȣ, Țȍ, ȒȖȚȖȘȣȍ ȐȔȍȦȚ ȏȕȈȟȍȕȐȍ, ȖȕȐ ȌȖȓȎȕȣ țȔȍȚȤ ȏȈȌȈȊȈȚȤ 
ȗȘȈȊȐȓȤȕȣȍ ȊȖȗȘȖșȣ, Ȉ ȏȈȚȍȔ ȐșȒȈȚȤ șȘȍȌșȚȊȈ Ȍȓȧ ȘȍȠȍȕȐȧ ȥȚȐȝ ȗȘȖȉȓȍȔ”. 
 

 

 

ǷȖȌȘȖȉȕȍȍ Ȗȉ ǨȌȈȔȍ ȀȖșȚȈȒȍ 

ǷȖȌȘȖȉȕȍȍ Ȗȉ ǨȌȈȔȍ ȀȖșȚȈȒȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǲȕȐȋȈ Threat Modeling: Designing for Security: 

https://www.amazon.com/Threat-Modeling-Designing-Adam-

Shostack/dp/1118809998  

- ǲȕȐȋȈ The New School of Information Security (Ȋ șȖȈȊȚȖȘșȚȊȍ ș ȅȕȌȘȦ 

ǹȚȦȈȘȚȖȔ): https://www.amazon.com/New-School-Information-

Security/dp/0321814908 

- Ǫȍȉ-șȈȑȚ ǨȌȈȔȈ ȀȖșȚȈȒȈ: https://adam.shostack.org/ 

- ǺȊȐȚȚȍȘ ǨȌȈȔȈ ȀȖșȚȈȒȈ: http://twitter.com/adamshostack 

- ǷȘȖȜȐȓȤ ǨȌȈȔȈ ȀȖșȚȈȒȈ Ȋ LinkedIn: http://www.linkedin.com/in/shostack/   
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ǫȓȈȊȈ 41. ǶȉȘȈȏȖȊȈȕȐȍ Ȋ șȜȍȘȍ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ 

 

 

 

ǷȘȈȒȚȐȟȍșȒȐ Ȋșȍȝ ȓȦȌȍȑ, ȗȘȍȌșȚȈȊȓȍȕȕȣȝ Ȋ ȥȚȖȑ ȒȕȐȋȍ, ȖȉȢȍȌȐȕȧȍȚ țȉȍȎȌȍȕȐȍ 
Ȋ ȕȍȖȉȝȖȌȐȔȖșȚȐ ȉȖȓȍȍ ȒȈȟȍșȚȊȍȕȕȖȑ ȗȖȌȋȖȚȖȊȒȐ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǵȐȒȚȖ ȕȍ ȌțȔȈȍȚ, ȟȚȖ Ȋ ȉȓȐȎȈȑȠȍȍ ȊȘȍȔȧ ȗȖȧȊȐȚșȧ ȐȌȍȈȓȤȕȖȍ 
ȚȍȝȕȖȓȖȋȐȟȍșȒȖȍ ȘȍȠȍȕȐȍ, ȒȖȚȖȘȖȍ ȗȖȏȊȖȓȐȚ ȓȦȌȧȔ ȕȍ ȊȖȓȕȖȊȈȚȤșȧ Ȗȉ țȋȘȖȏȈȝ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ Ȗ ȚȖȔ, ȒȈȒ ș ȕȐȔȐ șȗȘȈȊȐȚȤșȧ. ǵȍȒȖȚȖȘȣȍ 
“ȥȒșȗȍȘȚȣ” ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȏȈȧȊȓȧȦȚ, ȟȚȖ ȖȉțȟȍȕȐȍ ȒȖȕȍȟȕȣȝ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ - ȥȚȖ ȗțșȚȈȧ ȚȘȈȚȈ ȊȘȍȔȍȕȐ, ȕȖ ȉȖȓȤȠȐȕșȚȊȖ ȕȈșȚȖȧȡȐȝ 
ȗȘȖȜȍșșȐȖȕȈȓȖȊ ȏȕȈȦȚ, ȟȚȖ ȗȖȌȋȖȚȖȊȒȈ ȒȖȕȍȟȕȣȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȑ șȖȚȘțȌȕȐȒȖȊ 
ȗȘȐȕȖșȐȚ ȚȖȓȤȒȖ ȗȖȓȤȏț. 
   ǴȖȑ ȕȣȕȍȠȕȐȑ ȕȈȕȐȔȈȚȍȓȤ, ȒȖȔȗȈȕȐȧ Microsoft, ȏȈșȚȈȊȓȧȍȚ Ȋșȍȝ șȖȚȘțȌȕȐȒȖȊ 
ȗȘȖȝȖȌȐȚȤ ȍȎȍȋȖȌȕțȦ ȗȖȌȋȖȚȖȊȒț ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȕȈ 
ȘȈȏȓȐȟȕȣȍ ȚȍȔȣ. ǶȌȕȈȎȌȣ, ȗȖșȓȍ ȔȕȖȋȖȟȐșȓȍȕȕȣȝ ȗȖȗȣȚȖȒ ȊȏȓȖȔȈȚȤ ȕȈȠȐȝ 
șȖȚȘțȌȕȐȒȖȊ ș ȗȖȔȖȡȤȦ ȜȐȠȐȕȋȖȊȣȝ ȥȓȍȒȚȘȖȕȕȣȝ ȗȐșȍȔ, Ȋ ȖȉȧȏȈȚȍȓȤȕȖȔ Ȓ 
ȗȘȖșȔȖȚȘț ȊȐȌȍȖ ȉȣȓ țȊȈȎȈȍȔȣȑ șȖȚȘțȌȕȐȒ Microsoft, ȒȖȚȖȘȣȑ șȚȈȓ ȎȍȘȚȊȖȑ 
ȜȐȠȐȕȋȈ. ǭȋȖ țȊȈȎȈȓȐ ȒȖȓȓȍȋȐ, Ȑ Ȗȕ ȘȈȉȖȚȈȓ Ȋ șȜȍȘȍ, ȒȖȚȖȘȈȧ ȚȘȍȉȖȊȈȓȈ 
ȉȖȓȤȠȐȝ ȏȕȈȕȐȑ Ȗȉ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǪȒȘȈȚȞȍ, Ȗȕ ȌȖȓȎȍȕ ȉȣȓ 
ȉȣȚȤ ȗȖșȓȍȌȕȐȔ, ȒȚȖ ȔȖȎȍȚ șȚȈȚȤ ȎȍȘȚȊȖȑ șȖȞȐȈȓȤȕȖȑ ȐȕȎȍȕȍȘȐȐ ȟȍȘȍȏ 
ȜȐȠȐȕȋȖȊȣȍ ȥȓȍȒȚȘȖȕȕȣȍ ȗȐșȤȔȈ, ȕȖ ȥȚȖ ȗȘȖȐȏȖȠȓȖ ȐȔȍȕȕȖ ș ȕȐȔ. Ƕȕ 
ȗȖȌȍȓȐȓșȧ șȊȖȐȔ ȖȗȣȚȖȔ, ȘȈșșȒȈȏȈȓ, ȒȈȒ șȚȈȓ ȎȍȘȚȊȖȑ ȗȘȖȌțȔȈȕȕȖȋȖ ȞȍȓȍȊȖȋȖ 
ȜȐȠȐȕȋȈ. ǩȣȓȖ țȌȐȊȐȚȍȓȤȕȖ șȔȖȚȘȍȚȤ, ȒȈȒ ȖȌȐȕ Ȑȏ ȕȈȠȐȝ ȚȍȝȕȖȓȖȋȐȟȍșȒȐȝ 
ȓȐȌȍȘȖȊ ȘȈșșȒȈȏȣȊȈȓ Ȗ ȚȖȔ, ȟȚȖ Ȗȕ ȕȍ șȖȊȍȘȠȍȕȍȕ, ȟȚȖ Ȗȕ ȔȖȎȍȚ șȖȊȍȘȠȈȚȤ 
ȖȠȐȉȒȐ, Ȑ ȚȖȔ, ȒȈȒ ȗȘȖȐȏȖȠȓȈ ȥȚȈ ȖȠȐȉȒȈ. Ƕȕ ȚȈȒȎȍ ȘȈșșȒȈȏȈȓ, ȟȚȖ ȕȍșȔȖȚȘȧ 
ȕȈ ȚȖ, ȟȚȖ ȍȔț ȉȣȓȖ ȕȍȓȖȊȒȖ ȏȈ ȥȚț ȖȠȐȉȒț, ȍȔț ȕȍ ȉȣȓȖ șȓȐȠȒȖȔ șȚȣȌȕȖ, Ȑ Ȗȕ 
ȗȖȏȊȖȕȐȓ Ȋ ȖȚȌȍȓ IT-ȉȍȏȖȗȈșȕȖșȚȐ Ȑ șȖȖȉȡȐȓ Ȗȉ ȥȚȖȔ ȐȕȞȐȌȍȕȚȍ. ȅȚȖ 
ȖȉțȟȈȦȡȍȍ ȊȐȌȍȖ ȉȣȓȖ ȕȍȊȍȘȖȧȚȕȖ ȝȖȘȖȠȖ ȊȖșȗȘȐȕȧȚȖ Ȑ ȗȖȏȊȖȓȐȓȖ 
ȏȕȈȟȐȚȍȓȤȕȖ șȕȐȏȐȚȤ ȒȖȓȐȟȍșȚȊȖ țșȗȍȠȕȣȝ ȜȐȠȐȕȋ-ȈȚȈȒ. ǺȈȒȈȧ ȗȖȌȋȖȚȖȊȒȈ 
ȉȣȓȈ ȕȈșȚȖȓȤȒȖ țșȗȍȠȕȖȑ, ȟȚȖ ȒȖȔȈȕȌȣ IT-ȉȍȏȖȗȈșȕȖșȚȐ Microsoft ȊȍșȤ ȋȖȌ ȉȣȓȐ 
ȏȈȊȈȓȍȕȣ ȖȉȘȈȡȍȕȐȧȔȐ șȖȚȘțȌȕȐȒȖȊ, ȒȖȚȖȘȣȍ șȗȘȈȠȐȊȈȓȐ, ȧȊȓȧȦȚșȧ ȓȐ 
ȕȈșȚȖȧȡȐȍ ȗȐșȤȔȈ, ȒȖȚȖȘȣȍ ȊȣȋȓȧȌȧȚ ȗȖȌȖȏȘȐȚȍȓȤȕȖ, ȜȐȠȐȕȋȖȔ. ǵȍȒȖȚȖȘȣȍ 
ȌȈȎȍ ȋȖȊȖȘȐȓȐ, ȟȚȖ ȚȈȒȖȍ ȖȉțȟȍȕȐȍ ȉȣȓȖ șȓȐȠȒȖȔ țșȗȍȠȕȣȔ. 
   Ǫ ȗȘȍȌȣȌțȡȐȍ ȋȖȌȣ Ȋ ȖȉȘȈȏȖȊȈȚȍȓȤȕȣȝ ȊȐȌȍȖ ȘȈșșȒȈȏȣȊȈȓȐ Ȗ ȚȖȔ, ȒȈȒ ȕȍ 
ȊȣȌȈȚȤ șȊȖȑ ȗȈȘȖȓȤ, Ȉ ȚȈȒȎȍ Ȗ ȕȍȖȉȝȖȌȐȔȖșȚȐ țȉȍȌȐȚȤșȧ, ȟȚȖ ȕȐȒȚȖ ȕȍ ȏȈȠȍȓ ȏȈ 
ȊȈȔȐ ȉȍȏ șȖȖȚȊȍȚșȚȊțȦȡȍȋȖ ȉȍȑȌȎȈ. ǶȉȘȈȏȖȊȈȕȐȍ ȗȖȔȖȋȈȍȚ ȏȕȈȟȐȚȍȓȤȕȖ 
șȕȐȏȐȚȤ ȊȓȐȧȕȐȍ țȋȘȖȏ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ.  
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ǺȍȔȣ ǷȖȌȋȖȚȖȊȒȐ ȗȖ ǰȕȜȖȘȔȈȞȐȖȕȕȖȑ ǩȍȏȖȗȈșȕȖșȚȐ   

ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȊȈȘȐȈȕȚȖȊ Ȑ ȗȖȌȝȖȌȖȊ ȗȖȌȋȖȚȖȊȒȐ Ȋ șȜȍȘȍ 

ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ǫ șȓȍȌțȦȡȐȝ ȘȈȏȌȍȓȈȝ ȖȗȐșȈȕȣ ȕȍȒȖȚȖȘȣȍ 
ȚȍȔȣ, ȒȖȚȖȘȣȍ ȔȖȋțȚ ȉȣȚȤ ȗȖȓȍȏȕȣ ȚȍȔ, ȒȚȖ ȐȕȚȍȘȍșțȍȚșȧ ȗȖȌȋȖȚȖȊȒȖȑ Ȋ șȜȍȘȍ 

ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 

ǷȖȌȋȖȚȖȊȒȈ ǲȖȕȍȟȕȣȝ ǷȖȓȤȏȖȊȈȚȍȓȍȑ/ǷȖȊȣȠȍȕȐȍ 
ǶșȊȍȌȖȔȓȍȕȕȖșȚȐ                 
ǺȈȒȖȑ ȊȐȌ ȗȖȌȋȖȚȖȊȒȐ, ȒȈȒ ȗȘȈȊȐȓȖ, țȟȐȚ ȗȖȓȤȏȖȊȈȚȍȓȍȑ ȉȖȓȍȍ ȉȍȏȖȗȈșȕȖȑ 
ȘȈȉȖȚȍ șȖ șȊȖȐȔȐ ȒȖȔȗȤȦȚȍȘȈȔȐ Ȑ țșȚȘȖȑșȚȊȈȔȐ. Ƕȕ ȘȈșȒȘȣȊȈȍȚ ȖșȕȖȊȕȣȍ ȊȐȌȣ 

ȊȏȓȖȔȈ, ȒȖȚȖȘȣȔ ȖȕȐ ȔȖȋțȚ ȉȣȚȤ ȗȖȌȊȍȘȎȍȕȣ, Ȉ ȚȈȒȎȍ ȌȈȍȚ ȏȕȈȕȐȧ Ȗ ȚȖȔ, ȒȈȒ 
ȖȉȕȈȘțȎȐȚȤ, ȗȘȍȌȖȚȊȘȈȚȐȚȤ Ȑ șȖȖȉȡȐȚȤ Ȗȉ ȈȚȈȒȍ. ǺȈȒȖȍ ȖȉțȟȍȕȐȍ ȌȖȓȎȕȣ 
ȗȘȖȑȚȐ Ȋșȍ, ȕȍȊȈȎȕȖ,   
ȗȖȓȤȏțȍȚȍșȤ ȓȐ Ȋȣ ȒȖȔȗȤȦȚȍȘȖȔ ȌȖȔȈ, Ȋ ȠȒȖȓȍ ȐȓȐ Ȋ ȖȜȐșȍ. ǭȋȖ ȕțȎȕȖ 
ȗȘȖȝȖȌȐȚȤ, ȒȈȒ ȔȐȕȐȔțȔ, ȘȈȏ Ȋ ȋȖȌ, Ȑ Ȋ ȕȍȔ ȌȖȓȎȕȣ ȉȣȚȤ ȖȗȐșȈȕȣ ȕȍȌȈȊȕȐȍ Ȑ 
ȕȈȐȉȖȓȍȍ ȊȍȘȖȧȚȕȣȍ țȋȘȖȏȣ. ǲȈȒ ȗȘȈȊȐȓȖ, ȚȈȒȈȧ ȗȖȌȋȖȚȖȊȒȈ ȏȈȕȐȔȈȍȚ ȖȚ 15 
ȔȐȕțȚ ȌȖ ȕȍșȒȖȓȤȒȐȝ ȟȈșȖȊ ȒȈȎȌȣȑ ȋȖȌ. 

ǶȉȡȈȧ ǷȖȌȋȖȚȖȊȒȈ ȗȖ IT-ȉȍȏȖȗȈșȕȖșȚȐ         
ȅȚȈ ȗȖȌȋȖȚȖȊȒȈ ȕȍȖȉȝȖȌȐȔȈ Ȍȓȧ IT-șȗȍȞȐȈȓȐșȚȖȊ Ȑ șȖȚȘțȌȕȐȒȖȊ șȜȍȘȣ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǺȈȒȈȧ ȗȖȌȋȖȚȖȊȒȈ ȌȖȓȎȕȈ ȊȒȓȦȟȈȚȤ ȖȉȡȐȍ 
șȊȍȌȍȕȐȧ ȖȉȖ Ȋșȍȝ ȊȐȌȈȝ ȊȏȓȖȔȈ Ȑ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ, Ȑ ȉȖȓȍȍ ȌȍȚȈȓȤȕȖ 
ȖȗȐșȣȊȈȚȤ ȖșȕȖȊȕȣȍ Ȑ ȕȈȐȉȖȓȍȍ ȊȍȘȖȧȚȕȣȍ țȋȘȖȏȣ. ǲȈȒ ȗȘȈȊȐȓȖ, ȚȈȒȈȧ 
ȗȖȌȋȖȚȖȊȒȈ ȌȓȐȚșȧ ȕȍșȒȖȓȤȒȖ Ȍȕȍȑ ȐȓȐ ȕȍȌȍȓȤ Ȑ ȔȖȎȍȚ ȗȘȖȊȖȌȐȚșȧ ȗȖȊȚȖȘȕȖ 
Ȍȓȧ ȌȖșȚȐȎȍȕȐȧ ȕȈȐȓțȟȠȍȋȖ ȥȜȜȍȒȚȈ. 

ǴȍȘȖȗȘȐȧȚȐȧ ȗȖ ǸȍȈȋȐȘȖȊȈȕȐȦ                                                                                                        
ǹȖȚȘțȌȕȐȒȐ șȜȍȘȣ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ, Ȋ ȖșȖȉȍȕȕȖșȚȐ, țȟȈșȚȕȐȒȐ 
ȒȖȔȈȕȌ ȗȖ ȘȍȈȋȐȘȖȊȈȕȐȦ ȕȈ ȐȕȞȐȌȍȕȚȣ ȌȖȓȎȕȣ ȉȣȚȤ Ȗȉțȟȍȕȣ, ȒȈȒ ȗȘȈȊȐȓȤȕȖ 
ȘȍȈȋȐȘȖȊȈȚȤ Ȑ ȊȍșȚȐ ȘȈȉȖȚț ȗȘȐ ȊȖȏȕȐȒȕȖȊȍȕȐȐ ȥȒșȚȘȍȕȕȣȝ șȐȚțȈȞȐȑ, 
șȊȧȏȈȕȕȣȝ ș ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ. ǺȈȒțȦ ȗȖȌȋȖȚȖȊȒț ȌȖȓȎȍȕ 
ȗȘȖȝȖȌȐȚȤ ȊȍșȤ șȖȖȚȊȍȚșȚȊțȦȡȐȑ ȗȍȘșȖȕȈȓ. ǲȈȒ ȗȘȈȊȐȓȖ, ȖȕȈ ȌȓȐȚșȧ ȕȍșȒȖȓȤȒȖ 
Ȍȕȍȑ, Ȑ ȗȘȐ ȕȍȖȉȝȖȌȐȔȖșȚȐ ȌȖȓȎȕȈ ȗȘȖȊȖȌȐȚșȧ ȗȖȊȚȖȘȕȖ. 

ǹȗȍȞȐȈȓȤȕȈȧ ǷȖȌȋȖȚȖȊȒȈ ȗȖ Ƕǹ ȐȓȐ ǷȘȐȓȖȎȍȕȐȦ      
ǴȕȖȋȐȍ ȗȘȖȐȏȊȖȌȐȚȍȓȐ ȗȖȗțȓȧȘȕȣȝ Ƕǹ ȐȓȐ ȗȘȐȓȖȎȍȕȐȑ ȗȘȍȌȓȈȋȈȦȚ ȖȉȡțȦ Ȑ 
șȗȍȞȐȈȓȤȕȣȍ ȗȘȖȋȘȈȔȔȣ ȗȖ ȘȈȉȖȚȍ șȖ șȊȖȐȔ ȗȘȖȌțȒȚȖȔ. ǹȗȍȞȐȈȓȤȕȈȧ 
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ȗȖȌȋȖȚȖȊȒȈ ȗȘȖȐȏȊȖȌȐȚȍȓȧ ȔȖȎȍȚ ȌȖȗȖȓȕȐȚȤ ȖȉȡȐȍ ȏȕȈȕȐȧ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ, 
Ȋ șȓțȟȈȍ ȗȘȖȝȖȎȌȍȕȐȧ ȚȍșȚȈ, ȒȈȒ ȟȈșȚȐ șȍȘȚȐȜȐȒȈȞȐȐ, ȔȖȎȍȚ ȗȖȌȚȊȍȘȌȐȚȤ 
ȏȕȈȕȐȧ ȖȗȘȍȌȍȓȍȕȕȖȋȖ ȗȘȖȌțȒȚȈ. 

ǺȍȝȕȐȟȍșȒȐȍ ǵȈȊȣȒȐ    
ǴȕȖȋȐȍ ȖȘȋȈȕȐȏȈȞȐȐ, ȗȘȖȊȖȌȧȡȐȍ ȖȉțȟȍȕȐȍ Ȑ șȍȘȚȐȜȐȒȈȞȐȦ, ȗȘȍȌȓȈȋȈȦȚ 
ȚȍȝȕȐȟȍșȒțȦ ȗȖȌȋȖȚȖȊȒț ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ ȊȒȓȦȟȈȍȚ ȐȏțȟȍȕȐȍ ȕȈȊȣȒȖȊ 
ȐșȗȖȓȤȏȖȊȈȕȐȧ ȖȗȘȍȌȍȓȍȕȕȣȝ ȊȐȌȖȊ șȘȍȌșȚȊ ȖȉȍșȗȍȟȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ, ȚȈȒȐȝ, 
ȒȈȒ ȜȈȑȘȊȖȓȣ, șȐșȚȍȔȣ ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȧ, ȈȕȈȓȐȏ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ, 
ȒȘȐȗȚȖȋȘȈȜȐȧ, ȊȣȗțșȒ ȗȈȚȟȍȑ, șȖȏȌȈȕȐȍ ȘȍȏȍȘȊȕȣȝ ȒȖȗȐȑ Ȑ ȚȈȒ ȌȈȓȍȍ.  

ǹȍȘȚȐȜȐȒȈȚȣ 

ǹțȡȍșȚȊțȦȚ ȌȍșȧȚȒȐ șȍȘȚȐȜȐȒȈȚȖȊ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǰȏțȟȍȕȐȍ 
Ȑ/ȐȓȐ ȗȘȖȝȖȎȌȍȕȐȍ ȚȍșȚȈ Ȍȓȧ ȗȖȓțȟȍȕȐȧ ȒȈȎȌȖȑ șȍȘȚȐȜȐȒȈȞȐȐ ȗȖȊȣȠȈȍȚ 
ȖȉȡȐȍ ȏȕȈȕȐȧ ȒȈȕȌȐȌȈȚȈ. ǵȍ ȉȣȊȈȍȚ ȗȘȈȊȐȓȤȕȣȝ ȐȓȐ ȕȍȗȘȈȊȐȓȤȕȣȝ 
șȍȘȚȐȜȐȒȈȚȖȊ. ǶȌȕȈȒȖ, ȖȗȘȍȌȍȓȍȕȕȖ, șțȡȍșȚȊțȦȚ șȍȘȚȐȜȐȒȈȚȣ, ȖȗȘȍȌȍȓȧȦȡȐȍ 
șȖȖȚȊȍȚșȚȊȐȍ țȘȖȊȕȧ ȏȕȈȕȐȑ, Ȓ ȒȖȚȖȘȣȔ Ȋ ȐȕȌțșȚȘȐȐ ȖȚȕȖșȧȚșȧ ș ȉȖȓȤȠȐȔ 
țȊȈȎȍȕȐȍȔ. Ǫ ȞȍȓȖȔ, șȍȘȚȐȜȐȒȈȚ ȓȦȉȖȑ, Ȑȏ ȗȘȍȌșȚȈȊȓȍȕȕȣȝ ȕȐȎȍ ȒȖȔȗȈȕȐȑ, 
ȗȘȍȌȖșȚȈȊȓȧȍȚ ȠȐȘȖȒȐȍ ȊȖȏȔȖȎȕȖșȚȐ (ȗȖȘȧȌȖȒ ȕȍ ȐȔȍȍȚ ȏȕȈȟȍȕȐȧ):  
 

- ǴȍȎȌțȕȈȘȖȌȕȣȑ ȒȖȕșȖȘȞȐțȔ ȗȖ șȍȘȚȐȜȐȒȈȞȐȐ Ȋ ȖȉȓȈșȚȐ ȉȍȏȖȗȈșȕȖșȚȐ 
ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ șȐșȚȍȔ (International Information Systems Security 

Certifications Consortium, 𝐼𝑆𝐶2 ) (https://www.isc2.org/) 

- ǴȍȎȌțȕȈȘȖȌȕȣȑ șȖȊȍȚ ȒȖȕșțȓȤȚȈȕȚȖȊ ȗȖ ȥȓȍȒȚȘȖȕȕȖȑ ȒȖȔȔȍȘȞȐȐ 

(International Council of Electronic Commerce Consultants, EC-Council) 

(https://www.eccouncil.org/) 

- ǰȕșȚȐȚțȚ șȐșȚȍȔȕȖȋȖ ȈȌȔȐȕȐșȚȘȐȘȖȊȈȕȐȧ, șȍȚȍȑ Ȑ ȉȍȏȖȗȈșȕȖșȚȐ 
(SysAdmin, Networking, and Security Institute, SANS) (http://www.sans.org) 

- ǨșșȖȞȐȈȞȐȧ ȐȕȌțșȚȘȐȐ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ ȚȍȝȕȖȓȖȋȐȑ (Computing 

Technology Industry Association, CompTIA) 

(https://certification.comptia.org/) 

- ǨșșȖȞȐȈȞȐȧ ȒȖȕȚȘȖȓȧ Ȑ ȗȘȖȊȍȘȒȐ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ șȐșȚȍȔ (Information 
Systems Audit and Control Association, ISACA) (https://www.isaca.org) 

 

   Microsoft, Cisco Ȑ RedHat ȚȈȒȎȍ ȗȘȍȌȓȈȋȈȦȚ ȗȘȖȑȚȐ șȗȍȞȐȈȓȤȕȣȍ ȥȒȏȈȔȍȕȣ 
ȗȘȖȐȏȊȖȌȐȚȍȓȧ, ȒȖȚȖȘȣȍ țȊȈȎȈȦȚ ȊȖ ȔȕȖȋȐȝ ȖȘȋȈȕȐȏȈȞȐȧȝ. ȅȚȖ ȕȍ 
ȐșȟȍȘȗȣȊȈȦȡȐȑ șȗȐșȖȒ, Ȑ, ȖȗȘȍȌȍȓȍȕȕȖ, șțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȌȘțȋȐȝ 
ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ, ȒȖȚȖȘȣȍ ȗȘȍȌȓȈȋȈȦȚ ȖȚȓȐȟȕȖȍ ȖȉȘȈȏȖȊȈȕȐȍ Ȑ ȥȒȏȈȔȍȕȣ. 
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   ǭșȓȐ ȝȖȚȐȚȍ țȏȕȈȚȤ ȗȖȌȘȖȉȕȍȍ Ȗ șȍȘȚȐȜȐȒȈȚȈȝ Ȋ ȖȉȓȈșȚȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ, ȗȘȖȟȚȐȚȍ ȔȖȦ ȒȖȓȖȕȒț Ȋ InfoWorld: 

http://www.infoworld.com/article/311534 

4/security/essential-certifications-for-smart-security-pros.html.  

 

ǴȍȚȖȌȣ ǷȖȌȋȖȚȖȊȒȐ     

ǹțȡȍșȚȊțȍȚ ȕȍ ȔȍȕȤȠȍ șȗȖșȖȉȖȊ ȖȉțȟȍȕȐȧ, ȟȍȔ ȗȘȍȌȔȍȚȖȊ ȖȉțȟȍȕȐȧ. 
ǹȓȍȌțȦȡȐȍ ȘȈȏȌȍȓȣ ȖȗȐșȣȊȈȦȚ șȈȔȣȍ ȘȈșȗȘȖșȚȘȈȕȍȕȕȣȍ șȗȖșȖȉȣ. 

ǶȕȓȈȑȕ-ȗȖȌȋȖȚȖȊȒȈ          
ǷȘȈȒȚȐȟȍșȒȐ ȕȍ șțȡȍșȚȊțȍȚ ȚȍșȚȖȊ, șȍȘȚȐȜȐȒȈȚȖȊ ȐȓȐ ȚȍȔ, ȒȖȚȖȘȣȍ ȕȍȓȤȏȧ 
ȖșȊȖȐȚȤ ȟȍȘȍȏ ȖȕȓȈȑȕ-ȖȉțȟȍȕȐȍ. ȅȚȖ ȔȖȋțȚ ȉȣȚȤ ȗȘȖșȚȖ ȖȉțȟȈȦȡȐȍ ȊȐȌȍȖ ȐȓȐ 

ȖȉțȟȍȕȐȍ ș ȗȖȓȕȣȔ ȗȖȋȘțȎȍȕȐȍȔ, ȕȈ ȖșȕȖȊȍ șȚȈȚȍȑ, ȊȐȌȍȖ, ȘȈȏȉȖȘȈ ȋȓȈȊ Ȑ 
ȚȍșȚȐȘȖȊȈȕȐȧ ȕȈ ȗȘȖȜȗȘȐȋȖȌȕȖșȚȤ. ǴȕȖȋȐȍ ȏȈȕȐȔȈȦȚșȧ ȕȈ țȘȖȒȈȝ 
ȗȘȍȗȖȌȈȊȈȚȍȓȍȑ, ȒȖȚȖȘȣȍ ȗȘȖȊȖȌȧȚ ȖȉțȟȍȕȐȍ Ȋ ȘȍȈȓȤȕȖȔ ȊȘȍȔȍȕȐ, ȋȌȍ ȔȖȎȕȖ 
ȗȖȌȕȧȚȤ ȞȐȜȘȖȊțȦ ȘțȒț Ȑ ȏȈȌȈȚȤ ȊȖȗȘȖșȣ. ǲȚȖ-ȚȖ ȗȘȍȌȗȖȟȐȚȈȍȚ ȖȉțȟȍȕȐȍ ș 
ȘȍȈȓȤȕȣȔ ȗȘȍȗȖȌȈȊȈȚȍȓȍȔ, Ȋ ȖȉȣȟȕȖȔ ȒȓȈșșȍ, ȕȖ ȖȕȓȈȑȕ-ȖȉțȟȍȕȐȍ Ȋșȍ ȟȈȡȍ 
ȌȈȍȚ ȚȈȒȖȑ Ȏȍ ȖȗȣȚ, Ȑ, ȒȈȒ ȗȘȈȊȐȓȖ, ȏȈ ȏȕȈȟȐȚȍȓȤȕȖ ȔȍȕȤȠȐȍ ȌȍȕȤȋȐ. 

ǪȏȓȖȔȈȑ ǴȖȑ Ǫȍȉ-șȈȑȚ                                                  
ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȖȉȘȈȏȖȊȈȚȍȓȤȕȣȝ șȈȑȚȖȊ, ȒȖȚȖȘȣȍ șȖȏȌȈȕȣ ș ȞȍȓȤȦ Ȑȝ 
ȏȈȒȖȕȕȖȋȖ ȊȏȓȖȔȈ. ȅȚȖ ȖȚȓȐȟȕȣȑ șȗȖșȖȉ ȖȉțȟȐȚȤ ȕȈȊȣȒȈȔ Ȑ ȗȖȏȊȖȓȐȚȤ 
ȕȈȟȐȕȈȦȡȐȔ ȝȈȒȍȘȈȔ ȗȖȟțȊșȚȊȖȊȈȚȤ ȊȖȓȕȐȚȍȓȤȕȣȑ ȔȖȔȍȕȚ ȊȏȓȖȔȈ, ȉȍȏ 
ȗȖșȓȍȌșȚȊȐȑ, țȋȘȖȎȈȦȡȐȝ ȚȍȔ, ȒȚȖ ȊȏȓȈȔȣȊȈȍȚ ȕȍȓȍȋȈȓȤȕȖ. ǶȌȐȕ Ȑȏ ȔȖȐȝ 
ȓȦȉȐȔȣȝ șȈȑȚȖȊ ȗȖȌȖȉȕȖȋȖ ȘȖȌȈ - ȥȚȖ https://www.hackthissite.org/. 

ȀȒȖȓȣ Ȑ ǷȖȌȋȖȚȖȊȐȚȍȓȤȕȣȍ ǾȍȕȚȘȣ 

Ǫ ȕȈȠȍ ȊȘȍȔȧ șțȡȍșȚȊțȍȚ ȕȍȔȕȖȋȖ țȕȐȊȍȘșȐȚȍȚȖȊ, ȒȖȓȓȍȌȎȍȑ, ȚȍȝȕȖȓȖȋȐȟȍșȒȐȝ 
ȐȕșȚȐȚțȚȖȊ ȐȓȐ ȠȒȖȓ ȜȖȘȔȈȓȤȕȖȋȖ ȖȉȘȈȏȖȊȈȕȐȧ Ȋ ȒȖȚȖȘȣȝ ȕȍȚ ȗȘȖȋȘȈȔȔȣ 
ȗȖȌȋȖȚȖȊȒȐ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ ȖȉțȟȍȕȐȍ Ȋ 
ȚȈȒȐȝ ȏȈȊȍȌȍȕȐȧȝ șȚȖȐȚ ȌȖȘȖȎȍ, ȟȍȔ ȐșȗȖȓȤȏțȧ ȌȘțȋȐȍ ȊȈȘȐȈȕȚȣ, Ȑ ȊȈȔ 
ȕȍȖȉȝȖȌȐȔȖ ȏȈȘȈȕȍȍ ȗȍȘȍȗȘȖȊȍȘȐȚȤ, ȟȚȖ ȊȈș ȕȍ ȉțȌȍȚ ȎȌȈȚȤ ȉȍșșȔȣșȓȍȕȕȈȧ 

ȉȖȓȚȖȊȕȧ, ȕȈȞȍȓȍȕȕȈȧ ȕȈ ȚȖ, ȟȚȖȉȣ ȊȣȚȧȕțȚȤ Ȑȏ ȊȈș ȒȘȖȊȕȖ-ȏȈȘȈȉȖȚȈȕȕȣȍ 
(ȕȈȗȘȐȔȍȘ, ȜȈȉȘȐȒȐ ȌȐȗȓȖȔȖȊ, ȒȖȚȖȘȣȍ, ȕȈ șȈȔȖȔ Ȍȍȓȍ, ȕȍ ȋȖȚȖȊȧȚ ȊȈș Ȓ 
ȝȖȘȖȠȍȑ ȘȈȉȖȚȍ), ȚȈȒȐȍ țȟȍȉȕȣȍ ȏȈȊȍȌȍȕȐȧ ȟȈșȚȖ ȗȘȍȌȓȈȋȈȦȚ ȖșȕȖȊȈȚȍȓȤȕȖȍ Ȑ 
ȊșȍșȚȖȘȖȕȕȍȍ ȖȉțȟȍȕȐȍ ȉȍȏȖȗȈșȕȖșȚȐ. ǴȕȖȋȐȍ ȗȘȖȜȍșșȐȖȕȈȓȣ Ȋ ȖȉȓȈșȚȐ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȕȈȟȐȕȈȦȚ ș ȚȍȝȕȖȓȖȋȐȟȍșȒȐȝ ȐȕșȚȐȚțȚȖȊ ȐȓȐ 
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ȔȍșȚȕȣȝ ȒȖȓȓȍȌȎȍȑ, Ȑ, Ȋ ȒȖȕȍȟȕȖȔ ȐȚȖȋȍ, șȚȈȕȖȊȧȚșȧ ȊȣȗțșȒȕȐȒȈȔȐ șȍȘȤȍȏȕȣȝ 
țȟȍȉȕȣȝ ȏȈȊȍȌȍȕȐȑ, ș ȟȍȚȣȘȍȝȓȍȚȕȐȔ ȗȍȘȐȖȌȖȔ ȖȉțȟȍȕȐȧ. 

ǻȟȍȉȕȣȍ ǳȈȋȍȘȧ (Boot Camps) 
ǻȟȍȉȕȣȍ ȓȈȋȍȘȧ ȖȉȍșȗȍȟȐȊȈȦȚ țșȒȖȘȍȕȕțȦ ȗȖȌȋȖȚȖȊȒț, ȒȈȒ ȗȘȈȊȐȓȖ, ȖȕȐ 
ȜȖȒțșȐȘțȦȚșȧ ȕȈ ȗȖȓțȟȍȕȐȐ ȖȗȘȍȌȍȓȍȕȕȖȑ șȍȘȚȐȜȐȒȈȞȐȐ. ǵȈȗȘȐȔȍȘ, 
ȌȊțȝȕȍȌȍȓȤȕȈȧ ȗȖȌȋȖȚȖȊȒȈ Ȋ țȟȍȉȕȖȔ ȓȈȋȍȘȍ ȔȖȎȍȚ ȗȖȏȊȖȓȐȚȤ ȗȖȓțȟȐȚȤ 
șȍȘȚȐȜȐȒȈȚȣ, ȒȖȚȖȘȣȍ ȊȣȌȈȦȚșȧ ȏȈ ȌȊțȝ- ȐȓȐ ȚȘȍȝȋȖȌȐȟȍȕȖȍ ȖȉțȟȍȕȐȍ Ȋ 
ȚȍȝȕȖȓȖȋȐȟȍșȒȖȔ ȐȕșȚȐȚțȚȍ. Ǵȕȍ ȕȘȈȊȧȚșȧ țȟȍȉȕȣȍ ȓȈȋȍȘȧ, ȧ ȌȈȎȍ ȖȉțȟȈȓșȧ Ȋ 
ȕȍȒȖȚȖȘȣȝ Ȑȏ ȕȐȝ. Ǻȍ, ȒȚȖ șȖȉȐȘȈȍȚșȧ ȏȈȕȐȔȈȚȤșȧ Ȋ țȟȍȉȕȖȔ ȓȈȋȍȘȍ, ȌȖȓȎȕȣ 
ȉȣȚȤ ȋȖȚȖȊȣ Ȓ ȐȕȚȍȕșȐȊȕȖȔț ȖȉțȟȍȕȐȦ, Ȑ ȖȕȐ ȌȖȓȎȕȣ ȉȣȚȤ șȗȖșȖȉȕȣ țșȊȈȐȊȈȚȤ 
ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȐȕȜȖȘȔȈȞȐȐ ȏȈ ȒȖȘȖȚȒȐȑ ȗȘȖȔȍȎțȚȖȒ ȊȘȍȔȍȕȐ. Ǭȓȧ 
ȔȕȖȋȐȝ ȏȈȕȧȚȣȝ ȓȦȌȍȑ țȟȍȉȕȣȍ ȓȈȋȍȘȧ - ȥȚȖ ȓțȟȠȈȧ ȈȓȤȚȍȘȕȈȚȐȊȈ Ȍȓȧ 
ȗȖȓțȟȍȕȐȧ ȖȉȘȈȡȖȊȈȕȐȧ. ǵțȎȕȖ ȚȖȓȤȒȖ țȉȍȌȐȚȤșȧ, ȟȚȖ țȟȍȉȕȣȑ ȓȈȋȍȘȤ 
ȗȘȍȌȖșȚȈȊȓȧȍȚ ȋȈȘȈȕȚȐȐ ȊȖȏȊȘȈȚȈ Ȍȍȕȍȋ ȐȓȐ ȗȘȖȝȖȎȌȍȕȐȍ ȕȍșȒȖȓȤȒȐȝ ȚȍșȚȖȊ ȕȈ 
ȗȖȓțȟȍȕȐȍ șȍȘȚȐȜȐȒȈȚȈ.  

ǲȖȘȗȖȘȈȚȐȊȕȖȍ ǶȉțȟȍȕȐȍ 

ǲȈȒ țȎȍ ȉȣȓȖ șȒȈȏȈȕȖ Ȋ ȘȈȏȌȍȓȍ “ǺȍȔȣ ȗȖȌȋȖȚȖȊȒȐ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ”, ȔȕȖȋȐȍ ȖȘȋȈȕȐȏȈȞȐȐ ȗȘȍȌȖșȚȈȊȓȧȦȚ Ȑ ȌȈȎȍ ȚȘȍȉțȦȚ 
ȗȘȖȝȖȎȌȍȕȐȧ ȖȉȧȏȈȚȍȓȤȕȖȋȖ ȖȉțȟȍȕȐȧ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
ǴȕȖȋȐȍ ȒȘțȗȕȣȍ ȒȖȔȗȈȕȐȐ ȗȘȍȌȓȈȋȈȦȚ ȟȈșȚȐȟȕțȦ ȐȓȐ ȗȖȓȕțȦ ȒȖȔȗȍȕșȈȞȐȦ 
ȏȈȚȘȈȚ ȕȈ ȖȉțȟȍȕȐȍ Ȑ ȗȘȖȊȖȌȧȚ șȖȉȘȈȕȐȧ, ȗȖșȊȧȡȍȕȕȣȍ ȖȗȘȍȌȍȓȍȕȕȣȔ ȚȍȔȈȔ 
ȐȓȐ șȍȘȚȐȜȐȒȈȚȈȔ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ, ȒȖȚȖȘȣȍ ȊȍȌțȚ șȖȚȘțȌȕȐȒȐ. ǴȕȖȋȐȍ 
șȖȐșȒȈȚȍȓȐ șȟȐȚȈȦȚ ȗȘȍȐȔțȡȍșȚȊȈ ȒȖȘȗȖȘȈȚȐȊȕȖȋȖ ȖȉȘȈȏȖȊȈȕȐȧ ȖȌȕȐȔ Ȑȏ 
ȋȓȈȊȕȣȝ, ȜȈȒȚȖȘȖȊ Ȍȓȧ țșȚȘȖȑșȚȊȈ Ȋ ȖȗȘȍȌȍȓȍȕȕțȦ ȒȖȔȗȈȕȐȦ. 

ǲȕȐȋȐ 

ǲȖȕȍȟȕȖ, ȋȓȈȊȈ, ȗȖșȊȧȡȍȕȕȈȧ ȖȉȘȈȏȖȊȈȕȐȦ, ȕȍ ȉȣȓȈ ȉȣ ȗȖȓȕȖȑ ȉȍȏ țȗȖȔȐȕȈȕȐȧ 
ȚȖȋȖ, ȟȚȖ ȒȕȐȋȐ - ȥȚȖ ȖȚȓȐȟȕȈȧ ȊȖȏȔȖȎȕȖșȚȤ ȖȉțȟȈȚȤșȧ ȌȖȔȈ. Ǫ ȒȕȐȋȈȝ, 
ȗȖșȊȧȡȍȕȕȣȝ ȐȕȜȖȘȔȈȞȐȖȕȕȣȔ ȚȍȝȕȖȓȖȋȐȧȔ, Ȋ ȖșȕȖȊȕȖȔ, șȚȈȘȈȦȚșȧ 
ȔȈȒșȐȔȈȓȤȕȖ ȗȖȌȘȖȉȕȖ ȘȈșȒȘȣȚȤ ȚȍȔț, Ȑ ȖȕȐ, ȒȈȒ ȗȘȈȊȐȓȖ, ȗȘȖȜȍșșȐȖȕȈȓȤȕȖ 
ȖȚȘȍȌȈȒȚȐȘȖȊȈȕȣ ș ȚȖȟȒȐ ȏȘȍȕȐȧ ȚȍȝȕȐȟȍșȒȐȝ ȌȍȚȈȓȍȑ Ȑ ȋȘȈȔȔȈȚȐȒȐ.  
   ǷȘȖȌȖȓȎȐȚȍȓȤȕȖȍ șȖȖȚȊȍȚșȚȊțȦȡȍȍ ȖȉțȟȍȕȐȍ ȖȌȐȕȈȒȖȊȖ ȕȍȖȉȝȖȌȐȔȖ Ȍȓȧ 
ȒȖȕȍȟȕȣȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ, IT-ȗȍȘșȖȕȈȓȈ Ȑ șȗȍȞȐȈȓȐșȚȖȊ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǶȌȕȈ Ȑȏ ȖȉȡȐȝ ȟȍȘȚ Ȋșȍȝ ȓȦȌȍȑ, ț ȒȖȚȖȘȣȝ ȧ ȉȍȘț ȐȕȚȍȘȊȤȦ Ȋ 
ȥȚȖȑ ȒȕȐȋȍ - ȥȚȖ ȚȖ, ȟȚȖ ȖȕȐ ȗȖșȚȖȧȕȕȖ țȟȈȚșȧ, Ȉ șȈȔȣȍ ȓțȟȠȐȍ ȒȈȎȌȣȑ ȌȍȕȤ 

ȊȣȌȍȓȧȦȚ ȊȘȍȔȧ ȕȈ ȐȏțȟȍȕȐȍ ȟȍȋȖ-ȚȖ ȕȖȊȖȋȖ.  
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ǫȓȈȊȈ 42. ǷȘȖȜȐȓȤ: ǹȚȐȊȍȕ ǵȖȘȚȒȈȚȚ 
 

 

 

ȇ ȏȕȈȦ ǹȚȐȊȍȕȈ ǵȖȘȚȒȈȚȚȈ țȎȍ ȗȖȟȚȐ 20 ȓȍȚ. Ƕȕ ȧȊȓȧȍȚșȧ ȕȍ ȚȖȓȤȒȖ ȊȈȎȕȖȑ 
ȟȈșȚȤȦ ȕȍȊȍȘȖȧȚȕȖȑ ȖȘȋȈȕȐȏȈȞȐȐ, ȗȖȌȋȖȚȈȊȓȐȊȈȦȡȍȑ șȗȍȞȐȈȓȐșȚȖȊ Ȋ șȜȍȘȍ 

ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ SysAdmin, Networking, and Security Institute 
(SANS), ȕȖ Ȗȕ ȚȈȒȎȍ ȧȊȓȧȍȚșȧ ȖȌȕȖȑ Ȑȏ ȒȓȦȟȍȊȣȝ ȜȐȋțȘ Ȋ ȐȕȌțșȚȘȐȐ. ǵȍ ȗȖȔȕȦ 

șȒȖȓȤȒȖ ȉȣȓȖ șȓțȟȈȍȊ Ȋ ȔȖȍȑ ȗȐșȈȚȍȓȤșȒȖȑ ȒȈȘȤȍȘȍ, ȒȖȋȌȈ Ȕȕȍ ȕțȎȕȖ ȉȣȓȖ ș 
ȒȍȔ-ȚȖ ȗȖȋȖȊȖȘȐȚȤ, Ȑ Ȋșȍ, ȟȚȖ ȧ ȌȍȓȈȓ - ȏȊȖȕȐȓ ǵȖȘȚȒȈȚȚț, Ȑ Ȗȕ ȖȘȋȈȕȐȏȖȊȣȊȈȓ 
ȊșȚȘȍȟț. ǰȕȖȋȌȈ ȒȈȎȍȚșȧ, ȟȚȖ Ȗȕ ȗȘȖȐȏȊȖȌȐȚ ȊȗȍȟȈȚȓȍȕȐȍ ȗȘȈȒȚȐȟȍșȒȐ ȕȈ Ȋșȍȝ, 
ȒȖȋȖ ȊșȚȘȍȟȈȍȚ.  
   ǵȖȘȚȒȈȚȚ șȊȍȘȝȌȘțȎȍȓȦȉȕȣȑ Ȑ ȘȈșșțȌȐȚȍȓȤȕȣȑ ȖȘȋȈȕȐȏȈȚȖȘ. ǻ ȕȍȋȖ ȊșȍȋȌȈ 
ȍșȚȤ ȖȚȓȐȟȕȣȍ ȐȌȍȐ, Ȑ Ȗȕ țȔȍȍȚ ȔȖȚȐȊȐȘȖȊȈȚȤ ȌȘțȋȐȝ ȗȖȑȚȐ Ȑ ȘȍȈȓȐȏȖȊȈȚȤ șȊȖȐ 
ȗȓȈȕȣ. ǻ ȕȍȒȖȚȖȘȣȝ ȓȦȌȍȑ ȍșȚȤ ȖșȖȉȈȧ ȝȈȘȐȏȔȈ, ȒȖȚȖȘȈȧ ȗȘȐȚȧȋȐȊȈȍȚ ȌȘțȋȐȝ Ȑ 

ȗȖȉțȎȌȈȍȚ Ȓ ȌȍȑșȚȊȐȦ. ǵȖȘȚȒȈȚȚ ȐȔȍȕȕȖ ȚȈȒȖȑ ȟȍȓȖȊȍȒ, Ȑ ȧ țȊȍȘȍȕ, ȟȚȖ ȐȔȍȕȕȖ 
ȗȖȥȚȖȔț SANS ȊȏȧȓȐ ȍȋȖ Ȋ ȚȖ ȊȘȍȔȧ, ȒȖȋȌȈ ȖȕȐ ȍȡȍ ȉȣȓȐ ȒȘȖȝȖȚȕȖȑ 
ȖȘȋȈȕȐȏȈȞȐȍȑ. ǵȖȘȚȒȈȚȚ ȚȈȒȎȍ ȧȊȓȧȍȚșȧ ȖȌȕȐȔ Ȑȏ ȗȍȘȊȣȝ ȐȕȊȍșȚȖȘȖȊ ȖȟȍȕȤ 
ȗȘȐȉȣȓȤȕȣȝ ȒȖȔȗȈȕȐȑ ȕȈȠȍȋȖ ȊȘȍȔȍȕȐ, ȏȈȕȐȔȈȦȡȐȝșȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȤȦ, ȊȒȓȦȟȈȧ Tenable (http://www.tenable.com) Ȑ Sourcefire. 
   ǶȘȋȈȕȐȏȈȞȐȧ SANS Institute (http://www.sans.org) ȉȣȓȈ ȖșȕȖȊȈȕȈ Ȋ 1989-ȖȔ, Ȑ 
ș șȈȔȖȋȖ ȕȈȟȈȓȈ, ț ȕȐȝ ȉȣȓȐ ȓțȟȠȐȍ ȒțȘșȣ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
ǰȝ ȗȍȘȊȖȕȈȟȈȓȤȕȣȍ ȒȖȕȜȍȘȍȕȞȐȐ, ȗȖșȊȧȡȍȕȕȣȍ ȉȍȏȖȗȈșȕȖșȚȐ, ȗȘȍȊȘȈȚȐȓȐșȤ Ȋ 
țȊȈȎȈȍȔȣȍ Ȋ ȐȕȌțșȚȘȐȐ șȍȘȚȐȜȐȒȈȚȣ, Ȉ Ȑȝ șȍȘȚȐȜȐȒȈȚȣ ȗȘȍȊȘȈȚȐȓȐșȤ Ȋ 
ȈȒȒȘȍȌȐȚȖȊȈȕȕȣȑ țȟȍȉȕȣȑ ȒțȘș, ȗȘȍȌȓȈȋȈȦȡȐȑ ȌȊȍ ȗȘȖȋȘȈȔȔȣ ȗȖ ȗȖȌȋȖȚȖȊȒȍ 
ȔȈȋȐșȚȘȖȊ (ȗȖ ȚȍȝȕȐȒȍ ȖȉȍșȗȍȟȍȕȐȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ (Information 
Security Engineering, MSISE) Ȑ țȗȘȈȊȓȍȕȐȦ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ 
(Information Security Management, MSISM)) Ȑ ȚȘȐ șȍȘȚȐȜȐȒȈȚȈ ȗȖșȓȍȌȐȗȓȖȔȕȖȋȖ 
ȖȉȘȈȏȖȊȈȕȐȧ  (ǺȍșȚȐȘȖȊȈȕȐȍ ȕȈ ȗȘȖȕȐȒȕȖȊȍȕȐȍ Ȑ ȥȚȐȟȕȣȑ ȊȏȓȖȔ, ȘȍȈȋȐȘȖȊȈȕȐȍ 
ȕȈ ȐȕȞȐȌȍȕȚȣ, Ȉ ȚȈȒȎȍ ȚȍȝȕȐȒȈ ȖȉȍșȗȍȟȍȕȐȧ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ). ǶȕȐ ȖȉțȟȐȓȐ 
ȉȖȓȍȍ 100 000 ȟȍȓȖȊȍȒ, Ȑ ț ȕȐȝ ȘȈȉȖȚȈȦȚ șȈȔȣȍ ȊȖșȚȘȍȉȖȊȈȕȕȣȍ 
ȗȘȍȗȖȌȈȊȈȚȍȓȐ, ȔȕȖȋȐȍ Ȑȏ ȒȖȚȖȘȣȝ ȈȊȚȖȘȣ ȉȍșȚșȍȓȓȍȘȖȊ. ǭșȓȐ, ȉțȌțȟȐ 
șȖȚȘțȌȕȐȒȖȔ ȒȖȔȗȈȕȐȐ, Ȋȣ ȊșȚȘȍȚȐȚȍ șȖȚȘțȌȕȐȒȈ, ț ȒȖȚȖȘȖȋȖ ȍșȚȤ șȍȘȚȐȜȐȒȈȚ 
SANS, ȏȕȈȑȚȍ, Ȗȕ ȓțȟȠȐȑ Ȑȏ ȓțȟȠȐȝ. ȇ șȟȐȚȈȦ, ȟȚȖ Ȑȝ ȕȖȊȖșȚȕȣȍ ȘȈșșȣȓȒȐ 
ȖȉȧȏȈȚȍȓȤȕȣ Ȓ ȗȘȖȟȚȍȕȐȦ Ȍȓȧ Ȋșȍȝ ȗȘȖȜȍșșȐȖȕȈȓȖȊ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ, Ȉ Ȑȝ ȘȈȏȌȍȓ Internet Storm Center ȖȌȕȐȔ Ȑȏ ȗȍȘȊȣȝ ȖȉȕȈȘțȎȐȊȈȍȚ 
ȕȖȊȣȍ ȊȐȌȣ ȈȚȈȒ.  
   ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ ȧ ȏȕȈȦ ǵȖȘȚȒȈȚȚȈ ȗȖȟȚȐ ȌȊȈȌȞȈȚȤ ȓȍȚ, ȧ ȕȐȒȖȋȌȈ ȕȍ 
șȗȘȈȠȐȊȈȓ, ȒȈȒ Ȗȕ ȗȖȗȈȓ Ȋ șȜȍȘț ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȚȈȒ ȟȚȖ ȧ 
șȗȘȖșȐȓ. Ƕȕ ȖȚȊȍȚȐȓ: “ȇ ȘȈȉȖȚȈȓ ȗȘȖȍȒȚȐȘȖȊȡȐȒȖȔ șȍȚȍȑ Ȋ ȓȈȉȖȘȈȚȖȘȐȐ 
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ȐșșȓȍȌȖȊȈȕȐȑ ǪǴǼ ȕȈ ȘȈȉȖȟȍȑ șȚȈȕȞȐȐ Sun. ȇ ȕȐȟȍȋȖ ȕȍ ȏȕȈȓ Ȗȉ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȌȕȈȎȌȣ ȧ ȖȉȕȈȘțȎȐȓ, ȟȚȖ ȒȚȖ-ȚȖ ȊȏȓȖȔȈȓ ȔȖȑ 
ȒȖȔȗȤȦȚȍȘ. ȅȚȖ ȊȣȊȍȓȖ Ȕȍȕȧ Ȑȏ șȍȉȧ. ǲȖ Ȕȕȍ ȗȖȌȒȓȦȟȐȓȐșȤ Ȑȏ ǨȊșȚȘȈȓȐȐ Ȑ ȕȈ 
ȔȖȍȑ ȔȈȠȐȕȍ ȒȖȔȗȐȓȐȘȖȊȈȓȐ ȗȘȖȋȘȈȔȔț. ȇ ȕȍ ȏȕȈȓ, ȟȚȖ ȌȍȓȈȚȤ, ȗȖȥȚȖȔț ȗȘȖșȚȖ 
ȊȣȌȍȘȕțȓ ȒȈȉȍȓȤ. ȅȚȖ ȉȣȓȐ ȔȖȐ ȔȍȘȖȗȘȐȧȚȐȧ ȗȖ ȘȍȈȋȐȘȖȊȈȕȐȦ. ǷȖșȓȍ ȧ 
ȟțȊșȚȊȖȊȈȓ șȍȉȧ șȐȓȤȕȖ ȖșȒȖȘȉȓȍȕȕȣȔ. ȇ ȕȈȟȈȓ ȐȏțȟȈȚȤ ȐȕȜȖȘȔȈȞȐȖȕȕțȦ 
ȉȍȏȖȗȈșȕȖșȚȤ, Ȑ, Ȋ ȒȖȕȞȍ ȒȖȕȞȖȊ, ȗȖȓțȟȐȓ ȜȐȕȈȕșȐȘȖȊȈȕȐȍ. Ǫ ȚȖ ȊȘȍȔȧ, ȗȘȐ 
ȕȈȓȐȟȐȐ ȝȖȘȖȠȍȑ ȐȌȍȐ, ȉȣȓȖ ȕȍșȓȖȎȕȖ ȗȖȓțȟȐȚȤ ȜȐȕȈȕșȐȘȖȊȈȕȐȍ. ȇ ȔȕȖȋȖȍ 
țȏȕȈȓ Ȗȉ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ, Ȋ ȒȖȕȍȟȕȖȔ ȐȚȖȋȍ, șȚȈȓ ȘȈȉȖȚȈȚȤ 
ȏȈȔȍșȚȐȚȍȓȍȔ ǼȘȍȌȈ ǲȐȘȉȐ (ȉȖȓȍȍ 16 ȓȍȚ ǼȘȍȌ ǲȐȘȉȐ ȉȣȓ ȔȍȕȍȌȎȍȘȖȔ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȋȖ ȖȉȍșȗȍȟȍȕȐȧ Ȋ ȞȍȕȚȘȍ ȕȈȌȊȖȌȕȣȝ șȐȓ ǪǴǼ, ȌȐȊȐȏȐȧ 
ǬȈȓȤȋȘȍȕȈ, Ȉ șȍȑȟȈș Ȗȕ ȗȘȍȗȖȌȈȍȚ Ȋ SANS). 
   Ǵȍȕȧ șȐȓȤȕȖ ȏȈȐȕȚȍȘȍșȖȊȈȓȖ ȖȉȕȈȘțȎȍȕȐȍ ȊȚȖȘȎȍȕȐȑ. ȇ șȖȏȌȈȓ șȐșȚȍȔț 
ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ Shadow, ȒȖȚȖȘȈȧ Ȋ ȚȖ ȊȘȍȔȧ ȉȣȓȈ ȖȟȍȕȤ ȥȜȜȍȒȚȐȊȕȖȑ. 
ȇ șȖȉȘȈȓ ȒȖȔȈȕȌț ȗȖ ȖȉȕȈȘțȎȍȕȐȦ ȊȚȖȘȎȍȕȐȑ, Ȑ, Ȋ ȐȚȖȋȍ, Ȕȣ ȗȘȖȊȖȌȐȓȐ 
ȔȖȕȐȚȖȘȐȕȋ ȉȖȓȍȍ 30 ȊȖȍȕȕȣȝ ȉȈȏ (Ȋ ȒȖȕȍȟȕȖȔ șȟȍȚȍ, Ȗȕ șȚȈȓ ȘȈȉȖȚȈȚȤ 
ȘțȒȖȊȖȌȐȚȍȓȍȔ ȖȚȌȍȓȈ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȖȘȤȉȣ Ȋ ȖȘȋȈȕȐȏȈȞȐȐ ȗȖ șȖȏȌȈȕȐȦ 
ȖȉȖȘȖȕȣ ȖȚ ȉȈȓȓȐșȚȐȟȍșȒȐȝ ȘȈȒȍȚ). ȇ șȖȊȍȘȠȐȓ ȘȈȌȐȒȈȓȤȕțȦ ȖȠȐȉȒț, ȗȘȐȕȧȊ 
ȌȖȓȎȕȖșȚȤ, ȒȖȚȖȘțȦ Ȕȕȍ ȗȘȍȌȓȖȎȐȓȐ Ȋ ǷȍȕȚȈȋȖȕȍ. ȇ țȠȍȓ Ȑȏ ȔȍșȚȈ, ȋȌȍ ȉȣȓ 
ȥȒșȗȍȘȚȖȔ ȗȖ ȚȍȝȕȐȟȍșȒȖȑ ȟȈșȚȐ, Ȋ ȔȍșȚȖ, ȋȌȍ ȧ ȊȖȖȉȡȍ ȕȍ ȏȈȕȐȔȈȓșȧ 
ȚȍȝȕȐȟȍșȒȐȔȐ ȌȍȚȈȓȧȔȐ. ǴȖȧ ȘȈȉȖȚȈ ȏȈȒȓȦȟȈȓȈșȤ Ȋ ȚȖȔ, ȟȚȖȉȣ ȝȖȌȐȚȤ ȕȈ 
ȊșȚȘȍȟȐ Ȑ ȗȖȌȗȐșȣȊȈȚȤ ȉțȔȈȋȐ. ȇ ȏȈȕȐȔȈȓșȧ ȥȚȐȔ ȋȖȌ. ȅȚȖ ȉȣȓȖ Ȋ 1999-ȖȔ”. 
   ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ ǵȖȘȚȒȈȚȚ ȕȍ ȉȣȓ ȖȌȕȐȔ Ȑȏ șȖȖșȕȖȊȈȚȍȓȍȑ SANS (ȥȚȖ ȉȣȓȐ 
ǴȐȠȍȓȤ ǫȍȓȓ, ǬȖȒȚȖȘ ȆȌȎȐȕ ȀțȓȤȞ, ǨȓȈȕ ǷȖȓȓȍȘ Ȑ ǬȖȒȚȖȘ ǴȥȚȚ ǩȐȠȖȗ), Ȗȕ ș 
șȈȔȖȋȖ ȕȈȟȈȓȈ ȟȈșȚȖ ȗȍȘȍșȍȒȈȓșȧ ș ǨȓȈȕȖȔ. ȇ șȗȘȖșȐȓ, ȒȈȒ Ȗȕ ȕȈȟȈȓ ȘȈȉȖȚȈȚȤ Ȋ 
SANS. Ƕȕ șȒȈȏȈȓ: “Ǫ 1999-ȖȔ, ȧ ȉȣȓ ȒȖȏȓȖȔ ȖȚȗțȡȍȕȐȧ, ȒȖȚȖȘȖȋȖ ȏȈȗȘȧȋȓȐ 
ȘȈȉȖȚȈȚȤ Ȋ șȗȍȞȐȈȓȤȕȖȔ ȗȘȖȍȒȚȍ ǷȍȕȚȈȋȖȕȈ ȗȖ ȗȘȖȉȓȍȔȍ 2000 ȋȖȌȈ, Ȑȏ 
ȖȗȈșȍȕȐȑ, ȟȚȖ ȝȈȒȍȘȣ ȔȖȋțȚ ȍȍ ȐșȗȖȓȤȏȖȊȈȚȤ. ȇ șȖȏȌȈȓ ȖȚȓȐȟȕțȦ ȒȖȔȈȕȌț, Ȋ 
ȒȖȚȖȘȖȑ ȉȣȓȐ, Ȋ ȚȖȔ ȟȐșȓȍ, Ȑ ȓțȟȠȐȍ ȚȍȝȕȐȟȍșȒȐȍ ȈȕȈȓȐȚȐȒȐ șȖ ȊșȍȋȖ ȔȐȘȈ. 

Ǵȕȍ ȕȘȈȊȐȓȈșȤ ȥȚȈ ȘȈȉȖȚȈ, ȕȖ ȊȖȗȘȖșȣ țȗȘȈȊȓȍȕȐȧ ȉȣȓȐ șȐȓȤȕȖ șȊȧȏȈȕȣ ș 
ȗȖȓȐȚȐȒȖȑ, Ȑ ȥȚȖ Ȕȕȍ ȕȍ ȕȘȈȊȐȓȖșȤ. ǯȈȚȍȔ ȗȘȐȠȍȓ ǨȓȈȕ (ǷȖȓȓȍȘ) Ȑ șȚȈȓ 
ȏȈȕȐȔȈȚȤșȧ ȗȖȓȐȚȐȟȍșȒȐȔȐ ȊȖȗȘȖșȈȔȐ, Ȉ ȧ ȔȖȋ șȖșȘȍȌȖȚȖȟȐȚȤșȧ ȕȈ ȚȍȝȕȐȟȍșȒȖȑ 
ȟȈșȚȐ. ȇ ȗȘȐȠȍȓ ȖȉțȟȈȚȤșȧ ȕȈ ȏȈȔȍȟȈȚȍȓȤȕțȦ ȒȖȕȜȍȘȍȕȞȐȦ SANS ȗȖ 

ȖȉȕȈȘțȎȍȕȐȦ ȊȚȖȘȎȍȕȐȑ Ȋ ȌȍȒȈȉȘȍ 1999-ȋȖ. ǷȖȔȕȦ, ȟȚȖ Ȕȕȍ ȥȚȖ ȕȘȈȊȐȓȖșȤ 
ȋȖȘȈȏȌȖ ȉȖȓȤȠȍ, ȟȍȔ ȏȈȕȐȔȈȚȤșȧ ȗȖȓȐȚȐȒȖȑ. ǺȈȒ ȟȚȖ ȧ ȊȍȘȕțȓșȧ Ȋ șȊȖȑ ȖȜȐș Ȋ 
ǷȍȕȚȈȋȖȕȍ, șȖȉȘȈȓ ȊȍȡȐ, Ȑ ȕȍ ȎȈȓȍȓ Ȗ ȗȘȐȕȧȚȖȔ ȘȍȠȍȕȐȐ. 
   ǶȜȐȞȐȈȓȤȕȖ ȧ ȕȈȟȈȓ ȘȈȉȖȚȈȚȤ Ȋ SANS 5-ȋȖ ȧȕȊȈȘȧ 2000 ȋȖȌȈ. Ǫ ȚȖ ȊȘȍȔȧ ȖȕȐ 
ȗȘȖȊȖȌȐȓȐ ȚȖȓȤȒȖ ȌȊȈ ȔȍȘȖȗȘȐȧȚȐȧ: ȊȍșȕȖȑ Ȑ ȖșȍȕȤȦ. ǲȈȎȌȖȍ ȔȍȘȖȗȘȐȧȚȐȍ 
ȌȓȐȓȖșȤ ȟȍȚȣȘȍ Ȍȕȧ. ǷȍȘȍȌ ȋȓȈȊȕȖȑ ȒȖȕȜȍȘȍȕȞȐȍȑ ȗȘȖȝȖȌȐȓȐ ȖȉȘȈȏȖȊȈȚȍȓȤȕȣȍ 
ȒțȘșȣ, ȋȓȈȊȕȈȧ ȒȖȕȜȍȘȍȕȞȐȧ ȌȓȐȓȈșȤ ȌȊȈ Ȍȕȧ, Ȉ ȗȖșȓȍ ȕȍȍ ȉȣȓ ȍȡȍ ȖȌȐȕ ȌȍȕȤ, 
ȗȖșȊȧȡȍȕȕȣȑ ȒțȘșȈȔ ȗȖȌȋȖȚȖȊȒȐ. ȅȚȖ ȉȣȓȖ ȏȈȔȍȟȈȚȍȓȤȕȖ, ȕȖ ȧ ȗȖȔȕȦ, ȒȈȒ 
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șȒȈȏȈȓ ǨȓȈȕț: “ǹȓȐȠȒȖȔ ȔȕȖȋȖ ȘȈȉȖȚȣ Ȍȓȧ ȊșȍȋȖ ȌȊțȝ ȔȍȘȖȗȘȐȧȚȐȑ”. ǺȈȒ ȟȚȖ Ȑȝ 
ȒȖȓȐȟȍșȚȊȖ țȊȍȓȐȟȐȓȖșȤ”.  
   ȇ ȝȖȌȐȓ ȕȈ ȕȍȒȖȚȖȘȣȍ ȘȈȕȕȐȍ ȒțȘșȣ SANS ȏȈȌȖȓȋȖ ȌȖ ȚȖȋȖ, ȒȈȒ ȗȖȧȊȐȓȐșȤ 
șȍȘȚȐȜȐȒȈȚȣ. ȇ ȗȖȔȕȦ, ȟȚȖ ȒȈȎȌȣȑ Ȑȏ ȥȚȐȝ ȒțȘșȖȊ ȉȣȓ ȓțȟȠȐȔ ȗȖ șȊȖȍȑ ȚȍȔȍ, 
ȌȈȎȍ ȕȈ șȍȋȖȌȕȧȠȕȐȑ ȌȍȕȤ. ȇ ȗȖȔȕȦ ȒȚȖ Ȑȝ Ȋȍȓ, Ȑ ȟȍȔț ȧ ȕȈțȟȐȓșȧ. ȇ ȌȈȎȍ 
ȉȘȈȓ ȒțȘș ȗȖ Snort, ȐȕșȚȘțȔȍȕȚț ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ, ț șȖȏȌȈȚȍȓȧ ȥȚȖȑ 
ȗȘȖȋȘȈȔȔȣ ǴȈȘȚȐȕȈ ǸȖȍȠȈ Ȋ 1998-ȖȔ ȐȓȐ 1999-ȖȔ. ǲȖȋȌȈ ȧ ȗȖȌȍȓȐȓșȧ ș 
ǵȖȘȚȒȈȚȚȖȔ șȊȖȐȔȐ ȊȖșȗȖȔȐȕȈȕȐȧȔȐ, Ȗȕ șȒȈȏȈȓ: “ȇ ȗȖȔȕȦ, ȒȈȒ ǴȈȘȚȐ ȗȖȌȖȠȍȓ 
ȒȖ Ȕȕȍ… ȉțȌțȟȐ ȔȖȓȖȌȣȔ ȗȈȘȕȍȔ… Ȑ șȒȈȏȈȓ: “ȇ șȖȏȌȈȓ ȕȖȊȣȑ ȐȕșȚȘțȔȍȕȚ ȗȖ 
ȖȉȕȈȘțȎȍȕȐȦ ȊȚȖȘȎȍȕȐȑ, Ȑ Ȗȕ ȓțȟȠȍ, ȟȍȔ ǪȈȠ (Shadow)”, Ȑ Ȗȕ ȉȣȓ ȗȘȈȊ. Ǫ 
ȐȚȖȋȍ, ȧ ȉȣȓ ȖȌȕȐȔ Ȑȏ ȗȍȘȊȣȝ, ȒȚȖ ȐȕȊȍșȚȐȘȖȊȈȓ Ȋ șȔȍȓȣȑ ȒȖȔȔȍȘȟȍșȒȐȑ 
ȗȘȖȍȒȚ ǴȈȘȚȐ, ȒȖȚȖȘȣȑ ȕȈȏȣȊȈȓșȧ Sourcefire”. Sourcefire ȉȣȓ ȕȈșȚȖȓȤȒȖ 
țșȗȍȠȕȣȔ, ȟȚȖ ȗȖȏȎȍ ȍȋȖ ȒțȗȐȓȐ Cisco. 
   ȇ șȗȘȖșȐȓ ǵȖȘȚȒȈȚȚȈ, ȒȖȋȌȈ ȗȖȧȊȐȓȈșȤ ȐȌȍȧ ȗȍȘȍȝȖȌȈ ȖȚ ȗȖȌȋȖȚȖȊȒȐ Ȓ 
șȍȘȚȐȜȐȒȈȚȈȔ. Ƕȕ șȒȈȏȈȓ: “ȅȚȖ ȉȣȓȈ ȐȌȍȧ ǨȓȈȕȈ. ȇ șȘȈȏț ȗȖȕȧȓ, ȟȚȖ Ȗȕ ȐȔȍȍȚ 
ȊȊȐȌț, ȒȖȋȌȈ Ȗȕ ȋȖȊȖȘȐȓ Ȗ ȚȖȔ, ȟȚȖ ȒȖȔȗȈȕȐȐ ȝȖȚȧȚ ȉȣȚȤ ȚȖȟȕȖ țȊȍȘȍȕȣ, ȟȚȖ Ȑȝ 
ȌȍȕȤȋȐ ȕȈ ȗȖȌȋȖȚȖȊȒț șȗȍȞȐȈȓȐșȚȖȊ ȗȖȚȘȈȟȍȕȣ ȕȍ ȏȘȧ, Ȑ șȍȘȚȐȜȐȒȈȚȣ ȉȣȓȐ 
ȖȌȕȐȔ Ȑȏ ȊȈȘȐȈȕȚȖȊ ȗȘȍȌȖșȚȈȊȐȚȤ ȚȈȒțȦ țȊȍȘȍȕȕȖșȚȤ. ǷȖȔȕȦ, ȒȖȋȌȈ ȧ ȍȡȍ 
ȘȈȉȖȚȈȓ Ȋ ȓȈȉȖȘȈȚȖȘȐȐ ǪǴǼ, ȧ ȖȚȗȘȈȊȓȧȓ ȓȦȌȍȑ ȕȈ ȒȖȕȜȍȘȍȕȞȐȦ Unix LISA. ȇ 
ȗȘȐȠȍȓ ȕȈ ȥȚț ȒȖȕȜȍȘȍȕȞȐȦ Ȑ ȕȍ șȔȖȋ Ȑȝ ȕȈȑȚȐ. ǶȒȈȏȈȓȖșȤ, ȟȚȖ ȖȕȐ 
ȏȈȕȐȔȈȓȐșȤ ȒȈȧȒȐȕȋȖȔ Ȋ ȖȒȍȈȕȍ. ǺȈȒ ȟȚȖ ȧ ȗȖȕȧȓ ȊȈȎȕȖșȚȤ șȍȘȚȐȜȐȒȈȚȖȊ. 
   ǰȌȍȧ ȒțȘșȖȊ ȗȖ șȍȘȚȐȜȐȒȈȞȐȐ ȗȖȧȊȐȓȈșȤ ȍȡȍ ȘȈȕȤȠȍ. Ǫ 1998-ȖȔ ǨȓȈȕ ȗȘȐȠȍȓ 
ȒȖ Ȕȕȍ Ȋ ȓȈȉȖȘȈȚȖȘȐȦ ǪǴǼ Ȑ ȗȖșȗȖȘȐȓ șȖ ȔȕȖȑ, ȒȚȖ șȔȖȎȍȚ ȕȈȏȊȈȚȤ ȉȖȓȤȠȍ 
ȕȈȗȘȈȊȓȍȕȐȑ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. Ǫ ȚȖ ȊȘȍȔȧ Ȑȝ ȉȣȓȖ 
ȕȍȔȕȖȋȖ: șȐșȚȍȔȣ ȖȉȕȈȘțȎȍȕȐȧ ȊȚȖȘȎȍȕȐȑ, ȜȈȑȘȊȖȓȣ, ȖȉȕȈȘțȎȍȕȐȍ 
ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ Ȑ ȕȍȒȖȚȖȘȣȍ ȌȘțȋȐȍ. ǷȖȥȚȖȔț, ȒȖȋȌȈ Ȕȣ ȕȈȟȈȓȐ ȋȖȊȖȘȐȚȤ Ȗ 
șȍȘȚȐȜȐȒȈȚȈȝ, Ȕȣ ȖȉȈ ȌțȔȈȓȐ, ȟȚȖ ȍșȓȐ ȖȉȘȈȏȖȊȈȕȐȍ Ȑ ȒțȘșȣ ȉțȌțȚ 
șȗȍȞȐȈȓȐȏȐȘȖȊȈȚȤșȧ ȕȈ ȒȖȕȒȘȍȚȕȣȝ ȏȈȌȈȟȈȝ, ȚȖ ȥȚȖ ȖȉȍșȗȍȟȐȚ ȕȈȐȓțȟȠȐȑ 
ȗȖȌȝȖȌ. Ǫ ȒȖȕȞȍ ȒȖȕȞȖȊ, Ȕȣ șȖȏȌȈȓȐ ȉȖȓȍȍ ȒȖȔȗȓȍȒșȕȣȑ șȍȘȚȐȜȐȒȈȚ ȗȖ ȖșȕȖȊȈȔ 
ȉȍȏȖȗȈșȕȖșȚȐ GIAC Security Essentials Certification (GSEC), ȒȖȚȖȘȣȑ, ȒȈȒ ȉȣ 
ȧȊȓȧȍȚșȧ ȕȈȠȍȑ ȊȍȘșȐȍȑ CISSP. ǹȍȘȚȐȜȐȒȈȚ GSEC ȕȍ ȜȖȒțșȐȘțȍȚșȧ ȕȈ 
ȚȍȝȕȐȟȍșȒȖȑ ȟȈșȚȐ. Ƕȕ ȕȈ ȒȐȓȖȔȍȚȘ ȠȐȘȍ Ȑ ȕȈ ȗȧȚȤ șȈȕȚȐȔȍȚȘȖȊ ȋȓțȉȎȍ. ǵȖ Ȕȣ 
ȘȍȠȐȓȐ, ȟȚȖ șȕȈȟȈȓȈ ȓȦȌȧȔ ȕȍȖȉȝȖȌȐȔȖ ȌȈȚȤ ȗȖȕȧȚȤ ȖșȕȖȊȣ ȉȍȏȖȗȈșȕȖșȚȐ, Ȉ 
ȗȖȚȖȔ ȌȈȊȈȚȤ ȐȔ ȏȈȌȈȟȐ, șȊȧȏȈȕȕȣȍ ș ȒȖȕȒȘȍȚȕȖȑ ȗȘȍȌȔȍȚȕȖȑ ȖȉȓȈșȚȤȦ, ȋȌȍ 
ȗȖȓȕȖ ȒȖȔȈȕȌȕȣȝ șȚȘȖȒ”. 
   ǲȖȋȌȈ Ȕȣ ȏȈȒȖȕȟȐȓȐ ȐȕȚȍȘȊȤȦ, ȧ ȊșȗȖȔȕȐȓ ȖȌȕț Ȑȏ ȕȈȠȐȝ ȗȍȘȊȣȝ ȊșȚȘȍȟ. ǻ 
ǵȖȘȚȒȈȚȚȈ ȉȣȓȈ ȖȚȓȐȟȕȈȧ ȐȌȍȧ - Ȗȕ ȝȖȚȍȓ, ȟȚȖȉȣ ȧ ȗȘȐȓȍȚȍȓ Ȓ ȕȍȔț ȌȖȔȖȑ ȕȈ 
ǫȈȊȈȑȐ. ȇ șȒȈȏȈȓ, ȟȚȖ ȗȘȖȊȍȌț ȊșȦ ȕȍȌȍȓȦ, ȖȗțșȚȐȊ ȋȖȓȖȊț ȊȕȐȏ, ȗȖȚȖȔț ȟȚȖ 
Ȕȕȍ ȕțȎȕȖ ȏȈȒȖȕȟȐȚȤ ȔȖȦ ȗȍȘȊțȦ ȒȕȐȋț (Malicious Mobile Code 
(https://www.amazon.com/Malicious-Mobile-Code-Protection-

Windows/dp/156592682X)). ȇ țȎȍ șȐȓȤȕȖ ȗȘȖȊȈȓȐȓ ȌȍȌȓȈȑȕ, Ȑ Ȕȕȍ ȕțȎȕȈ ȉȣȓȈ 
ȥȚȈ ȕȍȌȍȓȧ, ȟȚȖȉȣ, ȕȈȒȖȕȍȞ, ȏȈȒȖȕȟȐȚȤ ȒȕȐȋț Ȑ ȖȚȕȍșȚȐ ȍȍ ȐȏȌȈȚȍȓȦ. ǵȖ Ȗȕ ȉȣȓ 



49 
 

ȕȈșȚȖȑȟȐȊ. ȇ ȖȚȟȍȚȓȐȊȖ ȗȖȔȕȦ, ȟȚȖ Ȗȕ șȒȈȏȈȓ, ȒȈȒ ȉțȌȚȖ ȥȚȖ ȉȣȓȖ ȊȟȍȘȈ. Ƕȕ 
șȒȈȏȈȓ: “ȅȑ, Ȋȣ ș ȎȍȕȖȑ ȓȦȉȐȚȍ ȕȣȘȧȚȤ ș ȈȒȊȈȓȈȕȋȖȔ, ȚȈȒ? Ǫ ȖȉȡȍȔ, ȚțȚ ȔȖȑ 
șȖșȍȌ, ș ȒȖȚȖȘȣȔ ȌȘțȎȐȔ, șȖȉȐȘȈȍȚșȧ ȕȈ Dive Hawaii, ȚȈȒ ȟȚȖ ȧ ȌȈȔ Țȍȉȍ Ȑ ȚȊȖȍȑ 
Ȏȍȕȍ ȊȖȏȔȖȎȕȖșȚȤ ȖȚȓȐȟȕȖ ȗȖȕȣȘȧȚȤ”. ȇ șȕȖȊȈ ȗȖȉȓȈȋȖȌȈȘȐȓ ȍȋȖ Ȑ șȒȈȏȈȓ, ȟȚȖ 
ȕȍ ȔȖȋț ȊȣȌȍȓȐȚȤ ȊȘȍȔȧ, ȟȚȖȉȣ ȗȘȐȓȍȚȍȚȤ ȕȈ ǫȈȊȈȑȐ, ȊșȚȘȍȚȐȚȤșȧ Ȑ ȗȖȕȣȘȧȚȤ. 
Ƕȕ ȗȈȘȐȘȖȊȈȓ: “ǲȈȒ ȏȖȊțȚ ȚȊȖȦ Ȏȍȕț, ȌȈȑ Ȕȕȍ ȍȍ ȕȖȔȍȘ? ȇ ȗȖȏȊȖȕȦ ȍȑ, 
ȘȈșșȒȈȎț Ȗȉ ȥȚȖȑ ȊȖȏȔȖȎȕȖșȚȐ Ȑ ȗȖșȔȖȚȘȐȔ, ȟȚȖ ȖȕȈ șȒȈȎȍȚ!” ȇ ȕȍ șȒȈȏȈȓ ȍȔț, 
ȒȈȒ ȍȍ ȏȖȊțȚ, Ȑ ȕȍ ȌȈȓ ȍȍ ȕȖȔȍȘ, ȧ ȕȍ ȗȖȓȍȚȍȓ ȕȈ ǫȈȊȈȑȐ, Ȑ, ȕȈȒȖȕȍȞ, ȏȈȒȖȕȟȐȓ 
șȊȖȦ ȗȍȘȊțȦ ȒȕȐȋț. ǵȖ ȧ Ȋșȍ ȍȡȍ ȎȈȓȍȦ Ȗ ȚȖȔ, ȟȚȖ ȚȖȋȌȈ ȕȍ șȖȋȓȈșȐȓșȧ. ǪȖȚ 
ȚȈȒȖȑ Ȗȕ ȟȍȓȖȊȍȒ - Ȋȣ ȕȈȊșȍȋȌȈ ȏȈȗȖȔȐȕȈȍȚȍ ȌȈȎȍ Țȍ ȍȋȖ ȗȘȍȌȓȖȎȍȕȐȧ, ȖȚ 
ȒȖȚȖȘȣȝ ȖȚȒȈȏȣȊȈȍȚȍșȤ. 
 

 

 

 

 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǹȚȐȊȍȕȍ ǵȖȘȚȒȈȚȚȍ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǹȚȐȊȍȕȍ ǵȖȘȚȒȈȚȚȍ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǷȘȖȜȐȓȤ ǹȚȐȊȍȕȈ ǵȖȘȚȒȈȚȚȈ Ȋ LinkedIn: 
https://www.linkedin.com/in/stephenraynorthcutt  

- ǷȘȖȜȐȓȤ ǹȚȐȊȍȕȈ ǵȖȘȚȒȈȚȚȈ Ȋ SANS: 
https://www.sans.org/instructors/stephen-northcutt  

- ǷȘȖȜȐȓȤ ǹȚȐȊȍȕȈ ǵȖȘȚȒȈȚȚȈ ȕȈ Facebook: 
https://www.facebook.com/stephen.northcutt  

- ǲȕȐȋȈ Network Intrusion Detection (Ȋ șȖȈȊȚȖȘșȚȊȍ ș ǬȎȖȌȐ ǵȖȊȈȒ): 
https://www.amazon.com/Network-Intrusion-Detection-

StephenNorthcutt/dp/0735712654        
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ǫȓȈȊȈ 43. ǲȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ  
                                                                                                               

 

 

ǴȕȖȋȐȍ, ȊȒȓȦȟȈȧ ȈȊȚȖȘȈ ȥȚȖȑ ȒȕȐȋȐ, țȊȍȘȍȕȣ, ȟȚȖ ȕȍȗȘȐȒȖșȕȖȊȍȕȕȖșȚȤ ȟȈșȚȕȖȑ 
ȎȐȏȕȐ, ȖșȖȉȍȕȕȖ Ȋ ȞȐȜȘȖȊȖȔ ȊȍȒȍ, ȌȖȓȎȕȈ ș ȘȖȎȌȍȕȐȧ ȋȈȘȈȕȚȐȘȖȊȈȚȤșȧ ȊșȍȔ 
ȓȦȌȧȔ. ǲ șȖȎȈȓȍȕȐȦ, ȞȐȜȘȖȊȖȑ Ȑ ȜȐȕȈȕșȖȊȖȑ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ ȌȈȊȕȖ ȕȍ 
șțȡȍșȚȊțȍȚ. ǷȖȐșȒȖȊȣȍ șȐșȚȍȔȣ, ȘȍȒȓȈȔȕȣȍ șȍȘȊȐșȣ Ȑ ȗȘȖȐȏȊȖȌȐȚȍȓȐ ǷǶ ȟȈșȚȖ 
ȏȕȈȦȚ Ȗ ȊȈș ȉȖȓȤȠȍ, ȟȍȔ ȒȚȖ-ȓȐȉȖ ȍȡȍ. ǵȍșȒȖȓȤȒȖ ȓȍȚ ȕȈȏȈȌ, ȘȈȏȢȧȘȍȕȕȣȑ ȖȚȍȞ 
ȗȘȐȠȍȓ Ȋ ȔȈȋȈȏȐȕ Target, ȗȖȚȖȔț ȟȚȖ Ȑȝ ȘȍȒȓȈȔȕȣȑ ȖȚȌȍȓ ȖȚȗȘȈȊȓȧȓ 
ȕȍȎȍȓȈȚȍȓȤȕțȦ ȘȍȒȓȈȔț ș ȚȖȊȈȘȈȔȐ Ȍȓȧ ȕȖȊȖȘȖȎȌȍȕȕȣȝ ȍȋȖ ȌȖȟȍȘȐ-ȗȖȌȘȖșȚȒț. 
Ǫ ȒȖȕȞȍ ȒȖȕȞȖȊ, ȍȔț ȗȘȐȠȓȖșȤ ȐȏȊȐȕȐȚȤșȧ, ȒȖȋȌȈ Ȗȕ țȏȕȈȓ, ȟȚȖ Target ȏȕȈȓȐ Ȗ 
ȍȋȖ ȌȖȟȍȘȐ ȉȖȓȤȠȍ, ȟȍȔ Ȗȕ șȈȔ 

(http://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-

teen-girl-was-pregnant-before-herfather-did/#d84bcce34c62). 

   Ǫ ȉȖȓȤȠȐȕșȚȊȍ șȚȘȈȕ, ȖșȖȉȍȕȕȖ, ȒȖȋȌȈ ȌȍȓȖ ȒȈșȈȍȚșȧ ȐȕȚȍȘȕȍȚȈ, 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ ȖȚșțȚșȚȊțȍȚ. ǵȐ ȖȌȕȖ ȊȈȠȍ ȌȍȑșȚȊȐȍ ȕȍ ȖșȚȈȍȚșȧ 
ȕȍȏȈȔȍȟȍȕȕȣȔ. ǬȈȎȍ ȐȕșȚȘțȔȍȕȚȣ, ȋȈȘȈȕȚȐȘțȦȡȐȍ șȊȍȘȝȕȈȌȍȎȕțȦ 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ, ȚȈȒȐȍ ȒȈȒ Tor Ȑ “darknet”, ȕȈ șȈȔȖȔ Ȍȍȓȍ, ȕȍ ȚȈȒ ȝȖȘȖȠȐ. 
ǵȍ ȊȍȘȐȚȍ Ȕȕȍ? ǹȗȘȖșȐȚȍ ț ȈȘȍșȚȖȊȈȕȕȣȝ ȗȘȍșȚțȗȕȐȒȖȊ, ȒȖȚȖȘȣȍ ȌțȔȈȓȐ, ȟȚȖ 
Tor ȐȓȐ ȌȘțȋȖȑ șȍȘȊȐș ȋȈȘȈȕȚȐȘțȍȚ ȈȉșȖȓȦȚȕțȦ ȈȕȖȕȐȔȕȖșȚȤ. ǹțȡȍșȚȊțȍȚ 
ȔȕȖȎȍșȚȊȖ șȗȖșȖȉȖȊ ȉȣȚȤ Ȕȍȕȍȍ ȏȈȔȍȚȕȣȔ, ȕȖ ȌȖ Țȍȝ ȗȖȘ, ȗȖȒȈ ȖȚșȓȍȎȐȊȈȕȐȍ 
ȊȈȠȐȝ ȌȍȑșȚȊȐȑ ȓȍȋȈȓȤȕȖ, ȒȖȔȗȈȕȐȐ (Ȑ ȗȘȈȊȖȖȝȘȈȕȐȚȍȓȤȕȣȍ șȚȘțȒȚțȘȣ) ȉțȌțȚ 
ȏȈ ȊȈȔȐ șȓȍȌȐȚȤ. 
   ȅȚȖ ȕȍ ȖȏȕȈȟȈȍȚ, ȟȚȖ ȕȍȒȖȚȖȘȣȍ ȋȖșțȌȈȘșȚȊȈ Ȑ ȒȖȔȗȈȕȐȐ ȕȍ ȗȣȚȈȦȚșȧ 
ȗȘȍȌȖșȚȈȊȐȚȤ ȗȘȐȍȔȓȍȔȣȑ țȘȖȊȍȕȤ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ. ǵȈȗȘȐȔȍȘ, ȕȍȌȈȊȕȖ 
ȊșȚțȗȐȊȠȐȑ Ȋ șȐȓț ȏȈȒȖȕ ǭǹ Ȗ ȏȈȡȐȚȍ ȗȍȘșȖȕȈȓȤȕȣȝ ȌȈȕȕȣȝ 
(https://en.wikipedia.org/wiki/General_Data_Protection_Regulation) ȗȖȏȊȖȓȧȍȚ 
ȠȚȘȈȜȖȊȈȚȤ ȒȖȔȗȈȕȐȐ ȕȈ șțȔȔț ȌȖ 4% ȖȚ Ȑȝ ȖȉȖȘȖȚȈ ȏȈ ȍȋȖ ȕȈȘțȠȍȕȐȍ. Ǫ 
ȉȖȓȤȠȐȕșȚȊȍ șȚȘȈȕ șțȡȍșȚȊțȍȚ ȏȈȒȖȕ (ȐȓȐ ȕȍșȒȖȓȤȒȖ ȏȈȒȖȕȖȊ), ȕȈȗȘȈȊȓȍȕȕȣȑ 
ȕȈ ȏȈȡȐȚț ȟȈșȚȕȣȝ ȌȈȕȕȣȝ ȋȘȈȎȌȈȕ. 
   ǲ șȖȎȈȓȍȕȐȦ, ȉȖȓȤȠȐȕșȚȊȖ ȏȈȒȖȕȖȊ - ȥȚȖ ȗȖȓțȔȍȘȣ, ȒȖȚȖȘȣȍ, Ȋ ȗȍȘȊțȦ 
ȖȟȍȘȍȌȤ, ȕȈȗȘȈȊȓȍȕȣ ȕȈ ȏȈȡȐȚț ȋȖșțȌȈȘșȚȊ Ȑ ȉȐȏȕȍș-ȖȘȋȈȕȐȏȈȞȐȑ, șȖȉȐȘȈȦȡȐȝ 
ȟȈșȚȕȣȍ ȌȈȕȕȣȍ, Ȉ ȕȍ ȕȈ ȏȈȡȐȚț ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ ȗȖȓȤȏȖȊȈȚȍȓȍȑ. Ǩ ȊȖ 
ȔȕȖȋȐȝ șȚȘȈȕȈȝ, ȖșȖȉȍȕȕȖ ǨȏȐȈȚșȒȖ-ǺȐȝȖȖȒȍȈȕșȒȖȋȖ ȘȍȋȐȖȕȈ, ȗȘȧȔȖ ȖȚȒȓȖȕȧȦȚ 
ȓȦȉȣȍ ȏȈȒȖȕȣ, ȒȖȚȖȘȣȍ ȕȍ ȗȖȏȊȖȓȧȦȚ ȋȖșțȌȈȘșȚȊț ȊȍșȚȐ ȚȖȚȈȓȤȕțȦ șȓȍȎȒț ȏȈ 
ȋȘȈȎȌȈȕȈȔȐ. ǲțȓȤȚțȘȕȣȍ ȕȖȘȔȣ Ȋ ȥȚȐȝ șȚȘȈȕȈȝ ȚȈȒȖȊȣ, ȟȚȖ ȉȖȓȤȠȐȕșȚȊȖ 
ȋȘȈȎȌȈȕ ȟȈșȚȖ ȊȖșȗȘȐȕȐȔȈȍȚ ȥȚȖ ȉȍȏ ȒȈȒȐȝ-ȓȐȉȖ ȎȈȓȖȉ. ǶȕȐ ȘȈȏȔȍȕȐȊȈȦȚ 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ ȕȈ ȔȕȐȔțȦ ȉȍȏȖȗȈșȕȖșȚȤ. ǲȈȒ ȗȘȈȊȐȓȖ, Ȋ șȚȘȈȕȈȝ, Ȋ 
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ȒȖȚȖȘȣȝ ȕȐȒȖȋȌȈ ȕȍ ȗȣȚȈȓȐșȤ ȖȉȍșȗȍȟȐȚȤ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ ȋȘȈȎȌȈȕ, ȊȍșȚȐ 
ȚȖȚȈȓȤȕțȦ șȓȍȎȒț ȕȍ șȖșȚȈȊȓȧȍȚ ȚȘțȌȈ. 

   ǺȍȔ ȕȍ Ȕȍȕȍȍ, ȕȈȘțȠȍȕȐȍ ȋȖșțȌȈȘșȚȊȍȕȕȣȝ ȏȈȒȖȕȖȊ Ȗ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ 
ȔȖȎȍȚ ȌȖȘȖȋȖ șȚȖȐȚȤ ȕȈȘțȠȐȚȍȓȧȔ. ǷȘȈȊȐȚȍȓȤșȚȊȍȕȕȣȍ ȌȍȗȈȘȚȈȔȍȕȚȣ Ȑ Ȟȍȓȣȍ 
ȗȘȈȊȐȚȍȓȤșȚȊȈ ȗȘȐȏȕȈȊȈȓȐșȤ ȊȐȕȖȊȕȣȔȐ Ȋ ȕȈȘțȠȍȕȐȐ șțȡȍșȚȊțȦȡȐȝ ȏȈȒȖȕȖȊ Ȗ 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ (ȝȖȚȧ, ȗȖȟȚȐ ȕȐȒȖȋȌȈ ȕȍ ȕȈȒȈȏȣȊȈȓȐșȤ). ǹ ȌȘțȋȖȑ șȚȖȘȖȕȣ, 
ȉȐȏȕȍș-ȖȘȋȈȕȐȏȈȞȐȐ ȔȖȋțȚ ȓȍȋȒȖ ȗȖȗȈșȚȤ Ȋ ȕȍȗȘȐȧȚȕțȦ șȐȚțȈȞȐȦ. Ǫșȍ ȟȈȡȍ Ȋ 
ȒȖȘȗȖȘȈȞȐȧȝ ȗȖȧȊȓȧȦȚșȧ ȗȖȌȘȈȏȌȍȓȍȕȐȧ ȗȖ ȏȈȡȐȚȍ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȣȝ 
șȊȍȌȍȕȐȑ, ȒȖȚȖȘȣȍ ȏȈȕȐȔȈȦȚșȧ ȏȈȡȐȚȖȑ ȟȈșȚȕȣȝ ȌȈȕȕȣȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ. 
 

ǶȘȋȈȕȐȏȈȞȐȐ, ǯȈȕȐȔȈȦȡȐȍșȧ ǪȖȗȘȖșȈȔȐ ǲȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ                                                                                    

ǲ șȟȈșȚȤȦ Ȍȓȧ ȊșȍȋȖ ȔȐȘȈ, șțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȖȘȋȈȕȐȏȈȞȐȑ, ȒȖȚȖȘȣȍ 
ȉȖȘȦȚșȧ ȏȈ ȗȘȈȊȖ ȕȈ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ Ȋșȍȝ ȋȘȈȎȌȈȕ ȕȈ ȗȓȈȕȍȚȍ. Ǫ ȚȖȔ 
ȟȐșȓȍ ǼȖȕȌ ȥȓȍȒȚȘȖȕȕȣȝ ȘțȉȍȎȍȑ (Electronic Frontier Foundation, EFF) 
(https://www.eff.org/) Ȑ ǰȕȜȖȘȔȈȞȐȖȕȕȣȑ ȞȍȕȚȘ ȗȖ ȏȈȡȐȚȍ ȟȈșȚȕȖȑ ȎȐȏȕȐ Ȋ 
ȥȓȍȒȚȘȖȕȕȖȑ șȘȍȌȍ (Electronic Privacy Information Center, EPIC) (https://epic.org/). 

   ǼȖȕȌ ȥȓȍȒȚȘȖȕȕȣȝ ȘțȉȍȎȍȑ (EFF) ȉȣȓ ȖșȕȖȊȈȕ Ȋ 1990-ȖȔ, ȟȚȖȉȣ ȗȘȖȌȊȐȋȈȚȤ 
ȗȘȖȏȘȈȟȕȖșȚȤ ȌȍȑșȚȊȐȑ ȗȘȈȊȐȚȍȓȤșȚȊȈ, ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȑ 
șȊȖȉȖȌț șȓȖȊȈ ȗȖ ȊșȍȔț ȔȐȘț. ǶȕȐ ȌȍȓȈȦȚ ȥȚȖ ș ȗȖȔȖȡȤȦ șȖȟȍȚȈȕȐȧ șțȌȍȉȕȣȝ 
ȘȈȏȉȐȘȈȚȍȓȤșȚȊ, ȌȍȔȖȕșȚȘȈȞȐȑ, ȈȕȈȓȐȏȈ ȋȖșțȌȈȘșȚȊȍȕȕȖȑ ȗȖȓȐȚȐȒȐ, ȗțȉȓȐȒȈȞȐȑ 
Ȑ șȖȏȌȈȕȐȧ ȚȍȝȕȐȟȍșȒȐȝ ȐȕșȚȘțȔȍȕȚȖȊ. ǶȕȐ ȖȟȍȕȤ ȈȒȚȐȊȕȖ țȟȈșȚȊțȦȚ Ȋ 
ȕȍșȒȖȓȤȒȐȝ șțȌȍȉȕȣȝ ȐșȒȈȝ, ȊȒȓȦȟȈȧ șȓțȟȈȑ, ȋȌȍ ȖȕȐ ȉȖȘȦȚșȧ ȏȈ ȗȘȈȊȖ 
ȒȖȔȗȈȕȐȑ ȏȈȗȘȈȊȓȧȚȤ Ȑ ȗȘȖȌȈȊȈȚȤ ȟȍȘȕȐȓȤȕȣȍ ȒȈȘȚȘȐȌȎȐ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ 
(https://www.eff.org/cases/impression-products-inc-v-lexmark-international-inc). ǰȝ 
ȐȕșȚȘțȔȍȕȚȣ Ȍȓȧ ȖȉȍșȗȍȟȍȕȐȧ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ ȊȒȓȦȟȈȦȚ HTTPS 
Everywhere (https://www.eff.org/https-everywhere), ȘȈșȠȐȘȍȕȐȍ Ȍȓȧ ȉȘȈțȏȍȘȖȊ 
Firefox, Chrome Ȑ Opera, ȒȖȚȖȘȖȍ ȗȖȏȊȈȓȧȍȚ ȖȉȍșȗȍȟȐȚȤ ȔȈȒșȐȔȈȓȤȕȖȍ 
ȐșȗȖȓȤȏȖȊȈȕȐȍ ȗȘȖȚȖȒȖȓȈ HTTPS Ȑ ȘȈșȠȐȘȍȕȐȍ Privacy Badger, ȒȖȚȖȘȖȍ 
ȉȓȖȒȐȘțȍȚ ȘȍȒȓȈȔț Ȑ ȌȘțȋȐȍ ȐȕșȚȘțȔȍȕȚȣ ȖȚșȓȍȎȐȊȈȕȐȧ. 
   ǰȕȜȖȘȔȈȞȐȖȕȕȣȑ ȞȍȕȚȘ ȗȖ ȏȈȡȐȚȍ ȟȈșȚȕȖȑ ȎȐȏȕȐ Ȋ ȥȓȍȒȚȘȖȕȕȖȑ șȘȍȌȍ (EPIC) 
ȥȚȖ ȕȍȒȖȔȔȍȘȟȍșȒȈȧ ȐșșȓȍȌȖȊȈȚȍȓȤșȒȈȧ ȖȘȋȈȕȐȏȈȞȐȧ, ȖșȕȖȊȈȕȕȈȧ Ȋ 1994-ȖȔ, 
ȒȖȚȖȘȈȧ șȗȍȞȐȈȓȐȏȐȘțȍȚșȧ ȕȈ ȏȈȡȐȚȍ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ, șȊȖȉȖȌȣ șȓȖȊȈ, 
ȋȘȈȎȌȈȕșȒȐȝ ȗȘȈȊ Ȑ ȌȘțȋȐȝ ȌȍȔȖȒȘȈȚȐȟȍșȒȐȝ ȞȍȕȕȖșȚȍȑ, ȖȕȈ ȈȒȚȐȊȕȖ 
ȐșȗȖȓȤȏțȍȚ șțȌȍȉȕȣȍ ȘȈȏȉȐȘȈȚȍȓȤșȚȊȈ, ȗțȉȓȐȒȈȞȐȐ Ȑ ȌȘțȋȐȍ ȗȘȈȊȖȏȈȡȐȚȕȣȍ 
ȐȕșȚȘțȔȍȕȚȣ. EPIC ȐșȗȖȓȤȏțȍȚ șțȌȍȉȕțȦ șȐșȚȍȔț ȌȈȎȍ ȉȖȓȤȠȍ, ȟȍȔ EFF, Ȑ Ȗȉȍ 
ȖȘȋȈȕȐȏȈȞȐȐ ȊȣșȚțȗȈȦȚ ȏȈ țȓțȟȠȍȕȐȍ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ, ȕȖ ȗȘȐ ȥȚȖȔ ȖȕȐ 

ȗȖȕȐȔȈȦȚ ȊȈȎȕȖșȚȤ ȌȘțȋȐȝ șȊȖȐȝ Ȟȍȓȍȑ, ȒȖȚȖȘȣȔȐ ȕȍȓȤȏȧ ȎȍȘȚȊȖȊȈȚȤ Ȋ țȋȖȌț 
ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ. ǵȈ șȈȑȚȍ EPIC ȍșȚȤ ȖȋȘȖȔȕȣȑ șȗȐșȖȒ ȗȘȖȉȓȍȔ 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ (https://epic.org/privacy/). 
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   ǷȖȓȐȚȐȟȍșȒȐȍ ȗȘȖȉȓȍȔȣ, ȖȗȐșȈȕȕȣȍ ȒȈȒ EFF, ȚȈȒ Ȑ EPIC, ȒȈȒ ȗȘȈȊȐȓȖ, 
ȠȖȒȐȘțȦȚ ȔȕȖȋȐȝ ȓȦȌȍȑ, ȒȖȚȖȘȣȍ ȘȈȕȤȠȍ ȕȍ șȐȓȤȕȖ țȋȓțȉȓȧȓȐșȤ Ȋ ȌȍȚȈȓȐ. 
ǷȖȘȈȎȈȍȚ, ȒȈȒȖȑ ȖȋȘȖȔȕȖȑ ȟȈșȚȐ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ ȓȐȟȕȣȝ ȌȈȕȕȣȝ Ȕȣ țȎȍ 
ȓȐȠȐȓȐșȤ. ǷȖȟȚȐ ȕȐȟȍȋȖ ȕȍ ȖșȚȈȓȖșȤ. Ƕȉȍ ȖȘȋȈȕȐȏȈȞȐȐ ȧȊȓȧȦȚșȧ 
ȕȍȒȖȔȔȍȘȟȍșȒȐȔȐ, șȖȏȌȈȕȕȣȔȐ ȕȈ ȖșȕȖȊȈȕȐȐ ȘȈȏȌȍȓȈ 501(c)(3), Ȑ șțȡȍșȚȊțȦȚ 
ȕȈ ȗȖȎȍȘȚȊȖȊȈȕȐȧ. ǭșȓȐ Ȋȣ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȉȍșȗȖȒȖȐȚȍșȤ Ȗ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ 
Ȑ șȊȖȉȖȌȍ șȓȖȊȈ, ȚȖ ȏȈȌțȔȈȑȚȍșȤ Ȗ ȗȖȎȍȘȚȊȖȊȈȕȐȐ ȖȘȋȈȕȐȏȈȞȐȐ, ȊȣșȚțȗȈȦȡȍȑ 
ȏȈ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ. 
   ǶȚȌȍȓȤȕȈȧ ȉȓȈȋȖȌȈȘȕȖșȚȤ ȊȣȘȈȎȈȍȚșȧ ǩȘȦșț ȀȕȈȑȍȘț 
(https://www.schneier.com/) ȏȈ ȍȋȖ ȕȍțșȚȈȕȕȣȍ țșȐȓȐȧ ȕȈțȟȐȚȤ ȕȈș Ȑ ȏȈȡȐȚȐȚȤ 
ȟȈșȚȕȣȍ ȌȈȕȕȣȍ. ȀȕȈȑȍȘ ȗțȉȓȐȟȕȖ ȊȣșȒȈȏȣȊȈȓșȧ ȗȘȖȚȐȊ ȘȈȏȘțȠȍȕȐȧ 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ, Ȉ ȍȋȖ ȒȕȐȋȐ, ȖșȖȉȍȕȕȖ David and Goliath 

(https://www.amazon.com/Data-Goliath-Battles-Collect-Control/dp/039335217X/) 

ȖȉȧȏȈȚȍȓȤȕȖ ȌȖȓȎȕȣ ȗȘȖȟȐȚȈȚȤ Țȍ, ȒȚȖ ȝȖȟȍȚ ȏȕȈȚȤ, ȕȈ ȒȈȒȖȔ țȘȖȊȕȍ ȕȈȠȈ 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ ȕȈȝȖȌȐȚșȧ Ȋ ȌȈȕȕȣȑ ȔȖȔȍȕȚ Ȑ ȒțȌȈ Ȋșȍ ȐȌȍȚ. ǷȖȌȘȖȉȕȍȍ Ȗ 
ǩȘȦșȍ ȀȕȈȑȍȘȍ ȔȖȎȕȖ ȗȘȖȟȐȚȈȚȤ Ȋ 3-ȍȑ ȋȓȈȊȍ. 

 

ǷȘȐȓȖȎȍȕȐȧ Ȍȓȧ ǯȈȡȐȚȣ ǲȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ             

ǵȐ ȖȌȕȖ Ȑȏ ȗȘȍȌȣȌțȡȐȝ țȎȈșȕȣȝ ȗȘȍȌțȗȘȍȎȌȍȕȐȑ Ȗ ȚȖȔ, ȟȚȖ ȕȈȠȐ ȟȈșȚȕȣȍ 
ȌȈȕȕȣȍ șȚȈȕȖȊȧȚșȧ Ȋșȍ ȉȖȓȍȍ ȌȖșȚțȗȕȣȔȐ, ȕȍ ȌȖȓȎȕȖ ȐșȚȖȓȒȖȊȣȊȈȚȤșȧ, ȒȈȒ 
țȚȊȍȘȎȌȍȕȐȍ. ǿȚȖ ȕȐȟȍȋȖ ȕȍȓȤȏȧ șȌȍȓȈȚȤ Ȍȓȧ ȗȖȊȣȠȍȕȐȧ ȏȈȡȐȚȣ ȓȐȟȕȣȝ 
ȌȈȕȕȣȝ. ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȏȈȔȍȟȈȚȍȓȤȕȣȝ, ȉȍșȗȓȈȚȕȣȝ ȗȘȐȓȖȎȍȕȐȑ, 
ȒȖȚȖȘȣȍ ȔȖȋțȚ ȌȈȚȤ ȊȈȔ ȔȈȒșȐȔȈȓȤȕȖ ȊȖȏȔȖȎȕțȦ ȏȈȡȐȚț ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ, 
Ȑ ȖȒȈȏȣȊȈȦȚ ȔȐȕȐȔȈȓȤȕȖȍ ȊȓȐȧȕȐȍ ȕȈ ȒȖȔȜȖȘȚ ȐșȗȖȓȤȏȖȊȈȕȐȧ. ǷȘȈȒȚȐȟȍșȒȐ 
ȓȦȉȖȑ șȚȖȘȖȕȕȐȒ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ ȗȖșȖȊȍȚțȍȚ ȐșȗȖȓȤȏȖȊȈȚȤ Tor 
(https://www.torproject.org/), ȟȚȖȉȣ ȏȕȈȟȐȚȍȓȤȕȖ țșȓȖȎȕȐȚȤ ȊȚȖȘȎȍȕȐȍ Ȋ ȊȈȠț 
ȓȐȟȕțȦ ȎȐȏȕȤ Ȋșȍȝ, ȒȘȖȔȍ ȖȘȋȈȕȐȏȈȞȐȑ ș ȖȋȘȖȔȕȣȔȐ ȘȍșțȘșȈȔȐ. Tor ȕȍ 
ȖȉȍșȗȍȟȐȊȈȍȚ ȐȌȍȈȓȤȕȣȑ țȘȖȊȍȕȤ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ, ȕȖ ȥȚȖ ȓțȟȠȐȑ 
ȐȕșȚȘțȔȍȕȚ ȖȉȡȍȋȖ ȕȈȏȕȈȟȍȕȐȧ, ȒȖȚȖȘȣȑ ț ȕȈș ȍșȚȤ. ǴȕȖȋȐȍ șȚȖȘȖȕȕȐȒȐ 
ȕȍȗȘȐȒȖșȕȖȊȍȕȕȖșȚȐ ȟȈșȚȕȖȑ ȎȐȏȕȐ ȓȦȉȧȚ ȐșȗȖȓȤȏȖȊȈȚȤ ȗȖȐșȒȖȊțȦ șȐșȚȍȔț 
DuckDuckGo (https://duckduckgo.com/), ȊȔȍșȚȖ ȌȘțȋȐȝ ȗȖȐșȒȖȊȣȝ șȐșȚȍȔ, 
ȒȖȚȖȘȣȍ ȜȐȕȈȕșȐȘțȦȚșȧ ș ȞȍȓȤȦ ȊȚȖȘȎȍȕȐȧ Ȋ ȓȐȟȕțȦ ȎȐȏȕȤ. ǴȕȖȋȐȍ 
ȗȘȖȐȏȊȖȌȐȚȍȓȐ ǷǶ șȖȘȍȊȕțȦȚșȧ Ȋ ȖȉȍșȗȍȟȍȕȐȐ ȔȈȒșȐȔȈȓȤȕȖ ȊȖȏȔȖȎȕȖȑ 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ. ǿȚȖȉȣ ȗȖȌȘȖȉȕȍȍ ȖȏȕȈȒȖȔȐȚȤșȧ ș ȗȘȖȋȘȈȔȔȈȔȐ, 
ȖȉȍșȗȍȟȐȊȈȦȡȐȔȐ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ, ȗȖȎȈȓțȑșȚȈ, ȗȘȖȟȚȐȚȍ Ȗ ȗȘȐȓȖȎȍȕȐȧȝ, 
ȒȖȚȖȘȣȍ ȊȣȉȘȈȓ ȈȊȚȖȘ: http://www.infoworld.com/article/3135324/security/17-

essential-tools-to-protect-youronline-identity-and-privacy.html.  

   ǻ ȕȈș ȕȍ ȔȖȎȍȚ ȉȣȚȤ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ șȊȖȉȖȌȣ ȉȍȏ ȏȈȡȐȚȣ ȓȐȟȕȣȝ ȌȈȕȕȣȝ. Ǫ 
șȓȍȌțȦȡȍȑ ȋȓȈȊȍ Ȕȣ ȗȖȋȖȊȖȘȐȔ Ȗ ǭȊȍ ǫȈȓȗȍȘȐȕ, ȒȖȚȖȘȈȧ ȘȈȉȖȚȈȍȚ Ȋ ȜȖȕȌȍ 
ȥȓȍȒȚȘȖȕȕȣȝ ȘțȉȍȎȍȑ.   
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ǫȓȈȊȈ 44. ǷȘȖȜȐȓȤ: ǭȊȈ ǫȈȓȗȍȘȐȕ 

 

 

 

Ǫȣ ȌȖȓȎȕȣ ȗȖȓȦȉȐȚȤ ȟȍȓȖȊȍȒȈ, ȒȖȚȖȘȣȑ țȊȓȍȒȈȍȚșȧ ȒȖȔȗȤȦȚȍȘȈȔȐ Ȑ 
ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȤȦ, Ȉ șȊȖȉȖȌȕȖȍ ȊȘȍȔȧ ȏȈȕȐȔȈȍȚșȧ ȊȖȏȌțȠȕȖȑ ȈȒȘȖȉȈȚȐȒȖȑ Ȋ 
ȞȐȘȒȍ, Ȋ ȒȈȟȍșȚȊȍ ȝȖȉȉȐ. ǬȐȘȍȒȚȖȘ ȗȖ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ ȜȖȕȌȈ ȥȓȍȒȚȘȖȕȕȣȝ 
ȘțȉȍȎȍȑ (https://www.eff.org) ǭȊȈ ǫȈȓȗȍȘȐȕ ȐȔȍȕȕȖ ȚȈȒȖȑ ȟȍȓȖȊȍȒ. ǸȈȉȖȚȈȧ ȕȈ 
EFF ș 2007-ȋȖ, ȖȕȈ șȚȈȓȈ ȌȐȘȍȒȚȖȘȖȔ ȗȖ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ Ȋ 2017-ȖȔ. ǬȖ 
ȘȈȉȖȚȣ Ȋ EFF ȖȕȈ ȗȖȓțȟȐȓȈ șȚȍȗȍȕȐ ȗȖ ȗȖȓȐȚȖȓȖȋȐȐ Ȑ ȔȍȎȌțȕȈȘȖȌȕȣȔ 
ȖȚȕȖȠȍȕȐȧȔ Ȋ ǻȕȐȊȍȘșȐȚȍȚȍ ȠȚȈȚȈ ǲȈȓȐȜȖȘȕȐȧ Ȋ ǹȈȕ-ǼȘȈȕȞȐșȒȖ. Ǫ ȖșȕȖȊȕȖȔ, 
ȍȍ ȘȈȉȖȚȈ ȜȖȒțșȐȘțȍȚșȧ ȕȈ ȖȉȍșȗȍȟȍȕȐȐ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ, șȊȖȉȖȌȣ șȓȖȊȈ Ȑ 
ȉȍȏȖȗȈșȕȖșȚȐ Ȍȓȧ Ȋșȍȝ ȎȐȚȍȓȍȑ ȗȓȈȕȍȚȣ, Ȉ ȚȈȒȎȍ ȈȕȈȓȐȏȍ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ, 
ȒȖȚȖȘȖȍ țȋȘȖȎȈȍȚ ȊșȍȔ ȕȈȔ. ǹȍȑȟȈș ǫȈȓȗȍȘȐȕ ȐȏȊȍșȚȕȈ ȗȖ ȊșȍȔț ȔȐȘț ȏȈ ȍȍ 
ȘȈȉȖȚț “Ȋ ȗȖȓȍ”, ȖȗȐșȈȕȐȍ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ, ș ȒȖȚȖȘȣȔ ȖȕȈ șȚȖȓȒȕțȓȈșȤ Ȑ 
ȊȣșȚțȗȓȍȕȐȧ ȕȈ ȚȈȒȐȝ ȒȖȕȜȍȘȍȕȞȐȧȝ, ȒȈȒ BlackHat 
(https://www.blackhat.com/us-16/speakers/Eva-Galperin.html). 

   ȇ șȗȘȖșȐȓ ǫȈȓȗȍȘȐȕ, ȒȈȒ ȖȕȈ ȗȖȗȈȓȈ Ȋ șȜȍȘț ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, 
Ȑ ȖȕȈ ȖȚȊȍȚȐȓȈ: “ȇ ȌȖȊȖȓȤȕȖ ȘȈȕȖ ȕȈȟȈȓȈ ȐȕȚȍȘȍșȖȊȈȚȤșȧ ȒȖȔȗȤȦȚȍȘȈȔȐ. ǴȖȑ 
ȗȈȗȈ ȉȣȓ șȗȍȞȐȈȓȐșȚȖȔ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ ȧ ȗȖȗȘȖșȐȓȈ ȍȋȖ 
ȘȈȏȘȍȠȐȚȤ Ȕȕȍ “ȗȖȏȈȊȐșȈȚȤ” ȕȈ Prodigy (ȗȘȍȌȠȍșȚȊȍȕȕȐȒȍ AOL, Ȑ ȌȘțȋȐȝ 
ȖȕȓȈȑȕ-șȍȘȊȐșȖȊ). ǪȔȍșȚȖ ȥȚȖȋȖ Ȗȕ șȖȏȌȈȓ Ȍȓȧ Ȕȍȕȧ ȖȚȌȍȓȤȕȣȑ ȘȈȉȖȟȐȑ șȚȖȓ ȕȈ 
șȊȖȍȔ ȒȖȔȗȤȦȚȍȘȍ ȕȈ ȉȈȏȍ Unix/Solaris. 12-ȓȍȚȕȐȑ ȘȍȉȍȕȖȒ… ȏȈ ȒȖȔȗȤȦȚȍȘȖȔ ȕȈ 
ȉȈȏȍ Unix, ȗȘȍȌșȚȈȊȓȧȍȚȍ? ǵȈ ȗȓȈȚȜȖȘȔȍ Usenet ȧ țȟȈșȚȊȖȊȈȓȈ Ȋ ȖȉȡȍȕȐȐ ȕȈ 
ȚȍȔț ȕȈțȟȕȖ-ȜȈȕȚȈșȚȐȟȍșȒȐȝ ȒȕȐȋ, ȐȋȘȈȓȈ Ȋ ȐȕȚȍȘȈȒȚȐȊȕȣȍ ȚȍȒșȚȖȊȣȍ ȐȋȘȣ, Ȉ 
ȒȖȋȌȈ ȗȖȧȊȐȓșȧ Ȋȍȉ, ȧ șȚȈȓȈ ȐȕȚȍȘȍșȖȊȈȚȤșȧ șȖȏȌȈȕȐȍȔ Ȋȍȉ-șȚȘȈȕȐȞ. Ǫ 
ȒȖȓȓȍȌȎȍ ȧ ȉȣȓȈ ȈȌȔȐȕȐșȚȘȈȚȖȘȖȔ Unix-șȐșȚȍȔ, Ȑ Ȋ ȚȖ ȊȘȍȔȧ, șȐșȚȍȔȕȖȍ 
ȈȌȔȐȕȐșȚȘȐȘȖȊȈȕȐȍ ȊȒȓȦȟȈȓȖ ȖȉȍșȗȍȟȍȕȐȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
   ȇ șȗȘȖșȐȓ, ȒȈȒ ȖȕȈ ȗȖȗȈȓȈ Ȋ EFF Ȑ șȚȈȓȈ ȏȈȕȐȔȈȚȤșȧ ȈȕȈȓȐȏȖȔ ȊȘȍȌȖȕȖșȕȖȋȖ 
ǷǶ. ǶȕȈ șȒȈȏȈȓȈ: “ȇ ȗȘȐȠȓȈ Ȋ EFF Ȋ 2007-ȖȔ Ȋ ȒȈȟȍșȚȊȍ ȈȒȚȐȊȐșȚȒȐ. Ǫ ȐȚȖȋȍ, ȧ 
ȗȘȖȊȖȌȐȓȈ ȐșșȓȍȌȖȊȈȕȐȧ ȒȐȉȍȘȉȍȏȖȗȈșȕȖșȚȐ, ȗȖȚȖȔț ȟȚȖ ȉȖȓȤȠȍ ȕȐȒȚȖ Ȋ EFF 
ȥȚȐȔ ȕȍ ȏȈȕȐȔȈȓșȧ. ǴȖȐ ȐșșȓȍȌȖȊȈȕȐȧ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ ȕȈȟȈȓȐșȤ Ȋ 2011-ȖȔ Ȋ 
ǹȐȘȐȐ. Ǫ ȚȖ ȊȘȍȔȧ (șȐȘȐȑșȒȐȑ ȗȘȍȏȐȌȍȕȚ ǩȈȠȈȘ ǽȈȜȍȏ ȈȓȤ-) ǨșȈȌ ȉȣȓ 
ȓȦȉȐȔȟȐȒȖȔ ǯȈȗȈȌȈ. Ƕȕ ȗȖȏȐȞȐȖȕȐȘȖȊȈȓ șȍȉȧ, ȒȈȒ ȖȚȍȞ șȐȘȐȑșȒȖȋȖ ȐȕȚȍȘȕȍȚȈ, 
Ȑ ȖȚȒȘȣȓ ȌȖșȚțȗ Ȓ Facebook, ȒȖȚȖȘȣȑ ȘȈȕȍȍ ȉȣȓ ȏȈȉȓȖȒȐȘȖȊȈȕ. ǯȈȗȈȌȕȣȍ 
șȚȘȈȕȣ ȌțȔȈȓȐ, ȟȚȖ ȘȈȏȉȓȖȒȐȘȖȊȒȈ Facebook ȉȣȓȈ ȗȘȐȏȕȈȒȖȔ ȚȖȋȖ, ȟȚȖ ǨșȈȌ 
țȊȍȓȐȟȐȊȈȓ ȖȚȒȘȣȚȖșȚȤ Ȑ șȊȖȉȖȌț șȓȖȊȈ. ǶȕȐ ȖȟȍȕȤ șȐȓȤȕȖ ȖȠȐȉȈȓȐșȤ. ǵȈ 
șȈȔȖȔ Ȍȍȓȍ ȞȍȓȤȦ ȘȈȏȉȓȖȒȐȘȖȊȒȐ ȉȣȓȐ MITM-ȈȚȈȒȐ. ȇ ȏȈȕȐȔȈȓȈșȤ ǹȐȘȐȍȑ Ȑ 

ȗȘȖȊȖȌȐȓȈ ȐșșȓȍȌȖȊȈȕȐȍ ȗȘȖȉȓȍȔ ȞȍȕȏțȘȣ Ȑ șȊȖȉȖȌȣ șȓȖȊȈ, ȒȖȋȌȈ ȒȚȖ-ȚȖ 
ȖȉȕȈȘțȎȐȓ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ, șȖȏȌȈȕȕȖȍ șȚȖȘȖȕȕȐȒȈȔȐ ǨșȈȌȈ, Ȑ ȞȍȓȤȦ ȥȚȖȋȖ ǷǶ 
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ȉȣȓȐ Țȍ, ȒȚȖ ȗȖȌȌȍȘȎȐȊȈȓ ȖȗȗȖȏȐȞȐȦ. ǵȈ Ȑȝ ȔȈȠȐȕȣ ȉȣȓȈ țșȚȈȕȖȊȓȍȕȈ 
ȚȘȖȧȕșȒȈȧ ȗȘȖȋȘȈȔȔȈ țȌȈȓȍȕȕȖȋȖ ȌȖșȚțȗȈ (Remote Access Trojan, RAT) Ȑ ȖȕȈ 
ȗȍȘȍȌȈȊȈȓȈ ȌȈȕȕȣȍ, ȊȒȓȦȟȈȧ ȗȈȘȖȓȐ Ȑ șȒȘȐȕȠȖȚȣ ȕȈ șȐȘȐȑșȒȐȑ IP-ȈȌȘȍș. 
ǪȔȍșȚȍ, Ȕȣ ȗȘȖȈȕȈȓȐȏȐȘȖȊȈȓȐ ȥȚț ȗȘȖȋȘȈȔȔț. Ǫ ȚȍȟȍȕȐȍ șȓȍȌțȦȡȐȝ ȌȊțȝ ȓȍȚ ȧ 
ȗȖȔȖȋȓȈ ȕȈȗȐșȈȚȤ ș ȌȍșȧȚȖȒ ȖȚȟȍȚȖȊ Ȗ ȌȊțȝ ȋȘțȗȗȈȝ, ȗȖȌȌȍȘȎȐȊȈȦȡȐȝ ǨșȈȌȈ, 
ȒȖȚȖȘȣȍ șȖȏȌȈȊȈȓȐ ȥȚȖ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ”.  
   ȇ șȗȘȖșȐȓ ǫȈȓȗȍȘȐȕ, ȟȚȖ, ȗȖ ȍȍ ȔȕȍȕȐȦ, ȧȊȓȧȍȚșȧ ȕȈȐȉȖȓȤȠȍȑ ȗȘȖȉȓȍȔȖȑ Ȋ 
șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ ȖȚȊȍȚȐȓȈ: “ǹȈȔȈȧ ȉȖȓȤȠȈȧ ȗȘȖȉȓȍȔȈ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȕȍ Ȋ ȉȍȏȖȗȈșȕȖșȚȐ. Ǩ Ȋ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ. 
ǴȕȖȋȐȍ ȒȖȔȗȈȕȐȐ ȌȍȓȈȦȚ ȗȘȐȖȘȐȚȍȚȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤ ȐȕȜȖȘȔȈȞȐȐ, ȕȖ ȕȍ 
ȏȈȡȐȡȈȦȚ ȟȈșȚȕȣȍ ȌȈȕȕȣȍ șȊȖȐȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ. ǻ ȔȕȖȋȐȝ ȒȖȔȗȈȕȐȑ ȍșȚȤ 
ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȔȈȒșȐȔȈȓȤȕȖ ȗȖȌȘȖȉȕȖȑ ȐȕȜȖȘȔȈȞȐȐ Ȗ ȗȖȓȤȏȖȊȈȚȍȓȧȝ Ȑ 

ȒȈȒ ȚȖȓȤȒȖ ȖȕȈ ȗȖȧȊȓȧȍȚșȧ ț ȥȚȐȝ ȒȖȔȗȈȕȐȑ, ȖȕȈ șȚȈȕȖȊȐȚșȧ ȖȉȢȍȒȚȖȔ 
ȓȍȋȈȓȤȕȖȋȖ ȊȏȓȖȔȈ (ȗȖȊȍșȚȒȐ Ȋ șțȌ Ȑ șțȌȍȉȕȣȍ ȘȈșȗȖȘȧȎȍȕȐȧ), Ȑ, Ȋ ȚȖ Ȏȍ 
ȊȘȍȔȧ, ȖȉȢȍȒȚȖȔ ȚȍȝȕȐȟȍșȒȐȝ ȈȚȈȒ, ȒȖȚȖȘȣȍ ȖȉȣȟȕȖ șȚȈȘȈȦȚșȧ ȗȘȍȌȖȚȊȘȈȚȐȚȤ 
ȘȍȉȧȚȈ Ȑȏ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǬȈȎȍ ȍșȓȐ ȒȖȔȗȈȕȐȧ ȏȈȡȐȡȈȍȚ ȥȚȐ 
ȌȈȕȕȣȍ ȖȚ ȝȈȒȍȘȖȊ, Ȑȝ ȋȖȘȈȏȌȖ șȓȖȎȕȍȍ ȏȈȡȐȚȐȚȤ ȖȚ ȗȘȈȊȐȚȍȓȤșȚȊȈ ȐȓȐ 
ȗȘȈȊȖȖȝȘȈȕȐȚȍȓȤȕȣȝ șȚȘțȒȚțȘ. ǲȈȒ ȗȘȈȊȐȓȖ, ȒȖȔȗȈȕȐȐ ȌȈȎȍ ȕȍ ȘȈșșȔȈȚȘȐȊȈȦȚ 
ȗȘȈȊȐȚȍȓȤșȚȊȖ ȐȓȐ ȗȘȈȊȖȖȝȘȈȕȐȚȍȓȍȑ Ȋ ȒȈȟȍșȚȊȍ ȈȚȈȒțȦȡȐȝ. ȇ ȝȖȟț, ȟȚȖȉȣ 
Ȕȍȕȧ ȗȘȈȊȐȓȤȕȖ ȗȖȕȧȓȐ, ȧ ȕȍ ȗȣȚȈȦșȤ șȒȈȏȈȚȤ, ȟȚȖ ȒȖȔȗȈȕȐȐ ȕȍ ȌȖȓȎȕȣ 
șȖȉȐȘȈȚȤ ȕȐȒȈȒȐȝ ȌȈȕȕȣȝ, ȕȖ ț ȗȖȓȤȏȖȊȈȚȍȓȍȑ ȌȖȓȎȕȈ ȉȣȚȤ ȊȖȏȔȖȎȕȖșȚȤ 
ȒȖȕȚȘȖȓȐȘȖȊȈȚȤ șȊȖȐ ȌȈȕȕȣȍ. ǷȖȓȤȏȖȊȈȚȍȓȤ ȌȖȓȎȍȕ ȏȕȈȚȤ, ȒȖȋȌȈ, ȟȚȖ, ȒȈȒ ȉȣȓȖ 
șȖȉȘȈȕȖ, ȒȈȒ ȌȖȓȋȖ ȥȚȖ ȉțȌȍȚ ȝȘȈȕȐȚȤșȧ, ȒȈȒȐȔ ȉțȌȍȚ țȘȖȊȍȕȤ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ 
ȚȈȒ ȌȈȓȍȍ. ǪȣȉȖȘ ȗȖȓȤȏȖȊȈȚȍȓȧ ȕȍȊȍȘȖȧȚȕȖ ȊȈȎȍȕ”. 
   ǻȟȐȚȣȊȈȧ ȍȍ ȏȕȈȕȐȧ Ȗ ȘȈȉȖȚȍ ȗȘȈȊȐȚȍȓȤșȚȊȈ Ȋ ȘȈȏȕȣȝ șȚȘȈȕȈȝ, ȧ 
ȗȖȐȕȚȍȘȍșȖȊȈȓșȧ, ȒȈȒ ȖȕȈ ȖȞȍȕȐȊȈȍȚ ȗȘȈȊȐȚȍȓȤșȚȊȖ ǹȀǨ ș ȚȖȟȒȐ ȏȘȍȕȐȧ 
ȖȉȍșȗȍȟȍȕȐȧ ȏȈȡȐȚȣ ȟȈșȚȕȣȝ ȌȈȕȕȣȝ ȗȖ ȠȒȈȓȍ ȖȚ ȖȌȕȖȋȖ ȌȖ 10, ȋȌȍ 10 - ȥȚȖ 
ȕȈȐȓțȟȠȈȧ ȖȞȍȕȒȈ. ǶȕȈ șȒȈȏȈȓȈ: “ǹ ȚȖȟȒȐ ȏȘȍȕȐȧ ȏȈȡȐȚȣ ȟȈșȚȕȣȝ ȌȈȕȕȣȝ, ǹȀǨ 
ȧ ȉȣ ȗȖșȚȈȊȐȓȈ 4 ȐȓȐ 5. ǹȈȔȈȧ ȓțȟȠȈȧ ȏȈȡȐȚȈ ȞȐȜȘȖȊȖȑ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ Ȋ 
ǭǹ. ǹ ȌȘțȋȖȑ șȚȖȘȖȕȣ, Ȋ ǹȀǨ ȋȖȘȈȏȌȖ ȉȖȓȤȠȍ șȊȖȉȖȌȣ șȓȖȊȈ, Ȋ ȚȖ ȊȘȍȔȧ ȒȈȒ Ȋ 
ǭǹ ȕȍȚ ȚȈȒȐȝ șȐȓȤȕȣȝ ȔȍȝȈȕȐȏȔȖȊ ȗȖ ȍȍ ȏȈȡȐȚȍ”. 
   ȇ șȗȘȖșȐȓ, ȟȚȖ, ȗȖ ȍȍ ȔȕȍȕȐȦ, ȗȘȖȐȏȖȑȌȍȚ ș ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤȦ Ȑ 
șȊȖȉȖȌȖȑ șȓȖȊȈ. ǶȕȈ ȖȚȊȍȚȐȓȈ: “ǳȍȋȒȖ șȒȈȏȈȚȤ, ȟȚȖ Ȋșȍ șȚȈȕȍȚ ȝțȎȍ. ǴȖȎȕȖ ȚȈȒ 
șȒȈȏȈȚȤ, Ȑ, ȒȖȋȌȈ ȥȚȖ șȓțȟȐȚșȧ, ȟțȊșȚȊȖȊȈȚȤ șȍȉȧ ȋȍȕȐȍȔ. ǵȖ ȧ ȊȣȉȐȘȈȦ ȌȘțȋțȦ 
ȚȈȒȚȐȒț. ȇ ȌțȔȈȦ, ȟȚȖ șțȡȍșȚȊțȍȚ ȊȖȏȔȖȎȕȖșȚȤ țȓțȟȠȍȕȐȧ șȐȚțȈȞȐȐ, ȕȖ ȗȖȒȈ 
ȐȕȜȖȘȔȈȞȐȧ ȗȖȓȤȏȖȊȈȚȍȓȍȑ ȧȊȓȧȍȚșȧ ȚȖȊȈȘȖȔ, Ȉ șȊȖȉȖȌȕȖȍ ǷǶ ȐȓȐ șȍȘȊȐșȣ - 

ȥȚȖ ȚȖ, ȕȈ ȟȚȖ ȖȕȐ ȔȍȕȧȦȚ ȥȚȖȚ ȚȖȊȈȘ, ȉțȌȍȚ ȖȟȍȕȤ șȓȖȎȕȖ ȐȏȔȍȕȐȚȤ ȟȚȖ-ȚȖ Ȓ 
ȓțȟȠȍȔț. Ǵȣ ȏȕȈȍȔ, ȟȚȖ ȗȖȓȤȏȖȊȈȚȍȓȐ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȞȍȕȧȚ 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ, Ȑ ȟȈșȚȖ ȋȖȚȖȊȣ ȏȈ ȕȍȍ ȏȈȗȓȈȚȐȚȤ, ȍșȓȐ ȗȘȍȌȖșȚȈȊȐȚȤ ȐȔ 
ȊȣȉȖȘ. ǵȖ ȕțȎȕȖ ȌȈȚȤ ȐȔ ȥȚȖȚ ȊȣȉȖȘ, Ȉ ȧ ȕȍ țȊȍȘȍȕȈ, ȟȚȖ ȥȚȖ ȗȘȖȐȏȖȑȌȍȚ, 
ȗȖȚȖȔț ȟȚȖ ȒȘțȗȕȣȍ ȐȋȘȖȒȐ șȚȈȕȖȊȧȚșȧ ȚȖȓȤȒȖ șȐȓȤȕȍȍ, Ȑ ȚȈȒȖȍ ȌȍȑșȚȊȐȍ ȕȐȒȈȒ 
ȕȍ țȒȓȈȌȣȊȈȍȚșȧ Ȋ ȚȍȒțȡțȦ ȉȐȏȕȍș-ȔȖȌȍȓȤ”.  
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   ǵȈȗȖșȓȍȌȖȒ, ȧ ȌȖȓȎȍȕ ȉȣȓ șȗȘȖșȐȚȤ ǫȈȓȗȍȘȐȕ, ȒȈȒ ȖȕȈ ȕȈȟȈȓȈ țȊȓȍȒȈȚȤșȧ 
ȊȖȏȌțȠȕȖȑ ȈȒȘȖȉȈȚȐȒȖȑ. ǶȕȈ ȖȚȊȍȚȐȓȈ: “Ǫ șȘȍȌȕȍȑ ȠȒȖȓȍ ȧ ȏȈȕȐȔȈȓȈșȤ 
ȋȐȔȕȈșȚȐȒȖȑ. Ǫ ȔȖȍȑ șȚȈȘȠȍȑ ȠȒȖȓȍ ȉȣȓȈ ȞȐȘȒȖȊȈȧ șȍȒȞȐȧ, ȗȖȥȚȖȔț ȊȔȍșȚȖ 
ȖȉȣȟȕȖȋȖ șȗȖȘȚȈ, ȧ șȚȈȓȈ ȏȈȕȐȔȈȚȤșȧ ȈȒȘȖȉȈȚȐȒȖȑ. ǷȖșȓȍ șȚȈȘȠȍȑ ȠȒȖȓȣ, ȧ 
ȌȍȓȈȓȈ ȕȍșȒȖȓȤȒȖ țȗȘȈȎȕȍȕȐȑ Ȑȏ ȊȖȏȌțȠȕȖȑ ȈȒȘȖȉȈȚȐȒȐ Ȑ șȕȖȊȈ ȟțȊșȚȊȖȊȈȓȈ 
șȍȉȧ ȕȈ 20. ȅȚȖ ȖȚȓȐȟȕȣȍ țȗȘȈȎȕȍȕȐȧ, Ȉ ȒȖȋȌȈ Ȋȣ ȒȘțȚȐȚȍșȤ ȕȈ ȊȣșȖȚȍ 9 
ȔȍȚȘȖȊ, ȚȖ ȕȍ ȌțȔȈȍȚȍ Ȗȉ ȐȕȚȍȘȕȍȚȍ”. 
   ǵȍ ȏȕȈȦ, ȒȈȒ Ȋȣ, Ȉ Ȕȕȍ ȕȘȈȊȐȚșȧ ȖșȖȏȕȈȊȈȚȤ, ȟȚȖ ȖȌȐȕ Ȑȏ șȈȔȣȝ ȐȏȊȍșȚȕȣȝ 
șȚȖȘȖȕȕȐȒȖȊ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ ȕȍ ȉȖȐȚșȧ ȘȐșȒȖȊȈȚȤ, ȕȐ Ȋ șȊȖȍȑ ȘȈȉȖȚȍ, ȕȐ Ȋ 
șȊȖȍȔ ȝȖȉȉȐ.  
 

 

 

 

ǷȖȌȘȖȉȕȍȍ Ȗ ǭȊȍ ǫȈȓȗȍȘȐȕ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǭȊȍ ǫȈȓȗȍȘȐȕ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ:                                                        
 

- ǺȊȐȚȍȘ ǭȊȣ ǫȈȓȗȍȘȐȕ: https://twitter.com/evacide 

- ǷȘȖȜȐȓȤ ǭȊȣ ǫȈȓȗȍȘȐȕ Ȋ EFF: https://www.eff.org/about/staff/eva-galperin     
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ǫȓȈȊȈ 45. ǻșȚȈȕȖȊȒȈ ȗȈȚȟȍȑ 

 

 

 

ǲȈȎȌȣȑ ȌȍȕȤ ȔȐȓȓȐȖȕȣ Ȋȍȉ-șȈȑȚȖȊ Ȑ ȥȓȍȒȚȘȖȕȕȣȝ ȗȐșȍȔ șȖȌȍȘȎȈȚ 
ȊȘȍȌȖȕȖșȕȣȍ șșȣȓȒȐ ȕȈ “ȕȈȉȖȘȣ ȥȒșȗȓȖȑȚȖȊ”. ǷȘȖȋȘȈȔȔȐșȚȣ (ȐȓȐ ȒȖȔȈȕȌȣ 
ȗȘȖȋȘȈȔȔȐșȚȖȊ), șȖȏȌȈȦȡȐȍ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ ȐșȗȖȓȤȏțȦȚ ȐȓȐ ȗȘȖȌȈȦȚ ȕȈȉȖȘȣ 
ȥȒșȗȓȖȑȚȖȊ. ǲȈȒ ȗȘȈȊȐȓȖ, Ȋ ȕȈȉȖȘȈȝ ȥȒșȗȓȖȑȚȖȊ ȍșȚȤ Ȋșȍ, ȟȚȖ ȕțȎȕȖ ȚȖȔț, ȒȚȖ 
ȔȍȟȚȈȍȚ șȚȈȚȤ ȝȈȒȍȘȖȔ, ȊȒȓȦȟȈȧ ȚȍȝȗȖȌȌȍȘȎȒț 24/7 Ȑ ȈȊȚȖȖȉȕȖȊȓȍȕȐȧ, ȒȖȚȖȘȣȍ 
ȗȖȏȊȖȓȧȦȚ ȐȏȉȍȎȈȚȤ ȖȉȕȈȘțȎȍȕȐȧ ȈȕȚȐȊȐȘțșȕȣȔȐ șȒȈȕȍȘȈȔȐ. ǽȖȘȖȠȐȑ ȕȈȉȖȘ 
ȥȒșȗȓȖȑȚȖȊ ȔȖȎȍȚ ȌȈȎȍ ȕȈȑȚȐ Ȑ șȌȍȓȈȚȤ ȊȘȍȌȖȕȖșȕȣȔ Ȋȍȉ-șȈȑȚ, ȒȖȚȖȘȣȑ ȌȖ 
ȥȚȖȋȖ ȉȣȓ ȉȍȏȖȗȈșȕȣȔ. ǹ ȗȖȔȖȡȤ ȕȍȋȖ Ȋ ȌȈȓȤȕȍȑȠȍȔ ȔȖȎȕȖ ȏȈȘȈȏȐȚȤ 

ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȒȖȚȖȘȣȍ ȗȖȏȎȍ ȏȈȑȌțȚ ȕȈ ȥȚȖȚ Ȋȍȉ-șȈȑȚ. Ǫșȍ, ȟȚȖ ȕțȎȕȖ șȌȍȓȈȚȤ 
ȏȓȖțȔȣȠȓȍȕȕȐȒț - ȒțȗȐȚȤ ȚȈȒȖȑ ȕȈȉȖȘ, ȏȈȗțșȚȐȚȤ ȍȋȖ Ȑ ȖȚȗȘȈȊȐȚȤ ȕȈ ȗȖȐșȒȐ 
șȈȑȚȖȊ-ȎȍȘȚȊ. 
   ǷȖȟȚȐ ȊșȍȋȌȈ ȕȈȉȖȘ ȥȒșȗȓȖȑȚȖȊ șȖȌȍȘȎȐȚ ȒȓȐȍȕȚșȒțȦ ȟȈșȚȤ (ȗȘȖȋȘȈȔȔȣ, 
ȏȈȗțșȒȈȍȔȣȍ ȕȈ ȒȖȔȗȤȦȚȍȘȈȝ ȒȖȕȍȟȕȣȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ, Ȋ ȏȈȊȐșȐȔȖșȚȐ ȖȚ 
ȊȘȍȌȖȕȖșȕȖȋȖ ȒȖȌȈ, ȒȖȚȖȘȣȑ ȊȏȓȈȔȣȊȈȍȚ șȍȘȊȍȘȣ), ȒȖȚȖȘȈȧ ȖșțȡȍșȚȊȓȧȍȚ 
ȗȘȖȊȍȘȒț ȕȈ ȖȚșțȚșȚȊȐȍ ȔȕȖȋȖȟȐșȓȍȕȕȣȝ ȗȈȚȟȍȑ. ǺȈȒȐȍ ȗȘȖȋȘȈȔȔȣ ȔȖȋțȚ 
ȖșțȡȍșȚȊȓȧȚȤ ȗȘȖȊȍȘȒț ȕȈ ȕȈȓȐȟȐȍ ȒȈȒ ȕȍȉȖȓȤȠȖȋȖ ȒȖȓȐȟȍșȚȊȈ țȧȏȊȐȔȖșȚȍȑ, 
ȚȈȒ Ȑ ȕȍșȒȖȓȤȒȐȝ ȌȍșȧȚȒȖȊ. ǵȍțȌȈȟȓȐȊȣȍ ȗȖșȍȚȐȚȍȓȐ, ȒȖȚȖȘȣȍ ȕȍ 
țșȚȈȕȈȊȓȐȊȈȓȐ ȗȈȚȟȐ, ȗȖȌȊȍȘȋȈȦȚșȧ ȕȍȏȈȔȍȚȕȖȔț ȊȏȓȖȔț (ȚȈȒȎȍ ȐȏȊȍșȚȕȖȔț, 
ȒȈȒ “drive-by download”), Ȋ ȚȖ ȊȘȍȔȧ, ȒȈȒ Ȓ ȗȖșȍȚȐȚȍȓȧȔ, ȐșȗȖȓȤȏțȦȡȐȔ 
ȗȘȖȗȈȚȟȍȕȕȖȍ ǷǶ, ȒȈȒ ȗȘȈȊȐȓȖ, ȗȘȐȔȍȕȧȍȚșȧ șȖȞȐȈȓȤȕȈȧ ȐȕȎȍȕȍȘȐȧ, Ȑȝ 
șȚȈȘȈȦȚșȧ țȉȍȌȐȚȤ țșȚȈȕȖȊȐȚȤ ȚȘȖȧȕșȒțȦ ȗȘȖȋȘȈȔȔț. ǶȉȣȟȕȖ ȗȓȖȝȐȍ ȗȈȘȕȐ, 
ȐșȗȖȓȤȏțȦȡȐȍ ȕȈȉȖȘȣ ȥȒșȗȓȖȑȚȖȊ, șȚȈȘȈȦȚșȧ ȊȏȓȖȔȈȚȤ ȕȍȗȘȖȗȈȚȟȍȕȕȣȍ 
țșȚȘȖȑșȚȊȈ, Ȉ ȕȍ ȗȘȐȔȍȕȧȚȤ șȖȞȐȈȓȤȕțȦ ȐȕȎȍȕȍȘȐȦ, ȗȖȚȖȔț ȟȚȖ ȕȍ Ȋșȍ 
ȗȖȓȤȏȖȊȈȚȍȓȐ ȗȖ țȔȖȓȟȈȕȐȦ șȖȋȓȈșȧȚșȧ țșȚȈȕȖȊȐȚȤ Țț ȗȘȖȋȘȈȔȔț, ȒȖȚȖȘțȦ ȐȔ 
ȗȘȍȌȓȈȋȈȦȚ. Ǫ ȉȖȓȤȠȐȕșȚȊȍ ȕȈȉȖȘȖȊ ȥȒșȗȓȖȑȚȖȊ ȍșȚȤ ȌȈȎȍ ȒȖȕșȖȓȤ 
ȞȍȕȚȘȈȓȐȏȖȊȈȕȕȖȋȖ țȗȘȈȊȓȍȕȐȧ, ș ȗȖȔȖȡȤȦ ȒȖȚȖȘȖȑ ȗȘȍșȚțȗȕȐȒȐ ȔȖȋȓȐ ȊȐȌȍȚȤ, 

ȒȈȒȐȍ țȧȏȊȐȔȖșȚȐ ȐșȗȖȓȤȏțȦȚșȧ Ȑ ȒȈȒ ȏȈȘȈȎȈȦȚșȧ țșȚȘȖȑșȚȊȈ. 
   ǵȖ ȌȈȎȍ ȉȍȏ ȕȈȉȖȘȖȊ ȥȒșȗȓȖȑȚȖȊ, ȖȚșțȚșȚȊțȦȡȐȍ ȗȈȚȟȐ - ȖȌȕȈ Ȑȏ ȋȓȈȊȕȣȝ 
ȗȘȖȉȓȍȔ, șȗȖșȖȉșȚȊțȦȡȐȝ ȊȏȓȖȔț. ǪȖȏȔȖȎȕȖ ȖȌȕȈȎȌȣ Ȋșȍ ȐȏȔȍȕȐȚșȧ, ȕȖ țȎȍ 
ȗȖȟȚȐ ȚȘȐ ȌȍșȧȚȐȓȍȚȐȧ ȥȚȖ ȖșȚȈȍȚșȧ ȜȈȒȚȖȔ. Ǫșȍ, ȟȚȖ ȕțȎȕȖ șȌȍȓȈȚȤ, ȟȚȖȉȣ 
ȖȉȍșȗȍȟȐȚȤ ȕȈ ȒȖȔȗȤȦȚȍȘȈȝ ȕȈȐȓțȟȠțȦ ȏȈȡȐȚț ȖȚ țȧȏȊȐȔȖșȚȍȑ ǷǶ – ȥȚȖ 
șȊȖȍȊȘȍȔȍȕȕȖ Ȑ ȗȖșȚȖȧȕȕȖ țșȚȈȕȈȊȓȐȊȈȚȤ ȖȉȕȖȊȓȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ. ǯȊțȟȐȚ ȕȍ 
șȓȖȎȕȖ. ǭșȚȤ ȌȈȎȍ ȌȍșȧȚȒȐ ȐȕșȚȘțȔȍȕȚȖȊ, ȒȖȚȖȘȣȍ ȔȖȋțȚ Ȋ ȥȚȖȔ ȗȖȔȖȟȤ. 
   ǲ șȖȎȈȓȍȕȐȦ, șȊȖȍȊȘȍȔȍȕȕȈȧ țșȚȈȕȖȊȒȈ ȗȈȚȟȍȑ ȖșȚȈȍȚșȧ șȓȐȠȒȖȔ șȓȖȎȕȣȔ Ȑ 
ȚȘțȌȕȖȌȖșȚȐȎȐȔȣȔ ȐȌȍȈȓȖȔ. ǵȍ țȊȍȘȍȕ, ȟȚȖ ȏȈ ȊșȦ șȊȖȦ ȒȈȘȤȍȘț șȒȈȕȐȘȖȊȈȕȐȧ 
șȖȚȍȕ Ȑ șȖȚȍȕ Țȣșȧȟ ȒȖȔȗȤȦȚȍȘȖȊ, ȧ ȝȖȚȧ ȉȣ ȘȈȏ ȊȐȌȍȓ ȒȖȔȗȤȦȚȍȘ, ȕȈ ȒȖȚȖȘȖȔ 
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ȉȣȓȐ țșȚȈȕȖȊȓȍȕȣ Ȋșȍ ȗȈȚȟȐ. Ǩ ȍșȓȐ Ȑ ȊȐȌȍȓ, ȚȖ ȕȍ ȊșȗȖȔȕȦ. ǺȈȒȖȍ șȓțȟȈȍȚșȧ 
ȌȖȊȖȓȤȕȖ ȘȍȌȒȖ. 

 

ǯȈȟȍȔ ǶȉȕȖȊȓȧȚȤ ǻșȚȘȖȑșȚȊȈ?                  

Ǫ șȓȍȌțȦȡȐȝ ȘȈȏȌȍȓȈȝ ȖȗȐșȈȕȣ șȈȔȣȍ ȏȕȈȟȐȔȣȍ ȜȈȒȚȣ, ȒȖȚȖȘȣȍ țȗțșȒȈȦȚșȧ Ȑȏ 
ȊȐȌț ȉȖȓȤȠȐȕșȚȊȖȔ ȗȖȓȤȏȖȊȈȚȍȓȍȑ. 

ǩȖȓȤȠȐȕșȚȊȖ ȅȒșȗȓȖȑȚȖȊ ǰșȗȖȓȤȏțȦȚ ǹȚȈȘȣȍ ǻȧȏȊȐȔȖșȚȐ, 
Ȍȓȧ ǲȖȚȖȘȣȝ ǹțȡȍșȚȊțȦȚ ǷȈȚȟȐ  
Ǭȓȧ ȊȏȓȖȔȈ ȉȖȓȤȠȐȕșȚȊȈ țșȚȘȖȑșȚȊ ȊȘȍȌȖȕȖșȕȖȍ ǷǶ ȐșȗȖȓȤȏțȍȚ țȧȏȊȐȔȖșȚȐ, 
ȒȖȚȖȘȣȍ ȉȣȓȐ ȐșȗȘȈȊȓȍȕȣ ȗȈȚȟȈȔȐ ȊȣȗțȡȍȕȕȣȔȐ ȋȖȌ ȕȈȏȈȌ ȐȓȐ ȉȖȓȍȍ. ǴȕȖȋȐȍ 
ȐșșȓȍȌȖȊȈȕȐȧ ȗȖȒȈȏȣȊȈȦȚ, ȟȚȖ, ȒȈȒ ȗȘȈȊȐȓȖ, ȐșȗȖȓȤȏțȦȚșȧ Țȍ țȧȏȊȐȔȖșȚȐ, 
ȒȖȚȖȘȣȍ ȏȈȒȘȣȊȈȦȚșȧ ȗȈȚȟȈȔȐ, ȊȣȗțȡȍȕȕȣȔȐ ȗȘȖȐȏȊȖȌȐȚȍȓȍȔ ȌȊȈ ȐȓȐ ȚȘȐ ȋȖȌȈ 
ȕȈȏȈȌ. ǹțȡȍșȚȊțȍȚ ȕȍȔȈȓȣȑ ȗȘȖȞȍȕȚ ȒȖȔȗȤȦȚȍȘȖȊ, ȕȈ ȒȖȚȖȘȣȍ șȖȊșȍȔ ȕȍ 
țșȚȈȕȈȊȓȐȊȈȦȚ ȗȈȚȟȐ. ǭșȓȐ ȊȒȓȦȟȐȚȤ Ȋ ȜȈȑȘȊȖȓȍ ȜțȕȒȞȐȦ ȗȖȐșȒȈ Ȑ 
ȖȉȕȈȘțȎȍȕȐȧ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ, ȒȖȚȖȘȣȍ ȗȣȚȈȦȚșȧ ȏȈȘȈȏȐȚȤ ȊȈȠ 
ȒȖȔȗȤȦȚȍȘ ȐȓȐ șȍȚȤ, ȚȖ ȔȖȎȕȖ ȖȉȕȈȘțȎȐȚȤ ȥȒșȗȓȖȑȚȣ, ȒȖȚȖȘȣȍ ȉȣȓȐ 
ȥȜȜȍȒȚȐȊȕȣ ȉȖȓȍȍ 15 ȓȍȚ ȕȈȏȈȌ (ȕȈȗȘȐȔȍȘ, Code Red, SQL Slammer, Ȑ ȚȈȒ 
ȌȈȓȍȍ). ǰȕȖȋȌȈ ȊșȚȘȍȟȈȦȚșȧ țȧȏȊȐȔȖșȚȐ ȕțȓȍȊȖȋȖ Ȍȕȧ (țȋȘȖȏȣ, ȐșȗȖȓȤȏțȦȡȐȍ 
țȧȏȊȐȔȖșȚȐ, Ȍȓȧ ȒȖȚȖȘȣȝ ȕȍ ȊȣȝȖȌȐȓȐ ȗȈȚȟȐ), ȕȖ ȖȕȐ ȊșȚȘȍȟȈȦȚșȧ ȘȍȌȒȖ Ȑ, Ȋ 
ȖșȕȖȊȕȖȔ, șȖșȚȈȊȓȧȦȚ Ȕȍȕȍȍ 1% Ȋșȍȝ țșȗȍȠȕȣȝ ȈȚȈȒ Ȋ ȐȕȚȍȘȕȍȚȍ. 

ǩȖȓȤȠȐȕșȚȊȖ ȅȒșȗȓȖȑȚȖȊ ǰșȗȖȓȤȏțȦȚ ǺȖȓȤȒȖ ǵȍșȒȖȓȤȒȖ 
ǵȍȗȘȖȗȈȚȟȍȕȕȣȝ ǷȘȖȋȘȈȔȔ    
Ǫ șȘȍȌȕȍȔ, ȏȈ ȋȖȌ, Ȋ șȖȚȕȧȝ ȘȈȏȓȐȟȕȣȝ ȗȘȖȋȘȈȔȔ ȖȉȕȈȘțȎȐȊȈȍȚșȧ 5000 - 6000 

ȖȚȌȍȓȤȕȣȝ țȧȏȊȐȔȖșȚȍȑ. ǵȖ, ȒȈȒ ȗȘȈȊȐȓȖ, ȞȍȓȤȦ ȊȏȓȖȔȈ ȧȊȓȧȍȚșȧ ȚȖȓȤȒȖ 
ȕȍșȒȖȓȤȒȖ ȗȘȖȋȘȈȔȔ. ǵȈȗȘȐȔȍȘ, Ȋ ȖȚȟȍȚȍ Cisco 2014 Annual Security Report 

(http://www.cisco.com/web/offers/lp/2014-annual-securityreport/index.html) 

ȋȖȊȖȘȐȚșȧ, ȟȚȖ 91% Ȋșȍȝ ȊȏȓȖȔȖȊ ȌȖȔȈȠȕȐȝ ȒȖȔȗȤȦȚȍȘȖȊ ȟȍȘȍȏ ȐȕȚȍȘȕȍȚ 
ȗȘȐȝȖȌȐȚșȧ ȕȈ ȕȍȗȘȖȗȈȚȟȍȕȕțȦ ȗȘȖȋȘȈȔȔț Oracle Java. ǭșȓȐ ȌȖȉȈȊȐȚȤ șȦȌȈ ȚȖȗ-

4 ȖșȚȈȓȤȕȣȝ ȗȘȖȋȘȈȔȔ, ȚȖ Ȋșȍ ȖȕȐ ȉțȌțȚ șȖșȚȈȊȓȧȚȤ 100% Ȋșȍȝ țșȗȍȠȕȣȝ 
ȊȏȓȖȔȖȊ ȟȍȘȍȏ ȐȕȚȍȘȕȍȚ. ǺȖ ȍșȚȤ, ȚȖȚ, ȒȚȖ țșȚȈȕȖȊȐȚ ȖȉȕȖȊȓȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ 
Ȍȓȧ ȗȧȚȐ ȗȘȖȋȘȈȔȔ, ȏȕȈȟȐȚȍȓȤȕȖ șȕȐȏȐȚ ȘȐșȒ ȊȏȓȖȔȈ Ȋ ȓȦȉȖȑ șȘȍȌȍ. Java 
ȉȖȓȤȠȍ ȕȍ ȧȊȓȧȍȚșȧ ȖșȕȖȊȕȖȑ ȗȘȖȋȘȈȔȔȖȑ, ȟȍȘȍȏ ȒȖȚȖȘțȦ ȗȘȖȐȏȊȖȌȐȚșȧ ȊȏȓȖȔ. 
ȅȚȖȋȖ ȘȍȏțȓȤȚȈȚȈ ȌȖȉȐȓȐșȤ ȉȓȈȋȖȌȈȘȧ șȖȊȖȒțȗȕȖșȚȐ ȜȈȒȚȖȘȖȊ (Ȋ ȚȖȔ ȟȐșȓȍ, 
ȖȚȒȈȏ ȖșȕȖȊȕȣȝ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ ȉȘȈțȏȍȘȖȊ ȖȚ șȖȊȔȍșȚȐȔȖșȚȐ ș Java ȗȖ 
țȔȖȓȟȈȕȐȦ), ȕȖ ȗȘȖȋȘȈȔȔȈ ȕȖȔȍȘ ȖȌȐȕ, ȒȖȚȖȘȈȧ ȉȖȓȤȠȍ ȊșȍȋȖ ȗȖȌȊȍȘȎȍȕȈ 
ȊȏȓȖȔț, ȊșȍȋȌȈ ȔȍȕȧȍȚșȧ. ǴȕȖȋȖ ȓȍȚ ȕȈȏȈȌ ȚȈȒȖȑ ȗȘȖȋȘȈȔȔȖȑ ȉȣȓȈ DOS, ȏȈȚȍȔ 
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Microsoft Windows, Microsoft Outlook ȐȓȐ Microsoft Internet Explorer. ǹȍȋȖȌȕȧ, 
ȚȈȒȐȔȐ ȗȘȖȋȘȈȔȔȈȔȐ, Ȋ ȖșȕȖȊȕȖȔ, ȧȊȓȧȦȚșȧ ȘȈșȠȐȘȍȕȐȧ ȉȘȈțȏȍȘȖȊ, ȗȖȚȖȔț ȟȚȖ 
ȖȕȐ, ȒȈȒ ȗȘȈȊȐȓȖ, ȘȈȉȖȚȈȦȚ ȕȈ ȕȍșȒȖȓȤȒȐȝ ȗȓȈȚȜȖȘȔȈȝ. ǷȘȖȋȘȈȔȔȣ, ȒȖȚȖȘȣȍ 
ȉȖȓȤȠȍ ȊșȍȋȖ ȗȖȌȊȍȘȎȍȕȣ ȊȏȓȖȔț ȔȖȋțȚ ȔȍȕȧȚȤșȧ, ȕȖ ȜȈȒȚ ȕȈȓȐȟȐȧ ȕȍșȒȖȓȤȒȐȝ 
ȗȘȖȋȘȈȔȔ, ȒȖȚȖȘȣȍ ȉȖȓȤȠȍ ȊșȍȋȖ ȗȖȌȊȍȘȎȍȕȣ ȊȏȓȖȔț, ȊȘȧȌ ȓȐ ȗȖȚȍȘȧȍȚ șȊȖȦ 
ȈȒȚțȈȓȤȕȖșȚȤ Ȋ ȉȓȐȎȈȑȠȍȔ ȉțȌțȡȍȔ.  

ǷȘȖȋȘȈȔȔȣ, Ȍȓȧ ǲȖȚȖȘȣȝ ǸȍȎȍ ǪșȍȋȖ ǻșȚȈȕȈȊȓȐȊȈȦȚșȧ 
ǷȈȚȟȐ, ȕȍ ǪșȍȋȌȈ ȇȊȓȧȦȚșȧ ǾȍȓȤȦ ǪȏȓȖȔȈ                   
ǹțȡȍșȚȊțȍȚ ȖȋȘȖȔȕȈȧ ȗȘȖȗȈșȚȤ ȔȍȎȌț ȊȍȘȖȧȚȕȖșȚȤȦ ȏȈȘȈȎȍȕȐȧ ȗȘȖȋȘȈȔȔ, Ȍȓȧ 
ȒȖȚȖȘȣȝ ȗȈȚȟȐ țșȚȈȕȈȊȓȐȊȈȦȚșȧ ȘȍȎȍ ȊșȍȋȖ, Ȑ ȕȍȗȘȖȗȈȚȟȍȕȕȣȝ ȗȘȖȋȘȈȔȔ, ș 
ȗȖȔȖȡȤȦ ȒȖȚȖȘȣȝ, ȟȈȡȍ ȊșȍȋȖ ȖșțȡȍșȚȊȓȧȍȚșȧ ȊȏȓȖȔ. ǽȖȘȖȠȐȑ ȥȒșȗȍȘȚ ȗȖ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȗȖȕȐȔȈȍȚ ȥȚț ȘȈȏȕȐȞț, Ȑ ȒȖȕȞȍȕȚȘȐȘțȍȚ țșȐȓȐȧ 
ȕȈ ȗȖșȓȍȌȕȐȝ. ǵȈȗȘȐȔȍȘ, Microsoft Visual C++ Redistributable ȌȖȓȋȖȍ ȊȘȍȔȧ ȉȣȓȈ 
ȗȘȖȋȘȈȔȔȖȑ, ȒȖȚȖȘțȦ țșȚȈȕȈȊȓȐȊȈȓȐ șȚȖȘȖȕȕȐȍ ȗȘȖȋȘȈȔȔȣ, Ȑ Ȍȓȧ ȒȖȚȖȘȖȑ ȘȍȎȍ 
ȊșȍȋȖ țșȚȈȕȈȊȓȐȊȈȓȐșȤ ȗȈȚȟȐ. ǶȌȕȈȒȖ, ȍȍ ȗȘȈȒȚȐȟȍșȒȐ ȕȍ ȊȏȓȈȔȣȊȈȓȐ, ȗȖȚȖȔț 
ȟȚȖ șȚȖȘȖȕȕȐȍ ȗȘȖȋȘȈȔȔȣ țșȚȈȕȈȊȓȐȊȈȓȐ Ȑ ȐșȗȖȓȤȏȖȊȈȓȐ ȍȍ ȗȖ-ȘȈȏȕȖȔț, ȟȚȖ 
ȏȈȚȘțȌȕȧȓȖ ȖȉȕȈȘțȎȍȕȐȍ Ȑ ȐșȗȖȓȤȏȖȊȈȕȐȍ țȧȏȊȐȔȖșȚȐ. ǯȈȡȐȚȕȐȒȐ ȌȖȓȎȕȣ 
ȜȖȒțșȐȘȖȊȈȚȤșȧ ȕȈ țșȚȈȕȖȊȒȍ ȗȈȚȟȍȑ Ȍȓȧ țșȚȘȈȕȍȕȐȧ ȌȣȘ Ȋ ȉȍȏȖȗȈșȕȖșȚȐ Țȍȝ 
ȗȘȖȋȘȈȔȔ, ȒȖȚȖȘȣȍ ȟȈȡȍ ȊșȍȋȖ ȊȏȓȈȔȣȊȈȦȚ. Ǩ ȥȚȖ ȕȍ ȊșȍȋȌȈ ȗȖȗțȓȧȘȕȣȍ 
ȗȘȖȋȘȈȔȔȣ, Ȍȓȧ ȒȖȚȖȘȣȝ ȘȍȌȒȖ țșȚȈȕȈȊȓȐȊȈȦȚșȧ ȗȈȚȟȐ. 

ǵȍȖȉȝȖȌȐȔȖ ǷȈȚȟȐȚȤ Ȑ ǨȗȗȈȘȈȚȕȣȍ ǲȖȔȗȖȕȍȕȚȣ            
ǲȈȒ ȗȘȈȊȐȓȖ, ȈȗȗȈȘȈȚȕȣȍ ȒȖȔȗȖȕȍȕȚȣ ȐȔȍȦȚ șȖȉșȚȊȍȕȕțȦ ȗȘȖȠȐȊȒț. ǷȘȖȠȐȊȒȈ 
- ȥȚȖ, ȗȖ șțȚȐ, ȗȘȖȋȘȈȔȔȈ, țșȚȈȕȖȊȓȍȕȕȈȧ Ȋ ȒȘȍȔȕȐȍȊȣȑ ȟȐȗ, ȐȓȐ, ȒȈȒ ȧ ȓȦȉȓȦ 
Ȑȝ ȕȈȏȣȊȈȚȤ, “ȗȘȖȋȘȈȔȔȣ, ȒȖȚȖȘȣȍ șȓȖȎȕȍȍ ȖȉȕȖȊȐȚȤ”. ǹȗȍȞȐȈȓȐșȚȣ ȗȖ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȌȖȓȎȕȣ țșȚȈȕȈȊȓȐȊȈȚȤ ȗȈȚȟȐ ȕȈ ȈȗȗȈȘȈȚȕȣȍ 
ȒȖȔȗȖȕȍȕȚȣ, ȗȘȖȠȐȊȒț, BIOS, Ȑ ȓȦȉȖȍ ȖȉȖȘțȌȖȊȈȕȐȍ ȐȔȍȦȡȍȍ șȖȉșȚȊȍȕȕȖȍ ǷǶ. 
 

ǶșȕȖȊȕȣȍ ǷȘȖȉȓȍȔȣ ȗȘȐ ǻșȚȈȕȖȊȒȍ ǷȈȚȟȍȑ 

ǭșȓȐ ȉȣ țșȚȈȕȈȊȓȐȊȈȚȤ ȗȈȚȟȐ ȉȣȓȖ ȓȍȋȒȖ, ȚȖ ȥȚȖ ȕȍ ȧȊȓȧȓȖșȤ ȉȣ ȚȈȒȖȑ 
ȗȘȖȉȓȍȔȖȑ, ȒȈȒȖȑ ȧȊȓȧȍȚșȧ șȍȋȖȌȕȧ. Ǫ șȓȍȌțȦȡȐȝ ȘȈȏȌȍȓȈȝ ȖȗȐșȈȕȣ ȕȍȒȖȚȖȘȣȍ 
ȗȘȖȉȓȍȔȣ, șȊȧȏȈȕȕȣȍ ș țșȚȈȕȖȊȒȖȑ ȗȈȚȟȍȑ. 
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ǷȘȖȊȍȘȒȈ ǵȍțșȚȈȕȖȊȓȍȕȕȣȝ ǷȈȚȟȍȑ ȕȍ ǪșȍȋȌȈ ǬȈȍȚ ǺȖȟȕȣȑ 
ǸȍȏțȓȤȚȈȚ                    
ǵȍȊȈȎȕȖ, ȒȈȒțȦ ȗȘȖȋȘȈȔȔț Ȋȣ ȐșȗȖȓȤȏțȍȚȍ Ȍȓȧ ȗȘȖȊȍȘȒȐ ȕȈȓȐȟȐȧ ȕȖȊȣȝ 

ȗȈȚȟȍȑ, ȖȕȈ ȔȖȎȍȚ ȗȖȒȈȏȈȚȤ ȕȍ Ȋșȍ ȌȖșȚțȗȕȣȍ ȖȉȕȖȊȓȍȕȐȧ. ǪȖ ȔȕȖȋȐȝ șȓțȟȈȧȝ Ȋ 
ȥȚȖȔ ȊȐȕȖȊȈȚȈ ȕȍ șȈȔȈ ȗȘȖȋȘȈȔȔȈ, ȖȚȊȍȟȈȦȡȈȧ ȏȈ țșȚȈȕȖȊȒț ȖȉȕȖȊȓȍȕȐȑ. 
ǲȖȔȗȤȦȚȍȘȕȣȍ țșȚȘȖȑșȚȊȈ - ȥȚȖ șȓȖȎȕȣȍ ȔȈȠȐȕȣ, ș ȉȖȓȤȠȐȔ ȒȖȓȐȟȍșȚȊȖȔ 
ȏȈȔȍȕȧȍȔȣȝ ȥȓȍȔȍȕȚȖȊ, Ȋ ȒȖȚȖȘȣȝ ȗȘȐșțȚșȚȊțȍȚ ȔȕȖȋȖ ȉȈȋȖȊ, Ȑ ȓȦȉȖȑ Ȑȏ ȥȚȐȝ 
ȉȈȋȖȊ ȔȖȎȍȚ ȗȖȔȍȠȈȚȤ ȗȘȖȊȍȘȒȍ ȕȈȓȐȟȐȧ ȖȉȕȖȊȓȍȕȐȑ. ǩȖȓȍȍ ȚȖȋȖ, 
ȗȖȓȤȏȖȊȈȚȍȓȐ ȔȖȋțȚ ȘȈȉȖȚȈȚȤ ș țșȚȘȖȑșȚȊȈȔȐ ȐȓȐ ȊȍȘșȐȧȔȐ țșȚȘȖȑșȚȊ, ȒȖȚȖȘȣȍ 
ȕȍ ȗȖȌȌȍȘȎȐȊȈȦȚșȧ ȊȈȠȍȑ ȗȘȖȋȘȈȔȔȖȑ, ȗȘȖȊȍȘȧȦȡȍȑ ȕȈȓȐȟȐȍ ȗȈȚȟȍȑ, ȐȓȐ ȊȈȔ 
ȔȖȋțȚ ȗȖȔȍȠȈȚȤ ȋȘȈȕȐȞȣ ȉȍȏȖȗȈșȕȖșȚȐ șȍȚȐ. ǹțȡȍșȚȊțȍȚ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ 

ȗȘȐȟȐȕ, ȗȖ ȒȖȚȖȘȣȔ ȘȍȏțȓȤȚȈȚ ȗȘȖȊȍȘȒȐ ȖȉȕȖȊȓȍȕȐȑ ȔȖȎȍȚ ȉȣȚȤ ȕȍȚȖȟȕȣȔ. 
ǺȈȒȈȧ ȗȘȖȊȍȘȒȈ ȕȐȒȖȋȌȈ ȕȍ ȌȈȍȚ 100% ȚȖȟȕȖșȚȤ. Ǩ ȍșȓȐ ȕȍȊȖȏȔȖȎȕȖ 
ȖȉȕȈȘțȎȐȚȤ ȕȈȓȐȟȐȍ ȕȖȊȣȝ ȗȈȚȟȍȑ, ȚȖ ȊȈȔ ȕȍ ȗȖȓțȟȐȚșȧ Ȑȝ țșȚȈȕȖȊȐȚȤ. 

ǵȍȊȖȏȔȖȎȕȖ ǪșȍȋȌȈ ǻșȚȈȕȈȊȓȐȊȈȚȤ ǷȈȚȟȐ 

Java ȒȖȔȗȈȕȐȐ Sun (Ȉ ȚȍȗȍȘȤ Oracle) ȌȖȓȋȖȍ ȊȘȍȔȧ ȖșȚȈȊȈȓȈșȤ șȈȔȖȑ 
ȊȏȓȈȔȣȊȈȍȔȖȑ ȗȘȖȋȘȈȔȔȖȑ. Ǭȓȧ ȐșȗȘȈȊȓȍȕȐȧ ȥȚȖȑ șȐȚțȈȞȐȐ ȉȣȓȖ ȕȍȖȉȝȖȌȐȔȖ 
țșȚȈȕȖȊȐȚȤ ȗȈȚȟȐ, ȕȖ, Ȓ șȖȎȈȓȍȕȐȦ, ȉȖȓȤȠȈȧ ȟȈșȚȤ ȗȖȓȤȏȖȊȈȚȍȓȍȑ ȗȖ ȊșȍȔț 
ȔȐȘț ȕȍ țșȚȈȕȈȊȓȐȊȈȓȈ Ȑȝ ȗȖȟȚȐ ȌȊȈȌȞȈȚȤ ȓȍȚ. ǷȘȖȋȘȈȔȔȐșȚȣ Java ȗȖșȚȖȧȕȕȖȋȖ 
ȗȐȠțȚ șȊȖȐ ȗȘȖȋȘȈȔȔȣ, ȖȗȐȘȈȦșȤ ȕȈ ȖȗȘȍȌȍȓȍȕȕțȦ ȊȍȘșȐȦ Java, Ȑ ȍȍ 

ȊȖȏȔȖȎȕȖșȚȐ, Ȑ ȗȖșȓȍ ȖȉȕȖȊȓȍȕȐ ȥȚȐ ȗȘȖȋȘȈȔȔȣ ȔȖȋȓȐ ȗȍȘȍșȚȈȚȤ ȘȈȉȖȚȈȚȤ. ǰȏ-
ȏȈ ȚȖȋȖ, ȟȚȖ ȔȕȖȋȐȍ ȗȘȖȋȘȈȔȔȣ Ȋ ȒȖȔȗȈȕȐȧȝ ȉȣȓȐ ȕȈȗȐșȈȕȣ ȕȈ Java, Ȉ ȖȕȈ ȉȣȓȈ 

ȖșȕȖȊȕȖȑ ȗȘȐȟȐȕȖȑ ȊȏȓȖȔȈ, ȒȖȔȗȈȕȐȧȔ ȗȘȐȝȖȌȐȓȖșȤ ș ȥȚȐȔ ȎȐȚȤ, ȖȕȐ ȕȍ ȔȖȋȓȐ 
țșȚȈȕȈȊȓȐȊȈȚȤ ȗȈȚȟȐ. ǶȒȈȏȈȓȖșȤ, ȟȚȖ Țȍ, ȒȚȖ șȚȈȓ ȗȘȐȟȐȕȖȑ șȉȖȍȊ Ȋ ȘȈȉȖȚȍ, 
ȘȍȏȒȖ țȊȍȓȐȟȐȊȈȓȐ șȊȖȐ ȠȈȕșȣ ȕȈ țȊȖȓȤȕȍȕȐȍ, ȗȖ șȘȈȊȕȍȕȐȦ ș ȚȍȔȐ, ȒȚȖ ȗȘȖșȚȖ 
șȖȖȉȡȈȓ Ȗ ȕȍȊȖȏȔȖȎȕȖșȚȐ țșȚȈȕȖȊȒȐ ȗȈȚȟȈ, ȚȈȒ ȒȈȒ ȊȓȈȌȍȓȍȞ ȉȐȏȕȍșȈ ȏȈȗȘȍȡȈȓ 
ȖȉȕȖȊȓȧȚȤșȧ. 

ǹțȡȍșȚȊțȍȚ ǶȗȘȍȌȍȓȍȕȕȣȑ ǷȘȖȞȍȕȚ ǲȖȔȗȤȦȚȍȘȖȊ, ȕȈ 
ǲȖȚȖȘȣȍ ȕȍ ǻșȚȈȕȈȊȓȐȊȈȦȚșȧ ǷȈȚȟȐ                 
ǷȖ ȚȍȔ Ȏȍ ȗȘȐȟȐȕȈȔ, ȒȖȚȖȘȣȍ ȔȍȠȈȦȚ ȚȖȟȕȖȑ ȗȘȖȊȍȘȒȍ ȖȉȕȖȊȓȍȕȐȑ, 
șțȡȍșȚȊțȍȚ ȕȍȉȖȓȤȠȖȑ ȗȘȖȞȍȕȚ ȒȖȔȗȤȦȚȍȘȖȊ, ȕȈ ȒȖȚȖȘȣȍ ȕȍ țșȚȈȕȈȊȓȐȊȈȦȚșȧ 

ȗȈȚȟȐ. ǷȖ ȔȖȍȔț ȖȗȣȚț, ȚȈȒȐȝ ȒȖȔȗȤȦȚȍȘȖȊ ȕȍ ȔȕȖȋȖ, Ȋ șȘȍȌȕȍȔ 1-2%, ȕȖ 
ȐȕȖȋȌȈ ȥȚȈ ȞȐȜȘȈ ȔȖȎȍȚ ȌȖȝȖȌȐȚȤ ȌȖ 15-20%, Ȋ ȏȈȊȐșȐȔȖșȚȐ ȖȚ șȓȖȎȕȖșȚȐ 
ȗȈȚȟȈ Ȑ șȈȔȐȝ țșȚȘȖȑșȚȊ. ǶȌȐȕ Ȑȏ ȓțȟȠȐȝ șȗȖșȖȉȖȊ ȘȍȠȐȚȤ ȗȘȖȉȓȍȔț ș 
țșȚȈȕȖȊȒȖȑ ȗȈȚȟȍȑ - ȥȚȖ ȖȚșȓȍȎȐȊȈȚȤ Ȑ ȐșȗȘȈȊȓȧȚȤ ȒȖȔȗȤȦȚȍȘȣ, ȒȖȚȖȘȣȍ ȕȍ 
ȖȗȘȍȌȍȓȧȦȚșȧ ȗȘȐ ȗȘȖȊȍȘȒȍ ȖȉȕȖȊȓȍȕȐȑ, Ȑ ȐȔȍȦȚ ȗȘȖȉȓȍȔȣ ș Ȑȝ țșȚȈȕȖȊȒȖȑ. 
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ǻșȚȈȕȖȊȒȈ ǷȈȚȟȈ ǷȘȐȊȖȌȐȚ Ȓ ǹȉȖȧȔ Ȋ ǸȈȉȖȚȍ 

ǷȘȖȐȏȊȖȌȐȚȍȓȐ ȌȍȓȈȦȚ Ȋșȍ ȊȖȏȔȖȎȕȖȍ, ȟȚȖȉȣ șȕȐȏȐȚȤ ȒȖȓȐȟȍșȚȊȖ șȉȖȍȊ, 
ȊȣȏȊȈȕȕȣȝ țșȚȈȕȖȊȒȖȑ ȖȉȕȖȊȓȍȕȐȧ, ȕȖ ȖȕȐ ȕȍ ȔȖȋțȚ ȗȘȖȚȍșȚȐȘȖȊȈȚȤ ȗȈȚȟ ȕȈ 
Ȋșȍȝ ȊȖȏȔȖȎȕȣȝ ȒȖȔȉȐȕȈȞȐȧȝ “ȎȍȓȍȏȈ” Ȑ ȗȘȖȋȘȈȔȔ. Ǫ ȕȍȒȖȚȖȘȣȝ șȓțȟȈȧȝ 
țșȚȈȕȖȊȒȈ ȕȈȌȍȎȕȖȋȖ Ȑ ȉȍȏȖȗȈșȕȖȋȖ ȗȈȚȟȈ ȔȖȎȍȚ ȉȣȚȤ ȗȘȍȘȊȈȕȈ ȊȘȍȌȖȕȖșȕȖȑ 
ȗȘȖȋȘȈȔȔȖȑ, ȒȖȚȖȘȈȧ ȘȈȕȍȍ ȕȍ ȉȣȓȈ ȖȉȕȈȘțȎȍȕȈ ȐȓȐ ȕȍȗȘȖȚȍșȚȐȘȖȊȈȕȕȖȑ 
șȚȖȘȖȕȕȍȑ ȗȘȖȋȘȈȔȔȖȑ. ǴȕȖȋȐȍ ȒȖȔȗȈȕȐȐ “ȖȉȖȎȋȓȐșȤ” ȕȈ țșȚȈȕȖȊȒȍ ȖȌȕȖȋȖ ȐȓȐ 
ȕȍșȒȖȓȤȒȐȝ ȗȈȚȟȍȑ, ȊȣȏȊȈȊȠȐȝ șȍȘȤȍȏȕȣȍ șȉȖȐ Ȋ ȘȈȉȖȚȍ, Ȑ ȚȍȗȍȘȤ ȕȍ 
țșȚȈȕȈȊȓȐȊȈȦȚ ȗȈȚȟȐ ȉȍȏ ȗȘȖȊȍȌȍȕȐȧ ȔȕȖȋȖȟȐșȓȍȕȕȣȝ ȚȍșȚȖȊ (ȕȈ ȒȖȚȖȘȣȍ ț 
ȕȐȝ, ȒȈȒ ȗȘȈȊȐȓȖ, ȕȍ ȝȊȈȚȈȍȚ ȊȘȍȔȍȕȐ ȐȓȐ ȘȍșțȘșȖȊ). ǰȏ-ȏȈ ȖȗȈșȍȕȐȧ 
ȕȍȗȘȍȌȊȐȌȍȕȕȣȝ șȉȖȍȊ Ȋ ȘȈȉȖȚȍ, ȖȕȐ ȓȐȉȖ șȖȊșȍȔ ȕȍ țșȚȈȕȈȊȓȐȊȈȦȚ ȗȈȚȟȐ, 
ȓȐȉȖ ȕȍ țșȚȈȕȈȊȓȐȊȈȦȚ Ȑȝ ȊȖȊȘȍȔȧ. ȇ ȗȖȕȐȔȈȦ ȥȚȐ ȖȗȈșȍȕȐȧ, ȕȖ ȖȚșțȚșȚȊȐȍ 
șȊȖȍȊȘȍȔȍȕȕȣȝ ȒȘȐȚȐȟȍșȒȐȝ ȖȉȕȖȊȓȍȕȐȑ ȉȍȏȖȗȈșȕȖșȚȐ ȗȘȐȊȖȌȐȚ Ȓ ȉȖȓȤȠȍȔț 
ȘȐșȒț, ȟȍȔ Ȕȍȕȍȍ ȊȍȘȖȧȚȕȣȍ șȉȖȐ Ȋ ȘȈȉȖȚȍ. ǭșȓȐ Ȋȣ ȉȍșȗȖȒȖȐȚȍșȤ Ȗ ȊȖȏȔȖȎȕȣȝ 
șȉȖȧȝ Ȋ ȘȈȉȖȚȍ, ȚȖ ȗȘȖșȚȖ ȗȖȌȖȎȌȐȚȍ ȕȍșȒȖȓȤȒȖ Ȍȕȍȑ. Ǫ ȉȖȓȤȠȐȕșȚȊȍ șȓțȟȈȍȊ, 
ȚȈȒȐȍ ȗȘȖȉȓȍȔȣ ȖȉȕȈȘțȎȐȊȈȦȚ Țȍ, ȒȚȖ ȉȣșȚȘȍȍ țșȚȈȕȈȊȓȐȊȈȦȚ ȖȉȕȖȊȓȍȕȐȧ, Ȑ 
ȗȖșȓȍ ȚȖȋȖ, ȒȈȒ ȗȘȖȐȏȊȖȌȐȚȍȓȤ Ȑȝ ȘȍȠȐȚ, ȔȖȎȕȖ ȉȍȏȖȗȈșȕȖ țșȚȈȕȖȊȐȚȤ ȗȈȚȟ. 

ǪȣȝȖȌ ǷȈȚȟȈ - ȅȚȖ ǶȜȐȞȐȈȓȤȕȣȑ ǨȕȖȕș ǪșȍȔț ǴȐȘț Ȗ 
ǵȈȓȐȟȐȍ ǻȧȏȊȐȔȖșȚȐ 

ǭșȓȐ Ȗȉ ȖȗȘȍȌȍȓȍȕȕȖȑ țȧȏȊȐȔȖșȚȐ ȕȍ ȉȣȓȖ ȐȏȊȍșȚȕȖ ȘȈȕȍȍ, ȚȖ ș ȊȣȝȖȌȖȔ ȗȈȚȟȈ, 
ȗȘȐȏȊȈȕȕȣȔ ȍȍ țșȚȘȈȕȐȚȤ, Ȋșȍ ȔȍȕȧȍȚșȧ. ǹȖȏȌȈȚȍȓȐ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ Ȑ ȕȈȉȖȘȖȊ 
ȥȒșȗȓȖȑȚȖȊ ȉȣșȚȘȖ ȈȕȈȓȐȏȐȘțȦȚ ȓȦȉȖȑ ȕȖȊȣȑ ȗȈȚȟ Ȑ ȖșțȡȍșȚȊȓȧȦȚ ȘȍȊȍȘș-

ȐȕȎȍȕȐȘȐȕȋ, ș ȗȖȔȖȡȤȦ ȒȖȚȖȘȖȋȖ ȖȕȐ șȚȈȘȈȦȚșȧ țȏȕȈȚȤ, ȒȈȒ ȔȖȎȕȖ 
ȐșȗȖȓȤȏȖȊȈȚȤ ȖȉȕȈȘțȎȍȕȕțȦ țȧȏȊȐȔȖșȚȤ. ǺȈȒ ȒȈȒ ȌȈȎȍ șȈȔȣȍ ȓțȟȠȐȍ ȗȈȚȟȐ 
țșȚȈȕȈȊȓȐȊȈȦȚșȧ șȗțșȚȧ ȕȍșȒȖȓȤȒȖ Ȍȕȍȑ, Ȉ ȕȍȒȖȚȖȘȣȍ ȗȖȓȤȏȖȊȈȚȍȓȐ șȖȊșȍȔ Ȑȝ 
ȕȍ țșȚȈȕȈȊȓȐȊȈȦȚ, ȊȣȝȖȌ ȕȖȊȖȋȖ ȗȈȚȟȈ ȖȚȒȘȣȊȈȍȚ ȕȖȊȣȍ ȗȍȘșȗȍȒȚȐȊȣ Ȍȓȧ 
ȊȏȓȖȔȈ. 
   ǵȍȒȖȚȖȘȣȍ ȗȘȖȐȏȊȖȌȐȚȍȓȐ ȗȘȧȟțȚ ȐșȗȘȈȊȓȍȕȐȍ ȒȘȐȚȐȟȍșȒȐȝ țȧȏȊȐȔȖșȚȍȑ Ȋ 
ȗȈȚȟȈȝ, ȒȖȚȖȘȣȍ ȗȘȐȏȊȈȕȣ ȘȍȠȐȚȤ ȌȘțȋȐȍ ȗȘȖȉȓȍȔȣ, Ȑ ȕȍ șȖȖȉȡȈȦȚ Ȗȉ ȥȚȖȔ. 
ǯȈȚȍȔ, ȖȕȐ ȖȜȐȞȐȈȓȤȕȖ ȏȈȧȊȓȧȦȚ Ȗ ȕȈȓȐȟȐȍ ȚȈȒȖȑ țȧȏȊȐȔȖșȚȐ Ȑ ȊȣȗțșȒȈȦȚ 
șȖȖȚȊȍȚșȚȊțȦȡȐȑ ȗȈȚȟ. ǲ ȚȖȔț ȔȖȔȍȕȚț, ȉȓȈȋȖȌȈȘȧ ȗȘȍȌȣȌțȡȍȔț ȗȈȚȟț, ȌȈȕȕȣȑ 
ȉȈȋ țȎȍ ȉȣȓ ȐșȗȘȈȊȓȍȕ ȕȈ ȉȖȓȤȠȐȕșȚȊȍ ȒȖȔȗȤȦȚȍȘȖȊ. ǩȣȓ șȓțȟȈȑ, ȒȖȋȌȈ ȖȌȐȕ 
ȗȖȗțȓȧȘȕȣȑ ȘȈȏȘȈȉȖȚȟȐȒ Ƕǹ ȐșȗȘȈȊȓȧȓ ȒȘȐȚȐȟȍșȒțȦ țȧȏȊȐȔȖșȚȤ, ȊȣȗțșȒȈȧ 
ȗȈȚȟȐ Ȋ ȚȍȟȍȕȐȍ ȕȍșȒȖȓȤȒȐȝ ȔȍșȧȞȍȊ. Ǭȓȧ Țȍȝ, ȒȚȖ ȏȈȕȐȔȈȍȚșȧ ȘȍȊȍȘș-

ȐȕȎȐȕȐȘȐȕȋȖȔ ȥȚȖ ȊȣȋȓȧȌȍȓȖ, ȒȈȒ ȕȍȗȖȕȧȚȕȣȍ, “ȔțșȖȘȕȣȍ” șȍȋȔȍȕȚȣ ȒȖȌȈ, ȕȖ 
ȗȖșȓȍ ȚȘȍȝ ȔȍșȧȞȍȊ țșȚȈȕȖȊȒȐ ȗȈȚȟȍȑ, ȉȣȓ ȐșȗȘȈȊȍȕ ȊȍșȤ ȉȈȋ, ȒȖȚȖȘȣȑ 
ȗȘȍȌșȚȈȊȓȧȓ șȖȉȖȑ ȖȋȘȖȔȕțȦ ȌȣȘț, ȖșȚȈȊȐȊ ȒȓȐȍȕȚȖȊ șȟȈșȚȓȐȊȣȔȐ, Ȉ ȝȈȒȍȘȖȊ Ȋ 
ȕȍȌȖțȔȍȕȐȐ. 
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   Ǫ ȐȚȖȋȍ, ȋȘȈȔȖȚȕȈȧ ȖȘȋȈȕȐȏȈȞȐȧ ȖȉȕȖȊȓȍȕȐȑ - ȥȚȖ șȊȖȍȊȘȍȔȍȕȕȈȧ, ȗȖșȚȖȧȕȕȈȧ 
țșȚȈȕȖȊȒȈ ȗȈȚȟȍȑ ȗȘȖȋȘȈȔȔ, ȒȖȚȖȘȣȍ ȧȊȓȧȦȚșȧ ȕȈȐȉȖȓȍȍ ȊȍȘȖȧȚȕȣȔ ȖȉȢȍȒȚȈȔȐ 

ȊȏȓȖȔȈ. ȅȚȖ ȓȍȋȒȖ șȒȈȏȈȚȤ, ȕȖ șȓȖȎȕȖ șȌȍȓȈȚȤ. ȇ ȘȍȒȖȔȍȕȌțȦ ȊȒȓȦȟȐȚȤ Ȋșȍ 
ȈȊȚȖȖȉȕȖȊȓȍȕȐȧ ȐȓȐ ȐșȗȖȓȤȏȖȊȈȚȤ șȖȖȚȊȍȚșȚȊțȦȡțȦ, ȕȈȌȍȎȕțȦ ȗȘȖȋȘȈȔȔț, 
ȒȖȚȖȘȈȧ ȉțȌȍȚ ȖȉȕȖȊȓȧȚȤ Ȋșȍ ǷǶ (Ȑ, ȗȖ ȊȖȏȔȖȎȕȖșȚȐ, ǷǶ ȈȗȗȈȘȈȚȕȣȝ 
ȒȖȔȗȖȕȍȕȚȖȊ), Ȑ țșȚȈȕȈȊȓȐȊȈȚȤ ȒȘȐȚȐȟȍșȒȐȍ ȖȉȕȖȊȓȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ Ȋ 
ȚȍȟȍȕȐȍ ȕȍșȒȖȓȤȒȐȝ Ȍȕȍȑ. ǭșȓȐ Ȋȣ ȉțȌȍȚȍ țșȚȈȕȈȊȓȐȊȈȚȤ ȗȈȚȟȐ Ȋ ȚȍȟȍȕȐȍ 
ȕȍșȒȖȓȤȒȐȝ Ȍȕȍȑ ȗȖșȓȍ Ȑȝ ȊȣȝȖȌȈ, ȚȖ Ȋȣ șȐȓȤȕȖ ȖȉȍȏȖȗȈșȐȚȍ șȊȖȦ șȘȍȌț Ȋ 
ȐȕȚȍȘȕȍȚȍ. ǰȌȍȈȓȤȕȈȧ ȖȘȋȈȕȐȏȈȞȐȧ ȖȉȕȖȊȓȍȕȐȑ ȔȖȎȍȚ ȉȣȚȤ ȕȍȓȍȋȒȖȑ ȏȈȌȈȟȍȑ, 

ȕȖ țșȚȈȕȖȊȒȈ ȗȈȚȟȍȑ, ȐșȗȘȈȊȓȧȦȡȐȝ ȒȘȐȚȐȟȍșȒȐȍ țȧȏȊȐȔȖșȚȐ Ȋ ȗȘȖȋȘȈȔȔȈȝ, 

ȒȖȚȖȘȣȍ ȉȖȓȤȠȍ ȊșȍȋȖ ȗȖȌȊȍȘȎȍȕȣ ȊȏȓȖȔț, ȖȉȧȏȈȚȍȓȤȕȈ ȕȈ ȒȈȎȌȖȔ 
ȒȖȔȗȤȦȚȍȘȍ. Ǻȍ, ȒȚȖ ȥȚȖȋȖ ȕȍ ȌȍȓȈȦȚ, ȚȈȒ Ȑ ȗȘȖșȧȚ, ȟȚȖȉȣ Ȑȝ ȊȏȓȖȔȈȓȐ.  
   Ǫ șȓȍȌțȦȡȍȑ ȋȓȈȊȍ Ȕȣ ȗȖȋȖȊȖȘȐȔ Ȗ ǻȐȕȌȖț ǹȕȈȑȌȍȘ, ȎȍȕȡȐȕȍ, ȒȖȚȖȘȈȧ 
ȗȖȔȖȋȈȍȚ ȒȘțȗȕȍȑȠȐȔ ȒȖȔȗȈȕȐȧȔ Ȋ ȔȐȘȍ ȖȉȕȖȊȓȧȚȤ șȊȖȐ ȗȘȖȌțȒȚȣ. 
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ǫȓȈȊȈ 46. ǷȘȖȜȐȓȤ: ǻȐȕȌȖț ǹȕȈȑȌȍȘ 

 

 

 

ǻȐȕȌȖț ǹȕȈȑȌȍȘ ȘȈȉȖȚȈȓȈ ȕȈ șȈȔȣȍ ȊȓȐȧȚȍȓȤȕȣȍ ȒȖȔȗȈȕȐȐ ȐȕȌțșȚȘȐȐ. 
ǷȖȕȈȟȈȓț ȖȕȈ ȘȈȉȖȚȈȓȈ Ȋ @Stake Ȋ ȒȈȟȍșȚȊȍ ȌȐȘȍȒȚȖȘȈ ȈȘȝȐȚȍȒȚțȘȣ șȐșȚȍȔȣ 
ȉȍȏȖȗȈșȕȖșȚȐ. @Stake ȉȣȓȈ țșȗȍȠȕȖȑ ȒȖȔȗȈȕȐȍȑ, ȒȖȚȖȘȈȧ șȗȍȞȐȈȓȐȏȐȘȖȊȈȓȈșȤ 
ȕȈ ȗȖȐșȒȍ țȧȏȊȐȔȖșȚȍȑ Ȑ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ ȋȍȕȍȘȐȘȖȊȈȓȈ ȐȓȐ 
ȗȘȐȖȉȘȍȚȈȓȈ ȉȖȓȤȠȍ, ȟȍȔ ȉȖȓȤȠȐȕșȚȊȖ șțȗȍȘȏȊȍȏȌ ȒȖȔȗȤȦȚȍȘȕȖȑ ȐȕȌțșȚȘȐȐ. Ǫ 
ȒȖȕȍȟȕȖȔ ȐȚȖȋȍ, ȖȕȈ ȉȣȓȈ ȒțȗȓȍȕȈ Symantec Ȋ 2004-ȖȔ. Ǫ 2002-ȖȔ ǹȕȈȑȌȍȘ 
țȠȓȈ ȘȈȉȖȚȈȚȤ Ȋ Microsoft, ȋȌȍ ȉȣȓȈ șȗȍȞȐȈȓȐșȚȖȔ ȗȖ ȊȖȗȘȖșȈȔ șȚȘȈȚȍȋȐȐ 
ȉȍȏȖȗȈșȕȖșȚȐ Ȋ ȖȚȌȍȓȍ ȖȉȍșȗȍȟȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ șȊȧȏȐ. ǶȕȈ țȟȈșȚȊȖȊȈȓȈ Ȋ 
șȖȏȌȈȕȐȐ SDL (Security Design Lifecycle) Ȑ Ȋ ȘȈȏȘȈȉȖȚȒȍ ȕȖȊȖȑ ȔȍȚȖȌȖȓȖȋȐȐ Ȍȓȧ 
ȗȘȖȋȘȈȔȔ ȗȖ ȔȖȌȍȓȐȘȖȊȈȕȐȦ țȋȘȖȏ. ǶȕȈ ȚȈȒȎȍ ȖȚȊȍȟȈȓȈ ȏȈ ȉȍȏȖȗȈșȕȖșȚȤ 
Microsoft Windows XP Service Pack 2, ȗȖ șțȚȐ, ȗȍȘȊȖȑ șȍȘȤȍȏȕȖȑ ȗȖȗȣȚȒȍ 
Microsoft șȖȏȌȈȚȤ ȖȗȍȘȈȞȐȖȕȕțȦ șȐșȚȍȔț, ȉȍȏȖȗȈșȕțȦ ȗȖ țȔȖȓȟȈȕȐȦ, Ȉ ȚȈȒȎȍ ȏȈ 
ȉȍȏȖȗȈșȕȖșȚȤ Windows Server 2003. ǶȕȈ ȏȈȕȐȔȈȓȈșȤ ȊȏȈȐȔȖȖȚȕȖȠȍȕȐȧȔȐ 
ȒȖȕșȈȓȚȐȕȋȖȊȣȝ ȒȖȔȗȈȕȐȑ ȗȖ ȊȖȗȘȖșȈȔ ȉȍȏȖȗȈșȕȖșȚȐ Microsoft, Ȉ ȚȈȒȎȍ 
ȖȚȊȍȟȈȓȈ ȏȈ ȘȈȏȊȐȚȐȍ șȚȘȈȚȍȋȐȐ ȗȘȖȗȈȋȈȕȌȣ Ȋ ȖȉȓȈșȚȐ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. 

   Ǫ 2006-ȖȔ ȖȕȈ ȗȘȐșȖȍȌȐȕȐȓȈșȤ Ȓ Mozilla Ȑ ȐșȗȖȓȤȏȖȊȈȓȈ ȠțȚȓȐȊȖȍ ȕȈȏȊȈȕȐȍ 
ȌȖȓȎȕȖșȚȐ “ȋȓȈȊȕȣȑ șȖȚȘțȌȕȐȒ ȗȖ ȊȖȗȘȖșȈȔ ȟȍȋȖ-ȚȖ ȚȈȔ” ȊȔȍșȚȖ ȉȖȓȍȍ 
ȜȖȘȔȈȓȤȕȖȋȖ “ȋȓȈȊȕȣȑ șȖȚȘțȌȕȐȒ ȗȖ ȊȖȗȘȖșȈȔ ȉȍȏȖȗȈșȕȖșȚȐ” (Chief Security 
Officer, CSO). ǷȖȔȕȦ, ȔȕȖȋȐȍ Ȑȏ ȕȈș ȏȈȊȐȌȖȊȈȓȐ ȚȈȒȖȑ ȌȖȓȎȕȖșȚȐ. Ǫ ȒȖȕȞȍ 
ȒȖȕȞȖȊ, ȖȕȈ ȘȈȉȖȚȈȓȈ Ȋ Apple Ȋ ȒȈȟȍșȚȊȍ șȚȈȘȠȍȋȖ ȔȍȕȍȌȎȍȘȈ ȗȖ ȗȘȖȌțȒȚȈȔ 
ȉȍȏȖȗȈșȕȖșȚȐ, Ȑ ȏȈȕȐȔȈȓȈșȤ ȘȈȏȘȈȉȖȚȒȖȑ șȚȘȈȚȍȋȐȐ Ȑ ȜțȕȒȞȐȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ 
ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ Ȍȓȧ iOS Ȑ OS X. ǹȍȑȟȈș ȖȕȈ ȘȈȉȖȚȈȍȚ Ȋ Fastly 
(https://www.fastly.com/), șȍȚȐ ȌȖșȚȈȊȒȐ ȒȖȕȚȍȕȚȈ, ȒȖȚȖȘȈȧ ȉȣșȚȘȖ ȘȈșȠȐȘȧȍȚ 
șȊȖȍ ȊȓȐȧȕȐȍ ȕȈ ȌȘțȋȐȍ șȍȘȊȐșȣ, ȊȒȓȦȟȈȧ Țȍ, ȒȖȚȖȘȣȍ ȖȉȍșȗȍȟȐȊȈȦȚ 
ȐȕȜȖȘȔȈȞȐȖȕȕțȦ ȉȍȏȖȗȈșȕȖșȚȤ. ǪȔȍșȚȍ șȖ șȊȖȐȔ șȖȈȊȚȖȘȖȔ ǼȘȥȕȒȖȔ 
ǹțȐȌȍȘșȒȐ, ȖȕȈ ȕȈȗȐșȈȓȈ ȒȕȐȋț Threat Modeling 

(https://www.amazon.com/Threat-Modeling-Microsoft-Professional-

Swiderski/dp/0735619913/). ǭȍ ȖȚȍȞ ȈȔȍȘȐȒȈȕȍȞ, Ȉ ȔȈȚȤ ȘȖȌȖȔ Ȑȏ ǲȍȕȐȐ. 
ǹȕȈȑȌȍȘ - ȍȌȐȕșȚȊȍȕȕȣȑ ȟȍȓȖȊȍȒ, ș ȒȖȚȖȘȣȔ ȧ ȏȕȈȒȖȔ ȓȐȟȕȖ, ȒȖȚȖȘȣȑ ȘȈȉȖȚȈȓ 
ȕȈ ȚȘȐ Ȑȏ ȟȍȚȣȘȍȝ ȒȘțȗȕȍȑȠȐȝ ȒȖȔȗȈȕȐȑ, ȘȈȏȘȈȉȈȚȣȊȈȦȡȐȝ șȈȔȣȍ ȗȖȗțȓȧȘȕȣȍ 
ȉȘȈțȏȍȘȣ Ȑ ǷǶ. ǹȒȈȎȍȔ ȚȈȒ, ȖȕȈ ȘȈȉȖȚȈȍȚ ȕȈ ȗȍȘȍȌȖȊȖȑ. 
   Ǫ ȕȈȟȈȓȍ ȕȈȠȍȋȖ ȐȕȚȍȘȊȤȦ ȧ ȌȖȓȎȍȕ ȉȣȓ șȗȘȖșȐȚȤ Ȗ ȍȍ ȐȔȍȕȐ. ǶȕȈ ȖȚȊȍȚȐȓȈ: 
“ȇ ȔȖȋț ȘȈșșȒȈȏȈȚȤ ȐșȚȖȘȐȦ Ȗ ȚȖȔ ȗȍȘȐȖȌȍ, ȒȖȋȌȈ ȧ ȘȈȉȖȚȈȓȈ Ȋ Microsoft. Ǫ ȚȖ 
ȊȘȍȔȧ, ȗȖ țȔȖȓȟȈȕȐȦ, email-ȈȌȘȍșȈ, ȒȈȒ ȗȘȈȊȐȓȖ, ȕȈȟȐȕȈȓȐșȤ ș ȐȔȍȕȐ ȟȍȓȖȊȍȒȈ, 
Ȉ ȏȈȚȍȔ ȠȓȐ ȐȕȐȞȐȈȓȣ. ǵȖ ț ȖȋȘȖȔȕȖȑ ȋȘțȗȗȣ ȘȈșșȣȓȒȐ ȥȓȍȒȚȘȖȕȕȖȑ ȗȖȟȚȣ, ȚȖȑ 
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ȋȘțȗȗȣ, ȒȖȚȖȘȖȑ ȖȚȗȘȈȊȓȧȓȐșȤ ȗȐșȤȔȈ Ȗ ȗȘȖȌțȒȞȐȐ Windows, Ȋ ȒȈȟȍșȚȊȍ ȐȔȍȕȐ 
ȐșȗȖȓȤȏȖȊȈȓȖșȤ șȓȖȊȖ Windows (ȒȖȚȖȘȖȍ ȉȣȓȖ ȉȣ ȔȖȐȔ ȓȖȋȐȕȖȔ ȥȓȍȒȚȘȖȕȕȖȑ 
ȗȖȟȚȣ, ȍșȓȐ ȉȣ ȧ ȐșȗȖȓȤȏȖȊȈȓȈ ȐȔȧ ȗȖ țȔȖȓȟȈȕȐȦ). ǵȈ ȗȘȖȚȧȎȍȕȐȐ ȔȕȖȋȐȝ ȓȍȚ 
ȓȦȌȐ ȝȖȚȍȓȐ ȖȚȗȘȈȊȐȚȤ Ȕȕȍ ȟȚȖ-ȚȖ ȓȐȟȕȖȍ ȐȓȐ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖȍ… ȊȖȏȔȖȎȕȖ 
ȐȕȜȖȘȔȈȞȐȦ Ȗ ȊȘȍȌȖȕȖșȕȖȔ ǷǶ ȐȓȐ ȖȚȟȍȚ Ȗ ȕȖȊȖȑ țȧȏȊȐȔȖșȚȐ, ȕȖ ȊȔȍșȚȖ ȥȚȖȋȖ, 
ȖȕȐ șȓțȟȈȑȕȖ ȖȚȗȘȈȊȓȧȓȐ ȥȚț ȐȕȜȖȘȔȈȞȐȦ șȈȔȖȑ ȉȖȓȤȠȖȑ ȋȘțȗȗȍ ȘȈșșȣȓȒȐ 
ȥȓȍȒȚȘȖȕȕȖȑ ȗȖȟȚȣ. ǪȍȘȖȧȚȕȖ, Ȋ ȒȖȕȞȍ ȒȖȕȞȖȊ, ȖȕȐ ȖșȖȏȕȈȊȈȓȐ șȊȖȦ ȖȠȐȉȒț, 
ȒȖȋȌȈ ȊȐȌȍȓȐ șȖȖȉȡȍȕȐȍ Ȗ ȕȍȊȖȏȔȖȎȕȖșȚȐ ȖȚȗȘȈȊȐȚȤ ȗȐșȤȔȖ, ȚȈȒ ȒȈȒ șȗȐșȖȒ 
ȈȌȘȍșȈȚȖȊ ȏȈȉȓȖȒȐȘȖȊȈȕ”. 
   ǯȈȚȍȔ ȧ șȗȘȖșȐȓ, ȒȈȒ ȖȕȈ ȗȖȗȈȓȈ Ȋ șȜȍȘț ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ 
șȒȈȏȈȓȈ: “ǴȖȍȑ ȖșȕȖȊȕȖȑ șȗȍȞȐȈȓȤȕȖșȚȤȦ ȉȣȓȈ ȐȕȜȖȘȔȈȚȐȒȈ, Ȑ ȧ 
ȏȈȐȕȚȍȘȍșȖȊȈȓȈșȤ ȒȘȐȗȚȖȋȘȈȜȐȍȑ Ȑ ȒȘȐȗȚȖȈȕȈȓȐȏȖȔ. Ǵȍȕȧ ȐȕȚȍȘȍșȖȊȈȓȈ ȐȌȍȧ 
șȍȒȘȍȚȖȊ, ȖȋȘȈȕȐȟȍȕȕȣȝ șȓȖȎȕȖșȚȤȦ ȔȈȚȍȔȈȚȐȟȍșȒȖȋȖ ȈȓȋȖȘȐȚȔȈ. ǷȘȐȔȍȘȕȖ Ȋ 
ȚȖ Ȏȍ ȊȘȍȔȧ, ȧ ȊȗȍȘȊȣȍ ȗȖȓțȟȐȓȈ ȌȖșȚțȗ Ȓ ȔȕȖȋȖȗȖȓȤȏȖȊȈȚȍȓȤșȒȖȑ 
ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȍ. ȇ șȚȈȓȈ ȏȈȌțȔȣȊȈȚȤșȧ Ȗ ȋȘȈȕȐȞȈȝ ȉȍȏȖȗȈșȕȖșȚȐ ȔȍȎȌț 
ȘȈȏȓȐȟȕȣȔȐ ȗȖȓȤȏȖȊȈȚȍȓȧȔȐ Ȑ Ȑȝ ȌȍȑșȚȊȐȧȔȐ, Ȉ ȚȈȒȎȍ Ȗ ȚȖȔ, ȟȚȖ ȕȍ ȌȈȊȈȓȖ ȐȔ 
ȔȍȠȈȚȤ ȘȈȉȖȚȍ ȌȘțȋ ȌȘțȋȈ ȐȓȐ ȘȈȉȖȚȍ ȖȗȍȘȈȞȐȖȕȕȖȑ șȐșȚȍȔȣ. ȇ ȖȉȕȈȘțȎȐȓȈ, 
ȟȚȖ, Ȋ ȚȖ ȊȘȍȔȧ, Ȋ ȓțȟȠȍȔ șȓțȟȈȍ, ȉȣȓȐ ȗȖȓțȗȘȖȕȐȞȈȍȔȣȍ ȉȈȘȤȍȘȣ. ǩȣȓȖ 
ȊȍșȍȓȖ, ȥȚȖ ȒȈȒ ȘȈȏȉȐȘȈȚȤ ȗȈȏȏȓ, ȚȖȟȕȍȍ ȔȈȠȐȕț, Ȑ țȏȕȈȊȈȚȤ, ȒȈȒ ȖȕȈ ȘȈȉȖȚȈȍȚ. 
ȅȚȖ ȉȣȓȖ ȐȕȚȍȘȍșȕȖȍ ȊȘȍȔȧ”.  
   ȇ ȏȕȈȓ, ȟȚȖ ȖȕȈ țȟȈșȚȊȖȊȈȓȈ Ȋ ȘȈȏȘȈȉȖȚȒȍ SDL (Security Design Lifecycle), ȒȖȋȌȈ 
ȘȈȉȖȚȈȓȈ Ȋ Microsoft. ȇ șȗȘȖșȐȓ, ȒȈȒ ȖȕȈ ȚțȌȈ ȗȖȗȈȓȈ, Ȑ ȟȍȔ ȖȕȈ ȚȈȔ 
ȏȈȕȐȔȈȓȈșȤ. ǶȕȈ ȖȚȊȍȚȐȓȈ: “ǲȖȋȌȈ ȧ ȊȗȍȘȊȣȍ ȗȖȗȈȓȈ Ȋ Microsoft, ȥȚȖ ȉȣȓȈ 
șȖȊșȍȔ ȕȍ ȚȈ ȖȘȋȈȕȐȏȈȞȐȧ, ȒȖȚȖȘȈȧ ȏȕȈȍȚ ȚȖȓȒ Ȋ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. 
Ǫ șȖȖȚȊȍȚșȚȊțȦȡȍȔ ȖȚȌȍȓȍ ȘȈȉȖȚȈȓȖ ȋȌȍ-ȚȖ ȖȌȐȕȕȈȌȞȈȚȤ ȟȍȓȖȊȍȒ. ȇ ȉȣȓȈ 
ȌȊȍȕȈȌȞȈȚȖȑ, Ȑ ȧ ȏȈȕȐȔȈȓȈșȤ ȉȍȏȖȗȈșȕȖșȚȤȦ Windows. ǰ, Ȋ ȚȖ ȊȘȍȔȧ, ȔȖȧ 
ȘȈȉȖȚȈ, Ȋ ȖșȕȖȊȕȖȔ, ȏȈȒȓȦȟȈȓȈșȤ Ȋ ȘȍȈȋȐȘȖȊȈȕȐȐ ȕȈ ȚȖ, ȟȚȖ ȖȉȕȈȘțȎȐȓȐ ȌȘțȋȐȍ 
ȓȦȌȐ, ȕȍ ȘȈȉȖȚȈȦȡȐȍ Ȋ Microsoft. ǺȖȋȌȈ ȕȍ ȉȣȓȖ șȐȓȤȕȖȑ ȊȕțȚȘȍȕȕȍȑ 
ȗȘȖȋȘȈȔȔȣ. ǯȈȚȍȔ “țȌȈȘȐȓȐ” SQL Slammer Ȑ Blaster. ȇ ȉȣȓȈ ȖȌȕȐȔ Ȑȏ 
șȖȏȌȈȚȍȓȍȑ ȗȍȘȊȖȑ ȔȍȚȖȌȖȓȖȋȐȐ ȖȜȐȞȐȈȓȤȕȖȋȖ ȔȖȌȍȓȐȘȖȊȈȕȐȧ țȋȘȖȏ (ȖȕȈ ȚȈȒȎȍ 
ȧȊȓȧȍȚșȧ ȖȌȕȐȔ Ȑȏ șȖȈȊȚȖȘȖȊ ȒȕȐȋȐ ȕȈ ȥȚț ȚȍȔț). ȇ ȗȖȔȖȋȓȈ ȕȈȟȈȚȤ 
ȗȘȖȜȐȓȈȒȚȐȟȍșȒȐȑ ȗȖȐșȒ ȉȈȋȖȊ Ȑ ȊȣȑȚȐ ȕȈ șȊȧȏȤ ș șȖȖȉȡȍșȚȊȖȔ ȗȖȓȤȏȖȊȈȚȍȓȍȑ. 
Ǫ ȚȖ ȊȘȍȔȧ, ȒȖȋȌȈ ȧ ȚȖȓȤȒȖ ȕȈȟȈȓȈ ȘȈȉȖȚȈȚȤ Ȋ Microsoft, ȍșȓȐ ȒȚȖ-ȚȖ ȐȏȊȕȍ 
ȕȈȝȖȌȐȓ țȧȏȊȐȔȖșȚȤ ȉȍȏȖȗȈșȕȖșȚȐ, Microsoft ȕȈȏȣȊȈȓȐ ȍȋȖ ȝȈȒȍȘȖȔ. Ǫ ȚȖ ȊȘȍȔȧ 
ǹǴǰ ȈșșȖȞȐȐȘȖȊȈȓȐ ȝȈȒȍȘȖȊ ȊșȍȊȖȏȔȖȎȕȣȔȐ ȗȘȍșȚțȗȕȐȒȈȔȐ. Ǻȍ, ȒȚȖ șȖȖȉȡȈȓ Ȗ 
ȗȘȖȉȓȍȔȈȝ Ȋ Microsoft, Ȑ ȌȈȎȍ ȗțȉȓȐȟȕȖ ȊȣȒȓȈȌȣȊȈȓ șȊȍȌȍȕȐȧ Ȗ 
ȕȍȗȘȖȗȈȚȟȍȕȕȖȑ țȧȏȊȐȔȖșȚȐ, ȕȍ ȉȣȓȐ ȗȘȍșȚțȗȕȐȒȈȔȐ. ȇ ȗȖȔȖȋȓȈ ȗȘȖȌȊȐȕțȚȤ 
ȗȘȖȋȘȈȔȔț, ș ȗȖȔȖȡȤȦ ȒȖȚȖȘȖȑ ȕȈȔ țȌȈȓȖșȤ șȌȍȓȈȚȤ Ȑȝ ȕȈȠȐȔȐ șȖȦȏȕȐȒȈȔȐ, Ȉ 
ȕȍ ȊȘȈȋȈȔȐ. ǶȌȕȐȔ Ȑȏ țȓțȟȠȍȕȐȑ ȉȣȓȖ ȚȖ, ȟȚȖ Ȑȝ șȚȈȓȐ ȕȈȏȣȊȈȚȤ 
ȐșșȓȍȌȖȊȈȚȍȓȧȔȐ ȉȍȏȖȗȈșȕȖșȚȐ, Ȉ ȕȍ ȝȈȒȍȘȈȔȐ, ȚȈȒ țȌȈȓȖșȤ ȗȖȌȟȍȘȒȕțȚȤ 
ȊȈȎȕȖșȚȤ Ȑȝ ȘȈȉȖȚȣ. ȇ ȚȈȒȎȍ ȗȖȔȖȋȓȈ șȖȏȌȈȚȤ ȗȘȖȋȘȈȔȔț ȗȖ ȜȐȕȈȕșȐȘȖȊȈȕȐȦ 
ȔȕȖȋȐȝ ȕȍȉȖȓȤȠȐȝ ȝȈȒȍȘșȒȐȝ ȒȖȕȜȍȘȍȕȞȐȑ, ȏȈ ȗȘȍȌȍȓȈȔȐ Microsoft, ȚȈȒȐȝ ȒȈȒ 
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Hack-in-the-Box. Ǫ ȒȖȕȍȟȕȖȔ ȐȚȖȋȍ, Ȕȣ șȔȖȋȓȐ ȐȏȔȍȕȐȚȤ țȉȍȎȌȍȕȐȍ, ȟȚȖ 
Microsoft ȕȍ ȊȖȓȕțȍȚ ȉȍȏȖȗȈșȕȖșȚȤ ȐȓȐ ȟȚȖ Microsoft ȕȐȟȍȋȖ ȕȍ ȗȖȕȐȔȈȍȚ Ȋ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǵȈ șȈȔȖȔ Ȍȍȓȍ ȐșșȓȍȌȖȊȈȚȍȓȐ ȉȍȏȖȗȈșȕȖșȚȐ Ȑ Microsoft ȉȣȓȐ Ȋ 
ȖȌȕȖȑ ȒȖȔȈȕȌȍ.  
   ǲȖȋȌȈ ȧ ȊȗȍȘȊȣȍ ȗȘȐȠȓȈ Ȋ Microsoft, ț ȕȐȝ ȕȍ ȉȣȓȖ ȟȍȓȖȊȍȒȈ, ȖȚȊȍȟȈȦȡȍȋȖ ȏȈ 
ȉȍȏȖȗȈșȕȖșȚȤ ȗȘȖȌțȒȚȖȊ Windows, ȗȖȥȚȖȔț ȧ ȊȣȏȊȈȓȈșȤ. ȇ ȗȘȍȌșȚȈȊȓȧȓȈ 
ȉȍȏȖȗȈșȕȖșȚȤ Windows ȕȈ ȊșȚȘȍȟȈȝ, ȕȈ ȒȖȚȖȘȣȝ ȗȘȐșțȚșȚȊȖȊȈȓȐ șȗȖȕșȖȘȣ Ȑ 
șȖȊȓȈȌȍȓȤȞȣ. ǻ ȕȈș ȉȣȓȖ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȉȈȋȖȊ, ȒȖȚȖȘȣȍ Ȕȣ ȗȣȚȈȓȐșȤ 
ȐșȗȘȈȊȐȚȤ Ȋ șȚȐȓȍ “țȉȍȑ ȒȘȖȚȈ”, Ȑ ȥȚȖ ȉȣȓȖ ȕȍ ȥȜȜȍȒȚȐȊȕȖ. ǲȈȒ ȟȈșȚȤ ȗȘȖȍȒȚȈ 
SDL, Ȕȣ șȚȈȓȐ ȐȏțȟȈȚȤ ȉȖȓȍȍ ȋȓțȉȖȒȐȍ ȗȘȐȟȐȕȣ ȗȖȧȊȓȍȕȐȧ ȉȈȋȖȊ, ȗȣȚȈȧșȤ 
ȖȉȕȈȘțȎȐȚȤ Ȑȝ ȗȘȖȐșȝȖȎȌȍȕȐȍ, ȐșȗȘȈȊȐȊ ȒȖȚȖȘȖȍ, Ȕȣ ȉȣ șȘȈȏț ȐȏȉȈȊȐȓȐșȤ ȖȚ 
ȔȕȖȎȍșȚȊȈ ȉȈȋȖȊ. Ǵȣ ȊȏȧȓȐ țȘȖȒȐ, ȗȖȓțȟȍȕȕȣȍ ȗȘȐ ȘȈȉȖȚȍ ș ȒȖȔȈȕȌȖȑ ȗȖ 
ȉȍȏȖȗȈșȕȖșȚȐ Windows, Ȑ ȗȍȘȍȌȈȓȐ Ȑȝ ȌȘțȋȐȔ ȒȖȔȈȕȌȈȔ, ȟȚȖȉȣ ȖȕȐ ȚȈȒ Ȏȍ 
ȗȘȐȔȍȕȧȓȐ Ȑȝ Ȋ ȌȘțȋȐȝ ȗȘȖȌțȒȚȈȝ, ȚȈȒȐȝ ȒȈȒ Microsoft Office”. 
   ȇ ȗȖȗȘȖșȐȓ ȍȍ ȘȈșșȒȈȏȈȚȤ ȍȡȍ Ȗȉ ȖȌȕȖȔ țȘȖȒȍ, ȒȖȚȖȘȣȑ ȖȕȈ ȊȣțȟȐȓȈ, Ȑ ȒȈȒ 
ȖȕȈ ȊȖșȗȖȓȤȏȖȊȈȓȈșȤ ȗȖȓțȟȍȕȕȣȔȐ ȏȕȈȕȐȧȔȐ. ǶȕȈ ȖȚȊȍȚȐȓȈ: “ǹȍȋȖȌȕȧ, ȏȈ 
ȊȘȍȌȖȕȖșȕȣȔȐ ȗȘȖȋȘȈȔȔȈȔȐ șȚȖȐȚ ȞȍȓȈȧ ȜȐȕȈȕșȖȊȈȧ ȥȒȖșȐșȚȍȔȈ. ǭșȚȤ ȋȘțȗȗȈ 
ȓȦȌȍȑ, ȒȖȚȖȘȣȍ ȐȡțȚ țȧȏȊȐȔȖșȚȐ, ȍșȚȤ ȋȘțȗȗȈ ȓȦȌȍȑ, ȒȖȚȖȘȣȍ ȌȖȉȈȊȓȧȦȚ ȥȚȐ 
țȧȏȊȐȔȖșȚȐ Ȋ ȕȈȉȖȘȣ ȥȒșȗȓȖȑȚȖȊ. ǭșȚȤ ȍȡȍ ȖȌȕȈ ȋȘțȗȗȈ ȓȦȌȍȑ, ȒȖȚȖȘȣȍ ȝȖȚȧȚ 
ȏȈȘȈȏȐȚȤ ȒȈȒ ȔȖȎȕȖ ȉȖȓȤȠȍ Ȋȍȉ-șȈȑȚȖȊ Ȑ ȒȖȔȗȤȦȚȍȘȖȊ, ȐșȗȖȓȤȏțȧ ȥȚȐ ȕȈȉȖȘȣ, 
Ȉ ȍșȚȤ ȍȡȍ ȖȌȕȈ ȋȘțȗȗȈ ȓȦȌȍȑ, ȒȖȚȖȘȈȧ ȐșȗȖȓȤȏțȍȚ ȥȚȐ ȐȕșȚȘțȔȍȕȚȣ Ȋ șȊȖȐȝ 
Ȟȍȓȧȝ. ǵȖ, ȍșȓȐ țȌȈȓȐȚȤ ȖȌȕȖ ȏȊȍȕȖ Ȑȏ ȥȚȖȑ ȞȍȗȐ, ȚȖ ȖșȚȈȓȤȕȣȔ ȉțȌȍȚ șȓȖȎȕȍȍ 
ȌȍȓȈȚȤ ȉȐȏȕȍș. ǭșȓȐ ȔȖȎȕȖ șȖȊȍȘȠȐȚȤ ȌȍȑșȚȊȐȧ, ȒȖȚȖȘȣȍ șȌȍȓȈȦȚ ȒȓȦȟȍȊȣȍ 
ȔȖȔȍȕȚȣ ȥȒȖșȐșȚȍȔȣ ȉȖȓȍȍ ȌȖȘȖȋȐȔȐ ȐȓȐ șȓȖȎȕȣȔȐ Ȋ ȘȍȈȓȐȏȈȞȐȐ, ȚȖ ȥȚȖ 
șȐȓȤȕȖ țșȓȖȎȕȐȚ ȘȈȉȖȚț Ȋșȍȑ ȞȍȗȖȟȒȐ. Microsoft Ȑ ȒȖȔȈȕȌȈ Windows ȕȍ șȔȖȋȓȐ 
ȊȖȊȘȍȔȧ ȥȚȖ ȗȖȕȧȚȤ. ǲȖȋȌȈ ȧ ȗȘȐȠȓȈ Ȋ Microsoft, ȖȕȐ țȎȍ ȐșȗȣȚȣȊȈȓȐ 
ȕȈȠȍșȚȊȐȍ ȊȘȍȌȖȕȖșȕȣȝ ȗȘȖȋȘȈȔȔ, ȟȍȘȊȍȑ Ȑ ȊȐȘțșȖȊ. ǯȈȚȍȔ ȧ ȘȈȉȖȚȈȓȈ ȕȈȌ 
ȌȘțȋȐȔȐ ȗȓȈȚȜȖȘȔȈȔȐ, ȊȒȓȦȟȈȧ iOS Ȑ OS X Ȋ Apple, Ȑ ȧ ȐșȗȖȓȤȏȖȊȈȓȈ șȊȖȑ 
ȖȗȣȚ, ȟȚȖȉȣ țșȗȍȠȕȖ țșȚȈȕȖȊȐȚȤ “ȌȖȘȖȎȕȣȍ ȏȈȋȘȈȎȌȍȕȐȧ”, ȒȖȚȖȘȣȍ țșȓȖȎȕȧȓȐ 
ȘȈȉȖȚț ȥȒȖșȐșȚȍȔȣ ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ Ȑ ȌȍȓȈȓȐ ȍȍ Ȕȍȕȍȍ ȗȘȐȉȣȓȤȕȖȑ. ǭșȓȐ 
ȔȖȎȕȖ ȗȖȌȖȘȊȈȚȤ ȥȒȖȕȖȔȐȟȍșȒțȦ ȊȣȋȖȌț ȊȘȍȌȖȕȖșȕȖȋȖ ǷǶ, ȚȖ ȥȚȖȚ șȗȖșȖȉ ȚȖȎȍ 
ȕțȎȕȖ ȐșȗȖȓȤȏȖȊȈȚȤ”.  
   ǹȕȈȑȌȍȘ ȘȈȉȖȚȈȓȈ Ȋ șȈȔȣȝ ȒȘțȗȕȣȝ Ȑ ȐȏȊȍșȚȕȣȝ ȒȖȔȗȈȕȐȧȝ. ȇ șȗȘȖșȐȓ, ȟȚȖ 
ȖȉȡȍȋȖ ȍșȚȤ ț ȚȈȒȐȝ ȘȈȏȕȣȝ ȒȖȘȗȖȘȈȞȐȑ. ǶȕȈ ȖȚȊȍȚȐȓȈ: “ǪȖ Ȋșȍȝ ȒȖȔȗȈȕȐȧȝ 
ȕțȎȕȖ ȖȉȍșȗȍȟȐȊȈȚȤ ȉȍȏȖȗȈșȕȖșȚȤ ȒȖȕȍȟȕȣȝ ȗȖȓȤȏȖȊȈȚȍȓȍȑ. ǹȓȐȠȒȖȔ ȌȖȘȖȋȐȍ 
ȜțȕȒȞȐȐ ȉȍȏȖȗȈșȕȖșȚȐ, ȒȖȚȖȘȣȍ șȐȓȤȕȖ ȔȍȠȈȦȚ ȘȈȉȖȚȍ ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȕȍ 
ȗȖȓțȟȈȚ ȖȌȖȉȘȍȕȐȧ. Ǵȣ ȌȖȓȎȕȣ țȓțȟȠȈȚȤ ȉȍȏȖȗȈșȕȖșȚȤ, ȕȖ ȥȚȖ ȕȍ ȌȖȓȎȕȖ 
ȔȍȠȈȚȤ ȘȈȉȖȚȍ ȗȖȓȤȏȖȊȈȚȍȓȍȑ. ǲȘȖȔȍ ȚȖȋȖ, ȕȍ ȕȈȌȖ șȖȉȐȘȈȚȤ ȌȈȕȕȣȍ, ȒȖȚȖȘȣȍ 
ȊȈȔ ȕȍ ȕțȎȕȣ. ǭșȓȐ Ȋȣ șȖȉȐȘȈȍȚȍ ȌȈȕȕȣȍ, ȚȖ Ȋȣ ȌȖȓȎȕȣ ȖȉȍșȗȍȟȐȚȤ Ȑȝ ȏȈȡȐȚț, 
Ȑ ȌȈȚȤ ȗȖȓȤȏȖȊȈȚȍȓȧȔ ȊȖȏȔȖȎȕȖșȚȤ ȒȖȕȚȘȖȓȐȘȖȊȈȚȤ șȖȉșȚȊȍȕȕȣȍ ȌȈȕȕȣȍ. ǹȈȔȈȧ 
ȋȓȈȊȕȈȧ ȗȘȖȉȓȍȔȈ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ - ȥȚȖ țșȗȍȠȕȈȧ ȘȍȈȓȐȏȈȞȐȧ ȕȈ 
ȗȘȈȒȚȐȒȍ ȕȈȠȐȝ ȏȕȈȕȐȑ”. 
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ǷȖȌȘȖȉȕȍȍ Ȗ ǻȐȕȌȖț ǹȕȈȑȌȍȘ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǻȐȕȌȖț ǹȕȈȑȌȍȘ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǷȘȖȜȐȓȤ ǻȐȕȌȖț ǹȕȈȑȌȍȘ Ȋ LinkedIn: https://www.linkedin.com/in/window 

- ǺȊȐȚȚȍȘ ǻȐȕȌȖț ǹȕȈȑȌȍȘ: https://twitter.com/window  
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ǫȓȈȊȈ 47. ǲȈȘȤȍȘȈ ǷȐșȈȚȍȓȧ 

 

 

 

Ǫ șȚȈȘȠȐȝ ȒȓȈșșȈȝ ȧ ȌȊȈȎȌȣ ȏȈȊȈȓȐȓ ȥȒȏȈȔȍȕ ȗȖ ȗȐșȤȔț. Ǫ ȔȈȋȐșȚȘȈȚțȘȍ, ȊȖ 
ȊȘȍȔȧ ȗȘȖȝȖȎȌȍȕȐȧ ȗȘȈȒȚȐȒȐ ȖȘȋȈȕȐȏȈȞȐȐ ȉȖȓȤȕȐȟȕȖȋȖ ȖȉșȓțȎȐȊȈȕȐȧ, ȔȖȑ 
ȗȍȘȊȣȑ ȒȖȘȗȖȘȈȚȐȊȕȣȑ ȖȚȟȍȚ ȉȣȓ ȕȈȗȐșȈȕ ȕȈșȚȖȓȤȒȖ țȎȈșȕȖ, ȟȚȖ ȕȈȟȈȓȤȕȐȒ 
șȚȈȓ ȋȘȖȔȒȖ ȏȈȌȈȊȈȚȤ ȊȖȗȘȖșȣ Ȗ Ȋșȍȑ șȐșȚȍȔȍ ȖȉȘȈȏȖȊȈȕȐȧ Ȋ ȕȈȠȍȑ șȚȘȈȕȍ. 
ǲȖȋȌȈ ȧ ȗȍȘȐȖȌȐȟȍșȒȐ ȍȋȖ ȗȍȘȍȟȐȚȣȊȈȦ, Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ ȊșȗȖȔȕȐȚȤ, ș ȟȍȋȖ ȧ 
ȕȈȟȐȕȈȓ, ȧ ȐșȗȣȚȣȊȈȦ ȜȐȏȐȟȍșȒțȦ ȉȖȓȤ. ǹȗțșȚȧ ȗȖȟȚȐ 30 ȓȍȚ ȧ ȧȊȓȧȦșȤ 
ȈȊȚȖȘȖȔ Ȑ șȖȈȊȚȖȘȖȔ ȌȍȊȧȚȐ ȒȕȐȋ Ȑ ȗȖȟȚȐ 1000 șȚȈȚȍȑ Ȋ ȖȉȡȍȕȈȞȐȖȕȈȓȤȕȖȔ 
ȎțȘȕȈȓȍ Ȑ țȎȍ 12 ȓȍȚ ȧ ȘȈȉȖȚȈȦ Ȋ ȒȈȟȍșȚȊȍ ȖȉȖȏȘȍȊȈȚȍȓȧ șȜȍȘȣ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ Ȋ ȎțȘȕȈȓȍ InfoWorld. Ǫșȍ ȉȓȈȋȖȌȈȘȧ ȔȖȍȔț 
ȉȘȈȚț, șȖȉșȚȊȍȕȕȖȑ ȕȈșȚȖȑȟȐȊȖșȚȐ Ȑ ȔȕȖȎȍșȚȊț ȘȍȌȈȒȚȖȘȖȊ. 

   ǷȘȐ ȚȖȔ, ȟȚȖ ȧ Ȋșȍ ȍȡȍ ȕȍ ȔȖȋț ȕȈȗȐșȈȚȤ ȥȓȍȒȚȘȖȕȕȖȍ ȗȐșȤȔȖ ȉȍȏ ȖȗȍȟȈȚȒȐ, ȧ 
ȏȕȈȟȐȚȍȓȤȕȖ țȓțȟȠȐȓ șȊȖȍ ȗȘȈȊȖȗȐșȈȕȐȍ Ȑ ȚȍȗȍȘȤ ȏȈȘȈȉȈȚȣȊȈȦ ȥȚȐȔ ȌȍȕȤȋȐ. ȇ 
ȟȈșȚȖ ȗȐȠț ȚȍȒșȚȣ, ȕȈ ȒȖȚȖȘȣȝ ȔȖȋț ȏȈȘȈȉȖȚȈȚȤ ȌȖ $500-1000/ȟȈș, Ȑ 
ȏȈȘȈȉȈȚȣȊȈȦ ȥȚȐȔ ȏȈ ȋȖȌ ȉȖȓȤȠȍ, ȟȍȔ șȘȍȌȕȍșȚȈȚȐșȚȐȟȍșȒȈȧ ȈȔȍȘȐȒȈȕșȒȈȧ 
șȍȔȤȧ, Ȑ ȥȚȖ ȚȖȓȤȒȖ ȗȖȌȘȈȉȖȚȒȈ. ǽȖȚȧ ȔȖȧ ȖșȕȖȊȕȈȧ ȘȈȉȖȚȈ - ȒȖȕșțȓȤȚȈȕȚ ȗȖ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȗȐșȈȚȍȓȤșȒȖȑ ȌȍȧȚȍȓȤȕȖșȚȤȦ ȧ ȏȈȕȐȔȈȦșȤ ȍȡȍ 
ȌȖȓȤȠȍ. ȅȚȖ ȕȍȗȓȖȝȖȑ ȌȖȗȖȓȕȐȚȍȓȤȕȣȑ ȌȖȝȖȌ, ȒȖȚȖȘȣȑ ȧ ȔȖȋț ȗȖȓțȟȐȚȤ, ȒȖȋȌȈ 
ȗȐȠț ȌȖȔȈ, Ȋ șȈȔȖȓȍȚȍ Ȑ ȋȖșȚȐȕȐȟȕȣȝ ȕȖȔȍȘȈȝ, Ȋ șȊȖȉȖȌȕȖȍ ȊȘȍȔȧ, ȗȖșȓȍ 
ȞȍȓȖȋȖ Ȍȕȧ ȘȈȉȖȚȣ ȒȖȕșțȓȤȚȈȕȚȖȔ. ǲȚȖ-ȚȖ ȗȖ ȕȖȟȈȔ șȔȖȚȘȐȚ ȚȍȓȍȊȐȏȖȘ. ȇ 
ȖȉȣȟȕȖ ȗȐȠț, ȒȖȋȌȈ șȔȖȚȘȦ ȚȍȓȍȊȐȏȖȘ. ǷȐșȈȚȍȓȤșȒȖȍ ȝȖȉȉȐ ȗȖȏȊȖȓȧȍȚ Ȕȕȍ 
țșȚȘȖȐȚȤ ȝȖȘȖȠȐȑ șȍȔȍȑȕȣȑ ȖȚȌȣȝ Ȑ ȚȘȈȚȐȚȤ ȖȟȍȕȤ ȔȕȖȋȖ Ȍȍȕȍȋ ȕȈ șȊȖȐ 
țȊȓȍȟȍȕȐȧ. ȇ ȕȍ ȖȌȐȕ ȚȈȒȖȑ. 
   ǹȖȚȕȐ ȓȦȌȍȑ ȗȖ ȊșȍȔț ȔȐȘț ȏȈȘȈȉȈȚȣȊȈȦȚ ȕȈ ȒȕȐȋȈȝ Ȑ șȚȈȚȤȧȝ Ȗȉ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǲȖȔȜȖȘȚȕȖ țșȚȘȖȐȊȠȐșȤ ȌȖȔȈ, ș ȝȖȘȖȠȐȔ 
ȐȕȚȍȘȕȍȚȖȔ, ȖȕȐ ȖȉȍșȗȍȟȐȊȈȦȚ șȍȉȧ Ȑ șȊȖȐ șȍȔȤȐ. ǲȚȖ-ȚȖ ȘȈȉȖȚȈȍȚ ȕȈ 
ȗȘȐȏȕȈȕȕȣȝ ȔȍȌȐȈ-ȋȐȋȈȕȚȖȊ, ȖșȚȈȓȤȕȣȍ ȏȈȘȈȉȈȚȣȊȈȦȚ ȜȘȐȓȈȕșȖȔ, ȗȘȖȌȈȊȈȧ 
șȊȖȐ șȚȈȚȤȐ Ȑ țșȓțȋȐ. ǶȕȐ Ȋșȍ - ȜȈȕȈȚȣ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, 
ȒȖȚȖȘȣȍ ȜȐȓȤȚȘțȦȚ ȔȈȘȒȍȚȐȕȋȖȊțȦ ȠțȔȐȝț, șȖȏȌȈȕȕțȦ ȗȘȖȐȏȊȖȌȐȚȍȓȧȔȐ Ȑ 

ȘȈșȒȘȣȊȈȦȚ ȋȓȈȏȈ ȟȐȚȈȚȍȓȧȔ ȕȈ ȚȖ, ȟȚȖ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȗȘȖȐșȝȖȌȐȚ. 
 

ǹȗȖșȖȉȣ ǷțȉȓȐȒȈȞȐȐ ǸȈȉȖȚ ȗȖ ǰȕȜȖȘȔȈȞȐȖȕȕȖȑ ǩȍȏȖȗȈșȕȖșȚȐ                  

ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ șȗȖșȖȉȖȊ ȖȗțȉȓȐȒȖȊȈȚȤ șȊȖȦ ȘȈȉȖȚț ȗȖ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȊȒȓȦȟȈȧ Țȍ, ȟȚȖ ȖȗȐșȈȕȣ ȕȐȎȍ. 
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ǩȓȖȋȐ  
ǲȈȒ ȗȘȈȊȐȓȖ, Țȍ, ȒȚȖ ȗȐȠȍȚ, Ȗȉ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȗȖșȚȖȧȕȕȖ ȊȍȌțȚ 
ȉȓȖȋ ȐȓȐ țȟȈșȚȊțȦȚ Ȋ ȕȍșȒȖȓȤȒȐȝ ȉȓȖȋȈȝ. ǷȖ șțȚȐ, ȉȓȖȋȐ - ȥȚȖ șȖȊȘȍȔȍȕȕȈȧ 
ȊȍȘșȐȧ șȚȈȚȍȑ Ȋ ȎțȘȕȈȓȍ. ǷȖșȚȣ Ȋ ȉȓȖȋȈȝ ȔȖȋțȚ ȖȗȓȈȟȐȊȈȚȤșȧ ȐȓȐ ȕȍ 
ȖȗȓȈȟȐȊȈȚȤșȧ, ȔȖȋțȚ ȗȘȖȘȈȉȈȚȣȊȈȚȤșȧ ȐȓȐ ȕȍ ȗȘȖȘȈȉȈȚȣȊȈȚȤșȧ ȘȍȌȈȒȚȖȘȈȔȐ, 
ȒȖȚȖȘȣȍ ȐșȗȘȈȊȓȧȦȚ ȖȠȐȉȒȐ, ȗȍȘȍȌ ȊȣȝȖȌȖȔ ȗȖșȚȈ. ǹȌȍȓȈȚȤ șȖȉșȚȊȍȕȕȣȑ șȈȑȚ 
ȐȓȐ ȕȈȟȈȚȤ ȊȍșȚȐ ȉȓȖȋ ȓȍȋȒȖ, ȚȍȔ ȕȍ Ȕȍȕȍȍ, ȖșȕȖȊȕȣȍ ȗȘȖȉȓȍȔȣ ȏȈȒȓȦȟȈȦȚșȧ Ȋ 
ȚȖȔ, ȟȚȖȉȣ ȗȘȐȊȓȍȟȤ ȟȐȚȈȚȍȓȍȑ Ȑ ȕȍ ȗȍȘȍșȚȈȊȈȚȤ ȗȐșȈȚȤ Ȋ ȚȍȟȍȕȐȍ ȌȖȓȋȖȋȖ 
ȗȍȘȐȖȌȈ. ǷȖȌȈȊȓȧȦȡȍȍ ȉȖȓȤȠȐȕșȚȊȖ ȉȓȖȋȖȊ ȗȖȧȊȓȧȍȚșȧ Ȑ ȗȍȘȍșȚȈȍȚ 
șțȡȍșȚȊȖȊȈȚȤ Ȋ ȚȍȟȍȕȐȍ ȖȌȕȖȋȖ ȋȖȌȈ, ȚȈȒ ȒȈȒ ȈȊȚȖȘȣ ȓȐȉȖ ȕȍ ȕȈȉȐȘȈȦȚ 
ȈțȌȐȚȖȘȐȦ, ȕȈ ȒȖȚȖȘțȦ “ȏȈȔȈȝȕțȓȐșȤ”, ȓȐȉȖ ȊȣșȒȈȏȈȓȐ Ȋșȍ, ȟȚȖ ȝȖȚȍȓȐ. ǩȓȖȋ, 
ȒȈȒ Ȑ șȚȈȚȤȐ Ȋ ȎțȘȕȈȓȍ, ȕȍȓȍȋȒȖ ȗȖȌȌȍȘȎȐȊȈȚȤ ȕȈ ȌȖșȚȈȚȖȟȕȖ ȊȣșȖȒȖȔ țȘȖȊȕȍ. 

   ǭșȓȐ Ȋȣ ȝȖȚȐȚȍ ȏȈȊȍșȚȐ șȖȉșȚȊȍȕȕȣȑ ȉȓȖȋ, Ȑ ȕȍ ȏȕȈȍȚȍ ș ȟȍȋȖ ȕȈȟȈȚȤ, 
ȗȖȗȘȖȉțȑȚȍ șȈȔȣȍ ȗȖȗțȓȧȘȕȣȍ șȍȘȊȐșȣ Ȍȓȧ șȖȏȌȈȕȐȧ ȉȓȖȋȈ, șȘȍȌȐ ȒȖȚȖȘȣȝ, 
ȈȉșȖȓȦȚȕȣȑ ȓȐȌȍȘ - WordPress (http://www.wordpress.com). WordPress șȖȏȌȈȕ 
ȒȖȔȗȈȕȐȍȑ Automattic, ȒȖȚȖȘȈȧ ȗȘȍȒȘȈșȕȖ ȗȖȕȐȔȈȍȚ, ȟȚȖ ȌȍȓȈȍȚ, ș ȍȍ ȗȖȔȖȡȤȦ 
șȖȏȌȈȕȖ 27% Ȋșȍȝ șȈȑȚȖȊ Ȋ ȐȕȚȍȘȕȍȚȍ Ȑ, ȗȘȐȔȍȘȕȖ, 70% Ȋșȍȝ șȈȑȚȖȊ Ȍȓȧ 
ȊȍȌȍȕȐȧ ȉȓȖȋȈ. 

ǹȖȞȐȈȓȤȕȣȍ ǹȍȚȐ             
ǩȖȓȤȠȐȕșȚȊȖ ȥȒșȗȍȘȚȖȊ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȐșȗȖȓȤȏțȦȚ ǺȊȐȚȚȍȘ, 
Ȋ ȒȖȚȖȘȖȔ, ȊȘȍȔȧ ȖȚ ȊȘȍȔȍȕȐ (ȐȓȐ ȍȎȍȌȕȍȊȕȖ), ȗȖșȚȧȚ ȚȊȐȚȣ. ǪȖ-ȊȚȖȘȣȝ, ț 
ȔȕȖȋȐȝ ȍșȚȤ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȍ (ȐȓȐ ȓȐȟȕȣȍ) ȗȘȖȜȐȓȐ ȕȈ Facebook, LinkedIn 
ȐȓȐ Ȋ Google Groups. ǻ ȔȕȖȋȐȝ ȗȐșȈȚȍȓȍȑ ȍșȚȤ ȗȘȖȜȐȓȐ ȊȖ Ȋșȍȝ ȥȚȐȝ șȍȘȊȐșȈȝ, Ȉ 
ȚȈȒȎȍ ȖȚȌȍȓȤȕȣȍ șȈȑȚȣ, ȋȌȍ ȖȕȐ ȊȣȒȓȈȌȣȊȈȦȚ șȊȖȐ ȗțȉȓȐȒȈȞȐȐ.  

ǹȚȈȚȤȐ 

ǴȕȖȋȐȍ ȗȘȖȜȍșșȐȖȕȈȓȣ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȗȐȠțȚ “șȚȈȚȤȐ”, 
ȒȖȚȖȘȣȍ, ȒȈȒ ȗȘȈȊȐȓȖ, ȔȖȋțȚ șȖșȚȈȊȓȧȚȤ ȖȚ ȕȍșȒȖȓȤȒȐȝ șȖȚȍȕ ȌȖ ȔȕȖȋȐȝ Țȣșȧȟ 

șȓȖȊ. Ǫ șȘȍȌȕȍȔ, ȌȓȐȕȈ ȒȖȓȖȕȒȐ șȖșȚȈȊȓȧȍȚ 1000 șȓȖȊ. ǹȚȈȚȤȐ ȔȖȋțȚ ȉȣȚȤ 
ȖȗțȉȓȐȒȖȊȈȕȣ Ȋ ȗȍȟȈȚȕȣȝ ȎțȘȕȈȓȈȝ, Ȋ ȖȕȓȈȑȕ-ȊȍȘșȐȧȝ ȐȓȐ ȉȣȚȤ ȟȈșȚȤȦ ȉȓȖȋȖȊ. 
ǯȈȋȖȓȖȊȒȐ șȚȈȚȍȑ ȔȖȋțȚ ȖȚȕȖșȐȚșȧ Ȓ ȒȈȚȍȋȖȘȐȧȔ ȕȖȊȖșȚȍȑ, ȔȕȍȕȐȑ, ȗȘȈȒȚȐȟȍșȒȐȝ 
ȗȖșȖȉȐȑ ȐȓȐ ȚȍȝȕȐȟȍșȒȐȝ ȖȉȏȖȘȖȊ.  
   ǭșȓȐ Ȋȣ ȓȦȉȐȚȍ ȗȐșȈȚȤ, Ȑ ȊȈȔ ȗȖȊȍȏȍȚ, ȚȖ ȔȖȎȕȖ ȌȈȎȍ ȗȖȓțȟȐȚȤ 
ȍȎȍȕȍȌȍȓȤȕțȦ ȐȓȐ ȍȎȍȔȍșȧȟȕțȦ ȒȖȓȖȕȒț. ǶȌȕȈȒȖ, ȗȍȘȍȌ ȚȍȔ, ȒȈȒ ȕȈȟȈȚȤ 
ȗȘȖȜȍșșȐȖȕȈȓȤȕțȦ ȒȈȘȤȍȘț ȗȐșȈȚȍȓȧ, țȉȍȌȐȚȍșȤ, ȟȚȖ Ȋȣ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȥȚȖȋȖ 
ȝȖȚȐȚȍ. ȇ ȗȖȔȕȦ, ȒȈȒ ȉȣȓ ȊȏȊȖȓȕȖȊȈȕ, ȒȖȋȌȈ ȗȖȓțȟȐȓ ȒȖȓȖȕȒț Ȋ ȎțȘȕȈȓȍ 
InfoWorld Ȋ ȈȊȋțșȚȍ 2005-ȋȖ. Ǵȕȍ ȕȍ ȚȍȘȗȍȓȖșȤ ȘȈșșȒȈȏȈȚȤ ȊșȍȔț ȔȐȘț Ȋșȍ, ȟȚȖ ȧ 
ȌțȔȈȓ Ȑ Ȋșȍ, ȟȚȖ Ȕȍȕȧ ȐȕȚȍȘȍșȖȊȈȓȖ. ǶȒȈȏȈȓȖșȤ, ȟȚȖ ȔȖȎȕȖ ȘȈșșȒȈȏȈȚȤ ȊșȍȔț 



68 
 

ȔȐȘț ȖȉȖ ȊșȍȔ, ȟȚȖ ȊȈș ȌȍȑșȚȊȐȚȍȓȤȕȖ ȐȕȚȍȘȍșțȍȚ, ȗȘȐȔȍȘȕȖ, ȏȈ 12 șȚȈȚȍȑ. 
ǯȈȚȍȔ ȕțȎȕȖ ȗȖȑȔȈȚȤ ȘȐȚȔ șȖȏȌȈȕȐȧ ȕȖȊȣȝ ȐȌȍȑ, ȒȈȎȌȣȑ ȘȈȏ, ȒȖȋȌȈ ȗȘȐȝȖȌȐȚ 
ȊȘȍȔȧ ȕȈȗȐșȈȚȤ ȒȖȓȖȕȒț. ǰȕȖȋȌȈ, ȧ ȗȘȖșȣȗȈȦșȤ Ȋ 4 țȚȘȈ, Ȑ ȗȐȠț ȚȘȐ ȒȖȓȖȕȒȐ. Ǩ 
ȐȕȖȋȌȈ, Ȕȕȍ șȓȖȎȕȖ ȗȘȐȌțȔȈȚȤ ȕȖȊțȦ, ȐȕȚȍȘȍșȕțȦ șȚȈȚȤȦ ȐȓȐ ȚȖȟȒț ȏȘȍȕȐȧ, Ȑ ȧ 
ȊȣȝȖȎț ȌȈȓȍȒȖ ȏȈ ȌȍȌȓȈȑȕ. ǴȕȖȋȐȍ ȗȐșȈȚȍȓȐ, ȒȖȚȖȘȣȍ ȘȈȉȖȚȈȦȚ ș ȖȌȕȖȑ 
ȚȍȔȈȚȐȒȖȑ, “ȊȣȋȖȘȈȦȚ”, ȚȈȒ ȟȚȖ, ȍșȓȐ ȝȖȚȐȚȍ șȌȍȓȈȚȤ ȒȈȘȤȍȘț ȗȐșȈȚȍȓȧ, ȕȈȑȌȐȚȍ 
ȚȊȖȘȟȍșȒțȦ ȚȍȔț, ȒȖȚȖȘȈȧ ȉțȌȍȚ ȐȕȚȍȘȍșȕȈ ȊȈȔ Ȑ ȊȈȠȍȔț ȕȈȕȐȔȈȚȍȓȦ.  

ǲȕȐȋȐ 

ǲȕȐȋȐ - ȥȚȖ ȖȚȓȐȟȕȣȑ șȗȖșȖȉ ȗȖȌȍȓȐȚȤșȧ ȏȕȈȕȐȧȔȐ, Ȑ ȌȈȎȍ ȗȘȖȊȍȘȐȚȤ 
șȖȉșȚȊȍȕȕȣȍ ȕȈȊȣȒȐ ȗȐșȈȚȍȓȧ. ȇ Ȋșȍ ȍȡȍ ȖȚȟȍȚȓȐȊȖ ȗȖȔȕȦ ȘȈȌȖșȚȤ ȖȚ 
ȗȖȓțȟȍȕȐȧ ȒȖȕȚȘȈȒȚȈ ȕȈ ȗțȉȓȐȒȈȞȐȦ șȊȖȍȑ ȗȍȘȊȖȑ ȒȕȐȋȐ (ȗȖșȓȍ ȕȍșȒȖȓȤȒȐȝ ȓȍȚ 
ȗȖȗȣȚȖȒ, Ȑ ȉȖȓȍȍ 100 ȖȚȒȈȏȖȊ), Ȑ ȖȚ ȖȡțȡȍȕȐȧ, ȒȖȋȌȈ ȌȍȘȎȈȓ ȍȍ Ȋ ȘțȒȈȝ. ǭșȓȐ 
Ȋȣ ȈȊȚȖȘ ȒȕȐȋȐ, ȚȖ Ȋ ȊȈȠȍȔ ȕȍȒȘȖȓȖȋȍ, șȒȖȘȍȍ ȊșȍȋȖ, ȉțȌȍȚ ȕȈȗȐșȈȕȖ “ȈȊȚȖȘ 
ȒȕȐȋȐ”. ǵȐȒȚȖ ȕȍ șȔȖȎȍȚ ȥȚȖȋȖ ȖȚȕȧȚȤ. 
   ǻȟȐȚȣȊȈȧ Ȋșȍ ȊȣȠȍșȒȈȏȈȕȕȖȍ, ȌȖ Țȍȝ ȗȖȘ, ȗȖȒȈ Ȋȣ ȕȍ ȕȈȑȌȍȚȍ șȗȖșȖȉ 
ȗȖȎȍȕȐȚȤ ȔȍȎȌțȕȈȘȖȌȕȣȍ ȏȈȋȖȊȖȘȣ, ȊȈȔȗȐȘȖȊ, ȏȖȔȉȐ Ȑ ȐȕȜȖȘȔȈȞȐȖȕȕțȦ 
ȉȍȏȖȗȈșȕȖșȚȤ, ȎȍȓȈȚȍȓȤȕȖ ș ȋȓȈȊȕȣȔ ȋȍȘȖȍȔ-ȗȖȌȘȖșȚȒȖȔ, Ȋȣ ȊȘȧȌ ȓȐ ȉțȌȍȚȍ 
ȉȖȋȈȚȣȔ ȈȊȚȖȘȖȔ. ǷȖȌȈȊȓȧȦȡȍȍ ȉȖȓȤȠȐȕșȚȊȖ ȒȕȐȋ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ ȕȐȒȖȋȌȈ ȕȍ ȗȘȐȕȖșȐȓȐ șȊȖȐȔ ȈȊȚȖȘȈȔ ȉȖȓȤȠȍ $10 000. ǺȈȒ ȉȣȓȖ 
ȕȍ ȊșȍȋȌȈ, ȕȖ ȥȚȖ ȖșȚȈȍȚșȧ ȜȈȒȚȖȔ ș Țȍȝ ȗȖȘ, ȒȈȒ șȚȈȓȐ ȗȖȗțȓȧȘȕȣ ȗȖȐșȒȖȊȣȍ 
șȐșȚȍȔȣ, ș ȗȖȔȖȡȤȦ ȒȖȚȖȘȣȝ ȔȖȎȕȖ ȉȍșȗȓȈȚȕȖ ȕȈȝȖȌȐȚȤ ȐȕȜȖȘȔȈȞȐȦ. 
ǹțȡȍșȚȊțȦȚ ȐșȒȓȦȟȍȕȐȧ. ȇ ȏȕȈȦ ȕȍșȒȖȓȤȒȖ ȈȊȚȖȘȖȊ ȒȕȐȋ ȕȈ ȒȖȔȗȤȦȚȍȘȕțȦ 
ȚȍȔȈȚȐȒț, ȒȖȚȖȘȣȍ ȏȈȘȈȉȖȚȈȓȐ șȖȚȕȐ Țȣșȧȟ ȌȖȓȓȈȘȖȊ, Ȑ ȔȖȋțȚ ȗȖȏȊȖȓȐȚȤ șȍȉȍ 
ȧȝȚȣ Ȑ ȌȖȔȈ ȕȈ ȉȍȘȍȋț. ǵȖ ȕȐ Ȋ ȒȖȍȔ șȓțȟȈȍ ȕȍ șȚȖȐȚ ȗȐșȈȚȤ ȒȕȐȋț ș ȞȍȓȤȦ 
ȘȈȏȉȖȋȈȚȍȚȤ. ȅȚȖ ȕțȎȕȖ ȌȍȓȈȚȤ Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ ȗȖȌȍȓȐȚȤșȧ ȐȕȚȍȘȍșȕȖȑ ȐȌȍȍȑ, 
ȒȖȚȖȘȈȧ ȔȖȎȍȚ ȗȖȏȊȖȓȐȚȤ ȌȍșȧȚȒȈȔ Țȣșȧȟ ȟȐȚȈȚȍȓȍȑ ȌȍȑșȚȊȐȚȍȓȤȕȖ țȓțȟȠȐȚȤ 
șȊȖȦ ȎȐȏȕȤ ȐȓȐ ȒȈȘȤȍȘț, ȐȓȐ șȌȍȓȈȚȤ ȟȚȖ-ȚȖ ȉȖȓȤȠȍȍ. 

   ǽȖȚȧ, ȖȉȣȟȕȖ, ȈȊȚȖȘȣ ȒȕȐȋ ȕȈ ȒȖȔȗȤȦȚȍȘȕțȦ ȚȍȔȈȚȐȒț ȕȍ ȗȖȓțȟȈȦȚ ȉȖȓȤȠȐȝ 
Ȍȍȕȍȋ ȏȈ ȒȕȐȋȐ, ȖȕȐ, ȗȘȈȒȚȐȟȍșȒȐ ȊșȍȋȌȈ, ȔȖȋțȚ ȗȖȓțȟȐȚȤ ȝȖȘȖȠȖ ȖȗȓȈȟȐȊȈȍȔțȦ 

ȘȈȉȖȚț. ǩțȌțȟȐ ȈȊȚȖȘȖȔ ȒȕȐȋȐ, Ȋȣ ȏȈȘȈȉȈȚȣȊȈȍȚȍ ȌȖȊȍȘȐȍ, ȗȘȈȒȚȐȟȍșȒȐ, ȚȈȒȖȍ 
Ȏȍ, ȒȖȚȖȘȖȍ ȌȈȍȚ ȊȈȔ ȌȐȗȓȖȔ ȐȓȐ șȍȘȚȐȜȐȒȈȚ, ȕȖ ȊȖ ȔȕȖȋȐȝ șȓțȟȈȧȝ, țȘȖȊȍȕȤ 
ȗȖȓțȟȈȍȔȖȋȖ ȌȖȊȍȘȐȧ ȌȈȎȍ ȊȣȠȍ. Ǫ șȘȍȌȕȍȔ, ȈȊȚȖȘȣ ȒȕȐȋ ȕȈ ȒȖȔȗȤȦȚȍȘȕțȦ 
ȚȍȔȈȚȐȒț, ȒȖȚȖȘȣȝ ȧ ȏȕȈȦ, ȏȈȘȈȉȈȚȣȊȈȦȚ ȋȖȘȈȏȌȖ ȉȖȓȤȠȍ Țȍȝ, ȒȚȖ ȕȍ ȗȐșȈȓ 
ȒȕȐȋ. ǰ ȗȖȊȚȖȘȦșȤ, ȏȈ ȕȍșȒȖȓȤȒȖ ȟȈșȖȊ ȧ ȔȖȋț ȏȈȘȈȉȖȚȈȚȤ ȉȖȓȤȠȍ, ȟȍȔ ȌȘțȋȐȍ 
ȏȈȘȈȉȈȚȣȊȈȦȚ ȏȈ ȕȍȌȍȓȦ ȐȓȐ ȌȊȍ. ǰ ȥȚȖ ȋȖȊȖȘȐȚ ȟȍȓȖȊȍȒ, ȒȖȚȖȘȣȑ ȌȊȈȎȌȣ 
ȗȘȖȊȈȓȐȓ ȥȒȏȈȔȍȕ ȗȖ ȗȐșȤȔț.  
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ǰȏȌȈȊȈȚȤșȧ ǹȈȔȖȔț ȐȓȐ Ȋ ǰȏȌȈȚȍȓȤșȒȖȔ ǬȖȔȍ?                            
ǭșȓȐ Ȋȣ șȖȉȐȘȈȍȚȍșȤ ȕȈȗȐșȈȚȤ ȒȕȐȋț, ȊȈȔ ȕțȎȕȖ ȘȍȠȐȚȤ, ȝȖȚȐȚȍ ȓȐ Ȋȣ 
ȐȏȌȈȊȈȚȤșȧ șȈȔȖșȚȖȧȚȍȓȤȕȖ ȐȓȐ ȘȈȉȖȚȈȚȤ ș ȐȏȌȈȚȍȓȤșȒȐȔ ȌȖȔȖȔ. Ǭȓȧ ȘȈȉȖȚȣ ș 
ȐȏȌȈȚȍȓȍȔ ȊȈȔ ȗȖȕȈȌȖȉȐȚșȧ ȗȘȖȑȚȐ ȗȘȖȞȍșș ȌȍȚȈȓȤȕȖȋȖ ȖȚȉȖȘȈ. Ǭȓȧ ȈȊȚȖȘȖȊ, 
ȒȖȚȖȘȣȍ ȕȈȗȐșȈȓȐ șȊȖȦ ȗȍȘȊțȦ ȒȕȐȋț ȔȖȎȍȚ ȉȣȚȤ ȕȍȓȍȋȒȖ ȗȖȓțȟȐȚȤ ȒȖȕȚȘȈȒȚ, ș 
ȋȈȘȈȕȚȐȘȖȊȈȕȕȣȔȐ Ȑ ȗȖșȚȖȧȕȕȣȔȐ ȊȣȗȓȈȚȈȔȐ ȋȖȕȖȘȈȘȈ. ǴȕȖȋȐȍ ȈȊȚȖȘȣ, Țȍ ȒȚȖ 
ȗȐȠȍȚ ȊȗȍȘȊȣȍ Ȑ ȕȍ ȚȖȓȤȒȖ, ȝȖȚȧȚ ȐȏȌȈȊȈȚȤșȧ șȈȔȖșȚȖȧȚȍȓȤȕȖ, ȖȚȟȈșȚȐ Ȑȏ-ȏȈ 
ȚȖȋȖ, ȟȚȖ ȝȖȚȧȚ ȗȖȓțȟȈȚȤ ȉȖȓȤȠȍ ȗȘȐȉȣȓȐ ȏȈ ȒȈȎȌțȦ ȗȘȖȌȈȕȕțȦ ȒȕȐȋț. ǵȖ ȟȈȡȍ 
ȊșȍȋȖ ȈȊȚȖȘȣ ȘȍȠȈȦȚ ȐȏȌȈȊȈȚȤșȧ șȈȔȖșȚȖȧȚȍȓȤȕȖ, ȚȈȒ ȒȈȒ ȗȖȓțȟȐȓȐ ȖȚȒȈȏ Ȋ 
ȐȏȌȈȚȍȓȤșȒȖȔ ȌȖȔȍ. ǵȖ ȥȚȖ ȕȍȓȍȋȒȈȧ ȏȈȌȈȟȈ (ȐȏȌȈȊȈȚȤșȧ șȈȔȖșȚȖȧȚȍȓȤȕȖ). 
   ǭșȓȐ ȈȊȚȖȘ ȔȖȎȍȚ ȋȈȘȈȕȚȐȘȖȊȈȕȕȖ ȗȖȓțȟȈȚȤ ȉȖȓȤȠȐȑ ȗȘȖȞȍȕȚ ȏȈ ȒȈȎȌțȦ 
ȗȘȖȌȈȕȕțȦ ȒȕȐȋț, ȕȍ șȖȚȘțȌȕȐȟȈȧ ș ȐȏȌȈȚȍȓȤșȒȐȔ ȌȖȔȖȔ, ȚȖ ȧ țȊȍȘȍȕ, ȟȚȖ 
ȔȕȖȋȐȔ ȟȐȚȈȚȍȓȧȔ ȉțȌȍȚ ȐȕȚȍȘȍșȕȖ, ȏȈȟȍȔ ȊȖȖȉȡȍ ș ȕȐȔ șȖȚȘțȌȕȐȟȈȚȤ. ǵț, ȍșȚȤ 
ȔȕȖȎȍșȚȊȖ ȗȘȐȟȐȕ. Ǫ șȘȍȌȕȍȔ ȈȊȚȖȘ ȚȘȈȚȐȚ, ȗȘȐȔȍȘȕȖ, ȋȖȌ ȕȈ ȕȈȗȐșȈȕȐȍ ȒȕȐȋȐ, 
ȒȚȖ-ȚȖ ȉȖȓȤȠȍ, ȒȚȖ-ȚȖ ȔȍȕȤȠȍ. ǭșȓȐ ȍȔț ȕȍ ȗȖȊȍȏȓȖ ȏȈȘȈȉȈȚȣȊȈȚȤ ȚȖȓȤȒȖ 
ȗȐșȈȚȍȓȤșȒȖȑ ȌȍȧȚȍȓȤȕȖșȚȤȦ, ȥȚȖ ȖȏȕȈȟȈȍȚ, ȟȚȖ Ȗȕ ȌȖȓȎȍȕ ȚȘȈȚȐȚȤ ȕȈ ȥȚȖ Ȋșȍ 
șȊȖȍ șȊȖȉȖȌȕȖȍ ȊȘȍȔȧ ȕȈ ȗȘȖȚȧȎȍȕȐȐ ȋȖȌȈ. Ǫ ȐȚȖȋȍ, Ȗȕ ȕȍ ȖȉȡȈȍȚșȧ ș șȍȔȤȍȑ, 
ȗȘȖȗțșȒȈȍȚ ȊȍȟȍȘȐȕȒȐ, Ȑ Ȋ ȞȍȓȖȔ, ȗȘȖȊȖȌȐȚ ȏȈ ȒȖȔȗȤȦȚȍȘȖȔ ȋȖȘȈȏȌȖ ȉȖȓȤȠȍ 
ȊȘȍȔȍȕȐ, ȟȍȔ Ȗȕ ȗȘȖȊȖȌȐȚ, ȉțȌțȟȐ șȗȍȞȐȈȓȐșȚȖȔ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǻȟȐȚȣȊȈȧ Ȋșȍ ȏȈȚȘȈȟȍȕȕȣȍ țșȐȓȐȧ, ȝȖȟȍȚșȧ, ȟȚȖȉȣ ȒȕȐȋȈ 
ȗȖȓțȟȐȓȈșȤ ȝȖȘȖȠȍȑ. Ǩ ȒȕȐȋȈ, ȒȖȚȖȘȈȧ ȉțȌȍȚ ȕȈȗȍȟȈȚȈȕȈ Ȋ ȐȏȌȈȚȍȓȤșȒȖȔ ȌȖȔȍ, 
șȒȖȘȍȍ ȊșȍȋȖ, ȗȖȓțȟȐȚșȧ ȋȖȘȈȏȌȖ ȓțȟȠȍ. ǲȕȐȋȐ, ȐȏȌȈȕȕȣȍ șȈȔȖșȚȖȧȚȍȓȤȕȖ, 
ȘȍȌȒȖ ȗȘȖȌȈȦȚșȧ ȚȐȘȈȎȖȔ ȉȖȓȍȍ ȕȍșȒȖȓȤȒȐȝ Țȣșȧȟ ȒȖȗȐȑ (ȖșȖȉȍȕȕȖ Ȋ ȖȉȓȈșȚȐ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ), Ȑ, ȒȈȒ ȗȘȈȊȐȓȖ, ȗȘȖșȚȖ ȕȍ ȊȣȋȓȧȌȧȚ ȚȈȒ Ȏȍ 
ȗȘȖȜȍșșȐȖȕȈȓȤȕȖ, ȒȈȒ Țȍ, ȒȖȚȖȘȣȍ ȉȣȓȐ Ȋȣȗțȡȍȕȣ ȐȏȌȈȚȍȓȤșȒȐȔ ȌȖȔȖȔ. 

   ǹȈȔ ȜȈȒȚ ȗȘȖȝȖȎȌȍȕȐȧ ȖȚȉȖȘȈ Ȋ ȗȘȖȜȍșșȐȖȕȈȓȤȕȖȔ ȐȏȌȈȚȍȓȤșȒȖȔ ȌȖȔȍ 
ȌȍȓȈȍȚ ȊȈș, ȊȈȠ șȚȐȓȤ ȕȈȗȐșȈȕȐȧ Ȑ șȈȔț ȒȕȐȋț ȓțȟȠȍ. ǷȓȦș, ȐȏȌȈȚȍȓȤșȒȐȑ ȌȖȔ 
ȊȖȏȤȔȍȚ ȕȈ șȍȉȧ “ȕȍ ȗȐșȈȚȍȓȤșȒțȦ” ȘȈȉȖȚț, ȖȉȢȍȔ ȒȖȚȖȘȖȑ ȔȖȎȍȚ ȉȣȚȤ 
șȖȓȐȌȕȣȔ. ǷȍȘȍȌ ȕȈȗȐșȈȕȐȍȔ ȥȚȖȑ ȒȕȐȋȐ ȧ ȏȈȌțȔȈȓșȧ, șȚȖȐȚ ȓȐ ȊȗȍȘȊȣȍ 
ȗȖȗȘȖȉȖȊȈȚȤ ȐȏȌȈȊȈȚȤșȧ șȈȔȖȔț, ȕȖ ȗȖȚȖȔ ȧ ȗȖȕȧȓ, ȟȚȖ, ȍșȓȐ ȕȈȗȐȠț ȋȓȈȊȣ Ȑ 
ȗȍȘȍȌȈȔ Ȑȝ ȐȏȌȈȚȍȓȦ, ȒȖȚȖȘȣȑ ȏȈȑȔȍȚșȧ ȘȍȌȈȒȚȐȘȖȊȈȕȐȍȔ, ȚȍȝȕȐȟȍșȒȐȔȐ 
ȗȘȈȊȒȈȔȐ, ȠȘȐȜȚȈȔȐ, ȔȈȘȒȍȚȐȕȋȖȔ Ȑ ȘȈșȗȘȖșȚȘȈȕȍȕȐȍȔ, Ȑ șȖȉșȚȊȍȕȕȖ, 
ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȔ șȖȏȌȈȕȐȍȔ ȒȖȕȍȟȕȖȋȖ ȗȘȖȌțȒȚȈ, ȚȖ șȥȒȖȕȖȔȓȦ ȋȖȘȈȏȌȖ 
ȉȖȓȤȠȍ ȊȘȍȔȍȕȐ, ȒȖȚȖȘȖȍ șȔȖȋț ȗȘȖȊȍșȚȐ ș șȍȔȤȍȑ, ȐȓȐ ȏȈȕȐȔȈȧșȤ ȌȘțȋȐȔȐ 
ȓȦȉȐȔȣȔȐ ȌȍȓȈȔȐ, ȗȖȔȐȔȖ ȗȐșȈȚȍȓȤșȒȖȑ ȌȍȧȚȍȓȤȕȖșȚȐ Ȑ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǵȈȗȘȐȔȍȘ, ȊȔȍșȚȖ ȚȖȋȖ, ȟȚȖȉȣ șȈȔȖȔț șȖȏȌȈȊȈȚȤ ȗȍȘȍȌȕȦȦ Ȑ 
ȏȈȌȕȦȦ ȖȉȓȖȎȒȐ ȒȕȐȋȐ ș ȕțȓȧ, ȧ ȗȖȓțȟȐȓ ȕȍșȒȖȓȤȒȖ ȔȈȒȍȚȖȊ ȖȚ ȘȍȌȈȒȚȖȘȈ, Ȑ 
Ȋșȍ ȖȕȐ ȊȣȗȖȓȕȍȕȣ ȉȖȓȍȍ ȒȘȍȈȚȐȊȕȖ Ȑ ȉȖȓȍȍ ȗȘȖȜȍșșȐȖȕȈȓȤȕȖ, ȟȍȔ Țȍ, ȟȚȖ 
șȌȍȓȈȓ ȉȣ ȧ. ȇ ȗȘȖșȚȖ ȊȣȉȘȈȓ Țȍ, ȒȖȚȖȘȣȍ Ȕȕȍ ȗȖȕȘȈȊȐȓȐșȤ, Ȑ ȖȚȗȘȈȊȐȓ ȖȚȊȍȚ. 
ȅȚȖ ȏȈȕȧȓȖ ȖȌȕț ȔȐȕțȚț, ȊȔȍșȚȖ ȕȍșȒȖȓȤȒȐȝ Ȍȕȍȑ ȐȓȐ ȕȍȌȍȓȤ ȘȈȉȖȚȣ, Ȉ 
ȘȍȏțȓȤȚȈȚ ȉȣȓ ȓțȟȠȍ. ǩȖȓȍȍ ȚȖȋȖ, ȒȈȟȍșȚȊȖ ȘȈȉȖȚȣ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȝ 
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ȘȍȌȈȒȚȖȘȖȊ Ȑȏ ȐȏȌȈȚȍȓȤșȒȖȋȖ ȌȖȔȈ, ȕȈȔȕȖȋȖ ȓțȟȠȍ ȘȈȉȖȚȣ ȊȈȠȐȝ ȓȦȉȐȔȣȝ ȐȓȐ 
ȌȘțȏȍȑ, ȒȖȚȖȘȣȍ ȌȍȓȈȦȚ ȊȈȔ ȉȍșȗȓȈȚȕȖȍ ȖȌȖȓȎȍȕȐȍ. 
   ȇ ȌțȔȈȦ șȖȚȘțȌȕȐȟȍșȚȊȖ ș ȐȏȌȈȚȍȓȤșȒȐȔ ȌȖȔȖȔ ȥȒȖȕȖȔȐȚ, ȗȘȐȔȍȘȕȖ, 
ȗȖȓȖȊȐȕț ȊȈȠȐȝ țșȐȓȐȑ, Ȑ ȏȕȈȟȐȚȍȓȤȕȖ țȊȍȓȐȟȐȊȈȍȚ ȊȍȘȖȧȚȕȖșȚȤ șȖȏȌȈȕȐȧ 
ȒȈȟȍșȚȊȍȕȕȖȋȖ ȗȘȖȌțȒȚȈ, ȒȖȚȖȘȣȑ ȉțȌȍȚ ȓțȟȠȍ ȗȘȖȌȈȊȈȚȤșȧ, ȗȖ șȘȈȊȕȍȕȐȦ ș 
șȈȔȖșȚȖȧȚȍȓȤȕȣȔ ȐȏȌȈȚȍȓȤșȚȊȖȔ. ǺȈȒȐȔ ȖȉȘȈȏȖȔ, ȍșȓȐ Ȋȣ ȗȘȍȌȈȕȕȣȑ 
ȗȘȖȜȍșșȐȖȕȈȓ șȊȖȍȋȖ ȌȍȓȈ, Ȑ ȕȍ ȉȖȐȚȍșȤ ȊȓȖȎȐȚȤ ȌȖȗȖȓȕȐȚȍȓȤȕȣȍ țșȐȓȐȧ, ȚȖ 
șȈȔȖșȚȖȧȚȍȓȤȕȖȍ ȐȏȌȈȚȍȓȤșȚȊȖ - ȥȚȖ ȘȍȈȓȤȕȈȧ ȈȓȤȚȍȘȕȈȚȐȊȈ. ǲ șȖȎȈȓȍȕȐȦ, Ȋ 
ȔȐȘȍ Țȍȝ, ȒȚȖ ȐȏȌȈȍȚșȧ șȈȔȖșȚȖȧȚȍȓȤȕȖ, ȗȖȓȕȖ ȕȍȒȈȟȍșȚȊȍȕȕȣȝ ȘȈȉȖȚ ș ȉȖȓȤȠȐȔ 
ȒȖȓȐȟȍșȚȊȖȔ ȖȗȍȟȈȚȖȒ. ȅȚȖ ȕȍ ȖȏȕȈȟȈȍȚ, ȟȚȖ Ȋ ȒȕȐȋȈȝ, ȒȖȚȖȘȣȍ ȊȣȗțșȒȈȦȚ 
ȐȏȌȈȚȍȓȤșȒȐȍ ȌȖȔȈ, ȕȍȚ ȖȠȐȉȖȒ, ȕȖ Ȋ ȞȍȓȖȔ, Ȑȝ ȋȖȘȈȏȌȖ ȔȍȕȤȠȍ. 
   ǭșȓȐ Ȋȣ ȝȖȚȐȚȍ ȖȚȕȍșȚȐ șȊȖȦ ȒȕȐȋț Ȋ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȑ ȐȏȌȈȚȍȓȤșȒȐȑ ȌȖȔ, 
ȏȈȑȌȐȚȍ ȕȈ Ȑȝ Ȋȍȉ-șȈȑȚ Ȑ ȕȈȑȌȐȚȍ ȘȈȏȌȍȓ “ȗȘȍȌȓȖȎȐȚȤ ȒȕȐȋț”. ǵȍ șȗȍȠȐȚȍ ȍȋȖ 
ȏȈȗȖȓȕȧȚȤ. ǶȉȣȟȕȖ ȕȈ ȥȚȖ țȝȖȌȐȚ ȕȍșȒȖȓȤȒȖ Ȍȕȍȑ. ǯȈȚȍȔ ȖȚȗȘȈȊȤȚȍ 
ȗȘȍȌȓȖȎȍȕȐȍ ȕȈ Ȑȝ ȥȓȍȒȚȘȖȕȕȣȑ ȈȌȘȍș “Ȍȓȧ ȏȈȒȈȏȖȊ” ȐȓȐ ȟȍȓȖȊȍȒț, ȒȖȚȖȘȣȑ 
ȏȈȕȐȔȈȍȚșȧ ȚȈȒȐȔȐ ȊȖȗȘȖșȈȔȐ. ǭșȓȐ ȥȚȖ ȊȈȠȈ ȗȍȘȊȈȧ ȒȕȐȋȈ, Ȑ Ȋȣ ȝȖȚȐȚȍ, ȟȚȖȉȣ 
ȍȍ ȉȣșȚȘȍȍ ȗȘȐȕȧȓȐ, șȊȧȎȐȚȍșȤ ș ȓȐȚȍȘȈȚțȘȕȣȔ ȈȋȍȕȚȖȔ, ȒȖȚȖȘȣȑ ȏȈȕȐȔȈȍȚșȧ 
ȐȕȚȍȘȍșțȦȡȍȑ ȊȈș ȚȍȔȈȚȐȒȖȑ. Ƕȕ ȗȖȔȖȎȍȚ țȓțȟȠȐȚȤ ȊȈȠț ȐȌȍȦ Ȑ ȒȕȐȋț. ǴȖȑ 

ȖȗȣȚ ȗȖȒȈȏȣȊȈȍȚ, ȟȚȖ ȘȍȏțȓȤȚȈȚ ȗȖȟȚȐ ȊșȍȋȌȈ ȋȈȘȈȕȚȐȘțȍȚ ȗȖȓțȟȍȕȐȍ 
ȒȖȕȚȘȈȒȚȈ. ȇ ȕȍ ȊșȍȋȌȈ ȗȖȓȤȏȖȊȈȓșȧ țșȓțȋȈȔȐ ȓȐȚȍȘȈȚțȘȕȣȝ ȈȋȍȕȚȖȊ (ȧ ȘȈȉȖȚȈȓ 
ș StudioB (http://www.studiob.com/)), ȕȖ ȒȖȋȌȈ ȧ Ȓ ȕȐȔ ȖȉȘȈȡȈȓșȧ, Ȑȝ ȘȈȉȖȚȈ 
ȌȍȑșȚȊȐȚȍȓȤȕȖ șȚȖȐȓȈ ȕȍȉȖȓȤȠȖȋȖ ȗȘȖȞȍȕȚȈ ȖȚ ȔȖȍȋȖ ȋȖȕȖȘȈȘȈ ș ȗȘȖȌȈȎȐ ȒȕȐȋ 
(ȐȓȐ ȌȘțȋȐȝ ȘȈȉȖȚ). 

ǺȍȝȕȐȟȍșȒȐȑ ǸȍȌȈȒȚȖȘ  

ǯȈȌȖȓȋȖ ȌȖ ȚȖȋȖ, ȒȈȒ ȧ șȚȈȓ ȗțȉȓȐȒțȍȔȣȔ ȈȊȚȖȘȖȔ ȒȕȐȋ, ȧ ȉȣȓ ȚȍȝȕȐȟȍșȒȐȔ 
ȘȍȌȈȒȚȖȘȖȔ, ȗȘȖȊȍȘȧȦȡȐȔ ȒȕȐȋȐ, ȗȍȘȍȌ ȐȏȌȈȕȐȍȔ. ȇ ȌȖ șȐȝ ȗȖȘ ȐȔ ȖșȚȈȦșȤ. 
ǴȕȖȋȐȍ ȈȊȚȖȘȣ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȕȈȟȐȕȈȦȚ ș ȥȚȖȋȖ. ȅȚȖ 
ȖȚȓȐȟȕȈȧ ȊȖȏȔȖȎȕȖșȚȤ ȗȖȕȧȚȤ, ȒȈȒ Ȋșȍ ȘȈȉȖȚȈȍȚ, ȟȍȋȖ ȎȌțȚ ȖȚ ȈȊȚȖȘȈ, Ȑ ȒȈȒ 
ȐȏȉȍȎȈȚȤ ȖȠȐȉȖȒ, ȒȖȚȖȘȣȍ șȊȖȑșȚȊȍȕȕȣ ȕȈȟȐȕȈȦȡȐȔ ȈȊȚȖȘȈȔ.  

ǵȖȊȖșȚȕȣȍ ǸȈșșȣȓȒȐ 

ǹțȡȍșȚȊțȦȚ ȌȍșȧȚȒȐ ȍȎȍȌȕȍȊȕȣȝ, ȍȎȍȕȍȌȍȓȤȕȣȝ Ȑ ȍȎȍȔȍșȧȟȕȣȝ ȕȖȊȖșȚȕȣȝ 
ȘȈșșȣȓȖȒ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, Ȍȓȧ ȒȖȚȖȘȣȝ Ȋȣ ȔȖȎȍȚȍ ȗȐșȈȚȤ. 
ǷȖȕȈȌȖȉȐȚșȧ ȗȘȐȓȖȎȐȚȤ țșȐȓȐȧ, ȟȚȖȉȣ șȚȈȚȤ ȈȊȚȖȘȖȔ ȗȘȐȏȕȈȕȕȣȝ ȎțȘȕȈȓȖȊ Ȑ 
ȕȖȊȖșȚȕȣȝ ȘȈșșȣȓȖȒ, ȒȖȚȖȘȣȍ țȎȍ ȌȈȊȕȖ șțȡȍșȚȊțȦȚ. ǴȕȖȋȐȍ Ȑȏ ȕȐȝ ȊȖȖȉȡȍ ȕȍ 
ȗȘȐȕȐȔȈȦȚ ȕȖȊȣȝ, ȌȖȉȘȖȊȖȓȤȕȣȝ ȗțȉȓȐȒȈȞȐȑ ȖȚ ȈȊȚȖȘȖȊ, Ȋ ȚȖ ȊȘȍȔȧ, ȒȈȒ 
ȌȘțȋȐȍ, Ȕȍȕȍȍ ȐȏȊȍșȚȕȣȍ ȕȖȊȖșȚȕȣȍ ȘȈșșȣȓȒȐ, ȉȍȏțȔȕȖ șȐȓȤȕȖ ȕțȎȌȈȦȚșȧ Ȋ 
ȕȖȊȣȝ ȈȊȚȖȘȈȝ. ǵȖȊȖșȚȕȣȍ ȘȈșșȣȓȒȐ - ȥȚȖ ȖȚȓȐȟȕȖȍ ȔȍșȚȖ, ȋȌȍ ȔȖȎȕȖ 
ȊȣȘȈȉȖȚȈȚȤ șȊȖȑ șȚȐȓȤ ȗȐșȤȔȈ Ȑ ȘȈȉȖȚȈ Ȋ ȕȐȝ ȉțȌȍȚ ȖȚȓȐȟȕȖȑ șȚȘȖȟȒȖȑ Ȋ 
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ȘȍȏȦȔȍ, ȒȖȚȖȘȈȧ ȗȖȏȊȖȓȐȚ Ȋ ȌȈȓȤȕȍȑȠȍȔ ȗȖȓțȟȐȚȤ ȌȘțȋțȦ, 
ȊȣșȖȒȖȖȗȓȈȟȐȊȈȍȔțȦ ȘȈȉȖȚț. 

ǩȘȖȠȦȘȣ 

ǴȖȑ ȖȗȣȚ ȗȖȒȈȏȣȊȈȍȚ, ȟȚȖ, ȊȖ ȔȕȖȋȐȝ șȓțȟȈȧȝ, ȉȘȖȠȦȘȣ, șȗȖȕșȐȘțȍȔȣȍ 
ȗȘȖȐȏȊȖȌȐȚȍȓȍȔ - ȥȚȖ ȓȍȋȒȐȑ șȗȖșȖȉ ȏȈȘȈȉȖȚȈȚȤ ȉȖȓȤȠȐȍ ȌȍȕȤȋȐ. 
ǷȘȖȐȏȊȖȌȐȚȍȓȐ ȊșȍȋȌȈ ȗȘȍȌȓȈȋȈȦȚ ȊȣșȖȒțȦ ȖȗȓȈȚț ȏȈ ȉȘȖȠȦȘț ȌȓȐȕȖȑ Ȋ 5 - 10 

șȚȘȈȕȐȞ. ǵȍȒȖȚȖȘȣȍ ȚȍȔȣ ȌȈȊȈȓȐșȤ Ȕȕȍ ȓȍȋȒȖ, Ȑ ȧ ȗȐșȈȓ ȊșȦ ȉȘȖȠȦȘț Ȋ 
ȚȍȟȍȕȐȍ ȕȍșȒȖȓȤȒȐȝ ȟȈșȖȊ. ǬȘțȋȐȍ ȚȍȔȣ ȚȘȍȉȖȊȈȓȐ ȉȖȓȤȠȍ ȐșșȓȍȌȖȊȈȕȐȑ Ȑ 
ȐȕȚȍȘȊȤȦ, Ȑ ȘȈȉȖȚȈ ȔȖȋȓȈ ȏȈȕȐȔȈȚȤ ȔȕȖȋȐȍ ȕȍȌȍȓȐ. ǵȖ, Ȋ ȞȍȓȖȔ, ȏȈ ȕȍșȒȖȓȤȒȖ 
ȉȘȖȠȦȘ ȔȖȎȕȖ ȏȈȘȈȉȖȚȈȚȤ ȚȈȒȐȍ Ȏȍ ȌȍȕȤȋȐ, ȒȈȒ ȏȈ ȒȕȐȋț, ȏȈȚȘȈȚȐȊ ȕȈȔȕȖȋȖ 
ȔȍȕȤȠȍ țșȐȓȐȑ. ǷȘȖȉȓȍȔȈ Ȋ ȚȖȔ, ȟȚȖ ȊȖ ȔȕȖȋȐȝ șȓțȟȈȧȝ, ȕȈȗȐșȈȚȤ ȉȘȖȠȦȘț 
ȗȘȖșȧȚ ȐȔȍȕȕȖ ȈȊȚȖȘȈ ȒȕȐȋȐ. ǺȍȔ ȕȍ Ȕȍȕȍȍ, șȓȍȌțȍȚ ȗȖȔȕȐȚȤ, ȟȚȖ ș ȚȖȟȒȐ 
ȏȘȍȕȐȧ ȥȚȐȒȐ, ȍșȓȐ ȗȘȖȐȏȊȖȌȐȚȍȓȤ ȝȖȚȧ ȉȣ ȘȈȏ ȗȓȈȚȐȓ ȊȈȔ ȏȈ ȊȣȗȖȓȕȍȕȐȍ 
ȘȈȉȖȚȣ ȗȖ ȗȘȖȌȊȐȎȍȕȐȦ, ȚȖ Ȋȣ ȊșȍȋȌȈ ȌȖȓȎȕȣ țȒȈȏȣȊȈȚȤ ȕȈ ȥȚȖ ȊȖ Ȋșȍȝ 
ȘȈȉȖȚȈȝ, ȒȖȚȖȘȣȍ Ȋȣ ȗȐȠȐȚȍ Ȍȓȧ ȚȖȋȖ Ȏȍ ȗȘȖȐȏȊȖȌȐȚȍȓȧ ȐȓȐ ȍȋȖ ȒȖȕȒțȘȍȕȚȖȊ. 

ǺȍȝȕȐȟȍșȒȐȍ ǶȉȏȖȘȣ 

ǹȈȔȈȧ șȓȖȎȕȈȧ ȗȐșȈȚȍȓȤșȒȈȧ ȘȈȉȖȚȈ, ȒȖȚȖȘȖȑ ȧ ȒȖȋȌȈ-ȓȐȉȖ ȏȈȕȐȔȈȓșȧ - ȥȚȖ 
ȕȈȗȐșȈȕȐȍ ȚȍȝȕȐȟȍșȒȐȝ ȖȉȏȖȘȖȊ. ǶȕȐ ȗȖȌȘȈȏțȔȍȊȈȦȚ ȗȘȖȊȍȘȒț ȖȌȕȖȋȖ ȐȓȐ 
ȕȍșȒȖȓȤȒȖ ȗȘȖȌțȒȚȖȊ, ȖȞȍȕȒț ȚȖȋȖ, ȕȈșȚȖȓȤȒȖ ȓȐ ȖȕȐ ȝȖȘȖȠȐ, ȒȈȒ Ȗȉ ȥȚȖȔ 
ȗȖșȚȖȧȕȕȖ ȋȖȊȖȘȧȚ ȗȘȖȐȏȊȖȌȐȚȍȓȐ. ǷȖșȓȍ ȟȍȋȖ ȕțȎȕȖ șȖȖȉȡȐȚȤ ȟȐȚȈȚȍȓȧȔ Ȗ 
ȕȈșȚȖȧȡȐȝ ȊȖȏȔȖȎȕȖșȚȧȝ ȥȚȐȝ ȗȘȖȌțȒȚȖȊ. ǺȈȒȐȍ ȖȉȏȖȘȣ ȔȖȋțȚ ȏȈȕȐȔȈȚȤ 
ȕȍșȒȖȓȤȒȖ Ȍȕȍȑ ȐȓȐ ȕȍȌȍȓȤ, Ȑ ȟȈșȚȖ ȚȘȍȉțȦȚ ȗȘȐȔȍȕȍȕȐȧ ȓȈȉȖȘȈȚȖȘȕȣȝ ȚȍșȚȖȊ, 
Ȉ ȚȈȒȎȍ ȐȕȚȍȘȊȤȦ ș ȘȍȈȓȤȕȣȔȐ ȗȖȓȤȏȖȊȈȚȍȓȧȔȐ. ǰ ȏȈ Ȋșȍ ȥȚȐ țșȐȓȐȧ, 
ȗȘȖȐȏȊȖȌȐȚȍȓȐ, ȒȈȒ ȗȘȈȊȐȓȖ, ȗȓȈȚȧȚ ȔȍȕȤȠȍ, ȟȍȔ ȏȈ ȉȘȖȠȦȘȣ, ȒȖȚȖȘȣȍ ȋȖȘȈȏȌȖ 
ȓȍȋȟȍ ȕȈȗȐșȈȚȤ. ǻȟȐȚȣȊȈȧ Ȋșȍ ȊȣȠȍșȒȈȏȈȕȕȖȍ, ȝȖȘȖȠȐȑ ȚȍȝȕȐȟȍșȒȐȑ ȖȉȏȖȘ 
ȔȖȎȍȚ ȗȘȐȕȍșȚȐ ȋȖȘȈȏȌȖ ȉȖȓȤȠȍ țȌȖȊȓȍȚȊȖȘȍȕȐȧ ȖȚ ȘȈȉȖȚȣ, Ȑ ȗȖȔȖȟȤ 
ȉȖȓȤȠȍȔț ȒȖȓȐȟȍșȚȊț ȓȦȌȍȑ. ǲȈȎȌȣȑ ȋȖȌ ȧ ȗȣȚȈȦșȤ ȌȍȓȈȚȤ ȕȍșȒȖȓȤȒȖ ȚȈȒȐȝ 
ȖȉȏȖȘȖȊ. ȇ ȌȍȓȈȦ ȖȉȏȖȘȣ, ȒȖȋȌȈ ȊȐȎț ȔȕȖȋȖȖȉȍȡȈȦȡȐȑ ȗȘȖȌțȒȚ ȐȓȐ ȍșȓȐ 
ȗȘȖȌțȒȚ ȐȕȚȍȘȍșȍȕ ȟȐȚȈȚȍȓȧȔ. 

ǲȖȕȜȍȘȍȕȞȐȐ 

ǲȈȒ ȚȖȓȤȒȖ Ȋȣ șȚȈȕȍȚȍ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȔ ȗȐșȈȚȍȓȍȔ, ȊȈș, ȊȖȏȔȖȎȕȖ, ȕȈȟȕțȚ 
ȗȘȐȋȓȈȠȈȚȤ ȕȈ ȒȖȕȜȍȘȍȕȞȐȐ, ȕȈ ȒȖȚȖȘȣȝ Ȋȣ ȔȖȎȍȚȍ ȊȣșȚțȗȐȚȤ ș ȗȘȍȏȍȕȚȈȞȐȍȑ. 
Ǵȕȍ ȗȖȕȈȌȖȉȐȓȖșȤ ȌȊȈ ȌȍșȧȚȐȓȍȚȐȧ, ȟȚȖȉȣ șȗȘȈȊȐȚȤșȧ șȖ șȚȘȈȝȖȔ șȞȍȕȣ, 
ȗȘȖȉȐȘȈȦȡȐȔ ȌȖ ȌȘȖȎȐ Ȋ ȒȖȓȍȕȧȝ, ȕȖ ȧ ș țȊȍȘȍȕȕȖșȚȤȦ ȔȖȋț șȒȈȏȈȚȤ, ȟȚȖ 
ȊȣșȚțȗȓȍȕȐȧ ȕȈ ȒȖȕȜȍȘȍȕȞȐȧȝ ȗȘȐȕȖșȧȚ ȖȋȘȖȔȕȖȍ țȌȖȊȖȓȤșȚȊȐȍ ȖȚ 
ȗȘȖȌȍȓȈȕȕȖȑ ȘȈȉȖȚȣ. ȅȚȖ ȕȍ ȚȖȓȤȒȖ ȌȈȍȚ ȊȖȏȔȖȎȕȖșȚȤ ȗȖȌȍȓȐȚȤșȧ ȗȖȓțȟȍȕȕȣȔȐ 
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ȏȕȈȕȐȧȔȐ, ȊȣșȚțȗȈȧ ș ȐȕȚȍȘȍșȕȖȑ ȊȈȔ ȚȍȔȖȑ, ȕȖ Ȑ ȊșȚȘȍȚȐȚȤ ȌȍșȧȚȒȐ 
ȍȌȐȕȖȔȣȠȓȍȕȕȐȒȖȊ, ȗȖȓțȟȐȚȤ ȕȖȊȣȍ ȊȖȏȔȖȎȕȖșȚȐ Ȍȓȧ ȗȘȖȌȊȐȎȍȕȐȧ ȗȖ ȘȈȉȖȚȍ, 
Ȑ ȖȚȒȘȣȚȤ Ȍȓȧ șȍȉȧ ȜȈȒȚȣ, ȒȖȚȖȘȣȝ Ȋȣ ȘȈȕȤȠȍ ȕȍ ȏȕȈȓȐ. ǲȖȕȍȟȕȖ, ȊȣșȚțȗȓȍȕȐȍ 
ș ȗȘȍȏȍȕȚȈȞȐȍȑ ȚȘȍȉțȍȚ ȖȗȘȍȌȍȓȍȕȕȣȝ ȕȈȊȣȒȖȊ, ȚȈȒȐȝ, ȒȈȒ șȖȏȌȈȕȐȍ 
ȒȈȟȍșȚȊȍȕȕȣȝ șȓȈȑȌ-ȠȖț Ȑ ȗȘȖȘȈȉȖȚȒȈ ȋȘȈȔȖȚȕȖȋȖ șȚȐȓȧ ȊȍȌȍȕȐȧ ȗȘȍȏȍȕȚȈȞȐȐ. 
ǵȈ ȔȕȖȋȐȝ ȒȖȕȜȍȘȍȕȞȐȧȝ ȍșȚȤ ȗȘȍȌȊȈȘȐȚȍȓȤȕȣȍ ȚȘȍȕȐȕȋȐ, ȒȖȚȖȘȣȍ ȗȘȐȏȊȈȕȣ 

ȗȖȔȖȟȤ ȕȖȊȣȔ (Ȑ ȖȗȣȚȕȣȔ) țȟȈșȚȕȐȒȈȔ țȓțȟȠȐȚȤ șȊȖȐ ȖȘȈȚȖȘșȒȐȍ ȕȈȊȣȒȐ Ȑ 
ȕȈȊȣȒȐ ȗȘȍȏȍȕȚȈȞȐȐ. 
 

ǹȖȊȍȚȣ ǷȘȖȜȍșșȐȖȕȈȓȤȕȖȋȖ ǷȐșȈȚȍȓȧ 

ǷȖșȓȍ, ȗȘȈȒȚȐȟȍșȒȐ, ȚȘȍȝ ȌȍșȧȚȐȓȍȚȐȑ ȗȐșȈȚȍȓȤșȒȖȑ ȌȍȧȚȍȓȤȕȖșȚȐ, ȧ ȔȖȋț ȌȈȚȤ 
șȊȖȐȔ ȟȐȚȈȚȍȓȧȔ ȕȍșȒȖȓȤȒȖ șȖȊȍȚȖȊ, Ȋ ȚȖȔ ȟȐșȓȍ Țȍ, ȟȚȖ ȖȗȐșȈȕȣ ȕȐȎȍ. 

ǹȓȖȎȕȍȍ ǪșȍȋȖ ǵȈȟȈȚȤ 

ǯȈ ȋȖȌȣ ȘȈȉȖȚȣ, ȒȖ Ȕȕȍ ȗȖȌȝȖȌȐȓȐ șȖȚȕȐ ȓȦȌȍȑ, ș ȊȖȗȘȖșȖȔ, ȒȈȒ șȚȈȚȤ 
ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȔ ȗȐșȈȚȍȓȍȔ. ȇ ȊșȍȋȌȈ ȌȈȦ ȐȔ ȔȕȖȋȖ ȐȕȜȖȘȔȈȞȐȐ Ȑ 
ȘȍȒȖȔȍȕȌȈȞȐȑ. ǰ ȏȈ Ȋșȍ ȥȚȖ ȊȘȍȔȧ, ȕȈȊȍȘȕȖȍ, ȚȖȓȤȒȖ ȕȍȒȖȚȖȘȣȍ Ȑȏ ȕȐȝ 
ȗȖșȓȍȌȖȊȈȓȐ ȔȖȐȔ șȖȊȍȚȈȔ Ȑ ȝȖȚȧ ȉȣ ȗȖȗȣȚȈȓȐșȤ. ǩȣȚȤ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȔ 
ȗȐșȈȚȍȓȍȔ Ȋ ȚȍȝȕȐȟȍșȒȖȑ ȖȉȓȈșȚȐ ȕȍ ȗȘȖșȚȖ, ȗȖ ȒȘȈȑȕȍȑ ȔȍȘȍ, ȉȍȏ ȌȖșȚȈȚȖȟȕȖȑ 
ȗȘȈȒȚȐȒȐ. ǹȈȔȖȍ șȓȖȎȕȖȍ - ȕȈȟȈȚȤ. ǭșȓȐ Ȋȣ ȝȖȚȐȚȍ ȗȘȖȜȍșșȐȖȕȈȓȤȕȖ ȗȐșȈȚȤ, 
ȟȈșȚȐȟȕȖ ȐȓȐ ȗȖȓȕȖșȚȤȦ țȌȍȓȧȧ ȥȚȖȔț șȊȖȍ ȊȘȍȔȧ, ȊȈȔ ȕțȎȕȖ ȕȈȟȈȚȤ ȗȐșȈȚȤ Ȑ 
ȗȘȐȒȓȈȌȣȊȈȚȤ Ȋșȍ ȊȖȏȔȖȎȕȣȍ țșȐȓȐȧ, ȟȚȖȉȣ ȊȈș ȖȗțȉȓȐȒȖȊȈȓȐ. ǲȖȕȍȟȕȖ, Ȋȣ 
ȌȖȓȎȕȣ ȘȈȏȉȐȘȈȚȤșȧ Ȋ șȊȖȍȔ ȗȘȍȌȔȍȚȍ, Ȑ țȔȍȚȤ ȝȖȘȖȠȖ ȗȐșȈȚȤ, ȕȖ, ȒȈȒ ȧ țȎȍ 
ȋȖȊȖȘȐȓ, ȟȚȖ-ȚȖ Ȑȏ ȥȚȖȋȖ ȔȖȎȕȖ ȊȣțȟȐȚȤ Ȋ ȗȘȖȞȍșșȍ. ǭșȓȐ ț ȊȈș ȕȍ ȗȖȓțȟȈȍȚșȧ 
ȗȖȕȧȚȕȖ Ȑ ȐȕȚȍȘȍșȕȖ ȗȐșȈȚȤ, ȗȘȖȟȐȚȈȑȚȍ ȕȍșȒȖȓȤȒȖ ȒȕȐȋ ȗȖ ȋȘȈȔȔȈȚȐȒȍ Ȑ 
ȐșȒțșșȚȊț ȕȈȗȐșȈȕȐȧ ȚȍȒșȚȖȊ. 

ǿȐȚȈȑȚȍ ǷȖ-ȌȘțȋȖȔț  

ǺȈȒȎȍ, ȒȈȒ Ȑ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȑ ȔțȏȣȒȈȕȚ, ȒȖȚȖȘȣȑ șȓțȠȈȍȚ ȔțȏȣȒț ȕȍ ȒȈȒ 
Ȗȉȣȟȕȣȑ ȗȖȒȓȖȕȕȐȒ, ȗȐșȈȚȍȓȤ ȌȖȓȎȍȕ ȖȞȍȕȐȊȈȚȤ ȚȍȒșȚȣ ȌȘțȋȐȝ. ǭȔț 
ȕȍȖȉȝȖȌȐȔȖ ȊȐȌȍȚȤ Ȋ ȚȍȒșȚȍ ȐȌȍȐ, ȗȖȌșȒȈȏȒȐ Ȑ ȘȈȏȓȐȟȕȣȍ ȗȘȐȍȔȣ. ǵȈȟȕȐȚȍ 
ȟȐȚȈȚȤ șȚȈȚȤȐ, șȚȈȘȈȑȚȍșȤ ȘȈȏȋȓȧȌȍȚȤ Ȋ ȕȐȝ ȈȊȚȖȘșȒȐȍ ȗȘȐȍȔȣ. ǲȈȒ ȈȊȚȖȘ 
ȏȕȈȒȖȔȐȚ ȟȐȚȈȚȍȓȧ ș ȐșȚȖȘȐȍȑ? ǲȈȒȐȔ ȉȣȓȖ ȗȍȘȊȖȍ ȗȘȍȌȓȖȎȍȕȐȍ? ǵȈșȒȖȓȤȒȖ 
ȝȖȘȖȠȖ ȘȈșȒȘȣȚ ȔȈȚȍȘȐȈȓ? ǩȣȓȖ ȓȐ ȐȕȚȍȘȍșȕȖ? ǰșȗȖȓȤȏȖȊȈȓ ȓȐ ȈȊȚȖȘ ȋȘȈȜȐȒț, 

Ȑ ȋȌȍ? ǲȈȒȐȔ ȉȣȓ ȊȣȊȖȌ? ǭșȓȐ Ȋȣ șȖȉȐȘȈȍȚȍșȤ șȚȈȚȤ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȔ 
ȗȐșȈȚȍȓȍȔ, Ȋȣ ȌȖȓȎȕȣ ȏȈȔȍȟȈȚȤ ȒȐȘȗȐȟȐȒȐ Ȋ ȜțȕȌȈȔȍȕȚȍ ȌȖȔȈ. ǲȘȖȔȍ ȚȖȋȖ, 
ȍșȓȐ ȊȈȔ ȗȖȕȘȈȊȐȓșȧ șȚȐȓȤ ȒȈȒȖȋȖ-ȚȖ ȈȊȚȖȘȈ, ȗȘȖȟȚȐȚȍ ȌȘțȋȐȍ ȍȋȖ 
ȗȘȖȐȏȊȍȌȍȕȐȧ. ǲȈȒ ȚȖȓȤȒȖ Ȋȣ ȕȈȑȌȍȚȍ ȚȈȒȖȋȖ ȈȊȚȖȘȈ Ȑ ȉțȌȍȚȍ ȟȐȚȈȚȤ ȍȋȖ ȚȍȒșȚȣ 
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Ȑȏ-ȏȈ ȚȖȋȖ, ȟȚȖ ȖȕȐ ȕȈȗȐșȈȕȣ ȓțȟȠȍ, ȟȍȔ ȉȖȓȤȠȐȕșȚȊȖ ȗȘȖȐȏȊȍȌȍȕȐȑ ȌȘțȋȐȝ 
ȈȊȚȖȘȖȊ, ȗȘȖȌȖȓȎȈȑȚȍ ȐȏțȟȈȚȤ ȍȋȖ ȔȈȚȍȘȐȈȓȣ. 
 

ǵȈȟȕȐȚȍ ǷȐșȈȚȤ ǩȍșȗȓȈȚȕȖ 

ǶȟȍȕȤ ȘȍȌȒȖ ȈȊȚȖȘȣ ȗȖȓțȟȈȦȚ ȌȍȕȤȋȐ ȏȈ șȊȖȦ ȗȍȘȊțȦ ȘȈȉȖȚț. ǴȕȖȋȐȔ Ȑȏ ȕȈș 
ȗȘȐȠȓȖșȤ ȗȖȚȘȈȚȐȚȤ șȊȖȍ ȊȘȍȔȧ, ȟȚȖȉȣ, șȒȈȎȍȔ ȚȈȒ, ȗȖȗȈșȚȤ ȕȈ ȗȍȘȍȌȖȊțȦ. 

ǭșȓȐ Ȋȣ ȝȖȚȐȚȍ ȕȈȟȈȚȤ ȒȈȘȤȍȘț ȗȘȖȜȍșșȐȖȕȈȓȤȕȖȋȖ ȗȐșȈȚȍȓȧ, ȐȡȐȚȍ ȕȈȐȉȖȓȍȍ 
ȐȏȊȍșȚȕȣȍ ȕȖȊȖșȚȕȣȍ ȘȈșșȣȓȒȐ Ȑ ȉȓȖȋȐ, ȒȖȚȖȘȣȍ ȗȘȐȕȐȔȈȦȚ ȉȍșȗȓȈȚȕȣȍ șȚȈȚȤȐ 
Ȑ ȐȌȍȐ, Ȑ ȗȘȖȌȖȓȎȈȑȚȍ ȌȍȓȈȚȤ ȠȈȋȐ Ȋ ȥȚȖȔ ȕȈȗȘȈȊȓȍȕȐȐ. ǹȖ ȊȘȍȔȍȕȍȔ, ȕȈȉȐȘȈȧ 
ȖȗȣȚ, Ȑ șȖȏȌȈȊȈȧ șȖȉșȚȊȍȕȕȣȑ șȚȐȓȤ ȗȐșȤȔȈ, Ȋȣ șȔȖȎȍȚȍ ȕȈȟȈȚȤ ȗȖȊȣȠȈȚȤ 
ȏȈȗȘȖșȣ, ȚȍȔ ȕȍ Ȕȍȕȍȍ, șȓȍȌțȍȚ ȗȖȔȕȐȚȤ, ȟȚȖ ȘȈȏȕȣȍ ȊȐȌȣ ȗȐșȈȚȍȓȤșȒȖȑ ȘȈȉȖȚȣ 

ȖȗȓȈȟȐȊȈȦȚșȧ ȗȖ-ȘȈȏȕȖȔț. ǾȍȓȤȦ ȚȈȒȖȑ ȘȈȉȖȚȣ ȕȍ ȊșȍȋȌȈ ȌȖȓȎȕȣ ȉȣȚȤ ȌȍȕȤȋȐ. 
ǲȈȎȌȖȑ ȕȖȊȖȑ ȗțȉȓȐȒȈȞȐȍȑ Ȋȣ ȏȈȘȈȉȈȚȣȊȈȍȚȍ ȘȍȗțȚȈȞȐȦ. 

ǩțȌȤȚȍ ǷȘȖȜȍșșȐȖȕȈȓȤȕȣ 

Ǫ ȒȖȕȞȍ ȒȖȕȞȖȊ, șȈȔȖ șȖȉȖȑ ȘȈȏțȔȍȍȚșȧ, ȟȚȖ Ȋ ȐȕȌțșȚȘȐȐ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȝ 
ȈȊȚȖȘȖȊ, ȕțȎȕȖ ȉȣȚȤ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȔ ȊȖ ȊșȍȔ. ȅȚȖ ȖȏȕȈȟȈȍȚ, ȟȚȖ ȕțȎȕȖ ȉȣȚȤ 
ȗȖȌȋȖȚȖȊȓȍȕȕȣȔ Ȑ ȖȉȓȈȌȈȚȤ șȖȖȚȊȍȚșȚȊțȦȡȐȔȐ ȏȕȈȕȐȧȔȐ, ȕȖ ȚȈȒȎȍ - ȕȍ 
ȗȘȖȊȈȓȐȊȈȚȤ ȌȍȌȓȈȑȕȣ. ǲȈȎȌȣȑ ȘȍȌȈȒȚȖȘ Ȑ ȐȏȌȈȚȍȓȤ Ȋ ȥȚȖȑ ȐȕȌțșȚȘȐȐ ȔȖȎȍȚ 
ȘȈșșȒȈȏȈȚȤ ȊȈȔ ȐșȚȖȘȐȦ țȎȈșȖȊ, Ȗ ȚȖȔ, ȒȈȒ ȖȕȐ ȗȖȌȗȐșȈȓȐ ș ȈȊȚȖȘȖȔ ȒȖȕȚȘȈȒȚ, 
Ȉ Ȗȕ ȚȈȒ Ȑ ȕȍ ȏȈȒȖȕȟȐȓ ȒȕȐȋț ȐȓȐ șȚȈȚȤȦ. ȇ țȏȕȈȓ, ȟȚȖ ȍșȓȐ ȗȘȖșȚȖ șȌȈȊȈȚȤ Ȋșȍ 
Ȋ șȘȖȒ, ȚȖ ȔȖȎȕȖ ȊȏȧȚȤ ȘȈȉȖȚț Ȑ ȗȖȓțȟȐȚȤ ȔȕȖȋȖ Ȍȍȕȍȋ. ǪȖ ȔȕȖȋȐȝ șȓțȟȈȧȝ, 
ȒȖȋȌȈ Ȋȣ ȗȍȘȊȣȑ ȘȈȏ ȊșȚȘȍȟȈȍȚȍșȤ ș ȐȏȌȈȚȍȓȍȔ ȐȓȐ ȘȍȌȈȒȚȖȘȖȔ, Ȗȕ ȗȣȚȈȍȚșȧ 
ȗȖȕȧȚȤ ȕȈșȒȖȓȤȒȖ Ȋȣ ȕȈȌȍȎȕȣ Ȑ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣ. ǭșȓȐ ȖȚ ȘȈȏȈ Ȓ ȘȈȏț 
ȌȍȔȖȕșȚȘȐȘȖȊȈȚȤ ȗȘȖȜȍșșȐȖȕȈȓȐȏȔ, ȚȖ ȔȖȎȕȖ șȚȈȚȤ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȔ 
ȗȐșȈȚȍȓȍȔ. ǭșȓȐ ț ȊȈș ȗȖȓțȟȈȍȚșȧ ȥȚȖ ȌȍȓȈȚȤ ȕȈ ȗȘȖȚȧȎȍȕȐȐ ȌȓȐȚȍȓȤȕȖȋȖ 
ȊȘȍȔȍȕȐ, ȏȕȈȟȐȚ ȗȖȓțȟȐȚșȧ Ȑ ȕȈ ȗȘȖȚȧȎȍȕȐȐ Ȋșȍȑ ȒȈȘȤȍȘȣ.  

ǹȚȈȕȤȚȍ ǹȊȖȐȔ ǸȍȒȓȈȔȕȣȔ ǨȋȍȕȚȖȔ 

ǵȍȏȈȊȐșȐȔȖ ȖȚ ȚȖȋȖ, ȝȖȚȐȚȍ ȓȐ Ȋȣ ȐȏȌȈȊȈȚȤșȧ șȈȔȖșȚȖȧȚȍȓȤȕȖ ȐȓȐ ȐșȗȖȓȤȏȖȊȈȚȤ 
țșȓțȋȐ ȗȘȖȜȍșșȐȖȕȈȓȤȕȖȑ ȖȘȋȈȕȐȏȈȞȐȐ, ȊȈȔ ȕțȎȕȖ șȌȍȓȈȚȤ Ȋșȍ ȊȖȏȔȖȎȕȖȍ, 
ȟȚȖȉȣ ȊȈȠț ȘȈȉȖȚț țȊȐȌȍȓȖ, ȒȈȒ ȔȖȎȕȖ ȉȖȓȤȠȍ ȓȦȌȍȑ. ǪȖȚ ȗȖȟȍȔț ț ȔȕȖȋȐȝ 
ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȝ ȈȊȚȖȘȖȊ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȍșȚȤ ȗȘȖȜȐȓȐ Ȋ 
ȘȈȏȓȐȟȕȣȝ șȖȞȐȈȓȤȕȣȝ șȍȚȧȝ. ǿȍȔ ȉȖȓȤȠȍ ȓȦȌȍȑ Ȗ ȊȈș ȏȕȈȍȚ, ȚȍȔ ȊȣȠȍ ȠȈȕș, 
ȟȚȖ Ȋȣ șȔȖȎȍȚȍ ȏȈȘȈȉȈȚȣȊȈȚȤ ȗȐșȈȚȍȓȤșȒȖȑ ȌȍȧȚȍȓȤȕȖșȚȤȦ.  
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ǲȈȘȚȐȕȈ, ǲȖȚȖȘȈȧ ǹȚȖȐȚ ǺȣșȧȟȐ ǹȓȖȊ 

ȇ ȊȣȘȈȎȈȦ ȉȓȈȋȖȌȈȘȕȖșȚȤ ȔȖȍȔț ȌȈȊȕȍȔț ȌȘțȋț Ȑ ȗȘȖȜȍșșȐȖȕȈȓȤȕȖȔț ȈȊȚȖȘț 
ȉȍșȚșȍȓȓȍȘȖȊ Ȋ IT-șȜȍȘȍ ǴȈȘȒț ǴȐȕȈșȐ (http://www.minasi.com), ȏȈ ȥȚȖȚ șȖȊȍȚ: 
«ǿȚȖȉȣ ȉȣ Țȣ ȕȍ ȗȐșȈȓ, ȊșȍȋȌȈ ȌȖȉȈȊȓȧȑ șȊȖȦ ȜȖȚȖȋȘȈȜȐȦ Ȋ ȗȘȖȜȐȓȤ. 
ǿȐȚȈȚȍȓȧȔ ȉțȌȍȚ ȕȈȔȕȖȋȖ ȓȍȋȟȍ ȏȈȗȖȔȕȐȚȤ ȊȈș, ȍșȓȐ ț ȕȐȝ ȉțȌȍȚ ȊȖȏȔȖȎȕȖșȚȤ 
ȈșșȖȞȐȐȘȖȊȈȚȤ ȐȏȖȉȘȈȎȍȕȐȍ ș ȊȈȠȐȔ ȐȔȍȕȍȔ. ǷȖȕȈȟȈȓț, ȧ ȋȖȊȖȘȐȓ 
ȈȌȔȐȕȐșȚȘȈȞȐȐ Ȋȍȉ-șȈȑȚȖȊ, ȟȚȖ ȉțȌț ȗȐșȈȚȤ ȉȍșȗȓȈȚȕȖ (ȌȈȎȍ, ȍșȓȐ ȖȕȐ 
ȗȘȍȌȓȈȋȈȓȐ ȏȈȗȓȈȚȐȚȤ), ȍșȓȐ ț Ȕȍȕȧ ȉțȌȍȚ ȊȖȏȔȖȎȕȖșȚȤ ȘȈȏȔȍșȚȐȚȤ ȘȧȌȖȔ șȖ 
șȚȈȚȤȍȑ șȊȖȍ ȜȖȚȖ. ȅȚȖ ȗȖȏȊȖȓȧȍȚ ȉȣșȚȘȍȍ șȖȏȌȈȚȤ țȏȕȈȊȈȍȔȖșȚȤ ȐȔȍȕȐ Ȑ 
ȕȈȉȘȈȚȤ ȗȖșȓȍȌȖȊȈȚȍȓȍȑ, ȟȚȖ ȧȊȓȧȍȚșȧ ȏȈȓȖȋȖȔ țșȗȍȝȈ. ǹțȡȍșȚȊțȍȚ ȗȖȉȖȟȕȣȑ 
ȥȜȜȍȒȚ, șȗȖșȖȉșȚȊțȦȡȐȑ ȘȖșȚț ȊȈȠȍȋȖ ȥȋȖ - ȐȕȖȋȌȈ, Ȓ ȊȈȔ ȗȖȌȝȖȌȧȚ 
șȖȊȍȘȠȍȕȕȖ ȕȍȏȕȈȒȖȔȣȍ ȓȦȌȐ, Ȑ ȋȖȊȖȘȧȚ, ȟȚȖ ȐȔ ȕȘȈȊȐȚșȧ ȊȈȠȈ ȘȈȉȖȚȈ. ǴȖȐ 
ȒȕȐȋȐ ȕȐȒȖȋȌȈ ȕȍ ȖȒȈȏȣȊȈȓȐ șȐȓȤȕȖȋȖ ȊȗȍȟȈȚȓȍȕȐȧ ȕȈ ȔȖȐȝ ȌȖȟȍȘȍȑ, ȕȖ Ȋ 
ȘȍșȚȖȘȈȕȍ ȐȓȐ Ȋ ȗȈȘȒȍ ȈȚȚȘȈȒȞȐȖȕȖȊ ȒȖ Ȕȕȍ ȗȖȌȝȖȌȐȓȐ șȓțȟȈȑȕȣȍ ȗȖȒȓȖȕȕȐȒȐ, 
ȒȖȚȖȘȣȍ țȏȕȈȊȈȓȐ Ȕȍȕȧ Ȑ ȊȣȘȈȎȈȓȐ ȉȓȈȋȖȌȈȘȕȖșȚȤ. 
   ǺȈȒ ȒȈȒ ȔȖȧ ȖșȕȖȊȕȈȧ ȘȈȉȖȚȈ - ȒȖȕșțȓȤȚȈȕȚ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ, ȧ ȕȍ ȚȖȓȤȒȖ ȗȐșȈȚȍȓȤ, ȕȖ ȗȐșȈȚȍȓȤșȒȈȧ ȌȍȧȚȍȓȤȕȖșȚȤ 
ȖȗȘȍȌȍȓȍȕȕȖ ȖȒȈȏȈȓȈ ȗȖȓȖȎȐȚȍȓȤȕȣȑ ȥȜȜȍȒȚ ȕȈ ȔȖȦ ȘȈȉȖȚț ȒȖȕșțȓȤȚȈȕȚȈ. 
ǲȖȋȌȈ Ȋȣ ȗȐȠȐȚȍ, Ȋȣ ȌȖȓȎȕȣ ȖȟȍȕȤ ȝȖȘȖȠȖ ȘȈȏȉȐȘȈȚȤșȧ Ȋ ȗȘȍȌȔȍȚȍ, ȏȕȈȚȤ ȍȋȖ, 
ȗȘȈȒȚȐȟȍșȒȐ, Ȋ șȖȊȍȘȠȍȕșȚȊȍ. ȅȚȖ ȊȣȕțȎȌȈȍȚ ȕȈșȚȖȓȤȒȖ ȔȕȖȋȖ țȟȐȚȤșȧ Ȑ 
ȚȘȍȕȐȘȖȊȈȚȤ șȊȖȑ ȔȖȏȋ, ȟȚȖ ȧ ȉȣ ȕȍ ȌȍȓȈȓ ȥȚȖȋȖ, ȕȍ ȉțȌȤ ȧ ȈȊȚȖȘȖȔ ȒȕȐȋ. Ǵȕȍ 
ȕȘȈȊȐȚșȧ ȌțȔȈȚȤ, ȟȚȖ ȘȈȉȖȚȈ ȒȖȕșțȓȤȚȈȕȚȈ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ 
ȌȍȓȈȍȚ Ȕȍȕȧ ȓțȟȠȍ, ȒȈȒ ȗȐșȈȚȍȓȧ, Ȉ ȘȈȉȖȚȈ ȗȐșȈȚȍȓȧ ȌȍȓȈȍȚ Ȕȍȕȧ ȓțȟȠȍ, ȒȈȒ 
ȒȖȕșțȓȤȚȈȕȚȈ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǷȖ ȒȘȈȑȕȍȑ ȔȍȘȍ, Ȋ ȔȖȍȔ 
șȓțȟȈȍ, ȖȌȕȈ ȘȈȉȖȚȈ ȕȍ șȖȊȗȈȌȈȍȚ ș ȌȘțȋȖȑ.  
   Ǫ șȓȍȌțȦȡȍȑ ȋȓȈȊȍ Ȕȣ ȗȖȋȖȊȖȘȐȔ Ȗ ǼȈȔȐȌȍ ǸȈȠȐȌ, ȊȍȌțȡȐȔ ȈȊȚȖȘȍ Ȑ ȔȖȍȑ 
ȒȖȓȓȍȋȍ Ȋ ȎțȘȕȈȓȍ InfoWorld. 
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ǫȓȈȊȈ 48. ǷȘȖȜȐȓȤ: ǼȈȔȐȌȈ ǸȈȠȐȌ   

 

 

 

ȇ ȘȈȉȖȚȈȦ ȚȍȝȕȐȟȍșȒȐȔ ȎțȘȕȈȓȐșȚȖȔ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ 
ȗȖȟȚȐ 30 ȓȍȚ. ǽȖȚȧ ȧ ȕȍ ȓțȟȠȐȑ ȗȐșȈȚȍȓȤ, ȧ șȟȐȚȈȦ șȍȉȧ ȖȌȕȐȔ Ȑȏ ȓțȟȠȐȝ 
ȈȊȚȖȘȖȊ ȚȍȝȕȐȟȍșȒȖȋȖ ȔȈȚȍȘȐȈȓȈ, ȚȈȒ ȒȈȒ ȧ ȎȐȊț Ȑ ȌȣȠț șȊȖȐȔ ȗȘȍȌȔȍȚȖȔ. 
ǶȉȣȟȕȖ, ȒȖȋȌȈ ȧ ȟȐȚȈȦ ȘȈȉȖȚȣ ȌȘțȋȐȝ ȈȊȚȖȘȖȊ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ, ȧ ȕȍ ȐȏțȟȈȦ ȟȚȖ-ȚȖ ȕȖȊȖȍ. ȅȚȖ ȐȏȔȍȕȐȓȖșȤ, ȒȖȋȌȈ ȋȓȈȊȕȣȑ 
ȘȍȌȈȒȚȖȘ ȎțȘȕȈȓȈ InfoWorld, ȅȘȐȒ ǲȕȖȘȘ, ȗȘȍȌșȚȈȊȐȓ Ȕȕȍ ȕȈȠȍȋȖ ȕȖȊȖȋȖ 
ȈȊȚȖȘȈ. ȅȘȐȒ ȉȣȓ ȖȟȍȕȤ ȘȈȌ, ȒȖȋȌȈ ȕȈȕȧȓ ȍȍ, Ȑ ȊșȒȖȘȍ ȧ țȏȕȈȓ ȗȖȟȍȔț. ǲȈȒ Ȑ 
ǩȘȈȑȈȕ ǲȘȍȉș, ȎțȘȕȈȓȐșȚ, ȏȈȕȐȔȈȦȡȐȑșȧ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȤȦ, 
ǼȈȔȐȌȈ ǸȈȠȐȌ - ȕȍȊȍȘȖȧȚȕȣȑ ȗȘȖȜȍșșȐȖȕȈȓ Ȋ ȊȖȗȘȖșȈȝ ȐșșȓȍȌȖȊȈȕȐȧ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȝȖȚȧ Ȑ ȘȈȉȖȚȈȍȚ Ȋ ȌȘțȋȖȔ ȕȈȗȘȈȊȓȍȕȐȐ. Ǵȕȍ 
ȍȡȍ ȗȘȍȌșȚȖȐȚ ȗȘȖȟȐȚȈȚȤ ȝȖȚȧ ȉȣ ȖȌȕț șȚȈȚȤȦ ȏȈ ȍȍ ȈȊȚȖȘșȚȊȖȔ, Ȑȏ ȒȖȚȖȘȖȑ ȧ 
ȉȣ ȕȍ țȏȕȈȓ ȟȍȋȖ-ȚȖ ȕȖȊȖȋȖ. ǶȕȈ ȕȈșȚȖȓȤȒȖ ȝȖȘȖȠȖ ȗȖȕȐȔȈȍȚ șȊȖȑ ȗȘȍȌȔȍȚ, ȟȚȖ 
ȗȘȖȌȖȓȎȈȍȚ țȌȐȊȓȧȚȤ Ȕȍȕȧ, șȓȖȊȈȕȖ ȧ ȕȍ ȧȊȓȧȦșȤ șȗȍȞȐȈȓȐșȚȖȔ ȗȖ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȝȖȘȖȠȖ ȘȈȏȉȐȘȈȍȚșȧ Ȋ 
ȚȍȝȕȐȟȍșȒȐȝ ȌȍȚȈȓȧȝ, Ȑ țȔȍȍȚ ȊȣȐșȒȐȊȈȚȤ ȐȕȚȍȘȍșȕȣȍ ȚȍȔȣ ȓțȟȠȍ, ȟȍȔ ȒȚȖ-

ȓȐȉȖ Ȋ ȥȚȖȔ Ȍȍȓȍ. ǰȕȖȋȌȈ ȖȕȈ ȟȍȋȖ-ȚȖ ȕȍ ȏȕȈȍȚ, Ȑ ȖȚȗȘȈȊȓȧȍȚ Ȕȕȍ ȊȖȗȘȖșȣ ȗȖ 
ȚȍȝȕȐȟȍșȒȖȑ ȟȈșȚȐ, ȕȈ ȒȖȚȖȘȣȍ ȧ, ȗȘȈȒȚȐȟȍșȒȐ, ȊșȍȋȌȈ ȖȚȊȍȟȈȦ “ȧ ȚȖȎȍ ȕȍ 
ȏȕȈȦ”, ȕȖ ȟȍȘȍȏ ȕȍșȒȖȓȤȒȖ Ȍȕȍȑ, ȗȘȖȊȍȌȧ ȉȖȓȤȠȍ ȐșșȓȍȌȖȊȈȕȐȑ, ȖȕȈ ȗțȉȓȐȒțȍȚ 

ȗȖȕȧȚȕȖȍ ȖȉȢȧșȕȍȕȐȍ. ǶȕȈ șȈȔȈ ȕȈȝȖȌȐȚ ȖȚȊȍȚȣ. 
   ǶȕȈ ȖȗȣȚȕȣȑ ȎțȘȕȈȓȐșȚ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ 
ȘȈȉȖȚȈȓȈ Ȋ ȎțȘȕȈȓȍ eWeek Ȋ ȒȈȟȍșȚȊȍ șȚȈȘȠȍȋȖ ȚȍȝȕȐȟȍșȒȖȋȖ ȘȍȌȈȒȚȖȘȈ 
ȗȖȌȘȈȏȌȍȓȍȕȐȧ CRN Test Center, ȖȕȈ ȏȈȕȐȔȈȓȈșȤ șȍȚȍȊȖȑ ȐȕȜȘȈșȚȘțȒȚțȘȖȑ 
șȈȑȚȈ Forbes.com, ȉȣȓȈ ȋȓȈȊȕȣȔ ȘȍȌȈȒȚȖȘȖȔ ȕȈ ȔȍȘȖȗȘȐȧȚȐȧȝ RSA Conference, 
Ȑ ȗȐșȈȓȈ Ȍȓȧ ȌȍșȧȚȒȖȊ țȊȈȎȈȍȔȣȝ ȎțȘȕȈȓȖȊ Ȑ Ȋȍȉ-șȈȑȚȖȊ, ȚȈȒȐȝ ȒȈȒ: Dark 
Reading, PCMag.com, SecurityWeek, Tom’s Guide, InfoWorld, SCMagazine, 

Dice.com, BankInfoSecurity.com Ȑ GovInfoSecurity.com. Ǫ ȌȈȕȕȣȑ ȔȖȔȍȕȚ ȖȕȈ 
ȊȍȌțȡȐȑ ȈȊȚȖȘ ȎțȘȕȈȓȈ InfoWorld, Ȉ ȚȈȒȎȍ ȘȈȉȖȚȈȍȚ Ȋ Pragmatic Bookshelf, 
ȗȖȔȖȋȈȧ ȈȊȚȖȘȈȔ ȖșȊȖȐȚȤ ȗȘȖȞȍșș ȕȈȗȐșȈȕȐȧ ȒȕȐȋ ȗȖ ȚȍȝȕȖȓȖȋȐȧȔ. 

   ȇ șȗȘȖșȐȓ ǸȈȠȐȌ, ȒȈȒ ȖȕȈ ȕȈȟȈȓȈ ȘȈȉȖȚȈȚȤ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ ȖȚȊȍȚȐȓȈ: “ǵȈ șȈȔȖȔ Ȍȍȓȍ, ȧ ȕȈȟȐȕȈȓȈ Ȋ ȒȈȟȍșȚȊȍ 
ȚȍȝȕȐȟȍșȒȖȋȖ șȗȍȞȐȈȓȐșȚȈ ȗȖ șȍȚȧȔ Ȑ șȗȍȞȐȈȓȐșȚȈ ȚȍȝȗȖȌȌȍȘȎȒȐ Ȍȓȧ 
șȚțȌȍȕȚȖȊ, ȗȘȍȗȖȌȈȊȈȚȍȓȤșȒȖȋȖ șȖșȚȈȊȈ Ȑ ȈȌȔȐȕȐșȚȘȈȚȖȘȖȊ Ȋ ȒȘțȗȕȖȔ 
țȕȐȊȍȘșȐȚȍȚȍ. ȇ ȔȕȖȋȖȍ țȏȕȈȓȈ Ȗ ȉȍȏȖȗȈșȕȖșȚȐ șȍȚȍȑ, ȒȖȋȌȈ șȚȖȓȒȕțȓȈșȤ ș 
ȊȣȏȖȊȈȔȐ ȒȖȕȞȍȗȞȐȐ BYOD. ȅȚȖ ȗȘȖȐȏȖȠȓȖ ȏȈȌȖȓȋȖ ȌȖ ȚȖȋȖ, ȒȈȒ ȥȚȖȚ ȈȒȘȖȕȐȔ 
șȚȈȓ ȗȖȗțȓȧȘȍȕ Ȋ șȜȍȘȍ ȉȍȏȖȗȈșȕȖșȚȐ. ǻ Ȕȍȕȧ ȉȣȓ ȗȍȟȈȓȤȕȣȑ ȖȗȣȚ ȐȏțȟȍȕȐȧ 
ȈȌȔȐȕȐșȚȘȐȘȖȊȈȕȐȧ Ȋȍȉ-șȍȘȊȍȘȖȊ. ǲȖȋȌȈ ȧ ȉȣȓȈ ȘȈȏȘȈȉȖȚȟȐȒȖȔ ǷǶ Ȋ 
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ColdFusion, ȒȚȖ-ȚȖ ȊȏȓȖȔȈȓ IIS-șȍȘȊȍȘ Ȑ țȌȈȓȐȓ Ȋșȍ ȜȈȑȓȣ. ȀȍșȚȤ ȓȍȚ ȧ 
ȘȈȉȖȚȈȓȈ ȒȖȕșțȓȤȚȈȕȚȖȔ ȗȖ ȊȖȗȘȖșȈȔ țȗȘȈȊȓȍȕȐȧ Ȋ ȘȈȏȓȐȟȕȣȝ ȜȐȕȈȕșȖȊȣȝ Ȑ 
ȜȈȘȔȈȞȍȊȚȐȟȍșȒȐȝ ȒȖȔȗȈȕȐȧȝ, ȘȈȏȘȈȉȈȚȣȊȈȓȈ ȗȘȐȓȖȎȍȕȐȧ ȕȈ Java, șȖȏȌȈȊȈȓȈ 
ȖȋȘȖȔȕȣȍ ȝȘȈȕȐȓȐȡȈ ȌȈȕȕȣȝ Ȑ țȗȘȈȊȓȧȓȈ ȖȋȘȖȔȕȣȔȐ ȔȈșșȐȊȈȔȐ ȌȈȕȕȣȝ. ǽȖȚȧ 
Ȕȕȍ Ȑ ȕȘȈȊȐȓȈșȤ ȥȚȈ ȘȈȉȖȚȈ, ȧ ȝȖȚȍȓȈ șȌȍȓȈȚȤ ȠȈȋ ȕȈȏȈȌ Ȑ ȊȏȋȓȧȕțȚȤ ȠȐȘȍ ȕȈ 
ȔȐȘ ȚȍȝȕȖȓȖȋȐȑ. ȇ ȕȍ ȝȖȚȍȓȈ ȗȘȖșȚȖ șȓȍȌȐȚȤ ȏȈ șȍȚȤȦ ȖȌȕȖȑ ȒȖȔȗȈȕȐȐ. ȇ șȚȈȓȈ 
ȘȈȉȖȚȈȚȤ ȎțȘȕȈȓȐșȚȖȔ, ȖșȊȍȡȈȦȡȐȔ ȊȖȗȘȖșȣ ȚȍȝȕȖȓȖȋȐȑ Ȑ ȗȐșȈȓȈ Ȗ șȍȚȧȝ, 
ȝȘȈȕȐȓȐȡȈȝ ȌȈȕȕȣȝ Ȑ “Ȏȍȓȍȏȍ”. Ǵȕȍ ȗȘȐȋȖȌȐȓȐșȤ Ȋșȍ ȔȖȐ ȚȍȝȕȐȟȍșȒȐȍ ȏȕȈȕȐȧ, 
ȧ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȗȖȕȐȔȈȓȈ, ȒȈȒ ȘȈȉȖȚȈȍȚ ȚȍȝȕȖȓȖȋȐȧ, Ȗ ȒȖȚȖȘȖȑ ȧ ȗȐȠț. 
   ǹȜȍȘȈ ȉȍȏȖȗȈșȕȖșȚȐ șȚȈȓȈ ȓȖȋȐȟȍșȒȐȔ ȗȘȖȌȖȓȎȍȕȐȍȔ ȔȖȍȑ ȌȍȧȚȍȓȤȕȖșȚȐ, 
ȗȖȚȖȔț ȟȚȖ, ȕȈ șȈȔȖȔ Ȍȍȓȍ, șȓȖȎȕȖ ȗȐșȈȚȤ Ȗ șȍȚȧȝ, Ȑ ȕȍ ȌțȔȈȚȤ Ȗ ȉȍȏȖȗȈșȕȖșȚȐ. 
ǹȗțșȚȧ, ȗȘȐȔȍȘȕȖ, ȗȧȚȤ ȓȍȚ, ȧ ȕȈȟȈȓȈ șȗȍȞȐȈȓȐȏȐȘȖȊȈȚȤșȧ ȕȈ ȉȍȏȖȗȈșȕȖșȚȐ 
ȐȕȜȖȘȔȈȞȐȐ. ǶȚȟȈșȚȐ ȥȚȖ ȉȣȓȈ șȟȈșȚȓȐȊȈȧ șȓțȟȈȑȕȖșȚȤ, ȚȈȒ ȒȈȒ ȒȖȓȐȟȍșȚȊȖ 
ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȝ ȈȚȈȒ, ȐȕșȈȑȌȍȘșȒȐȝ țȚȍȟȍȒ Ȑ ȔȖȠȍȕȕȐȟȍșȒȐȝ ȖȗȍȘȈȞȐȑ ș 
ȒȘȍȌȐȚȕȣȔȐ ȒȈȘȚȈȔȐ ȘȖșȓȖ, Ȕȕȍ ȗȘȐȠȓȖșȤ ȉȖȓȤȠȍ ȊȘȍȔȍȕȐ țȌȍȓȧȚȤ 
ȉȍȏȖȗȈșȕȖșȚȐ. ȇ șȚȈȓȈ ȘȈȏȉȐȘȈȚȤșȧ Ȋ ȘȈȉȖȚȍ șȍȚȍȑ, ȗȖȥȚȖȔț ȔȖȋȓȈ țȊȐȌȍȚȤ 
ȕȍȌȖȘȈȉȖȚȒȐ, ȒȖȚȖȘȣȍ ȌȍȓȈȓȐ ȈȚȈȒț ȊȖȏȔȖȎȕȖȑ. ȇ ȕȈȟȈȓȈ ȐȏțȟȈȚȤ SQL-

ȐȕȢȍȒȞȐȐ Ȑ XSS-țȧȏȊȐȔȖșȚȐ, Ȑ ȐșȒȘȍȕȕȍ ȕȈȌȍȧȓȈșȤ, ȟȚȖ ȕȐ ȖȌȐȕ Ȑȏ ȒȖȌȖȊ, 
ȒȖȚȖȘȣȍ ȧ ȗȐșȈȓȈ, ȒȖȋȌȈ ȘȈȉȖȚȈȓȈ ȒȖȕșțȓȤȚȈȕȚȖȔ, ȉȖȓȤȠȍ ȕȍ ȐșȗȖȓȤȏțȍȚșȧ, 
ȗȖȚȖȔț ȧ ȗȐșȈȓȈ ȕȍȉȍȏȖȗȈșȕȣȑ ȒȖȌ. ȇ ȗȐșȈȓȈ, ȒȈȒ Ȍȓȧ ȗȖȚȘȍȉȐȚȍȓȍȑ, ȚȈȒ Ȑ Ȍȓȧ 
ȉȐȏȕȍșȈ, Ȑ ȗȖȕȧȓȈ, ȟȚȖ ȌȊȍ ȥȚȐ ȋȘțȗȗȣ, șȖȊȍȘȠȍȕȕȖ ȗȖ-ȘȈȏȕȖȔț șȔȖȚȘȧȚ ȕȈ 
ȉȍȏȖȗȈșȕȖșȚȤ. ǵȖ ȧ ȘȈȌȈ ȊȐȌȍȚȤ, ȟȚȖ șȗțșȚȧ Ȋșȍ ȥȚȐ ȋȖȌȣ, ȓȦȌȐ Ȋșȍ ȉȖȓȤȠȍ 
ȏȈȌțȔȣȊȈȦȚșȧ Ȗ ȉȍȏȖȗȈșȕȖșȚȐ, Ȉ ȕȍ ȘȈșȞȍȕȐȊȈȦȚ ȍȍ ȚȖȓȤȒȖ, ȒȈȒ ȘȈȉȖȚț 
ȚȍȝȕȐȟȍșȒȐȝ șȗȍȞȐȈȓȐșȚȖȊ”. 
   ȇ șȗȘȖșȐȓ ǸȈȠȐȌ, ȟȚȖ, ȗȖ ȍȍ ȔȕȍȕȐȦ, ȧȊȓȧȍȚșȧ ȋȓȈȊȕȖȑ ȗȘȖȉȓȍȔȖȑ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ ȖȚȊȍȚȐȓȈ: “ȇ ȌțȔȈȦ, ȟȚȖ ȋȓȈȊȕȈȧ ȗȘȖȉȓȍȔȈ 
Ȋ șȓȖȎȕȖșȚȐ ȘȍȈȓȐȏȈȞȐȐ ȉȍȏȖȗȈșȕȖșȚȐ. ȅȚȖ ȚȘȍȉțȍȚ ȊȣȘȈȉȖȚȒȐ ȕȖȊȣȝ ȗȘȐȊȣȟȍȒ, 
Ȉ ț ȕȈș ȕȍȚ ȕȈ ȥȚȖ ȕȐ ȊȘȍȔȍȕȐ, ȕȐ ȚȍȘȗȍȕȐȧ. ȅȚȖȚ ȗȘȖȞȍșș Ȑ ȕȍ ȌȖȓȎȍȕ ȉȣȚȤ 
ȓȍȋȒȐȔ ȐȓȐ țȌȖȉȕȣȔ, ȕȖ ȒȖȋȌȈ Ȗȕ șȉȐȊȈȍȚ ș ȚȖȓȒț, ȗȖȓȤȏȈ ȖȚ ȒȖȕȍȟȕȖȋȖ 
ȘȍȏțȓȤȚȈȚȈ țȎȍ ȕȍ ȚȈȒ ȖȟȍȊȐȌȕȈ, Ȑ ȓȦȌȐ ȗȘȖșȚȖ ȕȈȟȐȕȈȦȚ ȐșȒȈȚȤ ȖȉȝȖȌȕȣȍ 
ȊȈȘȐȈȕȚȣ. ǨȉșȖȓȦȚȕȖ Ȋșȍ șȖȊȘȍȔȍȕȕȣȍ ȗȘȖȉȓȍȔȣ ȉȍȏȖȗȈșȕȖșȚȐ ȐșȝȖȌȧȚ Ȑȏ ȚȖȋȖ 
ȜȈȒȚȈ, ȟȚȖ ȘȈȉȖȚȈȚȤ, ȖȉȍșȗȍȟȐȊȈȧ ȔȈȒșȐȔȈȓȤȕțȦ ȉȍȏȖȗȈșȕȖșȚȤ, șȓȖȎȕȍȍ, Ȑ 
ȕȈȔȕȖȋȖ ȗȘȖȡȍ ȖșȚȈȊȐȚȤ Ȋșȍ ȖȚȒȘȣȚȣȔ Ȑ ȕȍȏȈȡȐȡȍȕȕȣȔ. ǪȖȚ ȕȍșȒȖȓȤȒȖ 
ȗȘȐȔȍȘȖȊ: ȠȐȜȘȖȊȈȕȐȍ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȖȉȍșȗȍȟȐȊȈȍȚ ȉȍȏȖȗȈșȕȖșȚȤ, ȕȖ ȍȋȖ Ȋșȍ 
ȍȡȍ șȓȖȎȕȖ ȐșȗȖȓȤȏȖȊȈȚȤ ȕȈ ȗȖșȚȖȧȕȕȖȑ ȖșȕȖȊȍ. WhatsApp ȈȊȚȖȔȈȚȐȟȍșȒȐ 
ȠȐȜȘțȍȚ șȖȖȉȡȍȕȐȧ, ȚȈȒ ȟȚȖ ȚȍȗȍȘȤ ȓȦȌȧȔ ȕȍ ȕțȎȕȖ ȐșȗȖȓȤȏȖȊȈȚȤ șȍȒȘȍȚȕȣȍ 
ȟȈȚȣ. ǵȖ ȘȍȈȓȐȏȖȊȈȚȤ ȉȍȏȖȗȈșȕțȦ ȗȍȘȍȌȈȟț ȜȈȑȓȖȊ Ȑ ȏȈȠȐȜȘȖȊȈȕȕȣȝ 
ȥȓȍȒȚȘȖȕȕȣȝ ȗȐșȍȔ Ȋșȍ ȍȡȍ ȚȧȎȍȓȖ. 
   Ǵȣ ȕȍ ȌțȔȈȍȔ ȌȊȈȎȌȣ, ȒȖȋȌȈ ȏȈȗȐȘȈȍȔ ȌȊȍȘȐ ȕȈȠȐȝ ȌȖȔȖȊ, ȕȖ ȕȈȊȍȘȕȧȒȈ 
ȉȣȓȐ ȊȘȍȔȍȕȈ, ȒȖȋȌȈ ȓȦȌȐ șȟȐȚȈȓȐ ȥȚȖ ȉȍȏțȔȐȍȔ. ǰ Ȋ ȌȈȕȕȣȑ ȔȖȔȍȕȚ, Ȕȣ 
ȕȈȝȖȌȐȔșȧ ȕȈ șȚȈȌȐȐ, ȒȖȋȌȈ ȓȦȌȐ ȌțȔȈȦȚ, ȟȚȖ șȖȉȓȦȌȈȚȤ Ȋșȍ ȠȈȋȐ Ȍȓȧ 
ȖȉȍșȗȍȟȍȕȐȧ ȉȍȏȖȗȈșȕȖșȚȐ - ȉȍȏțȔȐȍ, ȕȖ ȥȚȖ ȔȐȘȖȊȖȏȏȘȍȕȐȍ ȔȍȌȓȍȕȕȖ 
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ȔȍȕȧȍȚșȧ. ǵȖ, ȟȚȖȉȣ ȖȕȖ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȐȏȔȍȕȐȓȖșȤ, ȕȈȔ ȕțȎȕȣ ȐȕșȚȘțȔȍȕȚȣ 
ȗȖȓțȟȠȍ. ǹ ȌȘțȋȖȑ șȚȖȘȖȕȣ, ȧ ȏȕȈȦ ȖȟȍȕȤ ȔȕȖȋȖ ȓȦȌȍȑ, ȒȖȚȖȘȣȍ Ȋșȍ ȍȡȍ ȕȍ 
ȐșȗȖȓȤȏțȦȚ TouchID ȕȈ șȔȈȘȚȜȖȕȈȝ Apple, Ȑ ȧ ȕȍ ȏȕȈȦ, ȕȈșȒȖȓȤȒȖ ȍȡȍ ȉȖȓȍȍ 

“ȕȍ șȓȖȎȕȣȔȐ” ȌȖȓȎȕȣ ȉȣȚȤ șȗȖșȖȉȣ ȏȈȡȐȚȣ ȐȕȜȖȘȔȈȞȐȐ, ȟȚȖȉȣ ȓȦȌȐ Ȗ ȕȍȑ 
ȏȈȌțȔȈȓȐșȤ. ǪȖȏȔȖȎȕȖ Ȑȝ ȚȍȓȍȜȖȕȣ ȌȖȓȎȕȣ ȈȊȚȖȔȈȚȐȟȍșȒȐ șȖȝȘȈȕȧȚȤ 
ȖȚȗȍȟȈȚȒȐ ȗȈȓȤȞȍȊ ȗȖȓȤȏȖȊȈȚȍȓȍȑ, ȉȍȏ ȘțȟȕȖȑ ȕȈșȚȘȖȑȒȐ TouchID. ǵȈȔ ȕțȎȕȈ 
ȉȍȏȖȗȈșȕȖșȚȤ ȗȖ țȔȖȓȟȈȕȐȦ, ȟȚȖȉȣ ȌȊȍȘȐ ȏȈȒȘȣȊȈȓȐșȤ ȈȊȚȖȔȈȚȐȟȍșȒȐ, ȉȍȏ 
ȕȍȖȉȝȖȌȐȔȖșȚȐ ȊȣȚȈșȒȐȊȈȚȤ ȒȓȦȟ. Skynet ȔȖȎȍȚ ȉȣȚȤ ȘȍȠȍȕȐȍȔ Ȋșȍȝ ȕȈȠȐȝ 
ȗȘȖȉȓȍȔ, șȊȧȏȈȕȕȣȝ ș ȉȍȏȖȗȈșȕȖșȚȤȦ”.  
   ȇ șȗȘȖșȐȓ ǸȈȠȐȌ, ȒȖȚȖȘȈȧ ȌȖȓȋȖȍ ȊȘȍȔȧ țșȗȍȠȕȖ ȘȈȉȖȚȈȍȚ ȎțȘȕȈȓȐșȚȖȔ, 
ȖșȊȍȡȈȧ ȗȘȖȉȓȍȔȣ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȟȚȖ ȖȕȈ ȔȖȎȍȚ ȗȖșȖȊȍȚȖȊȈȚȤ 
ȚȍȔ, ȒȚȖ ȘȈșșȔȈȚȘȐȊȈȍȚ ȒȈȘȤȍȘț ȗȐșȈȚȍȓȧ Ȋ șȜȍȘȍ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ șȒȈȏȈȓȈ: “ǽȖȚȧ ȧ ȕȍ ȌțȔȈȦ, ȟȚȖ Ȍȓȧ ȕȈȟȈȓȈ ȒȈȘȤȍȘȣ 
ȗȐșȈȚȍȓȧ, ȊȈȔ ȕțȎȕȣ ȚȍȝȕȐȟȍșȒȐȍ ȏȕȈȕȐȧ, ȕȖ Ȑȝ ȕȈȓȐȟȐȍ șȐȓȤȕȖ ȗȖȔȖȋȈȍȚ. ȇ ȕȍ 
ȋȖȊȖȘȦ, ȟȚȖ ȕțȎȕȖ ȗȖȓțȟȈȚȤ șȍȘȚȐȜȐȒȈȚ CISSP, ȗȐșȈȚȤ ȒȖȌ ȐȓȐ ȕȈțȟȐȚȤșȧ 
ȐșȗȖȓȤȏȖȊȈȚȤ Metasploit. ǵȖ ȕțȎȕȖ ȏȕȈȚȤ ȖșȕȖȊȣ ȘȈȉȖȚȣ șȍȚȍȑ, ȒȈȒ 
ȊȏȈȐȔȖȌȍȑșȚȊțȦȚ ȒȖȔȗȤȦȚȍȘȣ Ȑ ȌȘțȋȐȍ țșȚȘȖȑșȚȊȈ, Ȑ ȏȕȈȟȍȕȐȍ ȖșȕȖȊȕȣȝ 
ȚȍȘȔȐȕȖȊ. ǭșȓȐ Ȋȣ șȖȉȐȘȈȍȚȍșȤ ȋȖȊȖȘȐȚȤ Ȗȉ ȈȚȈȒȈȝ ȕȈ Ȋȍȉ-ȗȘȐȓȖȎȍȕȐȧ, ȕțȎȕȖ 
ȗȖȕȐȔȈȚȤ șȝȍȔț ȊȏȈȐȔȖȌȍȑșȚȊȐȧ Ȋȍȉ-ȗȘȐȓȖȎȍȕȐȑ, Ȋȍȉ-șȍȘȊȍȘȖȊ Ȑ ȉȈȏ ȌȈȕȕȣȝ. 
ǭșȓȐ Ȋȣ șȖȉȐȘȈȍȚȍșȤ ȗȐșȈȚȤ Ȗ DDoS-ȈȚȈȒȈȝ (ȐȓȐ Ȑȝ ȔȓȈȌȠȐȝ șȖȉȘȈȚȤȧȝ DoS-

ȈȚȈȒȈȝ), ț ȊȈș ȌȖȓȎȕȖ ȉȣȚȤ ȉȈȏȖȊȖȍ ȗȘȍȌșȚȈȊȓȍȕȐȍ Ȗ ȘȈȉȖȚȍ șȍȚȍȑ. ǵȍ 
ȖȉȧȏȈȚȍȓȤȕȖ ȗȖȕȐȔȈȚȤ, ȒȈȒ ȐȔȍȕȕȖ țșȚȘȖȍȕȣ ȈȓȋȖȘȐȚȔȣ ȠȐȜȘȖȊȈȕȐȧ, ȕȖ 
ȕȍȖȉȝȖȌȐȔȖ ȗȖȕȐȔȈȚȤ ȘȈȏȕȐȞț ȔȍȎȌț ȘȈȏȓȐȟȕȣȔȐ ȈȓȋȖȘȐȚȔȈȔȐ, Ȑ ȗȖȟȍȔț 
ȕȍȒȖȚȖȘȣȍ Ȑȏ ȕȐȝ ȕȍ șȚȖȐȚ ȐșȗȖȓȤȏȖȊȈȚȤ. ǿȐȚȈȑȚȍ. ǰȏțȟȈȑȚȍ ȚȍȝȕȖȓȖȋȐȐ. ǵȍ 
ȉȖȑȚȍșȤ ȗȖȕȧȚȤ, ȒȈȒ ȘȈȉȖȚȈȍȚ ȚȍȝȕȖȓȖȋȐȧ. ǵȍȓȤȏȧ ȖȉȢȧșȕȐȚȤ ȓȦȌȧȔ, ȟȚȖ ȕțȎȕȖ 
ȓțȟȠȍ ȏȈȡȐȡȈȚȤ ȕȈȠț ȞȐȜȘȖȊțȦ ȎȐȏȕȤ Ȑ ȚȍȝȕȐȒț, ȍșȓȐ Ȋȣ șȈȔȐ ȉȖȐȚȍșȤ 

ȚȍȝȕȖȓȖȋȐȑ. ǬțȔȈȑȚȍ Ȗȉ ȥȚȖȔ Ȋ ȚȈȒȖȔ ȒȓȦȟȍ - ȕȍ ȕțȎȕȖ ȉȣȚȤ ȗȐȓȖȚȖȔ șȈȔȖȓȍȚȈ, 
ȟȚȖȉȣ ȗȐșȈȚȤ Ȗȉ ȐȕȌțșȚȘȐȐ ȈȊȐȈȞȐȐ, ȕȖ, ȍșȓȐ ȉȣ Ȋȣ ȓȍȚȈȓȐ ȝȖȚȧ ȉȣ ȕȈ 
ȕȍșȒȖȓȤȒȐȝ șȈȔȖȓȍȚȈȝ, ȚȖ ȥȚȖ ȉȣ șȐȓȤȕȖ ȗȖȔȖȋȓȖ.  
   ǬȘțȋȖȑ ȊȈȎȕȣȑ ȔȖȔȍȕȚ, ȒȖȚȖȘȣȑ ȕțȎȕȖ ȗȖȔȕȐȚȤ - ȒȈȒ ȗȘȈȊȐȓȖ, ȚȍȝȕȖȓȖȋȐȐ 
ȐșȗȖȓȤȏțȦȚșȧ ȊȖȓȕȖȖȉȘȈȏȕȖ. ǵȖȊȖȍ - ȥȚȖ ȝȖȘȖȠȖ ȏȈȉȣȚȖȍ șȚȈȘȖȍ, ȕȖ ș 
ȕȍȒȖȚȖȘȣȔȐ ȌȖȘȈȉȖȚȒȈȔȐ. ǲȖȓȐȟȍșȚȊȖ ȔȖȓȖȌȣȝ ȗȐșȈȚȍȓȍȑ, ȒȖȚȖȘȣȍ ȕȍ ȏȕȈȦȚ Ȗ 
ȔȍȑȕȜȘȍȑȔȈȝ ȐȓȐ ȔȈȝȈȦȚ ȕȈ ȕȐȝ ȘțȒȖȑ, ȗȖȚȖȔț ȟȚȖ “Ȑȝ ȉȖȓȤȠȍ ȕȐȒȚȖ ȕȍ 
ȐșȗȖȓȤȏțȍȚ”, ȗțȋȈȍȚ, ȗȖȚȖȔț ȟȚȖ ȔȍȑȕȜȘȍȑȔȣ ȧȊȓȧȦȚșȧ ȖșȕȖȊȖȑ ȔȕȖȋȐȝ 
șȖȊȘȍȔȍȕȕȣȝ țșȚȘȖȑșȚȊ. ǹȕȖȊȈ ȊȖȏȊȘȈȡȈȍȚșȧ țȗȘȈȊȓȍȕȐȍ ȗȘȈȊȈȔȐ ȌȖșȚțȗȈ Ȓ 
ȌȈȕȕȣȔ. ǰ ȒȈȎȌȣȑ ȘȈȏ, ȒȖȋȌȈ ȧ șȓȣȠț, ȒȈȒ ȓȦȌȐ ȋȖȊȖȘȧȚ Ȗ ȔȖȉȐȓȤȕȣȝ 
țșȚȘȖȑșȚȊȈȝ ȐȓȐ ȌȈȕȕȣȝ Ȋ ȖȉȓȈȒȍ, ȧ ȊșȗȖȔȐȕȈȦ Ȗ ȊȘȍȔȍȕȈȝ, ȒȖȋȌȈ ȚȖȓȤȒȖ 
ȗȖȧȊȓȧȓșȧ ȚȖȕȒȐȑ ȒȓȐȍȕȚ. ǪșȍȋȌȈ ȊȈȎȕȖ ȏȕȈȚȤ ȗȘȖȠȓȖȍ, ȖșȖȉȍȕȕȖ, Ȋ șȓțȟȈȍ ș 
ȉȍȏȖȗȈșȕȖșȚȤȦ, ȚȈȒ ț ȊȈș ȉțȌțȚ ȗȘȐȔȍȘȣ”. 
   ȇ șȗȘȖșȐȓ ȍȍ Ȗ ȏȕȈȕȐȧȝ, ȒȖȚȖȘȣȍ ȔȖȋȓȐ ȉȣ ȗȖȔȖȟȤ ȍȍ ȒȈȘȤȍȘȍ. ǶȕȈ ȖȚȊȍȚȐȓȈ: 
“ǵȍ ȉȖȑȚȍșȤ ȏȈȌȈȊȈȚȤ ȊȖȗȘȖșȣ. ȇ ȌțȔȈȓȈ, ȟȚȖ ȥȒșȗȍȘȚȣ Ȑ ȐșșȓȍȌȖȊȈȚȍȓȐ 
ȉȍȏȖȗȈșȕȖșȚȐ ȉțȌțȚ ȖȚȕȖșȐȚșȧ ȒȖ Ȕȕȍ șȍȘȤȍȏȕȖ, ȍșȓȐ ȧ țȎȍ ȉțȌț ȝȖȘȖȠȖ ȏȕȈȚȤ 
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ȖșȕȖȊȣ, ȗȖȥȚȖȔț ȧ ȗȖȚȘȈȚȐȓȈ ȖȋȘȖȔȕȖȍ ȒȖȓȐȟȍșȚȊȖ ȊȘȍȔȍȕȐ ȕȈ ȐȏțȟȍȕȐȍ ȖșȕȖȊ. 

Ǵȕȍ ȗȖȕȈȌȖȉȐȓȖșȤ ȖȟȍȕȤ ȔȕȖȋȖ ȊȘȍȔȍȕȐ, ȟȚȖȉȣ ȗȖȕȧȚȤ, ȟȚȖ ȥȒșȗȍȘȚȣ ȝȖȚȧȚ, 
ȟȚȖȉȣ ȐȔ ȏȈȌȈȊȈȓȐ ȊȖȗȘȖșȣ. ȅȚȖ Ȑȝ ȊȖȏȔȖȎȕȖșȚȤ ȗȖȝȊȈșȚȈȚȤșȧ șȊȖȐȔȐ 
ȏȕȈȕȐȧȔȐ. ǵȖ ȕțȎȕȖ ȏȕȈȚȤ ȖșȕȖȊȣ - ȕȍ șȗȘȈȠȐȊȈȑȚȍ Ȑȝ Ȗ ȚȖȔ, ȟȚȖ ȚȈȒȖȍ DDoS-

ȈȚȈȒȈ, ȕȖ Ȋȣ ȔȖȎȍȚȍ ȗȖȗȘȖșȐȚȤ ȖȉȢȧșȕȐȚȤ ȗȖȌȘȖȉȕȖșȚȐ, ȕȈȗȘȐȔȍȘ, Ȋ ȟȍȔ 
ȘȈȏȕȐȞȈ, ȔȍȎȌț DoS-ȈȚȈȒȖȑ ȕȈ 4 Ȑ 7 țȘȖȊȕȧȝ. ǴȕȖȋȐȍ ȖșȕȖȊȣ ȉȍȏȖȗȈșȕȖșȚȐ ȧ 
ȐȏțȟȈȓȈ șȈȔȖșȚȖȧȚȍȓȤȕȖ, Ȑ, ȍșȓȐ ȉȣ ȧ ȗȖȗȘȖșȐȓȈ ȗȖȔȖȡȐ ȘȈȕȤȠȍ, ȧ ȉȣ ȔȖȋȓȈ 
ȌȍȚȈȓȤȕȍȍ ȘȈȏȖȉȘȈȚȤșȧ Ȋ ȊȖȗȘȖșȍ (Ȉ ȕȍ ȏțȉȘȐȚȤ), Ȑ ȕȍ ȐșȗȣȚȣȊȈȚȤ Ȑ ȗȖȓȖȊȐȕȣ 
șȚȘȍșșȈ, ȒȖȚȖȘȣȑ ȉȣȓ ȊȖ ȊȘȍȔȧ șȈȔȖșȚȖȧȚȍȓȤȕȖȋȖ ȖȉțȟȍȕȐȧ. ǺȈȒȎȍ, ȖȚȕȖșȐȚȍșȤ 
șȒȍȗȚȐȟȍșȒȐ Ȓ ȚȈȒȐȔ șȓȖȊȈȔ, ȒȈȒ “ȐȕȕȖȊȈȞȐȖȕȕȣȑ”, “șȈȔȣȑ ȗȍȘȊȣȑ” Ȑ “ȓȐȌȍȘ 
ȘȣȕȒȈ”. ǵȈ șȈȔȖȔ Ȍȍȓȍ, ȒȖȋȌȈ Ȋȣ ȊȐȌȐȚȍ ȈȕȖȕșȣ Ȋ șȜȍȘȍ ȉȍȏȖȗȈșȕȖșȚȐ, 
ȊȣȟȍȘȒȕȐȚȍ Ȑȏ ȕȐȝ ȋȘȖȔȒȐȍ șȓȖȊȈ. ǺȈȒ Ȋȣ șȔȖȎȍȚȍ țȊȐȌȍȚȤ șțȚȤ șȖȖȉȡȍȕȐȧ”. 
   ȇ șȗȘȖșȐȓ ǸȈȠȐȌ, ȗȖȟȍȔț ȍȑ ȕȘȈȊȐȚșȧ ȗȐșȈȚȤ șȚȈȚȤȐ ȕȈ ȚȍȔț ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ. ǶȕȈ ȖȚȊȍȚȐȓȈ: “Ǵȕȍ ȕȘȈȊȐȚșȧ ȖȉȓȈșȚȤ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ 
ȉȍȏȖȗȈșȕȖșȚȐ, ȗȖȚȖȔț ȟȚȖ ȧ ȗȖșȚȖȧȕȕȖ ȌȖȓȎȕȈ țȟȐȚȤșȧ. ǪșȍȋȌȈ ȔȖȎȕȖ ȗȖȟȐȚȈȚȤ 
ȕȖȊȖȍ ȐșșȓȍȌȖȊȈȕȐȍ, Ȑ ȊșȍȋȌȈ ȔȖȎȕȖ țȏȕȈȚȤ ȕȖȊȣȍ șȗȖșȖȉȣ ȘȍȠȍȕȐȧ ȗȘȖȉȓȍȔ. 
ǩȍȏȖȗȈșȕȖșȚȤ șȖȊȔȍȡȈȍȚ ȘȍȠȍȕȐȍ ȗȘȖȉȓȍȔ, ȓȦȉȖȗȣȚșȚȊȖ Ȑ ȎȍȓȈȕȐȍ ȟȚȖ-ȕȐȉțȌȤ 
șȓȖȔȈȚȤ, Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ ȟȚȖ-ȚȖ țȓțȟȠȐȚȤ. ȅȚȈ ȖȉȓȈșȚȤ ȚȈȒȎȍ ȘȈȉȖȚȈȍȚ ȕȈ ȥȋȖ. 
ǷȘȖȜȍșșȐȖȕȈȓȣ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ - ȓȦȌȐ, ȒȖȚȖȘȣȍ ȒȈȎȌȖȍ țȚȘȖ ȗȘȖșȣȗȈȦȚșȧ ș 
ȎȍȓȈȕȐȍȔ șȗȈșȚȐ ȔȐȘ, Ȋșȍ ȌȈȕȕȣȍ Ȑ țșȚȘȖȑșȚȊȈ ȖȌȕȖȊȘȍȔȍȕȕȖ. ǪȖȏȔȖȎȕȖ ț ȕȐȝ 
ȕȍȚ ȔȐȓȓȐȖȕȖȊ, ȒȖȚȖȘȣȍ ȏȈȘȈȉȈȚȣȊȈȦȚ șȖȏȌȈȚȍȓȐ Instagram, ȐȓȐ șȓȈȊȣ ǰȓȖȕȈ 
ǴȈșȒȈ, ȕȖ ȓȦȌȐ, ȒȖȚȖȘȣȍ ȖȉȍșȗȍȟȐȊȈȦȚ ȉȍȏȖȗȈșȕȖșȚȤ ȔȖȐȝ ȌȈȕȕȣȝ Ȋ ȉȈȏȈȝ 
ȒȖȘȗȖȘȈȞȐȑ, șȓȍȌȧȚ ȏȈ ȚȍȔ, ȟȚȖȉȣ SSL-șȍȘȚȐȜȐȒȈȚ Ȋȍȉ-șȚȘȈȕȐȞȣ ȉȣȓ ȈȒȚțȈȓȍȕ, 

ȟȚȖȉȣ ȔȖȐ ȜȐȕȈȕșȖȊȣȍ ȌȈȕȕȣȍ ȉȣȓȐ ȉȍȏȖȗȈșȕȖ ȗȍȘȍȌȈȕȣ ȗȖ ȐȕȚȍȘȕȍȚț, Ȑ 
ȚȍșȚȐȘțȦȚ ȒȖȌ ǷǶ, ȟȚȖȉȣ ȖȉȍșȗȍȟȐȚȤ Ȋ ȕȍȔ ȖȚșțȚșȚȊȐȍ țȧȏȊȐȔȖșȚȐ, ș ȗȖȔȖȡȤȦ 
ȒȖȚȖȘȖȑ ȊȖȏȔȖȎȕȖ țȌȈȓȍȕȕȖ ȊȣȗȖȓȕȐȚȤ ȒȖȌ - ȥȚȖ Țȍ, ȒȚȖ șȗȈșȈȍȚ Ȍȓȧ ȕȈș ȔȐȘ. 
Ǵȕȍ ȕȘȈȊȐȚșȧ ȗȐșȈȚȤ Ȗȉ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȗȖȚȖȔț ȟȚȖ ȚȈȒ ȧ 
șȚȈȕȖȊȓȦșȤ ȉȓȐȎȍ Ȓ ȥȚȐȔ ȋȍȘȖȧȔ”. 
 

ǷȖȌȘȖȉȕȍȍ Ȗ ǼȈȔȐȌȍ ǸȈȠȐȌ 

ǷȖȌȘȖȉȕȍȍ Ȗ ǼȈȔȐȌȍ ǸȈȠȐȌ Ȋȣ ȔȖȎȍȚȍ ȕȈȑȚȐ ȕȈ ȥȚȐȝ ȘȍșțȘșȈȝ: 
 

- ǷȘȖȜȐȓȤ ǼȈȔȐȌȣ ǸȈȠȐȌ Ȋ LinkedIn: https://www.linkedin.com/in/fyrashid 

- ǹȚȈȚȤȐ ǼȈȔȐȌȣ ǸȈȠȐȌ Ȋ ȎțȘȕȈȓȍ InfoWorld: 

http://www.infoworld.com/author/Fahmida-Y.-Rashid/  
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ǫȓȈȊȈ 49. ǷȖșȖȉȐȍ Ȍȓȧ ǸȖȌȐȚȍȓȍȑ 
ǴȖȓȖȌȣȝ ǽȈȒȍȘȖȊ 

                                                                                                            

 

 

ǷǸИǴЕЧАǵИЕ ǿȈșȚȤ ȥȚȖȑ ȋȓȈȊȣ ȊȏȧȚȈ Ȑȏ șȚȈȚȤȐ, ȒȖȚȖȘțȦ ȧ ȕȈȗȐșȈȓ Ȋ 2016-ȖȔ: 
“11 ȗȘȐȏȕȈȒȖȊ ȚȖȋȖ, ȟȚȖ ȊȈȠ ȘȍȉȍȕȖȒ ȝȈȒȍȘ, Ȑ ȟȚȖ ș ȥȚȐȔ ȌȍȓȈȚȤ” 
(http://www.infoworld.com/article/3088970/security/11-signs-your-kid-ishacking-

and-what-to-do-about-it.html).  

 

ǩțȌțȟȐ ȈȊȚȖȘȖȔ șȚȈȚȍȑ Ȗ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȉȖȓȍȍ 20 ȓȍȚ, 
ȕȍșȒȖȓȤȒȖ ȘȈȏ Ȋ ȋȖȌ ȧ ȗȖȓțȟȈȦ ȥȓȍȒȚȘȖȕȕȣȍ ȗȐșȤȔȈ ȖȚ ȘȖȌȐȚȍȓȍȑ, ȒȖȚȖȘȣȍ 
șȗȘȈȠȐȊȈȦȚ Ȕȍȕȧ, ȒȈȒ ȖȗȘȍȌȍȓȐȚȤ, ȟȚȖ Ȑȝ ȘȍȉȍȕȖȒ șȚȈȕȖȊȐȚșȧ ȝȈȒȍȘȖȔ - ȗȓȖȝȐȔ 
ȝȈȒȍȘȖȔ - Ȑ ȟȚȖ ȖȕȐ ȔȖȋțȚ șȌȍȓȈȚȤ, ȟȚȖȉȣ ȊȖȖȌțȠȍȊȐȚȤ ȍȋȖ ȕȈȟȈȚȤ 
ȔȕȖȋȖȖȉȍȡȈȦȡțȦ, ȟȍșȚȕțȦ ȒȈȘȤȍȘț. ȇ ȗȖȕȐȔȈȦ, Ȗ ȟȍȔ ȖȕȐ ȋȖȊȖȘȧȚ, ȗȖȚȖȔț ȟȚȖ 
ȔȕȖȋȖ ȓȍȚ ȕȈȏȈȌ ț Ȕȍȕȧ ȉȣȓȈ ȚȈ Ȏȍ șȐȚțȈȞȐȧ ș ȔȖȐȔ șȣȕȖȔ. Ƕȕ ȕȈȟȈȓ 
ȏȈȕȐȔȈȚȤșȧ “ȕȍ ȚȈȒȐȔ țȎ ȏȈȒȖȕȕȣȔ” ȊȏȓȖȔȖȔ, ȐȕȖȋȌȈ, ț ȕȍȋȖ ȉȣȓȐ ȕȍȉȖȓȤȠȐȍ 
ȕȍȗȘȐȧȚȕȖșȚȐ. ǲ șȟȈșȚȤȦ, Ȕȣ ș ȎȍȕȖȑ ȘȈȕȖ ȊȔȍȠȈȓȐșȤ, Ȑ, ȕȍ ȉȍȏ ȚȘțȌȈ, ȗȖȔȖȋȓȐ 
ȍȔț șȚȈȚȤ ȝȈȒȍȘȖȔ Ȋ ȉȍȓȖȑ Ƞȓȧȗȍ. 
   ȇ ȌțȔȈȦ, ȔȕȖȋȐȍ țȔȕȣȍ ȗȖȌȘȖșȚȒȐ, ȐȕȚȍȘȍșțȦȡȐȍșȧ ȒȖȔȗȤȦȚȍȘȈȔȐ, ȔȖȋțȚ 
șȚȈȚȤ ȝȈȒȍȘȈȔȐ Ȋ ȟȍȘȕȣȝ ȠȓȧȗȈȝ, ȍșȓȐ ȕȍ ȌȈȚȤ ȐȔ ȗȘȈȊȐȓȤȕȖȋȖ ȕȈșȚȈȊȓȍȕȐȧ. 
ǿȈșȚȖ ȖȕȐ ȓȐȉȖ ȕȍ ȖȟȍȕȤ ȝȖȘȖȠȖ țȟȐȚșȧ Ȋ ȠȒȖȓȍ, ȓȐȉȖ ȕȍ ȗȖȓțȟȈȦȚ ȉȖȓȤȠȖȋȖ 
țȌȖȊȖȓȤșȚȊȐȧ ȖȚ ȠȒȖȓȤȕȣȝ ȌȖșȚȐȎȍȕȐȑ. Ǫ ȠȒȖȓȍ Ȑ, ȊȍȘȖȧȚȕȖ, ȌȖȔȈ, ȐȔ ȋȖȊȖȘȧȚ, 
ȟȚȖ ȕțȎȕȖ ȌȍȓȈȚȤ ȚȖ, ȟȚȖ ȖȕȐ șȟȐȚȈȦȚ șȒțȟȕȣȔ Ȑ ȉȍșșȔȣșȓȍȕȕȣȔ, Ȑ ȖȕȐ 
ȌțȔȈȦȚ, ȟȚȖ ȥȚȖ ȕȈȒȈȏȈȕȐȍ ȏȈ ȚȖ, ȟȚȖ ȖȕȐ ȕȍ ȘȈșȒȘȣȊȈȦȚ șȊȖȑ ȗȖȚȍȕȞȐȈȓ. Ǫ 
ȖȕȓȈȑȕ-ȔȐȘȍ ȖȕȐ ȔȖȋțȚ ȗȖȓțȟȐȚȤ ȖȌȖȉȘȍȕȐȍ Ȑ țȊȈȎȍȕȐȍ șȊȖȐȝ 
ȍȌȐȕȖȔȣȠȓȍȕȕȐȒȖȊ. ǶȕȐ ȟțȊșȚȊțȦȚ șȍȉȧ șȐȓȤȕȣȔȐ Ȑ, Ȋ ȚȖ Ȏȍ ȊȘȍȔȧ, 
ȏȈȋȈȌȖȟȕȣȔȐ. ȅȚȖ ȗȖȝȖȎȍ ȕȈ ȕȈȘȒȖȚȐȒ. ȇ ȗȖȕȐȔȈȦ ȥȚț Țȧȋț. ǩȖȓȤȠȐȕșȚȊȖ Ȑȏ 
ȥȚȐȝ ȌȍȚȍȑ - ȝȖȘȖȠȐȍ ȘȍȉȧȚȈ, Ȑ ȖȕȐ ȏȈȉȘȖșȧȚ ȝȖȉȉȐ ȝȈȒȍȘȈ Ȋ ȟȍȘȕȖȑ Ƞȓȧȗȍ, ȕȍ 
ȗȖȗȈȌȈȧ Ȋ ȕȍȗȘȐȧȚȕȖșȚȐ. ǷȘȖȉȓȍȔȈ Ȋ ȚȖȔ, ȟȚȖ ȕȍȓȤȏȧ ȉȣȚȤ țȊȍȘȍȕȕȣȔ, ȟȚȖ ȊȈȠ 
ȘȍȉȍȕȖȒ ȚȖȟȕȖ ȉȘȖșȐȚ ȥȚȖ țȊȓȍȟȍȕȐȍ, ȗȖȥȚȖȔț ȓțȟȠȍ ȊșȍȋȖ ȊȔȍȠȈȚȤșȧ ȌȖ ȚȖȋȖ, 
ȒȈȒ ȍȔț ȗȘȐȌȍȚșȧ ȗȖȕȧȚȤ, ȒȈȒ șȓȖȎȕȖ ȕȈȑȚȐ ȘȈȉȖȚț, ȐȔȍȧ șțȌȐȔȖșȚȤ. 
 

ǷȘȐȏȕȈȒȐ ǺȖȋȖ, ǿȚȖ ǪȈȠ ǸȍȉȍȕȖȒ ǽȈȒȍȘ               

ǷȍȘȍȌ ȚȍȔ, ȒȈȒ șȖȊȍȚȖȊȈȚȤ șȊȖȍȔț ȘȍȉȍȕȒț ȐșȗȖȓȤȏȖȊȈȚȤ ȍȋȖ ȝȈȒȍȘșȒȐȍ ȕȈȊȣȒȐ 
ȚȖȓȤȒȖ Ȋ ȉȓȈȋȐȝ Ȟȍȓȧȝ, Ȋȣ ȌȖȓȎȕȣ ȚȖȟȕȖ țȏȕȈȚȤ, ȟȚȖ ȍȋȖ ȌȍȧȚȍȓȤȕȖșȚȤ ȕȈȕȖșȐȚ 
ȊȘȍȌ. ǷȖșȓȍ ȚȖȋȖ, ȒȈȒ Ȋȣ ȊȣȧșȕȐȓȐ, ȟȚȖ Ȑȝ șȍȒȘȍȚȕȖșȚȤ ȕȍ șȊȧȏȈȕȈ ȚȖȓȤȒȖ ș 



80 
 

ȗȖȘȕȖȋȘȈȜȐȍȑ ȐȓȐ ȌȍȊțȠȒȖȑ, ȐȓȐ ȗȈȘȕȍȔ, Ȋȣ ȔȖȎȍȚȍ ȖȉȕȈȘțȎȐȚȤ ȕȍșȒȖȓȤȒȖ 
ȗȘȐȏȕȈȒȖȊ, ȒȖȚȖȘȣȍ țȒȈȏȣȊȈȦȚ ȕȈ ȚȖ, ȟȚȖ ȊȈȠ ȘȍȉȍȕȖȒ - ȝȈȒȍȘ. ǹȓȍȌțȦȡȐȍ 
ȘȈȏȌȍȓȣ ȖȗȐșȣȊȈȦȚ ȥȚȐ ȗȘȐȏȕȈȒȐ.  
 

ǷǸИǴЕЧАǵИЕ ǹțȡȍșȚȊțȍȚ ȔȕȖȋȖ ȊȖȗȘȖșȖȊ, ȒȖȚȖȘȣȍ ȔȖȋțȚ ȉȍșȗȖȒȖȐȚȤ 
ȘȖȌȐȚȍȓȍȑ, ȒȖȋȌȈ Ȑȝ ȘȍȉȍȕȖȒ “șȐȌȐȚ” Ȋ ȐȕȚȍȘȕȍȚȍ, ȕȈȗȘȐȔȍȘ, ȗȘȖșȔȖȚȘ 
ȗȖȘȕȖȋȘȈȜȐȐ, ȖȉȡȍȕȐȍ Ȋ ȟȈȚȈȝ ș ȗȘȍșȚțȗȕȐȒȈȔȐ, Ȑ ȌȘțȋȐȍ ȊȐȌȣ ȈȒȚȐȊȕȖșȚȐ, 
ȒȖȚȖȘȣȍ ȔȖȋțȚ ȉȣȚȤ ȖȗȈșȕȣȔȐ ȐȓȐ ȗȘȐȊȍșȚȐ Ȓ ȗȘȖȉȓȍȔȈȔ ș ȏȈȒȖȕȖȔ. ǲȈȎȌȣȑ Ȑȏ 
ȥȚȐȝ ȊȖȗȘȖșȖȊ ȚȘȍȉțȍȚ ȘȈșșȔȖȚȘȍȕȐȧ, Ȑ ȔȖȎȍȚ ȉȣȚȤ ȘȍȠȍȕ ȘȈȏȓȐȟȕȣȔȐ 
șȗȖșȖȉȈȔȐ, ȕȖ Ȋ ȥȚȖȑ ȋȓȈȊȍ, Ȕȣ ȉțȌȍȔ ȋȖȊȖȘȐȚȤ ȐȔȍȕȕȖ Ȗȉ ȖȗȈșȕȖșȚȐ, ȒȖȚȖȘțȦ 
ȔȖȎȍȚ ȗȖȊȓȍȟȤ ȝȈȒȍȘșȒȈȧ ȌȍȧȚȍȓȤȕȖșȚȤ. 

ǶȕȐ ǹȈȔȐ ǫȖȊȖȘȧȚ ǪȈȔ, ǿȚȖ ǪȏȓȈȔȣȊȈȦȚ                            
ȅȚȖ șȈȔȣȑ ȗȘȖșȚȖȑ ȊȈȘȐȈȕȚ. ǪȈȠ ȘȍȉȍȕȖȒ ȘȈșșȒȈȏȣȊȈȍȚ ȐȓȐ ȝȊȈșȚȈȍȚșȧ ȊȈȔ, ȒȈȒ 
ȓȍȋȒȖ ȔȖȎȕȖ ȟȚȖ-ȚȖ ȊȏȓȖȔȈȚȤ. ȇ ȏȕȈȦ, ȥȚȖ ȏȊțȟȐȚ ȏȈȉȈȊȕȖ, ȕȖ ȕȍȒȖȚȖȘȣȍ 
ȘȖȌȐȚȍȓȐ șȓȣȠȈȚ ȚȈȒȐȍ ȖȚȒȘȖȊȍȕȕȣȍ ȏȈȧȊȓȍȕȐȧ, ȟȈșȚȖ ȗȖ ȔȕȖȋț ȘȈȏ, Ȑ 
ȐȋȕȖȘȐȘțȦȚ Ȑȝ. ǶȕȐ ȓȐȉȖ ȕȍ ȗȖȕȐȔȈȦȚ, ȗȘȖ ȒȈȒȖȍ “ȝȈȒȍȘșȚȊȖ” ȋȖȊȖȘȐȚ Ȑȝ 
ȘȍȉȍȕȖȒ, ȓȐȉȖ ȌțȔȈȦȚ, ȟȚȖ Ȑȝ ȘȍȉȍȕȖȒ, ȒȖȚȖȘȣȑ ȊșȍȋȌȈ ȉȣȓ ȝȖȘȖȠȐȔ, ȕȍ 
șȌȍȓȈȍȚ ȟȍȋȖ-ȚȖ ȗȓȖȝȖȋȖ ȐȓȐ ȋȓțȗȖȋȖ. ǲ șȖȎȈȓȍȕȐȦ, ȐȕȖȋȌȈ ȐȔȍȕȕȖ ȚȈȒ Ȑ 
ȗȘȖȐșȝȖȌȐȚ.  

ǹȓȐȠȒȖȔ ǨȒȚȐȊȕȖ ǹȒȘȣȊȈȦȚ ǹȊȖȦ ǬȍȧȚȍȓȤȕȖșȚȤ Ȋ 
ǰȕȚȍȘȕȍȚȍ   
ǲȈȎȌȣȑ ȗȖȌȘȖșȚȖȒ ȝȖȟȍȚ 100% ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȐ Ȋșȍȝ șȊȖȐ ȌȍȑșȚȊȐȑ, Ȋ 
ȐȕȚȍȘȕȍȚȍ Ȑ ȕȍ ȚȖȓȤȒȖ, ȕȍȏȈȊȐșȐȔȖ ȖȚ ȚȖȋȖ, ȧȊȓȧȍȚșȧ ȓȐ Ȗȕ ȝȈȒȍȘȖȔ. ǸȍȉȍȕȖȒ-

ȝȈȒȍȘ ȐȌȍȚ ȍȡȍ ȌȈȓȤȠȍ Ȑ șȒȘȣȊȈȍȚ Ȋșȍ șȊȖȐ ȌȍȑșȚȊȐȧ. ȇ ȋȖȊȖȘȦ Ȗ ȗȖȓȕȖȔ 
țȌȈȓȍȕȐȐ ȘȍȏțȓȤȚȈȚȖȊ Ȑȝ ȌȍȧȚȍȓȤȕȖșȚȐ Ȋ șȍȚȐ. ǰȝ ȐșȚȖȘȐȧ Ȋ ȉȘȈțȏȍȘȍ ȊșȍȋȌȈ 
ȗțșȚȈȧ. ǳȖȋȐ “ȟȐșȚȣȍ”. ǵȍȚ ȕȖȊȣȝ ȜȈȑȓȖȊ ȐȓȐ ȗȈȗȖȒ. Ǫșȍ șȗȘȧȚȈȕȖ. ǶȚșțȚșȚȊȐȍ 
ȓȦȉȖȑ ȈȒȚȐȊȕȖșȚȐ - ȉȖȓȤȠȖȑ ȗȘȐȏȕȈȒ ȚȖȋȖ, ȟȚȖ ȖȕȐ ȕȈȔȍȘȍȕȕȖ șȒȘȣȊȈȦȚ 
ȌȍȧȚȍȓȤȕȖșȚȤ, Ȑȏ-ȏȈ ȒȖȚȖȘȖȑ ț ȕȐȝ ȔȖȋțȚ ȉȣȚȤ ȉȖȓȤȠȐȍ ȕȍȗȘȐȧȚȕȖșȚȐ. ǲșȚȈȚȐ, 
ȟȐșȚȐȚȤ ȐșȚȖȘȐȦ Ȋ ȉȘȈțȏȍȘȍ ȖȕȐ ȔȖȋțȚ Ȑ ȗȖ ȌȘțȋȐȔ ȗȘȐȟȐȕȈȔ, ȗȖȥȚȖȔț ȧ ȋȖȊȖȘȦ 
ȕȍ ȚȖȓȤȒȖ Ȗȉ ȥȚȖȔ. 

ǻ ǵȐȝ ǭșȚȤ ǵȍșȒȖȓȤȒȖ Email-ȈȒȒȈțȕȚȖȊ/ǨȒȒȈțȕȚȖȊ Ȋ 
ǹȖȞȐȈȓȤȕȣȝ ǹȍȚȧȝ, Ȓ ǲȖȚȖȘȣȔ Ǫȣ ȕȍ ǴȖȎȍȚȍ ǷȖȓțȟȐȚȤ 
ǬȖșȚțȗ 

ȅȚȖ ȕȖȘȔȈȓȤȕȖ, ȍșȓȐ ț ȘȍȉȍȕȒȈ ȍșȚȤ ȕȍșȒȖȓȤȒȖ Email-ȈȒȒȈțȕȚȖȊ Ȑ ȈȒȒȈțȕȚȖȊ Ȋ 
șȖȞȐȈȓȤȕȣȝ șȍȚȧȝ. Ǫ ȌȈȕȕȖȔ șȓțȟȈȍ, ȗȘȖȉȓȍȔȈ Ȋ ȚȖȔ, ȟȚȖ Ȓ ȕȐȔ ȕȍȓȤȏȧ ȗȖȓțȟȐȚȤ 
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ȌȖșȚțȗ. ǭșȓȐ ț ȊȈȠȍȋȖ ȘȍȉȍȕȒȈ ȍșȚȤ ȥȓȍȒȚȘȖȕȕȈȧ ȗȖȟȚȈ ȐȓȐ ȈȒȒȈțȕȚ Ȋ 
șȖȞȐȈȓȤȕȖȑ șȍȚȐ, ȒȖȚȖȘȣȍ Ȗȕ ȔȖȎȍȚ șȗȖȒȖȑȕȖ ȊȈȔ ȗȖȒȈȏȈȚȤ, Ȑ Ȋȣ țȏȕȈȍȚȍ, ȟȚȖ ț 
ȕȍȋȖ ȍșȚȤ Ȑ ȌȘțȋȐȍ ȈȒȒȈțȕȚȣ, ș ȌȘțȋȐȔȐ țȟȍȚȕȣȔȐ ȌȈȕȕȣȔȐ, ȒȖȚȖȘȣȍ Ȗȕ ȖȚ ȊȈș 
ȗȘȧȟȍȚ, ȏȕȈȟȐȚ ȟȚȖ-ȚȖ ȕȍ ȚȈȒ. 

Ǫȣ ǵȈȠȓȐ ȕȈ ǲȖȔȗȤȦȚȍȘȍ ǰȕșȚȘțȔȍȕȚ Ȍȓȧ ǪȏȓȖȔȈ 

ǭșȓȐ Ȋȣ ȕȈȠȓȐ ȐȕșȚȘțȔȍȕȚȣ Ȍȓȧ ȊȏȓȖȔȈ, ȖȗȐșȈȕȕȣȍ Ȋ ȥȚȖȑ ȒȕȐȋȍ ȐȓȐ Țȍ, 
ȒȖȚȖȘȣȍ ȖȉȣȟȕȖ ȍșȚȤ ȕȈ ȝȈȒȍȘșȒȐȝ șȈȑȚȈȝ, ȚȖ șȒȖȘȍȍ ȊșȍȋȖ, ȊȈȠ ȘȍȉȍȕȖȒ 
ȐȕȚȍȘȍșțȍȚșȧ ȊȏȓȖȔȖȔ. 

ǪȈȔ ǫȖȊȖȘȧȚ, ǿȚȖ Ǫȣ ǪȏȓȈȔȣȊȈȍȚȍ 

ǯȈ ȚȖȚ ȗȍȘȐȖȌ, ȗȖȒȈ ȔȖȑ șȣȕ ȐȕȚȍȘȍșȖȊȈȓșȧ ȝȈȒȍȘșȚȊȖȔ, Ȕȕȍ ȕȍșȒȖȓȤȒȖ ȘȈȏ 
ȗȖșȚțȗȈȓȐ ȥȓȍȒȚȘȖȕȕȣȍ ȗȐșȤȔȈ ȐȓȐ ȏȊȖȕȒȐ ȖȚ ȕȍȏȕȈȒȖȔȣȝ ȓȦȌȍȑ ȐȓȐ ȔȖȍȋȖ 
ȐȕȚȍȘȕȍȚ-ȗȘȖȊȈȑȌȍȘȈ ș ȗȘȍȌțȗȘȍȎȌȍȕȐȧȔȐ, ȟȚȖ ȍșȓȐ ȧ ȗȘȖȌȖȓȎț ȝȈȒȍȘșȒțȦ 
ȌȍȧȚȍȓȤȕȖșȚȤ, ȚȖ Ȕȕȍ ȖȚȒȓȦȟȈȚ ȐȕȚȍȘȕȍȚ ȐȓȐ ȌȈȎȍ ȗȖȌȈȌțȚ Ȋ șțȌ, Ȑ ȧ ȉțȌț 
ȊȣȕțȎȌȍȕ ȖȚȊȍȟȈȚȤ ȗȖ ȏȈȒȖȕț. ǷȖȕȈȟȈȓț ȧ ȕȐȟȍȋȖ ȕȍ ȗȖȕȐȔȈȓ. ȇ ȕȐȒȖȋȖ ȕȍ 
ȊȏȓȈȔȣȊȈȓ. ȅȚȖ ȌȍȓȈȓ ȔȖȑ șȣȕ. 

ǶȕȐ ǹȊȖȘȈȟȐȊȈȦȚ ǷȘȐȓȖȎȍȕȐȍ ǲȈȎȌȣȑ ǸȈȏ, ǲȖȋȌȈ Ǫȣ 
ǯȈȝȖȌȐȚȍ Ȋ ǲȖȔȕȈȚț 

ǭșȚȤ ȔȕȖȋȖ ȚȖȋȖ, ȟȚȖ ȖȕȐ ȝȖȚȧȚ șȗȘȧȚȈȚȤ, șȊȖȘȈȟȐȊȈȧ ȗȘȐȓȖȎȍȕȐȍ, ȒȖȋȌȈ Ȋȣ 
ȏȈȝȖȌȐȚȍ Ȋ ȒȖȔȕȈȚț (ȕȈȗȘȐȔȍȘ, ȗȖȘȕȖȋȘȈȜȐȦ ȐȓȐ ȖȉȡȍȕȐȍ ș ȌȍȊțȠȒȖȑ/ȗȈȘȕȍȔ), 
ȕȖ, ȍșȓȐ ȖȕȐ ȌȍȓȈȦȚ ȥȚȖ ȒȈȎȌȣȑ ȘȈȏ, ȒȖȋȌȈ Ȋȣ ȏȈȝȖȌȐȚȍ Ȋ ȒȖȔȕȈȚț, țȏȕȈȑȚȍ 
ȗȖȟȍȔț ȖȕȐ ȚȈȒ ȌȍȓȈȦȚ. 

Ǫșȍ ȅȚȐ ǷȘȐȏȕȈȒȐ ǴȖȋțȚ ǶȚȕȖșȐȚșȧ Ȑ Ȓ ǶȉȣȟȕȣȔ 
ǷȖȌȘȖșȚȒȈȔ 

Ǫșȍ ȥȚȖ ȔȖȎȍȚ ȉȣȚȤ șȊȖȑșȚȊȍȕȕȖ Ȑ ȖȉȣȟȕȣȔ ȗȖȌȘȖșȚȒȈȔ. ǪȈȠ ȘȍȉȍȕȖȒ ȔȖȎȍȚ Ȑ 
ȕȍ ȉȣȚȤ ȝȈȒȍȘȖȔ. ȇ țȊȍȘȍȕ, ȔȕȖȋȐȍ ȟȐȚȈȚȍȓȐ Ȑ Ȑȝ ȌȍȚȐ ȗȘȧȔȖ șȍȑȟȈș ȟȐȚȈȦȚ ȥȚț 
ȋȓȈȊț Ȑ ȋȖȊȖȘȧȚ, ȟȚȖ ș ȕȐȔȐ ȗȘȖȐșȝȖȌȐȓȖ Ȋșȍ Ȑȏ ȊȣȠȍȗȍȘȍȟȐșȓȍȕȕȖȋȖ Ȑ ȖȕȐ 
ȕȐȒȈȒ ȕȍ ȉȣȓȐ șȊȧȏȈȕȣ ș ȕȍȏȈȒȖȕȕȣȔ ȐȓȐ ȕȍȥȚȐȟȕȣȔ ȝȈȒȍȘșȚȊȖȔ. ȇ ȗȖȕȐȔȈȦ. ȇ 
ȗȘȖșȚȖ ȝȖȟț ȘȈșșȒȈȏȈȚȤ Ȗ ȗȘȐȏȕȈȒȈȝ, ȒȖȚȖȘȣȍ ȔȖȋțȚ țȒȈȏȣȊȈȚȤ ȕȈ ȚȖ, ȟȚȖ ȊȈȠ 
ȘȍȉȍȕȖȒ ȝȈȒȍȘ, ȟȚȖȉȣ ȊȈș ȕȍ ȏȈșȚȈȓȐ ȊȘȈșȗȓȖȝ, ȒȈȒ ȏȈșȚȈȓȐ Ȕȍȕȧ, ȔȖȦ Ȏȍȕț Ȑ 
ȔȕȖȋȐȝ ȟȐȚȈȚȍȓȍȑ, ȒȖȚȖȘȣȍ Ȕȕȍ ȗȐȠțȚ. 
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ǽȈȒȍȘșȚȊȖ - ȅȚȖ ǵȍ ǪșȍȋȌȈ ǷȓȖȝȖ 

ǵȈ șȈȔȖȔ Ȍȍȓȍ, Ȋ ȖșȕȖȊȕȖȔ, ȥȚȖ ȝȖȘȖȠȖ. ǽȈȒȍȘ - ȥȚȖ ȚȖȚ, ȒȚȖ ȗȘȖșȚȖ ȝȖȟȍȚ 
ȊȣȑȚȐ ȏȈ ȘȈȔȒȐ șȚȈȕȌȈȘȚȕȖȋȖ GUI ȐȓȐ ȌȘțȋȖȋȖ ȐȕȚȍȘȜȍȑșȈ, ȒȖȚȖȘȣȑ ȍșȚȤ ț 
ȖȉȣȟȕȖȋȖ ȗȖȓȤȏȖȊȈȚȍȓȧ. ȇ ȝȈȒȍȘ, Ȑ ȏȈ ȊșȦ șȊȖȦ ȎȐȏȕȤ ȧ ȕȍ șȖȊȍȘȠȈȓ ȕȐȟȍȋȖ 
ȗȘȖȚȐȊȖȏȈȒȖȕȕȖȋȖ. ȅȚȖ ȚȈȒȎȍ ȖȚȕȖșȐȚșȧ Ȑ ȒȖ ȔȕȖȋȐȔ ȔȖȐȔ ȒȖȓȓȍȋȈȔ (ȝȖȚȧ 
ȕȍȒȖȚȖȘȣȍ ȒȈȒȖȍ-ȚȖ ȊȘȍȔȧ ȉȣȓȐ ȕȈ ȚȍȔȕȖȑ șȚȖȘȖȕȍ, ȒȖȋȌȈ ȉȣȓȐ ȔȖȓȖȎȍ). ǭșȓȐ 
Ȋȣ ȌțȔȈȍȚȍ, ȟȚȖ ȊȈȠ ȘȍȉȍȕȖȒ ȏȈȕȐȔȈȍȚșȧ ȊȏȓȖȔȖȔ, ȚȖ ȗȍȘȍȌ ȚȍȔ, ȒȈȒ ȖȚȕȐȔȈȚȤ ț 
ȕȍȋȖ ȒȖȔȗȤȦȚȍȘ, Ȋȣ ȌȖȓȎȕȣ ȊȣȧșȕȐȚȤ, ȧȊȓȧȦȚșȧ ȓȐ ȍȋȖ ȌȍȑșȚȊȐȧ ȕȍȥȚȐȟȕȣȔȐ 
ȐȓȐ ȕȍȏȈȒȖȕȕȣȔȐ. ǲȈȒ ȗȘȈȊȐȓȖ, ț ȘțȒȖȊȖȌȐȚȍȓȍȑ Ȑ șȖȚȘțȌȕȐȒȖȊ șȈȔȣȝ 
ȊȓȐȧȚȍȓȤȕȣȝ ȒȖȔȗȈȕȐȑ ȍșȚȤ ȝȈȒȍȘșȒȈȧ ȥȚȐȒȈ. ǶșȚȈȍȚșȧ ȓȐȠȤ țȉȍȌȐȚȤșȧ, ȟȚȖ 
ȖȗȘȍȌȍȓȍȕȕȈȧ ȝȈȒȍȘșȒȈȧ ȌȍȧȚȍȓȤȕȖșȚȤ ȧȊȓȧȍȚșȧ ȥȚȐȟȕȖȑ Ȑ ȏȈȒȖȕȕȖȑ. 

 

ǲȈȒ ǰșȗȘȈȊȐȚȤ ǹȊȖȍȋȖ ȆȕȖȋȖ ǽȈȒȍȘȈ 

ǰȚȈȒ, ȗȘȍȌȗȖȓȖȎȐȔ, Ȋȣ țȏȕȈȓȐ, ȟȚȖ ȊȈȠ ȘȍȉȍȕȖȒ ȏȈȕȐȔȈȍȚșȧ ȕȍȥȚȐȟȕȣȔ ȐȓȐ 
ȕȍȏȈȒȖȕȕȣȔ ȊȏȓȖȔȖȔ. ǿȚȖ ȔȖȎȕȖ șȌȍȓȈȚȤ? 

   ǪȖ-ȗȍȘȊȣȝ, ȕțȎȕȖ ȗȖȕȐȔȈȚȤ, ȟȚȖ ȘȍȉȍȕȒȈ ȔȖȎȕȖ ȕȈȗȘȈȊȐȚȤ Ȋ ȊȍȘȕȖȍ ȘțșȓȖ. 

ǩȖȓȤȠȐȕșȚȊȖ Ȑȏ ȌȍȚȍȑ ȗȍȘȍșȚȈȍȚ ȏȈȕȐȔȈȚȤșȧ ȕȍȏȈȒȖȕȕȖȑ ȌȍȧȚȍȓȤȕȖșȚȤȦ, ȒȖȋȌȈ 
ȖȕȐ ȊȏȘȖșȓȍȦȚ Ȑ ȕȈȝȖȌȧȚ șȍȉȧ Ȋ ȌȘțȋȖȑ ȘȈȉȖȚȍ, ȒȖȚȖȘȈȧ ȓțȟȠȍ ȖȗȓȈȟȐȊȈȍȚșȧ Ȑ 
ȕȍ ȧȊȓȧȍȚșȧ ȕȍȓȍȋȈȓȤȕȖȑ. ǳȐȠȤ ȕȍȒȖȚȖȘȣȍ ȗȘȖȌȖȓȎȈȦȚ ȒȈȘȤȍȘț ȝȈȒȍȘȈ Ȋ 
ȟȍȘȕȖȑ Ƞȓȧȗȍ. ǹțȚȤ Ȋ ȚȖȔ, ȟȚȖȉȣ ȕȈȗȘȈȊȐȚȤ ȚȈȒȐȝ ȌȍȚȍȑ, ȒȖȚȖȘȣȍ ȏȕȈȦȚ, ȟȚȖ 
ȗȖșȚțȗȈȦȚ ȕȍȝȖȘȖȠȖ, Ȑ ȐșȗȖȓȤȏȖȊȈȚȤ Ȑȝ ȕȍȌȈȊȕȖ ȖȉȕȈȘțȎȍȕȕȣȍ ȕȈȊȣȒȐ ȊȖ 
ȉȓȈȋȖ. 
   ǪȖ-ȊȚȖȘȣȝ, ȌȈȑȚȍ ȐȔ ȗȖȕȧȚȤ, ȟȚȖ Ȋȣ ȏȕȈȍȚȍ Ȗ ȗȘȖȐșȝȖȌȧȡȍȔ, Ȑ ȟȚȖ Ȑȝ 
ȌȍȑșȚȊȐȧ ȕȍȥȚȐȟȕȣ, ȕȍȏȈȒȖȕȕȣ Ȑ ȔȖȋțȚ ȗȘȐȊȍșȚȐ Ȓ Ȑȝ ȈȘȍșȚț. ǪȘȍȔȍȕȈ, ȒȖȋȌȈ 
ȒȖȔȗȈȕȐȐ Ȑ ȊȓȈșȚȐ ȕȐȟȍȋȖ ȕȍ ȏȕȈȓȐ Ȑ ȘȍȌȒȖ ȒȖȋȖ-ȚȖ ȈȘȍșȚȖȊȣȊȈȓȐ, ȌȈȊȕȖ 
ȗȘȖȠȓȐ. ǽȈȒȍȘȖȊ ȗȖșȚȖȧȕȕȖ ȈȘȍșȚȖȊȣȊȈȦȚ Ȑ ȏȈȊȖȌȧȚ ȕȈ ȕȐȝ ȌȍȓȈ. ǻ Ȕȍȕȧ ȍșȚȤ 
ȚȈȓȈȕȚȓȐȊȣȍ, ȒȖȔȗȍȚȍȕȚȕȣȍ ȒȖȓȓȍȋȐ ș șțȌȐȔȖșȚȤȦ, ȒȖȚȖȘȈȧ ȌȖ șȐȝ ȗȖȘ ȕȍ ȌȈȍȚ 
ȐȔ șȖșȚȈȊȐȚȤ Ȕȕȍ ȒȖȔȗȈȕȐȦ ȕȈ ȖȗȘȍȌȍȓȍȕȕȣȝ ȊȣșȖȒȐȝ ȌȖȓȎȕȖșȚȧȝ. 
   Ǫ-ȚȘȍȚȤȐȝ, șȒȈȎȐȚȍ șȊȖȐȔ ȌȍȚȧȔ, ȟȚȖ Ȋȣ ȉțȌȍȚȍ ȕȈȉȓȦȌȈȚȤ ȏȈ Ȑȝ 
ȌȍȧȚȍȓȤȕȖșȚȤȦ șȚȖȓȤȒȖ, șȒȖȓȤȒȖ ȗȖȕȈȌȖȉȐȚșȧ. ǬȈȑȚȍ ȐȔ ȗȖȕȧȚȤ, ȟȚȖ Ȋȣ ȉțȌȍȚȍ 
ȕȈȉȓȦȌȈȚȤ ȏȈ ȕȐȔȐ, ȕȖ ȕȍ ȘȈșȒȘȖȍȚȍ ȗȖȌȘȖȉȕȖșȚȍȑ Ȗ ȚȖȔ, ȟȚȖ ȐȔȍȕȕȖ Ȋȣ ȉțȌȍȚȍ 
ȌȍȓȈȚȤ. ǰ ȗȘȍȌțȗȘȍȌȐȚȍ Ȑȝ, ȟȚȖ ȍșȓȐ Ȋȣ ȏȈȔȍȚȐȚȍ ȝȖȚȧ ȉȣ ȔȈȓȍȑȠȐȍ 
ȗȘȖȧȊȓȍȕȐȧ ȕȍȥȚȐȟȕȖȑ ȐȓȐ ȕȍȓȍȋȈȓȤȕȖȑ ȈȒȚȐȊȕȖșȚȐ, ȖȕȐ ȕȈȌȖȓȋȖ ȗȖȗȘȖȡȈȦȚșȧ 
șȖ ȊșȍȔȐ ȋȈȌȎȍȚȈȔȐ, ȒȖȚȖȘȣȍ ț ȕȐȝ ȍșȚȤ. ǷȘȐȋȘȖȏȐȚȍ ȏȈȗȘȍȚȖȔ ȓȦȉȖȑ 
ȌȍȧȚȍȓȤȕȖșȚȐ, ȒȖȚȖȘȈȧ ȐȔ ȕȘȈȊȐȚșȧ. ǵțȎȕȖ Ȑȝ ȕȍȔȕȖȋȖ ȗȘȐȗțȋȕțȚȤ, Ȑ ȌȈȚȤ 
ȗȖȕȧȚȤ, ȟȚȖ ȉțȌțȚ ȗȖșȓȍȌșȚȊȐȧ. ǭșȓȐ ȖȕȐ ȕȈȘțȠȈȚ ȥȚȐ ȗȘȈȊȐȓȈ, ȗȘȐȊȖȌȐȚȍ 
țȋȘȖȏȣ Ȋ ȐșȗȖȓȕȍȕȐȍ. 
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ǷȍȘȍȕȍșȐȚȍ ǰȝ ǲȖȔȗȤȦȚȍȘ Ȋ ǶșȕȖȊȕțȦ ǮȐȓțȦ ǲȖȔȕȈȚț Ȑ 
ǵȈȉȓȦȌȈȑȚȍ 

ǭșȓȐ ȒȖȔȗȤȦȚȍȘ ȊȈȠȍȋȖ ȘȍȉȍȕȒȈ șȚȖȐȚ Ȋ ȍȋȖ ȒȖȔȕȈȚȍ, ȓȐȠȐȚȍ ȍȋȖ ȥȚȐȝ 
ȗȘȐȊȐȓȍȋȐȑ, Ȑ ȗȍȘȍȕȍșȐȚȍ ȒȖȔȗȤȦȚȍȘ Ȋ ȖșȕȖȊȕțȦ ȎȐȓțȦ ȒȖȔȕȈȚț, ȟȚȖȉȣ ȊȈȔ 
ȉȣȓȖ ȓȍȋȟȍ ȏȈ ȕȐȔ șȓȍȌȐȚȤ. ǯȈȗȘȍȚȐȚȍ ȍȔț ȗȖȓȤȏȖȊȈȚȤșȧ ȒȖȔȗȤȦȚȍȘȖȔ, ȒȖȋȌȈ 
ȊȈș ȕȍȚ ȌȖȔȈ, Ȑ Ȋȣ ȕȍ ȔȖȎȍȚȍ ȕȈȉȓȦȌȈȚȤ. ǹȒȈȎȐȚȍ, ȟȚȖ ȚȈȒȐȍ ȐȏȔȍȕȍȕȐȧ ȉțȌțȚ 
ȘȈȉȖȚȈȚȤ ȌȖ Țȍȝ ȗȖȘ, ȗȖȒȈ Ȋȣ ȕȍ șȔȖȎȍȚȍ șȕȖȊȈ ȍȔț ȌȖȊȍȘȧȚȤ. ǷȘȖȌȖȓȎȈȑȚȍ 
șȓȍȌȐȚȤ ȏȈ ȌȍȑșȚȊȐȧȔȐ ȊȈȠȍȋȖ ȘȍȉȍȕȒȈ, ȌȈȎȍ ȒȖȋȌȈ Ȗȕ șȐȌȐȚ ȗȍȘȍȌ ȊȈȔȐ. 

ǬȈȑȚȍ ǵȈșȚȈȊȓȍȕȐȧ 

ǷȖȔȐȔȖ ȓȐȠȍȕȐȑ Ȑ ȗȖȚȍȕȞȐȈȓȤȕȣȝ ȕȈȒȈȏȈȕȐȑ, ȘȍȉȍȕȒț ȕțȎȕȖ ȌȈȊȈȚȤ 
ȕȈșȚȈȊȓȍȕȐȧ. ǷȖȋȖȊȖȘȐȚȍ ș ȕȐȔ Ȗ ȊȈȎȕȖșȚȐ ȥȚȐȒȐ, ȒȈȒ Ȋ ȐȕȚȍȘȕȍȚȍ, ȚȈȒ Ȑ Ȋ 
ȖȉȣȟȕȖȑ ȎȐȏȕȐ. ǶȉȢȧșȕȐȚȍ, ȟȚȖ ȓȦȉȈȧ ȝȈȒȍȘșȒȈȧ ȌȍȧȚȍȓȤȕȖșȚȤ ȉȍȏ 
șȖȖȚȊȍȚșȚȊțȦȡȍȋȖ ȘȈȏȘȍȠȍȕȐȧ, ȊȣȌȈȕȕȖȋȖ ȏȈȒȖȕȕȣȔ ȊȓȈȌȍȓȤȞȍȔ ȐȓȐ 
ȖȘȋȈȕȐȏȈȞȐȍȑ, Ȋ ȒȖȚȖȘȖȑ ȝȘȈȕȧȚșȧ ȌȈȕȕȣȍ, ȧȊȓȧȍȚșȧ ȕȍȏȈȒȖȕȕȖȑ. ǶȉȢȧșȕȐȚȍ 
ȍȔț, ȟȚȖ ȌȈȎȍ ȕȍȖȟȍȊȐȌȕȈȧ ȝȈȒȍȘșȒȈȧ ȌȍȧȚȍȓȤȕȖșȚȤ, ȚȈȒȈȧ ȒȈȒ ȐșȗȖȓȤȏȖȊȈȕȐȍ 
ȖȚȒȘȣȚȖȋȖ ȗȖȘȚȈ ȐȓȐ șȒȈȕȐȘȖȊȈȕȐȍ ȕȈ ȕȈȓȐȟȐȍ țȧȏȊȐȔȖșȚȍȑ, ȔȖȎȍȚ ȉȣȚȤ 
ȕȍȏȈȒȖȕȕȖȑ, ȕȖ ȌȈȎȍ ȍșȓȐ ȖȕȈ ȧȊȓȧȍȚșȧ ȏȈȒȖȕȕȖȑ, ȥȚȖ Ȋșȍ ȘȈȊȕȖ ȕȍȥȚȐȟȕȖ. 

ǸȈșșȒȈȎȐȚȍ ǰȔ Ȗ ǴȍșȚȈȝ, ǫȌȍ ǴȖȎȕȖ ǯȈȒȖȕȕȖ ǪȏȓȈȔȣȊȈȚȤ 

ǭșȓȐ ȊȈȠ ȘȍȉȍȕȖȒ ȐȕȚȍȘȍșțȍȚșȧ ȊȏȓȖȔȖȔ, ȘȈșșȒȈȎȐȚȍ ȍȔț Ȗ ȔȍșȚȈȝ, ȋȌȍ ȔȖȎȕȖ 
ȏȈȕȐȔȈȚȤșȧ ȏȈȒȖȕȕȖȑ Ȑ ȥȚȐȟȕȖȑ ȝȈȒȍȘșȒȖȑ ȌȍȧȚȍȓȤȕȖșȚȤȦ, Ȋ ȒȖȚȖȘȣȝ Ȗȕ ȔȖȎȍȚ 

ȊȣȘȈȎȈȚȤ șȊȖȦ ȒȘȍȈȚȐȊȕȖșȚȤ Ȑ țȟȐȚȤșȧ. ǹțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȚȈȒȐȝ ȔȍșȚ.  
 

Ǫȍȉ-șȈȑȚȣ HackMe (ǪȏȓȖȔȈȑ Ǵȍȕȧ)  
Ǫ ȐȕȚȍȘȕȍȚȍ șțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȘȈȏȓȐȟȕȣȝ Ȋȍȉ-șȈȑȚȖȊ, ȒȖȚȖȘȣȍ șȖȏȌȈȕȣ 
șȗȍȞȐȈȓȤȕȖ Ȍȓȧ ȚȖȋȖ, ȟȚȖȉȣ Ȑȝ ȊȏȓȈȔȣȊȈȓȐ. ǷȖȐȡȐȚȍ ȚȈȒȐȍ șȈȑȚȣ. ǶȌȐȕ Ȑȏ 
ȔȖȐȝ ȓȦȉȐȔȣȝ - Hack This Site (https://www.hackthissite.org/). ȅȚȖȚ șȈȑȚ ȔȖȎȕȖ 
ȊȏȓȈȔȣȊȈȚȤ, Ȑ Ȗȕ ȖȉȢȍȌȐȕȧȍȚ ȌȍșȧȚȒȐ ȋȘțȗȗ Ȑ ȗȘȖȍȒȚȖȊ, ȗȖșȊȧȡȍȕȕȣȝ ȊȏȓȖȔț. 
ǭȡȍ ȖȌȐȕ șȈȑȚ, ȗȖșȊȧȡȍȕȕȣȑ ȘȈȏȓȐȟȕȣȔ ȝȈȒȍȘȈȔ, ȕȍ ȚȖȓȤȒȖ ȚȍȔ, ȒȖȚȖȘȣȍ 
ȊȏȓȈȔȣȊȈȦȚ ȒȖȔȗȤȦȚȍȘȣ - Hacker Spaces (http://hackerspaces.org/wiki/). 

ǷȘȖȋȘȈȔȔȣ ǷȖȖȡȘȍȕȐȧ ǷȖȐșȒȈ ǩȈȋȖȊ 

ǻ ȔȕȖȋȐȝ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ ȍșȚȤ ȗȘȖȋȘȈȔȔȣ ȗȖȖȡȘȍȕȐȧ ȏȈ ȖȉȕȈȘțȎȍȕȐȍ ȉȈȋȖȊ, 
ȖȕȐ ȊȣȗȓȈȟȐȊȈȦȚ ȌȍȕȤȋȐ ȏȈ Ȑȝ ȖȉȕȈȘțȎȍȕȐȍ. ǵȍȒȖȚȖȘȣȍ ȗȘȖȐȏȊȖȌȐȚȍȓȐ ȗȓȈȚȧȚ 
șȖȚȕȐ Țȣșȧȟ ȌȖȓȓȈȘȖȊ ȏȈ ȖȉȕȈȘțȎȍȕȐȍ ȒȘȐȚȐȟȍșȒȐȝ ȉȈȋȖȊ, Ȑ țȎȍ ȊȣȗȓȈȚȐȓȐ ȗȖ 
ȚȈȒȐȔ ȗȘȖȋȘȈȔȔȈȔ ȔȐȓȓȐȖȕȣ ȌȖȓȓȈȘȖȊ. ǴȕȖȋȐȍ ȔȖȓȖȌȣȍ ȓȦȌȐ ȏȈȘȈȉȖȚȈȓȐ 
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ȚȣșȧȟȐ ȌȖȓȓȈȘȖȊ, șȖȖȉȡȈȧ Ȗ ȉȈȋȈȝ, ȊȒȓȦȟȈȧ ȊȖȚ ȥȚȖȚ șȓțȟȈȑ 
(https://www.pcmag.com/article2/0,2817,2371391,00.asp&title=12-Year-

Old%20Earns%20$3,000%20Bug%20Bounty%20From%20Mozilla). ǺȈȒȐȍ 
ȗȘȖȋȘȈȔȔȣ ȍșȚȤ ț ȔȕȖȋȐȝ ȐȏȊȍșȚȕȣȝ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ: 
 

- ǷȘȖȋȘȈȔȔȈ Microsoft: https://technet.microsoft.com/en-

us/library/dn425036.aspx. 

- ǷȘȖȋȘȈȔȔȈ Google: https://www.google.com/about/appsecurity/reward-

program/. 

- ǻ Apple ȚȈȒȈȧ ȗȘȖȋȘȈȔȔȈ ȘȈȉȖȚȈȍȚ ȚȖȓȤȒȖ ȗȖ ȗȘȐȋȓȈȠȍȕȐȦ, ȕȖ ȖȕȐ ȚȖȎȍ 
ȗȓȈȚȧȚ ȗȖșȚȖȘȖȕȕȐȔ ȗȖȓȤȏȖȊȈȚȍȓȧȔ ȏȈ șȖȖȉȡȍȕȐȧ Ȗ ȉȈȋȈȝ. 

- ǷȘȖȋȘȈȔȔȈ Mozilla: https://www.mozilla.org/en-US/security/bug-bounty/. 

- HackerOne (https://www.hackerone.com) - ȒȖȔȗȈȕȐȧ, ȒȖȚȖȘȈȧ 
ȒȖȖȘȌȐȕȐȘțȍȚ ȗȘȖȋȘȈȔȔȣ ȗȖȖȡȘȍȕȐȧ ȌȘțȋȐȝ ȒȖȔȗȈȕȐȑ, ȚȈȒȐȝ ȒȈȒ Twitter, 
Slack Ȑ Airbnb. 

 

ǵȍ ț ȒȈȎȌȖȋȖ ȗȘȖȐȏȊȖȌȐȚȍȓȧ ȍșȚȤ ȗȘȖȋȘȈȔȔȈ ȗȖȖȡȘȍȕȐȧ ȏȈ ȖȉȕȈȘțȎȍȕȐȍ ȉȈȋȖȊ, 
ȕȖ ț Ȋșȍȝ țȔȕȣȝ - ȖȕȈ ȍșȚȤ. 

ǪȏȓȖȔ ǨȗȗȈȘȈȚȕȣȝ ǲȖȔȗȖȕȍȕȚȖȊ 

ǭșȓȐ ȊȈȠȍȔț ȘȍȉȍȕȒț ȐȕȚȍȘȍșȕȍȍ ȊȏȓȈȔȣȊȈȚȤ ȈȗȗȈȘȈȚȕȣȍ, Ȉ ȕȍ ȗȘȖȋȘȈȔȔȕȣȍ 
ȒȖȔȗȖȕȍȕȚȣ, ȚȖ șțȡȍșȚȊțȍȚ ȔȕȖȎȍșȚȊȖ ȊȈȘȐȈȕȚȖȊ ȊȣȝȖȌȈ Ȋ ȚȈȒȖȑ șȐȚțȈȞȐȐ. Ƕȕ 
ȔȖȎȍȚ ȗȘȐșȖȍȌȐȕȐȚȤșȧ Ȓ ȝȈȒȍȘșȒȐȔ ȋȘțȗȗȈȔ, ȊȏȓȈȔȣȊȈȦȡȐȔ IoT-țșȚȘȖȑșȚȊȈ, Ȗ 

ȒȖȚȖȘȣȝ Ȕȣ ȋȖȊȖȘȐȓȐ Ȋ ǫȓȈȊȍ 35. Ǫ ȕȐȝ Ȗȕ ȔȖȎȍȚ țȏȕȈȚȤ, ȒȈȒ ȊȏȓȈȔȣȊȈȚȤ 
ȕȈșȚȖȧȡȐȍ IoT-țșȚȘȖȑșȚȊȈ, ȓȐȉȖ Ȗȕ ȔȖȎȍȚ ȕȈȟȈȚȤ ș ȖșȕȖȊ ȊȏȓȖȔȈ ȈȗȗȈȘȈȚȕȣȝ 
ȒȖȔȗȖȕȍȕȚȖȊ, ȐșȗȖȓȤȏțȧ ȕȈȉȖȘ Raspberry Pi (https://www.raspberrypi.org/). 

Raspberry Pi - ȥȚȖ, ȗȖ șțȚȐ, ȒȘȖȝȖȚȕȣȑ ȖȌȕȖȗȓȈȚȕȣȑ ȒȖȔȗȤȦȚȍȘ, ȒȖȚȖȘȣȑ 
ȘȈȉȖȚȈȍȚ ȗȖȌ țȗȘȈȊȓȍȕȐȍȔ ȓȐȕțȒș. ǩȣȓȖ ȗȘȖȌȈȕȖ țȎȍ ȉȖȓȍȍ 10 ȔȐȓȓȐȖȕȖȊ 
ȥȒȏȍȔȗȓȧȘȖȊ. ǭȡȍ ȖȌȐȕ șȝȖȎȐȑ ȗȘȖȌțȒȚ - Arduino (https://www.arduino.cc/). 

ǪȘȍȔȍȕȈ, ȒȖȋȌȈ Ȋșȍ, ȟȚȖ ȔȖȎȕȖ ȉȣȓȖ șȌȍȓȈȚȤ - ȒțȗȐȚȤ șȝȍȔȣ, ȗȘȖȊȖȌȈ, ȟȐȗȣ Ȑ 
ȐȏțȟȈȚȤ, ȒȈȒ ȔȖȎȕȖ ȟȚȖ-ȚȖ Ȑȏ ȥȚȖȋȖ șȗȈȧȚȤ, ȌȈȊȕȖ ȗȘȖȠȓȐ. ǹ ȕȣȕȍȠȕȐȔȐ 
țșȚȘȖȑșȚȊȈȔȐ, Ȋȣ Ȑ ȊȈȠ ȘȍȉȍȕȖȒ, șȔȖȎȍȚȍ ȘȍȈȓȐȏȖȊȈȚȤ ȔȐȓȓȐȖȕȣ DIY ȗȘȖȍȒȚȖȊ.  

 

ǲȓțȉȣ ǸȖȉȖȚȖȚȍȝȕȐȒȐ 

ǷȖȐȡȐȚȍ ȔȍșȚȕȣȍ Ȓȓțȉȣ ȘȖȉȖȚȖȚȍȝȕȐȒȐ. ǴȕȖȋȐȍ țȟȍȉȕȣȍ ȏȈȊȍȌȍȕȐȧ Ȑ 
ȒȖȔȗȤȦȚȍȘȕȣȍ ȗȘȖȐȏȊȖȌȐȚȍȓȐ șȗȖȕșȐȘțȦȚ Ȓȓțȉȣ ȘȖȉȖȚȖȚȍȝȕȐȒȐ, ȒȖȚȖȘȣȍ 
ȖșȖȉȍȕȕȖ ȏȈȐȕȚȍȘȍșȖȊȈȕȣ Ȋ ȔȖȓȖȌȣȝ ȝȈȒȍȘȈȝ, Ȉ ȊȍȌțȡȐȍ țȟȍȉȕȣȍ ȏȈȊȍȌȍȕȐȧ Ȑ 
ȗȘȖȐȏȊȖȌȐȚȍȓȐ ȖȉȍșȗȍȟȐȊȈȦȚ ȊȣșȖȟȈȑȠȐȑ țȘȖȊȍȕȤ ȚȈȒȐȝ ȒȓțȉȖȊ. ǭșȓȐ Ȋȣ ȕȍ 
ȔȖȎȍȚȍ ȕȈȑȚȐ ȔȍșȚȕȣȑ Ȓȓțȉ, ȚȖ RoboRealm 
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(http://www.roborealm.com/clubs/list.php) Ȑ Arrick Robotics 
(http://arrickrobotics.com/clubs.html) ȥȚȖ ȖȚȓȐȟȕȣȍ ȘȍșțȘșȣ ș ȒȖȚȖȘȣȝ ȔȖȎȕȖ 
ȕȈȟȈȚȤ. 
 

ǷǸИǴЕЧАǵИЕ ǭȡȍ ȖȌȕȖ ȝȖȉȉȐ, ȒȖȚȖȘȖȍ ȔȖȎȍȚ ȉȣȚȤ ȐȕȚȍȘȍșȕȖ ȕȈȟȐȕȈȦȡȐȔ 
ȝȈȒȍȘȈȔ - ȓȦȉȐȚȍȓȤșȒȈȧ ȘȈȌȐȖșȊȧȏȤ. ǴȕȖȋȐȍ ȔȖȐ ȌȘțȏȤȧ-ȝȈȒȍȘȣ ȚȈȒȎȍ ȌȈȊȕȖ 
țȊȓȍȒȈȦȚșȧ ȓȦȉȐȚȍȓȤșȒȖȑ ȘȈȌȐȖșȊȧȏȤȦ. ǬȖȓȎȕȖ ȉȣȚȤ, Ȋ ȥȚȖȔ ȍșȚȤ ȒȈȒȈȧ-ȚȖ 
ȐȕȚȍȓȓȍȒȚțȈȓȤȕȈȧ șȊȧȏȤ. 

ǹȖȘȍȊȕȖȊȈȕȐȧ Capture the Flag 

ǴȕȖȋȐȍ țȟȍȉȕȣȍ ȏȈȊȍȌȍȕȐȧ, Ȋȍȉ-șȈȑȚȣ, ȋȘțȗȗȣ Ȑ ȒȖȕȜȍȘȍȕȞȐȐ ȗȖ ȉȍȏȖȗȈșȕȖșȚȐ 
șȗȖȕșȐȘțȦȚ șȖȘȍȊȕȖȊȈȕȐȧ “capture the flag” (ȏȈȝȊȈȚ ȜȓȈȋȈ), ȋȌȍ ȝȈȒȍȘȣ ȐȓȐ 
ȒȖȔȈȕȌȣ ȝȈȒȍȘȖȊ șȖșȚȧȏȈȦȚșȧ Ȋ șȒȖȘȖșȚȐ ȊȏȓȖȔȈ ȘȈȌȐ ȗȖȓțȟȍȕȐȧ ȗȘȐȏȈ. ǷȘȖșȚȖ 
ȕȈȉȍȘȐȚȍ Ȋ ȓȦȉȖȔ ȗȖȐșȒȖȊȐȒȍ “șȖȘȍȊȕȖȊȈȕȐȧ capture the flag”, Ȑ Ȋȣ țȊȐȌȐȚȍ 
ȌȍșȧȚȒȐ ȚȈȒȐȝ șȖȘȍȊȕȖȊȈȕȐȑ, Ȋ ȒȖȚȖȘȣȝ Ȋȣ ȐȓȐ ȊȈȠ ȘȍȉȍȕȖȒ ȔȖȎȍȚȍ ȗȘȐȕȧȚȤ 
țȟȈșȚȐȍ. ǭșȚȤ șȈȑȚ, ȕȈ ȒȖȚȖȘȖȔ țȒȈȏȈȕȣ ȔȕȖȋȐȍ ȗȘȍȌșȚȖȧȡȐȍ șȖȘȍȊȕȖȊȈȕȐȧ 
capture the flag: https://ctftime.org/. 

ǶȉțȟȍȕȐȍ Ȑ ǹȍȘȚȐȜȐȒȈȚȣ 

ǶȉțȟȍȕȐȍ ȐȓȐ ȗȘȖȝȖȎȌȍȕȐȍ șȍȘȚȐȜȐȒȈȞȐȐ - ȥȚȖ ȖȚȓȐȟȕȣȑ șȗȖșȖȉ ȕȈȗȘȈȊȐȚȤ 
Ȧȕȣȑ ȝȈȒȍȘșȒȐȑ ȗȣȓ Ȋ ȗȘȈȊȐȓȤȕȖȍ ȘțșȓȖ. ǩȘȖșȤȚȍ ȊȈȠȍȔț ȘȍȉȍȕȒț ȊȣȏȖȊ, 
ȟȚȖȉȣ Ȗȕ șȔȖȋ ȗȖȓțȟȐȚȤ șȍȘȚȐȜȐȒȈȚ ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ 
(ȕȍȒȖȚȖȘȣȍ Ȑȏ ȒȖȚȖȘȣȝ ȖȗȐșȈȕȣ Ȋ ǫȓȈȊȍ 41), Ȑ ȚȍȔ șȈȔȣȔ, ȗȖȒȈȏȈȚȤ, ȕȈșȒȖȓȤȒȖ 
Ȗȕ ȝȖȘȖȠ. ǷȖȓțȟȈȧ ȗȍȘȊȣȑ șȍȘȚȐȜȐȒȈȚ, ȒȖȚȖȘȣȑ ȗȘȐȏȕȈȕ ȗȖȊșȍȔȍșȚȕȖ, 
ȕȈȗȘȐȔȍȘ, șȍȘȚȐȜȐȒȈȚ EC-Council Certified Ethical Hacker (ǹȍȘȚȐȜȐȞȐȘȖȊȈȕȕȣȑ 
ȥȚȐȟȕȣȑ ȝȈȒȍȘ, CEH), Ȗȕ șȔȖȎȍȚ ȔȕȖȋȖȔț ȕȈțȟȐȚȤșȧ Ȑ șȍȘȤȍȏȕȖ ȗȘȖȌȊȐȕțȚȤșȧ Ȋ 
ȒȈȘȤȍȘȍ. ǯȈ ȗȘȈȒȚȐȟȍșȒȐ 30 ȓȍȚ ȝȈȒȍȘșȒȖȑ ȌȍȧȚȍȓȤȕȖșȚȐ, ȧ țȏȕȈȊȈȓ ȟȚȖ-ȚȖ ȕȖȊȖȍ 
Ȑ ȊȈȎȕȖȍ, ȗȖȓțȟȈȧ ȒȈȎȌȣȑ șȍȘȚȐȜȐȒȈȚ, Ȑ ȏȕȈȟȐȚȍȓȤȕȖ țȓțȟȠȐȓ șȊȖȐ ȝȈȒȍȘșȒȐȍ 
ȕȈȊȣȒȐ.  

ǬȈȑȚȍ ǰȔ ǽȖȘȖȠȍȋȖ ǵȈșȚȈȊȕȐȒȈ 

ǵȈȒȖȕȍȞ, ȗȖȗȣȚȈȑȚȍșȤ ȗȖȏȕȈȒȖȔȐȚȤ Ȑȝ ș ȟȍȓȖȊȍȒȖȔ, ȒȖȚȖȘȣȑ ȗȍȘȍȎȐȓ ȚȖȚ Ȏȍ 
ȖȗȣȚ, Ȑ șȔȖȋ ȕȈȗȘȈȊȐȚȤ șȊȖȐ ȒȘȍȈȚȐȊȕȣȍ ȕȈȊȣȒȐ ȕȈ ȗȖșȚȘȖȍȕȐȍ ȏȈȒȖȕȕȖȑ Ȑ 
ȗȘȐȉȣȓȤȕȖȑ ȒȈȘȤȍȘȣ. ǭșȓȐ Ȋȣ ȕȍ ȏȕȈȍȚȍ ȚȈȒȐȝ ȓȦȌȍȑ, ȚȖ ȧ ȋȖȚȖȊ ȗȖȔȖȟȤ 
(roger_grimes@infoworld.com). ȇ ș ȘȈȌȖșȚȤȦ ȌȖȉȈȊȓȦ ȊȈȠȍȋȖ ȘȍȉȍȕȒȈ Ȋ șȗȐșȖȒ 
șȊȖȐȝ țȟȍȕȐȒȖȊ.  
   ǲȈȒ ȗȘȈȊȐȓȖ, ȧ ȌȈȦ Țȍ Ȏȍ ȕȈșȚȈȊȓȍȕȐȧ, ȒȖȚȖȘȣȍ ȐȏȓȖȎȍȕȣ Ȋ ȥȚȖȑ ȒȕȐȋȍ, ȕȖ ȧ 
ȚȈȒȎȍ ȔȖȋț ȗȖȏȕȈȒȖȔȐȚȤ Ȑȝ ș ȌȘțȋȐȔȐ țȔȕȣȔȐ, ȝȖȘȖȠȐȔȐ ȝȈȒȍȘȈȔȐ. ǴȕȖȋȐȍ 
ȌȍȚȐ ȖȠȐȉȖȟȕȖ șȟȐȚȈȦȚ, ȟȚȖ ȝȈȒȍȘȣ Ȋ ȟȍȘȕȣȝ ȠȓȧȗȈȝ șȈȔȣȍ țȔȕȣȍ Ȑ 
șȖȖȉȘȈȏȐȚȍȓȤȕȣȍ. ǵȖ ȒȈȎȌȣȑ ȋȖȌ, ȊȖȏȔȖȎȕȖ, ȖȌȐȕ ȗȓȖȝȖȑ ȝȈȒȍȘ ȌȍȓȈȍȚ ȟȚȖ-ȚȖ 



86 
 

ȕȖȊȖȍ Ȑ ȐȕȚȍȘȍșȕȖȍ. Ǫșȍ ȖșȚȈȓȤȕȣȍ ȗȘȖșȚȖ ȗȖȊȚȖȘȧȦȚ ȌȍȑșȚȊȐȧ ȌȘțȋȐȝ. ǩȍȏ 
șȖȔȕȍȕȐȑ, ȓțȟȠȐȍ ȝȈȒȍȘȣ, ȒȖȚȖȘȣȍ ȧ ȊșȚȘȍȟȈȓ - ȥȚȖ ȏȈȡȐȚȕȐȒȐ. 
   ǳȍȋȒȖ ȊȏȧȚȤ ȒțȊȈȓȌț Ȑ ȘȈȏȕȍșȚȐ ȈȊȚȖȔȖȉȐȓȤ, ȕȖ ȋȖȘȈȏȌȖ șȓȖȎȕȍȍ șȖȏȌȈȚȤ ȥȚȖȚ 
ȈȊȚȖȔȖȉȐȓȤ. ǽȖȚȐȚȍ ȗȘȖȐȏȊȍșȚȐ ȕȈ Ȕȍȕȧ ȊȗȍȟȈȚȓȍȕȐȍ? ǷȖȗȘȖȉțȑȚȍ șȖȏȌȈȚȤ ȟȚȖ-

ȚȖ, ȟȚȖ șȔȖȎȍȚ ȊȣȌȍȘȎȈȚȤ ȗȖșȚȖȧȕȕȣȍ ȈȚȈȒȐ ȝȈȒȍȘȖȊ.  
   ǭșȓȐ Ȋȣ ȗȖȌȖȏȘȍȊȈȍȚȍ, ȟȚȖ ȊȈȠ ȐȓȐ ȟȍȑ-ȚȖ ȍȡȍ ȘȍȉȍȕȖȒ ȏȈȕȐȔȈȍȚșȧ 
ȕȍȥȚȐȟȕȣȔ ȐȓȐ ȕȍȏȈȒȖȕȕȣȔ ȊȏȓȖȔȖȔ, ȗȖȒȈȎȐȚȍ ȍȔț ȥȚț ȒȕȐȋț. ǷȖȌȘȖșȚȒȖȊ, 
ȒȖȚȖȘȣȍ ȓȦȉȧȚ ȊȏȓȈȔȣȊȈȚȤ, ȊșȍȋȌȈ ȔȖȎȕȖ “ȖȉȘȈȚȐȚȤ” ȕȈ șȊȍȚȓțȦ șȚȖȘȖȕț. ǰ 
ȍșȓȐ ȕȈ ȚȖ ȗȖȠȓȖ, ȚȖ ȊȏȘȖșȓȣȝ ȚȖȎȍ.  
   ǿȚȖ ȕȈșȟȍȚ ȔȖȍȋȖ șȣȕȈ? ǻ ȕȍȋȖ ȖȚȓȐȟȕȈȧ ȎȐȏȕȤ. ǻ ȕȍȋȖ ȖȚȓȐȟȕȈȧ ȘȈȉȖȚȈ, 
șȊȧȏȈȕȕȈȧ ș ȒȖȔȗȤȦȚȍȘȈȔȐ, ȒȖȚȖȘȈȧ ȗȘȐȕȖșȐȚ ȝȖȘȖȠȐȑ ȌȖȝȖȌ, Ȗȕ ȖȚȓȐȟȕȣȑ șȣȕ, 
ȖȚȍȞ, Ȑ ȥȚȐȟȕȣȑ ȟȍȓȖȊȍȒ. ȇ ȖȟȍȕȤ ȍȋȖ ȓȦȉȓȦ. Ǵȣ șȖ șȔȍȝȖȔ ȊșȗȖȔȐȕȈȍȔ 
ȊȘȍȔȍȕȈ, ȒȖȋȌȈ Ȕȣ “șȘȈȎȈȓȐșȤ” ș ȕȐȔ Ȋ ȞȐȜȘȖȊȖȔ ȔȐȘȍ. Ƕȕ ȉȓȈȋȖȌȈȘȍȕ Ȕȕȍ Ȑ 
șȊȖȍȑ ȔȈȔȍ ȏȈ ȚȖ, ȟȚȖ Ȕȣ ȊȔȍȠȈȓȐșȤ Ȑ ȌȈȓȐ ȕȈșȚȈȊȓȍȕȐȧ, ȒȖȚȖȘȣȍ ȗȖȔȖȋȓȐ ȍȔț 
țȑȚȐ ș ȚȍȔȕȖȑ șȚȖȘȖȕȣ ȝȈȒȍȘșȚȊȈ. 
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ǫȓȈȊȈ 50. ǲȖȌȍȒș ȅȚȐȒȐ ǽȈȒȍȘȈ 

 

 

 

ǭșȓȐ Ȋȣ ȗȖȐȡȐȚȍ Ȋ ȐȕȚȍȘȕȍȚȍ “ȝȈȒȍȘșȒțȦ ȥȚȐȒț”, ȚȖ, șȒȖȘȍȍ ȊșȍȋȖ, ȕȈȑȌȍȚȍ 
ȗȘȐțȒȘȈȠȍȕȕțȦ ȊȍȘșȐȦ ȚȈȒ ȕȈȏȣȊȈȍȔȣȝ “ȝȈȒȍȘșȒȐȝ ȗȘȈȊȐȓ”, ȒȖȚȖȘȣȍ 
ȖȉȢȍȌȐȕȍȕȣ Ȋ ȐȌȍȦ, ȟȚȖ Ȍȓȧ ȌȖșȚȐȎȍȕȐȧ ȓȦȉȖȑ șȊȖȍȑ ȞȍȓȐ, ȝȈȒȍȘȣ ȔȖȋțȚ 
ȌȍȓȈȚȤ Ȋșȍ, ȟȚȖ ȏȈȝȖȚȧȚ, ȊȖȏȔȖȎȕȖ ȌȈȎȍ ȉȍȏ ȊșȧȒȐȝ ȖȋȘȈȕȐȟȍȕȐȑ. ǩȍșȚșȍȓȓȍȘ 

ǹȚȐȊȍȕȈ ǳȍȊȐ Hackers: Heroes of the Computer Revolution 

(https://www.amazon.com/Hackers-Computer-Revolution-Steven-

Levy/dp/1449388396/) ȗȘȍȌșȚȈȊȐȓ ȔȐȘț ȖȌȕț Ȑȏ ȗȍȘȊȣȝ ȊȍȘșȐȑ ȝȈȒȍȘșȒȖȑ ȥȚȐȒȐ 
(https://en.wikipedia.org/wiki/Hacker_ethic). ǭșȓȐ ȊȒȘȈȚȞȍ, ȚȖ, ȗȘȈȒȚȐȟȍșȒȐ, șȓȖȊȖ 
Ȋ șȓȖȊȖ ȚȈȔ ȕȈȗȐșȈȕȖ șȓȍȌțȦȡȍȍ:  
 

1. ǬȖșȚțȗ Ȓ ȒȖȔȗȤȦȚȍȘȈȔ ȌȖȓȎȍȕ ȉȣȚȤ ȕȍȖȋȘȈȕȐȟȍȕȕȣȔ Ȍȓȧ ȒȈȎȌȖȋȖ. 

2. Ǫșȧ ȐȕȜȖȘȔȈȞȐȧ ȌȖȓȎȕȈ ȉȣȚȤ șȊȖȉȖȌȕȖȑ. 
3. ǵȍȌȖȊȍȘȐȍ ȊȓȈșȚȧȔ Ȑ ȗȘȖȌȊȐȎȍȕȐȍ ȗȘȐȕȞȐȗȈ ȌȍȞȍȕȚȘȈȓȐȏȈȞȐȐ. 
4. ǶȞȍȕȐȊȈȚȤ ȝȈȒȍȘȈ ȔȖȎȕȖ ȚȖȓȤȒȖ ȏȈ ȍȋȖ ȌȖșȚȐȎȍȕȐȧ. ǵȐ ȗȖȓȖȎȍȕȐȍ Ȋ 

ȖȉȡȍșȚȊȍ, ȕȐ ȊȖȏȘȈșȚ, ȕȐ ȘȈșȈ ȕȍ ȐȋȘȈȦȚ ȗȘȐ ȥȚȖȔ ȕȐȒȈȒȖȑ ȘȖȓȐ. 
5. ǹ ȗȖȔȖȡȤȦ ȒȖȔȗȤȦȚȍȘȈ ȒȈȎȌȣȑ ȔȖȎȍȚ șȖȏȌȈȊȈȚȤ ȗȘȖȐȏȊȍȌȍȕȐȧ 

ȐșȒțșșȚȊȈ. 
6. ǲȖȔȗȤȦȚȍȘȣ ȔȖȋțȚ ȐȏȔȍȕȐȚȤ ȎȐȏȕȤ Ȓ ȓțȟȠȍȔț 

 

ǳȍȊȐ ȗȖȒȈȏȣȊȈȓ, ȕȖ ȕȍ ȊșȍȋȌȈ șȖȋȓȈȠȈȓșȧ ș ȚȍȔ, ȟȚȖ Ȋ Țȍ ȌȕȐ ȌțȔȈȓȐ ȔȕȖȋȐȍ 
ȝȈȒȍȘȣ. ǲ șȖȎȈȓȍȕȐȦ, ȔȕȖȋȐȍ ȝȈȒȍȘȣ ȊȖșȗȘȐȕȧȓȐ ȝȈȒȍȘșȒțȦ ȥȚȐȒț ǳȍȊȐ, ȒȈȒ 
țȚȊȍȘȎȌȍȕȐȍ, ȟȚȖ ȞȍȓȤ ȖȗȘȈȊȌȣȊȈȍȚ șȘȍȌșȚȊȈ, Ȑ ȟȚȖ ȌȈȎȍ ȕȍȏȈȒȖȕȕȈȧ 
ȌȍȧȚȍȓȤȕȖșȚȤ - ȥȚȖ ȕȍ ȗȓȖȝȖ. ȅȚȖ Ȋșȍ ȘȈȊȕȖ, ȟȚȖ țȚȊȍȘȎȌȈȚȤ, ȟȚȖ ȋȘȈȉȐȚȤ ȉȈȕȒȐ 
ȐȓȐ ȒȘȈșȚȤ ȟȤȦ-ȚȖ șȖȉșȚȊȍȕȕȖșȚȤ - ȥȚȖ ȝȖȘȖȠȖ, ȍșȓȐ ȚȍȔ șȈȔȣȔ Ȋȣ ȗȖȔȖȋȈȍȚȍ 
ȉȍȌȕȣȔ. ǬȍȑșȚȊȐȧ ȝȈȒȍȘȖȊ, ȕȍ ȐȔȍȦȡȐȝ ȔȖȘȈȓȤȕȣȝ ȗȘȐȕȞȐȗȖȊ, ȔȖȋțȚ ȉȣȚȤ 
ȕȍȥȚȐȟȕȣȔȐ, Ȑ ȗȘȐȊȖȌȐȚȤ Ȓ ȗȘȖȉȓȍȔȈȔ ș ȏȈȒȖȕȖȔ. ǵȖ șȈȔȖȍ țȎȈșȕȖȍ ȚȖ, ȟȚȖ 

ȚȈȒȐȍ ȌȍȑșȚȊȐȧ ȊȘȍȌȧȚ ȊșȍȔ ȕȈȔ.  
   ǬȈȎȍ ȐșȒȓȦȟȐȊ ȚȖȚ ȔȖȔȍȕȚ, ȟȚȖ ȒȕȐȋȈ ǳȍȊȐ ȉȣȓȈ ȕȈȗȐșȈȕȈ ȏȈ ȌȍșȧȚȤ ȓȍȚ ȌȖ 
ȉțȘȕȖȋȖ ȘȈȏȊȐȚȐȧ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ ȚȍȝȕȖȓȖȋȐȑ, Ȗȕ ȕȍ ȗȘȐȏȣȊȈȓ ȏȈȕȐȔȈȚȤșȧ 
ȕȍȏȈȒȖȕȕȖȑ Ȑ ȕȍȥȚȐȟȕȖȑ ȌȍȧȚȍȓȤȕȖșȚȤȦ. ǵȍșȔȖȚȘȧ ȕȈ ȚȖ, ȟȚȖ ȌȍȑșȚȊȐȧ 
ȕȍȒȖȚȖȘȣȝ ȓȦȌȍȑ, ȖȗȐșȈȕȕȣȝ Ȋ ȍȋȖ ȒȕȐȋȍ, ȉȣȓȐ șȗȖȘȕȣȔȐ ș ȚȖȟȒȐ ȏȘȍȕȐȧ ȥȚȐȒȐ, 
ȉȖȓȤȠȐȕșȚȊȖ ȌȍȑșȚȊȖȊȈȓȖ ȥȚȐȟȕȖ. ǴȕȖȋȐȍ țȓțȟȠȐȓȐ șȊȖȦ ȎȐȏȕȤ Ȑ ȎȐȏȕȤ 
ȖȉȡȍșȚȊȈ, ȕȍ șȌȍȓȈȊ ȕȐȟȍȋȖ ȗȘȖȚȐȊȖȏȈȒȖȕȕȖȋȖ. ǴȕȖȋȐȍ șȈȔȖȏȈȉȊȍȕȕȖ ȗȖșȊȧȚȐȓȐ 
ȊșȦ șȊȖȦ ȎȐȏȕȤ țȓțȟȠȍȕȐȦ ȎȐȏȕȐ ȌȘțȋȐȝ ȓȦȌȍȑ, Ȑ ȕȍ ȗȖȓțȟȐȓȐ ȏȈ ȥȚȖ, 
ȗȘȈȒȚȐȟȍșȒȐ, ȕȐȒȈȒȖȋȖ ȌȍȕȍȎȕȖȋȖ ȊȖȏȕȈȋȘȈȎȌȍȕȐȧ. ǽȖȚȧ ȕȍȒȖȚȖȘȣȍ ȝȈȒȍȘȣ 
țȊȐȌȍȓȐ Ȋ ȝȈȒȍȘșȒȖȑ ȥȚȐȒȍ ǳȍȊȐ șȊȖȉȖȌț Ȍȓȧ Ȋșȍȝ Ȑ ȊȖȏȔȖȎȕȖșȚȤ ȕȍ șȖȉȓȦȌȈȚȤ 
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ȏȈȒȖȕ. ǲȈȒ ȍȡȍ ȗȖȕȐȔȈȚȤ ȜȘȈȏț “Ǫșȧ ȐȕȜȖȘȔȈȞȐȧ ȌȖȓȎȕȈ ȉȣȚȤ șȊȖȉȖȌȕȖȑ”? 

ǩȖȓȤȠȐȕșȚȊȖ ȟȐȚȈȚȍȓȍȑ Ȑ ȕȈȟȐȕȈȦȡȐȝ ȝȈȒȍȘȖȊ țȊȐȌȍȓȐ ȒȘȈșȖȚț ȘȈȉȖȚȣ ȗȘȐ 
șȖȉȓȦȌȍȕȐȐ ȥȚȐȟȍșȒȐȝ ȕȖȘȔ. Ǫ ȒȕȐȋȍ ǳȍȊȐ ȝȈȒȍȘȣ, ȗȖȕȈȟȈȓț, ȔȖȋȓȐ ȉȣȚȤ 
ȌȍȞȍȕȚȘȈȓȐȏȖȊȈȕȕȣȔȐ, ȕȍ ȌȖȊȍȘȧȦȡȐȔȐ ȊȓȈșȚȧȔ, șȊȖȉȖȌȕȣȔȐ ȔȣșȓȐȚȍȓȧȔȐ, ȕȖ 
Ȋ ȒȖȕȞȍ ȒȖȕȞȖȊ, ȗȖȓțȟȍȕȕȣȍ ȐȔȐ ȏȕȈȕȐȧ, Ȑȝ ȚȊȖȘȍȕȐȧ Ȑ ȐȏȖȉȘȍȚȍȕȐȧ ȐȏȔȍȕȐȓȐ 
ȊȍșȤ ȔȐȘ Ȓ ȓțȟȠȍȔț.  
   ǭșȓȐ ȉȣ Ȋșȧ ȐȕȜȖȘȔȈȞȐȧ ȌȍȑșȚȊȐȚȍȓȤȕȖ ȕȈȝȖȌȐȓȈșȤ Ȋ șȊȖȉȖȌȕȖȔ ȌȖșȚțȗȍ, ȚȖ 
ț ȓțȟȠȐȝ Ȋ ȔȐȘȍ ȝțȌȖȎȕȐȒȖȊ Ȑ ȗȐșȈȚȍȓȍȑ ȗȘȖȗȈȓ ȉȣ șȚȐȔțȓ șȖȏȌȈȊȈȚȤ șȊȖȐ 
țȌȐȊȐȚȍȓȤȕȣȍ ȗȘȖȐȏȊȍȌȍȕȐȧ. ǬȈȎȍ ǹȚȐȊȍȕ ǳȍȊȐ ȝȖȚȍȓ, ȟȚȖȉȣ ȍȔț ȏȈȗȓȈȚȐȓȐ ȏȈ 
ȥȚț ȒȕȐȋț. ǩȖȓȤȠȐȕșȚȊȖ ȗȘȖȐȏȊȖȌȐȚȍȓȍȑ ȈȗȗȈȘȈȚȕȣȝ ȒȖȔȗȖȕȍȕȚȖȊ Ȑ 
ȗȘȖȋȘȈȔȔȐșȚȖȊ ȕȍ șȔȖȋȓȐ ȉȣ ȌȍȓȈȚȤ ȚȖ, ȟȚȖ ȌȍȓȈȦȚ, ȍșȓȐ ȉȣ ȥȚȖ ȕȍ ȗȘȐȕȖșȐȓȖ 
ȖȗȘȍȌȍȓȍȕȕȖȋȖ ȌȖȝȖȌȈ. Ǫ ȒȖȕȞȍ ȒȖȕȞȖȊ, ȒȚȖ-ȚȖ ȌȖȓȎȍȕ ȗȓȈȚȐȚȤ ȏȈ ȘȈȉȖȚț, 
ȒȖȚȖȘȈȧ ȊȣșȚȘȈȐȊȈȍȚ ȠȖșșȍ Ȍȓȧ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ ȚȍȝȕȖȓȖȋȐȑ. ǭșȓȐ ȉȣ 
șȖȏȌȈȚȍȓȐ Ȑ ȊȓȈȌȍȓȤȞȣ ȕȍ ȗȖȓțȟȈȓȐ Ȍȍȕȍȋ ȏȈ șȊȖȐ ȗȘȖȌțȒȚȣ Ȑ ȐȕȜȖȘȔȈȞȐȦ, ȚȖ 
ț ȕȈș ȉȣ ȉȣȓȖ ȕȈȔȕȖȋȖ ȔȍȕȤȠȍ Ȑ ȗȘȖȌțȒȚȖȊ, Ȑ ȐȕȜȖȘȔȈȞȐȐ. ǭșȓȐ ȉȣ 
ȐșȗȖȓȤȏȖȊȈȓȐ ȚȖȓȤȒȖ șȈȔȣȍ ȖșȕȖȊȣ ȝȈȒȍȘșȒȖȑ ȥȚȐȒȐ, ȐșȒȓȦȟȐȊ ȔȖȘȈȓȤȕțȦ 
șȖșȚȈȊȓȧȦȡțȦ, ȚȖ ț ȕȈș ȉȣ ȕȍ ȉȣȓȖ ȚȈȒȖȋȖ ȏȈȔȍȟȈȚȍȓȤȕȖȋȖ ȖȉȡȍșȚȊȈ. ǰȔȍȕȕȖ, 
ȊȏȓȖȔ ȘȈȌȐ ȊȣșȠȍȑ ȞȍȓȐ, ȐșȒȓȦȟȈȦȡȐȑ ȔȖȘȈȓȤȕȖ-ȥȚȐȟȍșȒȐȍ ȕȖȘȔȣ, ȗȘȖșȚȖ 
șȌȍȓȈȓ ȉȣ ȖȉȡȍșȚȊȖ ȉȖȓȍȍ ȗȖȘȖȟȕȣȔ. 

   ǲțȓȤȔȐȕȈȞȐȖȕȕȣȑ ȔȖȔȍȕȚ ȒȕȐȋȐ ȏȈȒȓȦȟȈȍȚșȧ Ȋ ȌȍȔȖȕșȚȘȈȞȐȐ ȚȖȋȖ, ȟȚȖ 
ȓțȟȠȐȑ ȊȏȓȖȔ - ȥȚȖ ȥȚȐȟȕȣȑ Ȑ ȓȍȋȈȓȤȕȣȑ ȊȏȓȖȔ. Ǫșȍ, ȒȚȖ ȗȘȍȌșȚȈȊȓȍȕ Ȋ ȍȋȖ 
ȒȕȐȋȍ ȐșȗȖȓȤȏȖȊȈȓȐ șȊȖȑ ȕȍȊȍȘȖȧȚȕȣȑ ȐȕȚȍȓȓȍȒȚțȈȓȤȕȣȑ ȌȈȘ ȊȖ ȉȓȈȋȖ 
ȟȍȓȖȊȍȟȍșȚȊȈ. 
   ǶșȕȖȊȕȖȑ ȗȖșȣȓ ȒȕȐȋȐ Ȋ ȚȖȔ, ȟȚȖ ȝȈȒȍȘșȒȈȧ ȌȍȧȚȍȓȤȕȖșȚȤ ȕȍ ȌȖȓȎȕȈ ȕȈȕȖșȐȚȤ 
ȔȐȘț ȉȖȓȤȠȍ ȊȘȍȌȈ, ȌȈȎȍ, ȍșȓȐ ȥȚȖ ȔȖȎȍȚ ȗȘȐȕȍșȚȐ șȓȈȊț Ȑ țȌȈȟț. ǴȖȘȈȓȤ 
ȌȖȓȎȕȈ ȉȣȚȤ ȊȈȎȕȍȍ Ȍȍȕȍȋ Ȑ șȓȈȊȣ. ȅȚȖ ȕȍ ȏȕȈȟȐȚ, ȟȚȖ ȌȍȕȤȋȐ Ȑ șȓȈȊȈ - ȥȚȖ 
ȗȓȖȝȖ, ȕȖ Ȑȝ ȕțȎȕȖ ȏȈȘȈȉȈȚȣȊȈȚȤ, șȖȉȓȦȌȈȧ ȏȈȒȖȕ Ȑ ȥȚȐȟȍșȒȐȍ ȕȖȘȔȣ.  
   ǹȍȋȖȌȕȧ ȊȖ ȔȕȖȋȐȝ ȖȘȋȈȕȐȏȈȞȐȧȝ, ȏȈȕȐȔȈȦȡȐȝșȧ ȗȖȌȋȖȚȖȊȒȖȑ șȗȍȞȐȈȓȐșȚȖȊ 
ȗȖ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ, ȍșȚȤ ȒȖȌȍȒș ȥȚȐȟȍșȒȐȝ ȕȖȘȔ, ȒȖȚȖȘȣȑ ȕțȎȕȖ 
șȖȉȓȦȌȈȚȤ. ǩȍȏ ȥȚȖȋȖ ȕȍȊȖȏȔȖȎȕȖ ȗȖȓțȟȐȚȤ Ȑȝ șȍȘȚȐȜȐȒȈȚ. ǹȈȔȣȑ ȗȖȗțȓȧȘȕȣȑ 
ȒȖȌȍȒș ȝȈȒȍȘȈ, ȒȖȚȖȘȣȑ ȧ ȕȈȠȍȓ Ȋ ȐȕȚȍȘȕȍȚȍ - ȥȚȖ ȒȖȌȍȒș ȥȚȐȒȐ EC-Council 

(https://www.eccouncil.org/code-of-ethics/). ȅȚȖ ȝȖȘȖȠȐȑ ȒȖȌȍȒș, ȕȖ Ȗȕ șȓȐȠȒȖȔ 

șȐȓȤȕȖ ȜȖȒțșȐȘțȍȚșȧ ȕȈ ȚȍșȚȐȘȖȊȈȕȐȐ ȕȈ ȗȘȖȕȐȒȕȖȊȍȕȐȍ, Ȑ șȖ ȊȘȍȔȍȕȍȔ 
șȚȈȕȖȊȐȚșȧ ȌȓȐȕȕȍȍ (ȕȈ ȔȖȔȍȕȚ ȕȈȗȐșȈȕȐȧ ȥȚȖȑ ȒȕȐȋȐ Ȋ ȕȍȔ ȉȣȓȖ 19 ȗțȕȒȚȖȊ). 
ǻȟȐȚȣȊȈȧ Ȋșȍ ȊȣȠȍșȒȈȏȈȕȕȖȍ, Ȋ șȓȍȌțȦȡȍȔ ȘȈȏȌȍȓȍ ȖȗȐșȈȕ ȝȖȘȖȠȐȑ, ȒȘȈȚȒȐȑ 
ȒȖȌȍȒș ȥȚȐȒȐ, ȒȖȚȖȘȣȑ ȧ șȖșȚȈȊȐȓ, ȖȗȐȘȈȧșȤ ȒȈȒ ȕȈ ȓȐȟȕȣȑ, ȚȈȒ Ȑ ȕȈ 
ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȑ ȖȗȣȚ.  
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ǲȖȌȍȒș ȅȚȐȒȐ ǽȈȒȍȘȈ 

ȅȚȖ ȔȖȑ șȖȉșȚȊȍȕȕȣȑ ȒȖȌȍȒș ȥȚȐȒȐ, ȕȈ ȒȖȚȖȘȣȑ ȧ ȖȗȐȘȈȦșȤ ȊșȦ șȊȖȦ ȎȐȏȕȤ. ǰ ȧ 
ȌțȔȈȦ, ȟȚȖ Ȗȕ ȖȚȓȐȟȕȖ ȗȖȌȝȖȌȐȚ ȓȦȉȖȔț ȝȈȒȍȘț 

ǩțȌȤȚȍ ǶȚȒȘȣȚȣȔȐ, ǿȍșȚȕȣȔȐ Ȑ ǹȖȉȓȦȌȈȑȚȍ ȅȚȐȟȍșȒȐȍ 
ǵȖȘȔȣ 

ǵȍ ȕțȎȕȖ ȋȖȊȖȘȐȚȤ, ȟȚȖ șȖȉȓȦȌȍȕȐȍ ȒȖȌȍȒșȈ ȥȚȐȒȐ ȖȏȕȈȟȈȍȚ șȖȉȓȦȌȍȕȐȍ 
ȔȖȘȈȓȤȕȣȝ ȕȖȘȔ. ǰȝ șȖȉȓȦȌȍȕȐȍ ȖȏȕȈȟȈȍȚ ȊȣȉȖȘ ȚȖȓȤȒȖ Ȋ ȗȖȓȤȏț ȗȘȈȊȐȓȤȕȣȝ 
ȗȖșȚțȗȒȖȊ, ȌȖȉȘȈ, Ȉ ȕȍ ȏȓȈ, ȗȘȈȊȖșțȌȐȧ, Ȉ ȕȍ ȕȍșȗȘȈȊȍȌȓȐȊȖșȚȐ. ǭșȓȐ ț ȊȈș ȍșȚȤ 
ȔȖȘȈȓȤȕȣȑ ȊȣȉȖȘ, ȚȖ ȍȋȖ ȕțȎȕȖ ȌȍȓȈȚȤ Ȋ ȗȖȓȤȏț ȉȓȈȋȈ Ȍȓȧ ȖȉȡȍșȚȊȈ. ǸȈȉȖȚȈȑȚȍ 
ȖȚȒȘȣȚȖ, ȟȚȖȉȣ ȏȈȐȕȚȍȘȍșȖȊȈȕȕȣȍ șȚȖȘȖȕȣ ȔȖȋȓȐ ȊȐȌȍȚȤ ȐȓȐ ȖȉșțȌȐȚȤ ș ȊȈȔȐ 
ȊȈȠȐ ȌȍȑșȚȊȐȑ. ǷȍȘȍȌ ȚȍȔ, ȒȈȒ ȟȚȖ-ȚȖ șȌȍȓȈȚȤ, șȕȈȟȈȓȈ șȒȈȎȐȚȍ Ȗȉ ȥȚȖȔ.  

ǵȍ ǵȈȘțȠȈȑȚȍ ǯȈȒȖȕ 

ǹȖȉȓȦȌȈȑȚȍ ȏȈȒȖȕȣ, ȘȍȋțȓȐȘțȦȡȐȍ ȊȈȠț ȌȍȧȚȍȓȤȕȖșȚȤ. ǭșȓȐ ȔȖȘȈȓȤȕȣȑ ȊȣȉȖȘ 
ȊȣȕțȎȌȈȍȚ ȊȈș ȕȈȘțȠȐȚȤ ȏȈȒȖȕ, țȉȍȌȐȚȍșȤ, ȟȚȖ Ȋȣ ȗȖȗȘȖȉȖȊȈȓȐ Ȋșȍ ȊȖȏȔȖȎȕȣȍ 
ȊȈȘȐȈȕȚȣ, Ȑ ȟȚȖ ȖȉȡȍșȚȊȖ, șȒȖȘȍȍ ȊșȍȋȖ, ȉțȌȍȚ ȘȈșșȔȈȚȘȐȊȈȚȤ ȊȈȠȐ ȌȍȑșȚȊȐȧ, 
ȒȈȒ ȗȘȈȊȐȓȤȕȣȍ. ǴȕȖȋȐȍ șȓțȟȈȐ ȕȈȘțȠȍȕȐȧ ȏȈȒȖȕȈ ȧȊȓȧȦȚșȧ ȚȈȒȖȊȣȔȐ, ȗȖȚȖȔț 
ȟȚȖ ȖȉȡȍșȚȊȖ ȘȍȠȐȓȖ, ȟȚȖ Ȋșȍ ȌȖȓȎȕȖ ȘȈȉȖȚȈȚȤ ȖȗȘȍȌȍȓȍȕȕȣȔ șȗȖșȖȉȖȔ, ȌȈȎȍ, 
ȍșȓȐ Ȋȣ țȊȍȘȍȕȣ, ȟȚȖ ț ȊȈș ȍșȚȤ ȊȍșȒȖȍ ȖȗȘȈȊȌȈȕȐȍ ȕȈȘțȠȍȕȐȧ ȏȈȒȖȕȈ. ǹȈȔȖ 
șȖȉȖȑ, ȗȘȐȋȖȚȖȊȤȚȍșȤ Ȓ ȚȖȔț, ȟȚȖȉȣ ȎȐȚȤ ș ȗȖșȓȍȌșȚȊȐȧȔȐ, ȒȖȚȖȘȣȍ ȕȈșȚțȗȧȚ, 

ȒȖȋȌȈ ȊȈș ȗȖȑȔȈȦȚ. 

ǷȖȓțȟȐȚȍ ǸȈȏȘȍȠȍȕȐȍ 

ǷȍȘȍȌ ȚȍȔ, ȒȈȒ ȊȏȓȖȔȈȚȤ ȖȉȢȍȒȚ, ȕȍȖȉȝȖȌȐȔȖ ȗȖȓțȟȐȚȤ ȌȖȒțȔȍȕȚȈȓȤȕȖȍ 
ȘȈȏȘȍȠȍȕȐȍ ȖȚ ȊȓȈȌȍȓȤȞȈ ȖȉȢȍȒȚȈ ȐȓȐ ȍȋȖ ȏȈȒȖȕȕȖȋȖ ȗȘȍȌșȚȈȊȐȚȍȓȧ. ȅȚȖ ȕțȎȕȖ 
ȌȍȓȈȚȤ ȊȖ Ȋșȍȝ ȉȍȏ ȐșȒȓȦȟȍȕȐȧ șȓțȟȈȧȝ.  

ǶȉȍșȗȍȟȤȚȍ ǲȖȕȜȐȌȍȕȞȐȈȓȤȕȖșȚȤ ǪȈȎȕȖȑ ǰȕȜȖȘȔȈȞȐȐ 

ǶȉȡȍșȚȊȖ ȕȍ ȘȈȉȖȚȈȍȚ ȉȍȏ ȌȖȊȍȘȐȧ. ǿȚȖȉȣ ȏȈșȓțȎȐȚȤ ȌȖȊȍȘȐȍ, ȕțȎȕȖ ȕȍ ȚȖȓȤȒȖ 
ȌȍȑșȚȊȖȊȈȚȤ ȟȍșȚȕȖ, ȖȚȒȘȣȚȖ Ȑ ȥȚȐȟȕȖ, ȕȖ ȚȈȒȎȍ ȕȍ ȘȈșȒȘȣȊȈȚȤ ȊȈȎȕțȦ 

ȐȕȜȖȘȔȈȞȐȦ ȉȍȏ ȗȘȍȌȊȈȘȐȚȍȓȤȕȖȋȖ ȘȈȏȘȍȠȍȕȐȧ ȊȓȈȌȍȓȤȞȈ, ȖșȖȉȍȕȕȖ, ȍșȓȐ ȥȚț 
ȐȕȜȖȘȔȈȞȐȦ ȊȈȔ șȖȖȉȡȐȓȐ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕȖ. Ǫ ȞȍȓȖȔ, ȟȍȔ ȔȍȕȤȠȍ Ȋȣ ȉțȌȍȚȍ 
ȘȈȏȋȓȈȠȈȚȤ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕțȦ ȐȕȜȖȘȔȈȞȐȦ, ȚȍȔ ȉȖȓȤȠȍ ȌȖȊȍȘȐȧ ȏȈȘȈȉȖȚȈȍȚȍ. 
ȇ ȊșȍȋȌȈ ȏȈȒȓȦȟȈȦ ș ȕȖȊȣȔȐ ȒȓȐȍȕȚȈȔȐ șȖȋȓȈȠȍȕȐȍ Ȗ ȕȍȘȈȏȋȓȈȠȍȕȐȐ (non-

disclosure agreement, NDA). ǺȈȒ ȓțȟȠȍ ȕȈȔ ȊșȍȔ. ǭșȓȐ Ȋȣ șȖȉȐȘȈȍȚȍșȤ 
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ȘȈȏȋȓȈșȐȚȤ ȟȤȦ-ȚȖ ȒȖȕȜȐȌȍȕȞȐȈȓȤȕțȦ ȐȕȜȖȘȔȈȞȐȦ, țȉȍȌȐȚȍșȤ, ȟȚȖ ȥȚȖ ȥȚȐȟȕȖ, 
ȏȈȒȖȕȕȖ Ȑ ȗȘȐȕȍșȍȚ ȗȖȓȤȏț ȖȉȡȍșȚȊț. 

ǵȍ ǷȘȐȟȐȕȧȑȚȍ ǩȖȓȤȠȍȋȖ ǪȘȍȌȈ 

ǲȓȧȚȊȈ ǫȐȗȗȖȒȘȈȚȈ ȌȖȓȎȕȈ ȉȣȚȤ ȊȈȠȐȔ ȖȘȐȍȕȚȐȘȖȔ ȕȍ ȚȖȓȤȒȖ Ȍȓȧ ȗȖȊȍȌȍȕȐȧ Ȋ 
ȖȉȡȍșȚȊȍ, ȕȖ Ȑ ȗȘȐ ȘȈȉȖȚȍ ș ȒȖȔȗȈȕȐȧȔȐ ȐȓȐ ȒȓȐȍȕȚȈȔȐ. Ǫșȍ ȝȈȒȍȘȣ ȌȖȓȎȕȣ ȍȍ 
ȗȘȐȌȍȘȎȐȊȈȚȤșȧ. ǽȈȒȍȘȣ Ȑ ȗȘȖȜȍșșȐȖȕȈȓȤȕȣȍ ȗȍȕȚȍșȚȍȘȣ ȗȍȘȍȌ ȕȈȟȈȓȖȔ 
ȘȈȉȖȚȣ ȌȖȓȎȕȣ țȉȍȌȐȚȤșȧ, ȟȚȖ ȕȍ ȗȘȐȟȐȕȧȚ ȊȘȍȌȈ. ǴȐȕȐȔȐȏȐȘțȑȚȍ 
ȗȖȚȍȕȞȐȈȓȤȕȣȍ șȉȖȐ Ȋ ȘȈȉȖȚȍ. ǳȦȉțȦ ȖȗȍȘȈȞȐȦ, ȒȖȚȖȘȈȧ ȊȣȏȖȊȍȚ șȉȖȐ Ȋ 
ȘȈȉȖȚȍ ȊșȍȋȌȈ ȕțȎȕȖ ȕȈȟȐȕȈȚȤ ȖȟȍȕȤ ȔȍȌȓȍȕȕȖ, ȗȘȍȌȊȈȘȐȚȍȓȤȕȖ ȗȘȖȊȍȌȧ 
ȔȕȖȎȍșȚȊȖ ȚȍșȚȖȊ. Ǩ ȏȈȚȍȔ ȐșȗȖȓȤȏțȑȚȍ ȚȈȒȐȍ ȕȈșȚȘȖȑȒȐ ȊȈȠȍȋȖ ǷǶ, ȒȖȚȖȘȣȍ 
ȊȣȏȖȊțȚ ȔȐȕȐȔȈȓȤȕȣȑ șȉȖȑ, ȍșȓȐ ȍșȚȤ ȚȈȒȈȧ ȊȖȏȔȖȎȕȖșȚȤ. ǭșȓȐ Ȋȣ șȖȊȍȘȠȈȍȚȍ 
ȊȏȓȖȔ, ȊșȍȋȌȈ ȗȘȍȌțȗȘȍȎȌȈȑȚȍ ȒȓȐȍȕȚȖȊ (ȗȐșȤȔȍȕȕȖ), ȟȚȖ ȊȈȠȐ ȌȍȑșȚȊȐȧ ȔȖȋțȚ 
ȕȈȕȍșȚȐ ȕȍȗȘȍȌȕȈȔȍȘȍȕȕȣȑ ȊȘȍȌ ȐȕȜȘȈșȚȘțȒȚțȘȍ ȒȓȐȍȕȚȈ. ǲȘȖȔȍ ȚȖȋȖ, ȕȍ 
ȘȈșȒȘȣȊȈȑȚȍ ȐȕȜȖȘȔȈȞȐȦ Ȗȉ țȧȏȊȐȔȖșȚȧȝ ǷǶ, ȗȘȍȌȊȈȘȐȚȍȓȤȕȖ ȕȍ șȖȖȉȡȐȊ Ȗ 
ȕȐȝ ȗȘȖȐȏȊȖȌȐȚȍȓȦ, Ȑ ȌȈȊ ȍȔț ȌȖșȚȈȚȖȟȕȖ ȊȘȍȔȍȕȐ ȕȈ ȊȣȗțșȒ ȗȈȚȟȈ. ǭșȓȐ 
șȌȍȓȈȚȤ ȕȈȖȉȖȘȖȚ, ȚȖ ȥȚȖ ȕȈȕȍșȍȚ ȊȘȍȌ ȉȖȓȤȠȍȔț ȒȖȓȐȟȍșȚȊț ȒȓȐȍȕȚȖȊ.  

ǬȍȑșȚȊțȑȚȍ ǷȘȖȜȍșșȐȖȕȈȓȤȕȖ 

ǹȚȘȍȔȐȚȍșȤ ȌȍȑșȚȊȖȊȈȚȤ ȗȘȖȜȍșșȐȖȕȈȓȤȕȖ ȊȖ Ȋșȍȝ șȜȍȘȈȝ. ȅȚȖ ȕȍ ȖȏȕȈȟȈȍȚ, ȟȚȖ 
ȊȈȔ ȊșȍȋȌȈ ȕțȎȕȖ ȕȖșȐȚȤ ȒȖșȚȦȔ. ȅȚȖ ȖȏȕȈȟȈȍȚ, ȟȚȖ Ȋȣ ȌȖȓȎȕȣ ȌȍȑșȚȊȖȊȈȚȤ 
ȚȈȒ, ȟȚȖȉȣ ȏȈșȓțȎȐȚȤ ȌȖȊȍȘȐȍ, ȊȖȏȔȖȎȕȖ ȊȈȔ ȌȈȎȍ șȚȖȐȚ șȚȈȚȤ ȗȘȍȌșȒȈȏțȍȔȣȔ. 
ǬȖȊȍȘȐȍ ȚȈȒȎȍ ȧȊȓȧȍȚșȧ ȘȍȏțȓȤȚȈȚȖȔ ȟȍșȚȕȖȑ Ȑ ȖȚȒȘȣȚȖȑ ȘȈȉȖȚȣ ș 
șȖȉȓȦȌȍȕȐȍȔ ȥȚȐȟȍșȒȐȝ ȕȖȘȔ. ǪȣșȖȒȐȝ ȗȘȖȜȍșșȐȖȕȈȓȖȊ ȖȚȓȐȟȈȍȚ țȔȍȕȐȍ ȊȍșȚȐ 
ȌȐȈȓȖȋ. ǪȈȔ ȕțȎȕȖ ȘȈȉȖȚȈȚȤ ȗȖȌ șȊȖȐȔ ȕȈșȚȖȧȡȍȔ ȐȔȍȕȍȔ (ȐȓȐ Ȑȏ ȗȖȌ 
ȕȈșȚȖȧȡȍȋȖ ȗȘȖȜȐȓȧ, ȒȖȚȖȘȣȑ ȓȍȋȒȖ ȕȈȑȚȐ Ȋ ȐȕȚȍȘȕȍȚȍ). ǷȓȦș, ȊȈȔ ȕȍ șȚȖȐȚ 
ȕȍȋȈȚȐȊȕȖ ȖȚȏȣȊȈȚȤșȧ Ȗ ȌȘțȋȐȝ ȓȦȌȧȝ Ȑ ȐșȚȖȟȕȐȒȈȝ. 

ǶșȊȍȡȈȑȚȍ ǷțȚȤ ǶșȚȈȓȤȕȣȔ 

ǰ Ȋ ȒȖȕȞȍ ȒȖȕȞȖȊ, ȉțȌȤȚȍ ȗȘȐȔȍȘȖȔ Ȍȓȧ ȖșȚȈȓȤȕȣȝ, Ȑ ȊȍȌȐȚȍ ȎȐȏȕȤ ȥȚȐȟȕȖȋȖ 
ȝȈȒȍȘȈ. ǰșȗȖȓȤȏțȦ șȊȖȐ ȊȖȏȔȖȎȕȖșȚȐ ȊȖ ȉȓȈȋȖ, Ȑ ȗȖȔȖȋȈȑȚȍ ȖȉȡȍșȚȊț șȚȈȚȤ 
ȓțȟȠȍ. ǷȖȒȈȎȐȚȍ ȖșȚȈȓȤȕȣȔ, ȒȈȒ ȊȈȠȈ ȝȈȒȍȘșȒȈȧ ȥȚȐȒȈ ȌȍȓȈȍȚ ȓțȟȠȍ ȎȐȏȕȤ 
ȒȈȎȌȖȋȖ. 
   ǷțșȚȤ ȊȈȠȈ ȝȈȒȍȘșȒȈȧ ȌȍȧȚȍȓȤȕȖșȚȤ ȖșȕȖȊȣȊȈȍȚșȧ Ȑ “ȝȈȒȍȘșȒȖȑ ȥȚȐȒȍ” ǳȍȊȐ, Ȑ 
ȕȈ ȔȖȘȈȓȤȕȣȝ ȕȈșȚȈȊȓȍȕȐȧȝ, ȖȗȐșȈȕȕȣȝ Ȋ ȥȚȖȑ ȋȓȈȊȍ. ǰșȗȣȚȣȊȈȑȚȍ ȋȖȘȌȖșȚȤ ȏȈ 
ȚȖ, ȟȚȖ Ȋȣ ȥȚȐȟȕȣȑ ȝȈȒȍȘ. Ǫșȍ șȗȍȞȐȈȓȐșȚȣ, ȗȘȍȌșȚȈȊȓȍȕȕȣȍ Ȋ ȥȚȖȑ ȒȕȐȋȍ, 
ȧȊȓȧȦȚșȧ ȥȚȐȟȕȣȔȐ ȝȈȒȍȘȈȔȐ, ȒȖȚȖȘȣȍ ȕȍ ȕȈȘțȠȈȦȚ ȏȈȒȖȕ. ǶȕȐ Ȋșȍ ȝȖȘȖȠȖ 
ȏȈȘȈȉȈȚȣȊȈȦȚ. Ǫȣ ȔȖȎȍȚȍ șȚȈȚȤ ȚȈȒȐȔ Ȏȍ. ǹȈȔȣȍ țȔȕȣȍ ȓȦȌȐ - ȥȚȖ ȕȍ 
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ȊȘȍȌȖȕȖșȕȣȍ ȝȈȒȍȘȣ. ǹȈȔȣȍ țȔȕȣȍ ȓȦȌȐ - ȥȚȖ ȏȈȡȐȚȕȐȒȐ, ȒȖȚȖȘȣȍ Ȑȝ 
ȊȏȓȈȔȣȊȈȦȚ. 
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